E R 5 AR %53 % #: 550 N ,
RERE: FERRE 20234 $E53%F 38 550-565 ¢ CHIERFEY ekt
SCIENTTIA SINICA Informationis ”~ SCIENCE CHINA PRESS

.I:sz @ SrossMark

ALRFERIPF TR £i8(E

KKK, ik, REE, HLE

PR RSB E T B AR B R E AL E, m#El 611731
* B{E{E#. E-mail: lynQuestc.edu.cn, ssh@Questc.edu.cn

Wcks H 31: 2021-10-12; f&[E HIM: 2021-12-22; 5% HY: 2022-02-17; W& AR HH: 2023-03-13

K mt RIS (e 2018 YFB1801903) FlEZK H AR FH 4 (#EHES: U19B2014, 62071094, 61901396) % B H

BE HTARERTRERF TR, B8 T ATREEP FHRIER RN, b, A TRE %
ERAZGRANARS BT EXFERT KA B F 22 AREATRE LR L ZART
PEgE. ST d, AW T AHRETATRA N HEWRAATRE RAFRAREREE, FRLT LY
A E2aBlmATREBRNEARTE BB mmGELREN AR SELLEATE
PR BB A S T 5 B T 4, ST R R R b A, BAh, S B R TR R £
B SE, ATRESAGHESHLEHELS. MERFESRLEN I, ATSESREE SR
LGB % AR, DR B ) 1R £ 5] R R M AR

EHHR ATRE, B, B FSEE RE AW, HEHE

1 35

HI T ELARERITBORE, TLE(EE 5 A S R AT I S8O7 6307 2], A0 19 i) id
ER VR 2 T @2 RORUE B4 X ST R T T, BRAREOR AT D e S5O B S A ke
LT P 1), (AR SR BTN S5 b, 820 G T 55 A T DURS HEMB A T BRI 58 L R P S 555 A, 2T
REMS I BIE 52 67, RIBEATOE (5 A7 FE A5 53 T (0 UK. AE X s G J7 T, N LR R W] A
RO AR ST T 5 A AR T LU R, BE T PR G T (E B (R ST (5 A5 5 S 2 O 53l 1B
HA TS ARG TR RE /), 28 2 R N 785 2 HCE S RHLZE, 2R W7 1 IR
ﬁ{%‘ [9,10].

RN AL RG0S BOT GV, 8 T ORIETC 2B E i) 22 A, AR T N TR A A T
BRSO AE GRe . Ferh, IR RURIN I N T S NI A5 A5 5 DARH ZE 7 B30T, RN WSCR 7 rid8 R
BRI e FL AT D0 BARTEOU T, SRR AT AR 2 56 45 JE AR AL R N MR 5 £ 5410 )

il

Sl RKER, KixFH, BEE, & ALMESEEY MRz 2wE. hEBE: FEFREE, 2023, 53: 550-565, doi: 10.1360/
SSI-2021-0347
Song C Q, Zhang Y D, Zhao H Z, et al. Artificial noise shielded frequency hopping secure communication (in Chinese).
Sci Sin Inform, 2023, 53: 550-565, doi: 10.1360/SSI-2021-0347

© 2023 (PERZE) it www.scichina.com infocn.scichina.com



HEB FEREE B 3% 3

Transmitting node

Artificial noise
Frequency Radio
hompi DAC X
Confidential signal opping frequency

5

i Eavesdropping

node

Radio
FH sync. ADC
frequency

B 1 ATRE#EIPF TR EEERN

Figure 1 Transceiver architecture of artificial noise shielded frequency-hopping communication
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Table 2 Parameters of numerical simulations

Parameter Value
Confidential signal type BPSK signal
Artificial noise type Gaussian signal with zero mean [23]
Frequency-hopping bandwidth 30 MHz
Baseband bandwidth 50 kHz
Hopping period 1~1000 symbols
Cycle of the FH pattern 1000 hops
Radio frequency 2 GHz
Range of the power allocation factor 0~1
Sampling interval 5 ns
Normalized time synchronization error 1076 ~ 10°
Thermal noise power at the eavesdropping node —100 dBm
Thermal noise power at the authorized receiving node —100 dBm
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Figure 2 (Color online) Component analysis of the residual artificial noise after cancellation. (a) The relationship between

the power ratio of ISI to IHI and the time synchronization error; (b) the relationship between the power ratio of ISI to IHI
and the hopping period
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Artificial noise shielded frequency hopping secure communication
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Abstract To counteract electromagnetic interference and hostile wiretapping, an artificial noise-shielded fre-
quency hopping (ANS-FH) architecture is proposed in this paper. In this regard, AN cancellation is a key
procedure for secrecy enhancement, but the time-synchronization error between a received signal and the locally
reconstructed AN degrades the AN cancellation and system secrecy performance. Given this circumstance, the
residual AN components after the cancellation and secrecy performance under the time-synchronization error are
analyzed. Based on this analysis, a closed-form optimal transmitting power-allocation (PA) scheme for AN and a
confidential signal (CS) is provided to reduce the secrecy loss by synchronization errors. Theoretical and simulation
results show that the time-synchronization error in the proposed ANS-FH systems increases the inter-symbol and
inter-hop interference during AN cancellation and, thus, degrades the AN cancellation and secrecy performance.
Meanwhile, simulations on the proposed PA scheme show that the power ratio of AN to CS should be equivalent
when perfect time synchronization is performed and should decrease gradually when the synchronization error

increases to counteract the performance degradation by the time-synchronization error.

Keywords artificial noise, frequency hopping, time synchronization error, noise cancellation, power allocation
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