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1 (FAMHE) 5G 5 6G LEHEHERLL. B (b) RAGHS N 6G HH KPI
Figure 1 (Color online) KPI comparison of 5G and 6G. (a) Flower of 5G; (b) flower of 6G. The red part in (b) is the new
KPI for 6G

PRFE ) 8, 4G FIH Diameter BR RS 3G H10 SST (5L HFEIM, 5G 1M CIMEM R 4G TH
5 Do i I A s B AB1/A52, KASUMI FUBREEIZE A TEIE A AES, SNOWS3G, ZUC %5 B 24
KEEHM 2G BFHAR 64 LLAFEINE] 5G 1 256 L. 2R BAR RHH <R/KE T Wk (o
(IR A

6G B AR SR 22 4 5 TR E MBUR, LaHTaE <+ T30 B gEe . SR B si i ik v 2
Pk 19-100: (1) 6G LW IG “UEAFEN: —J51H 6G A SRR PR . 22241
REEAT . AR HERF ) S5 2 A E R R, 51— 7T 6G 2% B TBOR & K 5] N KA 8 1 22
APl DR SR E A M RS 1. (2) WA R I I TS 22 AR 5T« St 5 AT {5 6 37X B
KFJE: 6G ML EHA LR AT . BRE HBRINBE 1, fE4RAETEAASAE (M5 L RE AR, 2 P2y
(R 4% 5 20 bR A5 P I 4 K ELE B, AR AT 1 A R0 X 2% 304 ] B A el (R 980 I % 6G R HEITI53E,
AT SE NS s 6G L RGBT 284« HTRLH « TR 1 H BLEA 6 2 51 NGB 1 22 A iy 111, DA
NT BB RB, B RO R AU AT R 22 VS R AN Y . X R R I 22 4 M o] B3, f2
J87 FH AN T [ T8 £ ] R

sbah, WNRshilfE st S5 R B A, AT 5G S, 6G 5 A 7 B N2 4 R AN ¢ 4 0K
PHEARER (B 1 FoR). TR VERE T T, BEAH AR AT A e Th o AT IE B i I VPA R R fE %4
ROR T, TEFRDHEBIEGE . MEE5ZENARIERES K, #3) 6G Bk KPT S & A AR
HE, SEPUEAE /LA RS = IR R R A (B 2 Bor) P

BIR 6G 224 TG XCEE AN 2 PEAT A0 S0 &, HA — SR T LA E I, R 6G 48 K87 22 4
SRR T 6G X4 PR P B P A I P A 2 A I L TR AN LR B T Z EAE /A RS
SLF AU E VR RIS R, 6 T4 G ah /B n =X 2 4 5845 Rk %% 2 (AR A R Al BRI ).
AR Py R AR, P DRI v PR AR I 4T 2 S, 75 B e A T 50 kAT QT (AL

1) https://mp.weixin.qq.com/s/vpzswVOvwcds6P4q1RRRGg.

2) 5G IS5 FHREA L. 2014, http://jpke.bcu.edu.cn/meol/common /script /preview/download _preview.jsp?
fileid=292201&resid=82701&1id=17534.
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Security
Communication Service Security Communication
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Resources

b
@ (b)
E 2 (MERFEE) BfF/Z2/REDRNE—FUEH. (a) BEIREE “MEX” B, BIF/Re/BREZEEIR
Effitd; (b) BEMHERE/Re/RSHAREKERERMETAKESREME

Figure 2 (Color online) Communication/security /service evolves towards endogenous integration. (a) The current security
is “plug-in”, and resources between communication/security/service are preempted by each other; (b) by optimizing the
common origin attributes of communication/security/service, security efficiency can be greatly improved

———— — — — — — —
SR - N ™ T
| ESS for space-ground |
Classi integrated network )
e Conver- | Conver- Emerging
security gence ESS for gence enabling
ESS for
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ground ESS on
wireless . ESS on RIS
Cryptography network link i Al
i access i satellite
Trusted comgutlng | side | Terahertz
Blockchain
— / | N J /K / \ J

-

3 (MBERFEE) 6G TLEMEANERERAREREM

Figure 3 (Color online) 6G wireless network endogenous security technology system architecture

A ARBRRR B2 iR,

WA %4 (endogenous safety and security, ESS) {1 AW 4% 25 [a] 22 [ M B, IR 17k
FHT 2 20E, 2008 FEHEH T USSR 1121, 2013 2 TR T3S R M U4 (dynamic hetero-
geneous redundancy, DHR) F4i& FHNS B A1 15 AR 118~161 0 DL W A i 52 36 T il N A 22 A HE 1S, FRAE
ARG G5 A& IR E KRR, e L E T 2019 4 5 H I8 S AN AR K ATEL
I 28 9 2E 240503 (NEST)Y, M ias % & S =, UGS ERE 0 5%, 78 B ST 248 1 a3
RAE PR “EME R EA G IRBGE, TERCT Rt e A cARRr e e 1 AT Rl B AR 5
6G LM LA R ENELZETEAR, A BE BT E B G— AR, B <=0 —& WM
REE TR ], 9 6G S Tr b it 2 T .

A FE ST R A AR 22 R RN 6G TG 2k 9 26 [T I 14 2 4 B 2R AT VEAH DA . B0 & 3

3) https://www.agniu.com/vendor/68666.html.
4) https://baijiahao.baidu.com/s?id=1634283791171509738.
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FT7s B 6G To 2 W 48 AL v i T o 28 o 2 (A0 R 3 — AR AL I 23X ORSRBEEE 7y, 2E T W AE #5155
TAETAARNF AL RERARB A 6G LM AL L 2B, S NEZEE 6G FHA 6G Kith—
AL I W S S A AR, BRI TR R B BOR AR R 5 5. JR SR b R 265 2 9
e 6G T2 A A 2 A I Bl ST AR R e, HOEAEH 3 A 4 T RN BN L A
6G 2 FUNUR I — K437 5t b (BT R AR, 55 5 70 4 SCEAT A 4.

2 6G THEMEALERERBMSER

2.1 6G E&MEAEZREOM

1B BAE IR (Hegel) Arift, “—VIHWHE R BAE (NAE) KT G, &2 —Vlissh A ar J AR .
AT —A RGBT I B R D g 2 A AFAE A AR BT AR ) 2 3R FH Bl B =Ums DhRe, SR AR 24
v . L ) R FH A A e 4 i) 5 | R RSB A, A AN R E AR R Z SR R sh bR AT X
AN 151 6G W48 0 TE 42 N34y 23 A7 P4 AR 22 4 ) i

R 28 A A A= 22 4 ) I 76 I 28 BEAE TR IRAL « IR 2 he40 . ks R PR 3 T, R4
T PRIV T AN T Tk G A7 L SR B IR IR, 3 {38 4 A0k 85 2 T TS D0 2 84 T R DASIE it < B [l i W L LR 47f
&7 PRI T, T B A T R AR AR B AR S T TR A0 Mo 77 2K, 350 Jo kA RRn
EH UG A2 IR AN B 18 B

TR MM A 22 4 (wireless endogenous safety and security, WESS) [l 8l 117 2 45 b1 HL G AL B AL EE
() VR MEER B SR T U E LD, CAERENLEET . TSP~ E TN RE L4 (safety) Inl @, DL R A2
G B A B B PR AR S e A (security) [ RR. JoZeI@AE ) SO E ML BhIR T L REIR 5 R AN
SEPERIAN P 445 1. FL B I A% R 1) TE TR AR AS AR AT b 7 E RS U B TC B A5 =, AR AT T # RE % Ak TG
UG

2.2 6G T&NELZLEL255EN

LR RN A2 A, R BEIREEN AL 2T B @il R 6G M FI RS H & 1 iE Bz T iU ™
AT AR AN S R S A, 2R AR e m b, BT A AR AU, Bt AR 2 e ThRe, R BN
X CFINUR RN %2 A I N AR 2 Re ), RN 5 S Z e R SHNMBEEORM G, TR 6G Z4aK
JERHE

2.2.1 MWBAEREWE ETSFUAREENNEAERE

e GRS ORI B 0 45 T BUOHE DL BN 6G 2% R AN 28 JBPr. DHR P A 22 42 42 [19)
NPERFIBL T S I 5 B 2T, X E T s & A HE RS SR Ak 1 al 47 J. i 4 Bows,
DHR 2R 3 ¥4 3 Th RE S R S R ST A, R R A SR A AT AR B0 2 PR PR AT 22 5 8, 3 AN T g
5 AESH BRI R AN E N, (15 By ok i 5% 50 2R R BT RE 37 T REAEAE R 2D
BEGRIE; DLk S B B PP LA, A a8 T T FAGPAAT U4 O Th e B T 17, o DAY
KEEVER. PR L, DHR $0AT 14 rp 58 S 53t B 5 D BE A AF T8 A 2 B LG B, DAShAS E AN
IBATIEAATT i, PSR B S5 R A e R I Sh PR SR A BE AL 324k, FEIN S 48T EE R AIME
R F AN 72 1

DHR #I& P03 3 ZARBAE AN TT T — R A IURIIER “HIX BRI A 2 ERIE 5 5%
BUJ5 30, FLRENE R B R AN o By 5 RELIES), Rk R 40 % 4 ARUEE1T; & DHR MG nl e
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4 #£#H DHR FHMRIER
Figure 4 Classic DHR architecture model

G CTUANHE? 087, RERE SBLAR I 52 M A B AS 1, IS Th B8 A 25 — 0l 45 M sh S HERER, iR
Wt (L Rk 4T A, S5 A4 00 1 P 7 i MO 10 B PR RE, LR 2 DR A P 00 2 T AR 08 ANt L 1 ik
/N FIF DHR MG A 22 AR RTIA R <FR] WL . <BOR W BIRCR, REMS AR T
AR S B N RURIAT N ARFAE, RIS S AN 5 22 4 bl A S AN 5 BEALE 3.

DHR & Jt RiE & T 5T SDN Ml NFV SR RN 5G ML =40 4EH), DHR Mi&EH) 5G =
EAEATI LM AR, 6G LM G TR T TURM R RN A 2 4w,
AR 17 /1 5 477 FR0 97 A0 R U)o I 28 X 44 9 10 R Sk X e S5 b AT N A 22 A i, T R AS AT
B ARSI IE 2 4 "R RS, R I AN 2 A U R AN B s B ML, — PR fb i
ezl EtE . ShiearSeh . URJIRSS W M. X5 6G A5/ IRSS ) e = — R BRI — 5
I, DHR 3 07N 6G RRZ8 00 22 4 P43 o 25 43

2.2.2 RHAEREWE ETRRANEEANERE

TEEIBIE A “FEAR A3 T, HRAS T A2 H R A% 7 AR O IO — P RV SR BE I 1l 1 o2k
PRIMESS 1. AR AR FEALER ] 22 5 i35 (Maxcwell) 77 F%2 S o S 26 A 20, A 52 5 i =5 5 F a2
HURE AL R B IE R R | 11 22 S AL R JC 2R B8 S BR R IA F 26 AR k8 T 2 AT R, 31X — RHA i
R TR S TE AN A 2 A A TR M, R A TR TG 22 A A 22 4 [ ) B DN i 127180,

FERLIEE R gih, LA SHEY B AR EERIEMN. FERARIVEM 2, £ AR5
RARMIBENLIR. [ T 538 I BA ME— 1, AR E R N T 25 T8 Fr R L MR EJE AN R, 5
B EAEIREL, B =5 kR R E M JOEE IR R, RIJEE 58 B RN AE L 2R
PE. Wl 5 fror, S ELEAE RGTAE S — FORRA N T DHR M3, H, B&AEE . KfE
PUATFEACH L A% 2 DHR. B 52 ST A4 S A AQEE AN A A QEE.

T PIL G & 5 — WA N AL e EmlE —— SPERSl SRRSO T RS A %
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Figure 5 WESS architecture model
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e [ ‘ i m |
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& e (MEMFE) ETMREINEENERS
Figure 6 (Color online) Physical fingerprint based WESS

RUT 5 R A R B R — e, L7 WU e T SR SO e — MRV = R G .
S, SRS ST P SR B 2 SR AT S S P D 5 6 (R PO UE [19~21), 45 b 5% %
SR AR 22~20 B IR AL (S IREORNTIIRE0 1EMHR 2 2 R (B 6 Fim), 76055
T 6 FRBLIA B AR e B A\ ek o g
223 BEER “—R—% WBERE—HL

Bk (Shannon) FFRE T F S BE I S5 15 2 A HOHF FEL G 4 B4R UL T S0 AR 29 A
PRI 20 AR R, I PSS 0B R IR T VR4 0% 360U T 51 . 4R, 224
B A R A0 20 3 A PR B 190 RO A 46 1

SRR A 7 (3 S, Wit T . M 7 DA, £35S X R B Be
itk FUA PRI, 0GB (e R £ VB SR B LR 5 LA SRR, B B (2) = H(k). 1
SRULAAR, SO [27) EEIG LM T AR Sk TECA A i P A o S, B FE AR
VOB (538 T AL B 125 B, IERDEAS 2 R A RO R L F B 1A R A,
I B A A R R A TR TR A S A S AT, T LI R RIS HRBIH T2
i AT RSN TR, B 12 A e LI A 2 1 2 (1538 (35 DL .
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Source Channel Sink
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X I I Y=HX Channel estimation Environmental e
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ransmitter
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7 (MEIRFE) Shannon —RXR—EHETLBEPHIAERSLIME

Figure 7 (Color online) The endogenous feasibility of Shannon one-time pad in wireless communication
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8 (MEMFE) AERESERRARERAME

Figure 8 (Color online) Integration of ESS and traditional security technologies

LA IR F IR EARBUAE UL LA, — 2R Je 258 ek A2 PE A EEHLE
AR, MMETETRIELE S, R s =7 ISl & . JoikER . TTEE IR E Y, Tk
ik VE IR ettt REE RN R IE S RIS SEHIAEREBOR IS &, 7801298 RIS (Y FLREM I
SE fll FE A LT T SRR, AN 5RO 2 5 8 0 S AR AL R B A TE PN BEXUE 55 T, RIS B
TLGHAE BB FE P E R, I8 k% WLEER. =RlEd W ERe5tg2ehy
BRI &, KOS TG, 8T “— k8, BARTE, FIHBEHL. A2 R T2 A5 18 3 P90 e ha 5
TR A ], SR R SR I L AR, PSR R A S R AR IR R R . DR ik
B O Z AR IR AE IR A, BT T e S A I e R L IE, JF BN AE
— S U], BAIEIL Rk M IR IE e ). RS BN AETE S
AR 5 S R T2 s P A T, TGRS 2 A L Y R e 2 B A L, SIEE
B AR A R Y e RE RO
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224 MNERES5RZREFAME

WA 4 AR 2R A RE H HANE. & 8 Frar, BEXT 6G 2% b A ) 22 4= it KA E
) 22 A, AT UAZKAR AR JE 5G W26 22 AR B8] FE 5 22 PR HESL FOT R e T ik R b i
TN AAUEAN 58 B OR3P 485 22 A BOR BB 9B 7T B X FEL R IA S5 A U P e 5 ) 2% A T T i 5 7 2
PRI KN 22 2 gy, MNPA AR 2 4 (Rl J B T e, AR5 I R B2 T 45 & RIS A 2 IR PR T &
5T R M A A L AT RE T, 2N AR 2 A BB HELL N T Jre W 48 AL R W 28 K 11 [ P 28 22 A I 7T
W WA R SRR BRI G, KIS R TR e X E V2 2 a7 B seal
SRR BRI, PY2E 22 A BORRENE X AN E VE 22 S SE Rt “TRBAE SeBL AR S,
PIFE LA RIS BT R, AMUERF L2l (AR RE") KISl %4,
IR RERT R 2 22 2B AT R RORS R <R BT DO, K] <1 +1 > 27 MRCR.

WAERE SRR RETRZ IR TIEE. KIEAEG L ETRX CRIBEERT . U SR
%, AI4E DHR MG R R A L5 5 BT AT BT, BUE SR 2 W i, SR AR EHEE | bR B Uk
IFBG g % oK MR E 2 AT ROR M) BN &, SR RERS I INSAAT IR 1 A4, $2% DHR 4
PO EE /). WAEZEROREE S PIT SIS ZR. BRIKIEE, R e 2 e
AP LA 8 1 2t (19,

2.2.5 NERESHHEAME

JeE S RIS R ST 2 6G B D48 REFE A AN AT (B 8E (1) 1) 8, BRI AN T A a ]
BRSNS BT NAE RE B AR 51 & 10 2R E R R 22 A ;o W e ) F B A e R IR B 5 P A=
G4

M 6G B REM AN 22 & Fa R, BN AE %25 N TR REHA 2930 ghg, — 7, FIFH AT KRS
2R AR L A S E R SR I RS TN B 843 H AR 583 W B P S T R 2 S R R
s PO BRE, SEELE S N BRI m RO RE 24 B2 R AT RAE DHR 22404 1 2 Ak v,
T 37 2 A AE BRI S B ek, LB R S T B R . WA AT AN ERE TR
B BT R B 55— T, N R RE AR5 TR AN AT AR 5 AN AT e A L PN A e A ) S R
A AR R N TR BB P AR 22 A 1), eSS AT 50N 0T THT ) N T8 e (1l B s« ke 4
B A, I 6G T2k Rt 2 4 R e 51 2.

RIS /2 6G MR HREH AR 2 — 3815 Ak 2 2DV AL R )2 0E, JF R S A EE LA
H 7 TS 7 E B . /355 T RIS RIS FURED IR B« AL 7 S5 T s R PRuis . RS R (1
P BB A LR 50 BARMEAS XG4 AR 2 M4 25 T DL AL B8 o 2R I8 A5 N A 22 4 35~3T7),
FIF RIS $AE HRE 4040 BRENAN S I 250 TC 2R A58 M BE 1, TC 245 18 F AN v 42 Rt 8003 B 1) % 75 2R
PRI AL s et 3E— 2B L ORI RGBS I BEN L . A P RIS &S 1.

2.2.6 6G NERZEIFHE

H T2 4 A FR b s A0 A6 IE PPk 70 2 tH e e, e R4 v B i vh s TIRE R N AR e
PEAG 5L, BT 6G e Thit STEReE AR, BT DHR MG Xt IERAHED (24 RE 550
iR, G FEPE G TR R R TU AR A BN VRIS RN S P sh I R, LR AR IE A A BRI R
SR EAC N B R S 1 1 T R ) ZE A B AR 1), LS N S BB B B AR R B AT MR AE TR,
RS A4 61 56 50 K.

5) 6G FIRLHARE K15, 2020. http://www.chuangze.cn/third_down.asp?txtid=3552.
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9 (MERFE) MENAERETFHRE

Figure 9 (Color online) ESS evaluation principles of the network

P28 P9 2 22 VP At m] SEVE BRI QRO BE, A 9 T, AT EEERRIE 16 GUR AN E R
] R, SR FH U AR AL 3 A 2 ] A A I LR, BE e Sl RT S0 IE R B S A v, AR 2 A BRI [ REN
FOAE B, Fo 5 AW RGN SCATE LR, Kl Fe kB8 B 2 A 28 22 e BAE, BEXt
s G SN E MRSl MBS St TURMIE N SCERRIEHIR XTI A E VTS,
RE 5K T FEVE PR AR I0AIE B B 5 BeAL it I IL 345 DAk RNUA JiE. DRI, i mT SE PR B R mT AR
WA 2 A R A BT RNEGAIE E B D53, M0 ELRERS SEELAR 55 T IR« S W] SRR AN 22 e S PR — 144k
SO UE PPl A — AL A v it (9],

TR WA 2 A AR L R AN R B A (R 8 A 1 . ISR ORI L AR F A 1522
BN E, B R TE R R RIS, S0 A S A 4508 B BU(5 5 AN E 1, JF BB
FIE ) A IR B T R W AR TE R LRI L, AR iR e eV R A Oy A A B ) PR
BERE TS S IIRIGR ISR 5 IRA R R. B E, TR 2 eii TEEZER, Zathrgiir T
A S G EIE (B AR S, TS TE AR S ] ) 2 A ] R R AL, TRLIG AT P % 22 4 ) R AT IE 22 4
[ R T AN R bR DA 22 A VE REAN 4 2 SR R R Uit 381, R Jo e o 28 2 4 PP ) A i 22 4 [A) I i S
NULEE R P gl 3 R LU R N AR R e/ B R BE B, B 5E s Sk P iR B R 08 1075 I, B3
Wr 3 (R LERF R AMIR T 45% 58 SRS 22 axttedan, il 10 s, 2583l P S5 5E P B e KT
D I}, fefs UL 95% ML SEBLAE X 2 2 da, AR D otk 2z 2z imlbe. SRIBLA, FNAIE 2 2[RIk 2 X
NV IE B & SR I il D F N LR A /MBI R BE B, BRI, B e MBI SR LBl R A
T 95% & SONZER 2 ANE, FH & S EEH PR KT D' I, e LA 95% MR SC L4 R %
AVE, AR D' IAE 24 [a] k.

3 MERLE 6G TOMMAME

3.1 6G FEOZRELEXK

BEXTERSCRF 1 Gbps B ARG A LK 1 Thps U (B 22 (K & Ak BB R 5, /5 Sl
O N B RO AE B RGN A 2 e Thag. BORIIRZ L RIS, KAk
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B 10 (MEhRFE) REEMRRA

Figure 10 (Color online) Example of secure distance

25 6G LB R IE R BCRAUN 6G $RAL 7R E S B, IR TIURGIE . A
e R TT PR ORSE N AR A m k. DR, TTA IXLe AR SR P RN L 6G T IR A AN 2 4
IR, SCBLBAE 52— it

BIREELRSZRET JI 4V 07 A BRI KIS BB B 5, AR 2 & T B Ohi& i B 45 SURE DDos
ik i B P PR, 5 EE A IR B SR S0 28 =7 ANl B PEATI AN HERE, vt A s/ 23
RITE, W E N R EE N TAE. AN, I 2R A LN S FE A, R R
R SR AR B 22 2 T4 D )

0 EOR BT T SE BRI S5 2 5, A St e T Bt RS I SE 7 s s B e etk
o AL SER, [RIIN 22 LR A ME 2 7 B, B — D AR AR TR, AS g i 1IN AE. £
XFEL L, 7 EAE R G BLE (e ) BIEHAT 22 4 Ab B, JFR T ToHME T BN BAE
Jra, WA TR EU) 2 47 AR R AR AR . BRI AE.
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Abstract The open integration, heterogeneous coexistence, and intelligent interconnection of 6G networks will
cause unknown and complex security threats. The current pattern of security lagging behind the development
of communications will inevitably be difficult to deal with. Hence, the 6G era must break the mindset and
give birth to an iconic technology that has a truly intergenerational effect. Endogenous security technology
starts from the common and inherent security problems caused by the inherent defects of wireless networks,
which can resist unknown security threats and integrate communication/security/services endogenously through
structure-oriented solutions. This paper discusses the endogenous security issues and concepts of 6G wireless
networks; proposes the application vision of endogenous security in typical scenarios, such as 6G ultra-high-rate
broadband communications, ultra-large connections and ultra-low latency, and integrated space -ground coverage;
and presents several potential key technologies and solutions.

Keywords 6G security, endogenous safety and security, communication/security /service integration, wireless
endogenous safety and security, mobile endogenous security by edge computing, physcical layer offered chain key
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