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XBEIE  BRFAF N, BBALE, Kk Nt DEAE, TR R, RARY

1 5§

T ATE T, B ROy E R R 2R, s 6G MEIBEH RS el
THE KR, g EEERE R LI, 2 8ul . BB mEARITIL 5% 3 & d. Bl ER
B A2 5y i iE Bk, (RS20 T8 A e PR B T RS AR SR, A Ak s 22
BV T 0 AR A, 2R B R Re A9 3 78 /A B (V. A% S 1 DU AR B35 £ 09 58 5 b A0 1) 040
SRR skibfm, AR, mlk, 55 BT IXHUEERN DS 2R iS22 ST s L. b B 5 SRS, 2022, 52: 971-991, doi:

10.1360,/SSI-2022-0020

Zhang Q N, Zhu J M, Gao S, et al. Incentive mechanism for federated learning based on blockchain and Bayesian
game (in Chinese). Sci Sin Inform, 2022, 52: 971-991, doi: 10.1360/SSI-2022-0020

© 2022 (PERZE) it www.scichina.com infocn.scichina.com



FRAUOAR A T X HRBEAN UL i 2R 358 2 >0 U L

SRR A R 5 228 5 i ER] a8 28] JF BT dh A AR 22 55 °F & BIE B AR
ST RZGERRAANTFEARAAE. B2 (federated learning, FL) 4 YL R 2 7 AR @ i %2
B A B OIS AE By A S BT, H RTIBCHS 57 =) C RO R AL TH BT B 2R, FEHT N H
P52 5y i b B T2 N RIS

SR, 2 52 2] BB L 45 7 fEAE S o v, RISESE — D7 APATAE AT A I 25, A Be i 5 H
A8 & 7 UM AR P R AR A B A, = & BRI AL S5 80 G R BeORA i 8 46 ) gk — 2D
BT AR A R RIIUR. AR S ST HHR A R M E DI ZRid 72 b, Bt 2 7 B AT h R 240
AR FEUR AN SR I 1O, g AR it 17 S AR MR R it 181 45 O 7 dlk G B R B 51 R R
A ER 506 LR A, DRI ZRIG BOBR B S HCR F 22 43 B RL g 0100 Jf gy 11120 5 EAL B S HURSS
AT IR A Ul AR ZE P RaRA IR LRI T o 8] S B B FA I, (B IDEH 27 =0 b 2 B a1k 45 77 [h)
MR A 5 RTE AT HE DLARAIE.

X Pl 04 J@ 3mSR T 2 5 2 5 A AR A, @I B Re A2 191 FTRLSEI RIS | AT
BCE . ATmAR AR AL ), NEE T B 2 ST I BR A & i3 i T W AR B AT A 5 3R 8 16). A A 9
BT XHBE T TR 2 2 57 sUR AL 07, S H € S Token WURN Y BT B 3L 5, %%
fife 7 AL TR SO (B AT IS8 S BN A AN 2 . (BEUE 77 BEA 5B 7 R R LS T A e &5
B st SRR AL i JE 1 18], 200 T SR Ag 5 id R I AL 2 AR R s AR 10 /5 B A ST
B, DRl AfE DL 4E R 52 5 T AR g 1817

BEAh, BAT BB LE R 2 R 2B 18 T 58 15 B st 1519~ BI85 5 i 3 s 8t 43
2577 FLSE I AR R, FF ELECE AR 25 T 48 s R TE T D7 RS R N R B R G B SRS SR, ESEBRIN
HHRAZ Hy i, M A7 AR — S A T R 4 R L SEA AR R I A5 B B 45 77, 330 T UL 5
AR SRS K. Bk, Wl fEA T8 245 B350 N SR fh 45 77 A7 22 5 4 B HL | 5
HEH BT YT B HEME 2 BRI~ ST AL Bt B S .

ML, ASCucrt T ASE AR BT RIS SRR ALA], g T B e T A U Y I Zr o SRR
BTN HNE I DU R AR A E YD FE (Shapley value) 556 X BB S B 1 M 3 16 2 714
HREME. &3] VM- 5847 2 SRS 1 — Bk, SR T — PRESRACRA (1) DL S I 54T 3 SRS LR A
2, BB RRTE TR B0 R BRI I B 5 SEEe A5 SRR, Bdn s 75 mT DL U L B
MR S eARA, JF B Bl b 4R T, SO0 SHEFRSR T RCR IR, ATtk 4
.

o MR T — N XCHRBE B AT AF B A 21 e 2 S A S e B A B (45 T ) A A A e A
i R TTHI SIS, SRBLERFR 7 SI B AR 52 5 UL IC S . 22 20 FE B BOR R Vb R SR B T 4
P BEas 77 I 23 BE G P

o TEANTERAGE B R TR —FhEE T DUM-r 8 2 R RS 2 S BRI L. 4 B A1 45 07 A AR 2 3)1| 5
P B Y5 G T SR ) 2 Dy DL S0 I AT SR o SR TR 40 SR B0 A S M) B R A ) RS 3] DL 24 £
)1 (Bayesian Nash equilibrium, BNE), SEHLEHE 45 77 B 55 IR ALAC .

o NORBEURIHLE A ROk 54T ) SE AT S, 52— Fh e T X el 1) B A O DU i 2547 50
HBE LR ETYE (privacy-preserving Bayesian game action strategy consensus algorithm, PPBG-AC), &
i DU S0 {4547 50 S B 45 2 LR ORI 1 IBURI AL v B UG B SRS ) — B 5 RIS . BS A S5 07
FLSRIGIOE 1 HR AU 5 R AL B A R

AICAEER 2 T T B AL 5 BRI TR LG AR ST 7 TAE. 28 3 B Xb BRI 21 Hds
Ao R, AL T R A T (0 A ROH S BE TR SR T I SRR, 28 4 A e T BT DU
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FRRIANTE A5 RIS ST B ML A st AR, 58 5 "5REAT 707 BT S 07 S, YRRl 1 RE R
Sk S WAL AT R E. 55 6 R A SCRUBI AL B TE TARREAT 1B 45 2.

2 MxIfE

BEHE 21 H 2016 FEER 25 BN AR LA ST RB i W, ©T 2 RIA A0 L o T f e
BE SRR 22 R S WS R 58 5 S T B A U7 TR HUE (M A Ak, BN £ )5
PMEAE P B AR R AT R i BRI, BT WE 7K 2 SR WL B e et 1k s S ik v 555 47k B D
Z 5B STRARAR AL N M 17 (R A R A WU BEAT & BRI DM, B R 80
BHABES SRR B2 EEHGRER AR EGE B ELIMERR . Ak, BLE R AE R
Yy 5T IR ST 0 5 5 i CL R e (25 5 (K S0 SEAR IR A5 08, AT 25 RS B0 Hd ke
J7 SIS ALY 5 3R, A& T SebR i R U 52 5 i 3. TR, Hodhs fias 77 i e % B2
PR 5 s AL R 73 A (non-1ID) 25~270 Rtk 3 B FE A 42 15 A A it ik — B BEAS 1 Bl b 4n 7
K12 5. NI, ASCEPRTERA S ST 80 22 oy KA AN 2 DU TTRIE IE, 32 20T 1 B 52 5 S A
STWURHLA] FOAR AT T, R BLAE 5 R B0 (k25 J5 B AL DR AP T SR IR 52, SEILR I AP 23 1L 5 BHRAR
PO B A ) T HE RS 27 5T B B 2 e L 52 5 A

FERHEAZ 2 KSR AR b, AT IURTE T8 S e 2280 MG B R RY 29~31 UK A
i A PG (52350 5L Horh, Chen 86 2 R 4 1 — Pl 6 2 52 5y WA BB 52 5 057, 1L %
P SEBE M SEBL T AR LR TR 2 R A R BRI . Liu 55 B8 8t 7 — AT XHBER
WA Gy, il B e A0k 18 9E (Stackelberg game) it T 84 75 K 7 5 i AR K E Y 5
W SEHL, HEIGAE T R AR e Ve, Jiao 45 B4 Mgk T —NE T BN S IR 2 5 i ds, Rk
AL B PRALE T2 53 B ATAE A S S NBRAE DL TSR, @i e fia) 2 440 ST LA R P iR Al 27 2 5
LT AR B, BAREATT RME T RE LG I 5P R 2 IS By T, JFH B R
12575 i GG B BLSE 5 B A D, (R AT AR I T-Hodhs 1 A 38 b SR PR RN 5 e B 48 07 1 57
S 22 577 IMER AT R E .

C A IR ST ML AR I VP A 45 AR A T LA 9 Sk BE IR Al A5 2B K Eh 5 BRI 70 o Bk sl =
R 181 e BRI BAR i A AE i AR A% g DL, SR Ee PO1 DLL s Y S 7R DTk
JEYRBN T3 I, Feng 5 1361 25 jR BN 27 21 3 BEMA oA S HUIR 55 4, R E h 4kl (R M 45 i 1
M55 4% 55 A8 2l e % 2 18 B AR R I SR R K ot B 5 B ST AT D STk EE VP AR . e, R83)
B Ve B LB I ks, T R 55 A8 i 1 PRI R B 1 /N SE AL SeAR A iR KA, R 4b ik 187
1320 T IR SO R EIBI T, Kang 55 PO Gl 52 PPASHLE] 5 S B 2 51
TR RUEAT LR, SIS B T bn 7 B A4 77 T S, SRA) A WL AR 5 X R BRI AT
Z H5HEKGEFESEREM A AEE, W2 TN S B, 0 BRI EARECT s
e AR AR e 3RS S i AR S5 RATEARF]. Zeng 45 2V SR T —Fidk T 2 4R 2 3B 1072
BIAG B RIMHLE], R RN B Bl e T AT T IR . RIS KB T W, 2
KRBT FIRVS T IR 5T p ) BERANE 55 S e B ) A 198~101 Wang 45 WU RS AETHE S S
J7 TR, R T IR BOTT S e AR SRR, b TR B 5 2 5T E R e R S AR ARFR
s FEOBHR AL BARZ AR TR IR A e AR B R, EIF B B IS B S s
TTHFES KRR T AERIEN. SRS, OF TIERE T B2 S I i B R 5522 5 T3,
RIEB) T B A4S 77 (¥ 5 B S R A DR 5 3K, (R AT AEAS 58 425 B R Bev P RO sl L s 473
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e IN

3 RpEHE

PRI 7 > B 52 5 3 v i 3k 5 WA 4 JR R R ) A 7 B v 9, (I U5 2 T IX e
B B AT i SRR 0 BE. ASHIREE T 2k X HURE 1 T B 2 ST R se AR ) S5IN
A2 SN 55 e FE VAT e, Al 1 R s T ) A R 5 B8 5 SR T R ST IR, SR VD A
EREAT AR AT BE, S 1A TE 45 BRI 2 I B b e it H Ax.

3.1 ETXREMAERBEIHEXHIEE

AR E—NAE N ADNEHRELS T M AR 75 R 7 IR S B3R 22 5 i 3, B 50
BEGETIESE P = {P,P,...,Pn} SHIEFRTTES R = {R1,Ro,...,Ru}. BNEERMELTT P
WAHAMEIESE D, = {d1,do,...,d,}, BHRHEGTTESE P M hkEdEZselh D = v, D, FHER
AR 550 &0, B0 gt 7 AR BRI R BE S D, R ¢ 30IEARUS M AR R B 240
wt = {wy, wa, ..., wy} FEHELEXEEE S WAREIZ FSHES o = UN w! ZJE R BRI
Sk W8 R A R we, B2 HIERZ G AN 5 WA R wy, R EEHRE D _ERIHER
% L(we) w/Mb, B

N M

. 1 > 1B
wy = argmin { — L(f(wh), D)y, r< =2 , 1
e Y S0 re E )

Hor L(f(wg), D;) AR ESH wy, FHRAL £() FEBIRE Dy BIARRAE B2, r R R AR T 21K
IR G B, By XA we, A7 W SR SR 8Os 7 3R 7 SO U, Cunse RS I ALV SR
Bl A R DL R BES DT ARV B A S L BRRAR DT I AN R, BT BE P R P
4. PRIk, 75 255 8 HE ftan 7 i AR 5 20, I8 SR AL IE B S 2 1 2 i o e s Bt 45 g it
AT, AT 4E SR EE AL 5 WA IR I8 AT, R 1 el AR R BT A,

AFETFALGE R ORI BHESE 5T 6, ASCHIEE T — 5T DXCHRBE AT 5 500 27 ) it 52 7 i 7,
Wk 1 R, G REP R TR R TT Ry A IXCHUETT U Bl 7R R, BE B SR R R TR R
WIS H v, Ja ) Bt T & P, thilS SRS T P iR ISR A AR R GE A
HIRAL T FRATE S Ceom (Pi) JETFIGIAT AR 5. P, 2238 ¢ BB B SH w] EA%
X PEEHIE AL 5T 6 i8I B B G QT S EUIIE SRR G 8. LR AR TR 2 R B L SO
SRR A EL ISR, IR RIS S I R f(wg) Uil 0 48] TR BR T K07 R, Ry SCITHRIM
B; Ja W HAF AR f(wg) RITT AR, XREEIC R A MBS ! LR RSB S vy, H
TIEWE RIS T I 7 ikt RGN EELZSHS 5T NHAWT.

(1) BRI Ry, MSURABEE TR E; M B, 5T XHREERI B AZ 5 TR F oK
T AR B2 07 A P B AR Y wy,, B BT RUIGIER R RS Ry AT AR I S A B;.
NTBIELE 5%y, st Ry CFEHT AT 5 S0 6 DUORER 1 H SO

(2) BARMETr P AWM A R wd AT AR ZE, ¢ Fe AR AU S 15 21 A AR T 24
wi, AHIEAGE R R BRSNS 12 SR Sy, B

[bi t—1
_ 1 Z@L(wi ,dj
vl bi) = |b;| 4 w1t ])’ (2)

Jj=1
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®1 SRk

Table 1 Notations and descriptions

Notation Description
P={P,Ps,...,Pyn} The set of data providers
w§, The tradable global model parameter
v§(wt, b;) The perturbed gradient of the local model w?
Py The reward of P; in r-round model aggregation
Q(w}) The quality evaluation function of model w
U;(r) The utility function of P; in r-round model aggregation
0; The device memory of P;
Bf The average memory consumption ratio of P; in ¢ iteration
¢ The capacitance parameter
Ceom (P;) The computational cost of P; in per iteration
Cor(73(+) The privacy cost of 7g(-)
Cr i (Pr) The unit cost function of P; in r-round model aggregation
r(wg) The aggregation rounds of w¢,
¢ 5. Consensus verification
P . E L:=| &3‘5@ E Q Consensus committee node 7,
/ 3,Lb;c§1a ;:ie; g:;meing | :\ Smart contract ~ Global model w,; ’:

[ 1
P 1 ﬂ :
¢ . . 1 i
Dataset D, ;I» , 2. Receive requirements 1. Publish requirement : 4 Requirement £ :
— —-— — (A |
i 4. Upload gradient 7. Pay reward 1
Data provider - Up g :
\ / !
/ \ 1

1
1
P . parameters
\  Local model w/
N

eee
“ “ “ 8. Access FL model

Data providers P,

,/ __________ \ \ / \ / ’

3. Local model training

I
'
H y Requirement £,
|

1 1
1 1
| |
1 . . !
1 i P 2. Receive requirements @ 1. Publish requirement 9§ :
1 g —— G

1 I ‘ ‘ 1
' Dataset D, m | 4. Upload gradient 7. Pay reward ! == H
I : aramoters ' Data requester = :
' % Data provider 1 P H R, Budget B,,
. Local model w N i Block header <H,_,, H, 1 N S
\ N 2 I T

N e e Pid 6. Consensus results FL model transaction record
up to the blockchain Tx [V§ (a5, b)), a7, p]

by Bayesian game

Gl o Lo ) o

Consortium blockchain

B 1 (MERFE) £TXRENAERBE IR HIER

Figure 1 (Color online) Trustworthy federated learning data transaction model based on blockchain
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Hor, b /R EAS, P ARSI AR S w! = wl ™t 4+ a v g(w!i Tl by). N T R
BRI I Mo ) 5 i GL e I (7)) 76 ¢ 5025, Py B BEIE SR 2y BaAlhsh Oy yg(w?, b))
Ja AR A XUV ST R . 1E5 » BBBIR G TR G, BN EE s 75 v 1) X B b 254
PG LM A RSENSE o, HET w b S RNE AR

(3) XUEEEIR AL 5 s, ) WREE 75 R IFEATAS G id K. A8 b4 sl e 380 75 5k 07 1
TR JE, BRI — A R wd KA SR R4 77 B L SR R R B 5 T SR AR A
B S w!, PATHRU RSB Re A QTR 2 R S5 EH B vy, WL

(4) B BBE. S0 AR A T SR RN S R AR RS B BE S g (wl, b)) RE TG4
R S H wy, DARSATER P IR o7, W32 Gd5% T = {vg(w!, b)), wi, pf} 1A RUX R
Block; = {(H;_1, H;, t;),(Tx = {7g(w}, b;), w, pr 1)} Hdik Fei L) 52 sic ik, 5 3R (RIE R A 2
QAR EEIBIEN))

3.2 HIRMATHSHIRAN A R

Bl A4 T 72 A R RS WM 0 Tt A o 5 SRR VT SAE A U, A O AR rh N R ks Uy B
PRI TR TREAN AL B, AN TTER A5G L ERER, S T BB Tr P iR R R BUE X

BT AR Coom(Pr). BUREEE T P AEARMIZRIE LR 752 5 A7 J CPU HHEEHEUE. B
BHAR AT P T AMBAR R IR () CPU BHBMRRA £, BH F = (fi, far..., fv) & XE
FERARBER wy, MBARGEA TS P IACEYERE. SRS TT P BT A HO B IR )1 5 1) 15 4% 3k 4 A 77
A 0;, F t BAIIEAC LR FI I RELLE B € [0, 1], AESEBRIEFEN BLo;. (REA BRI ZRid A
B UCEAH K R AR /NI, HE T A HE A% RREREREAL 24 MR ATy P ASHB R AL AR 1 B
BT S RA

Ceom(Pi) = aCeisi f + (1 — @) B10;, (3)
Hoeh, o RVPEBAFETEF, ¢ & P tHSS A HIA B A S8 8 o R — AN T
[ty CPU M, s; RAFEA MR T 75 M BEHURE A /D,

FERARA Cpr. 9T HOKBR BENR D A HI B 1 AL I ARSI AL Tk i, AR 1R T AN FIBE FE S8
FIBARA A, 2l 22 7 B RA UG 1991 Skt &, Bttt ea 77 P K22 0 A8 G AR S 4
Ta(wt, by) EAEE X BEETT 5, g (w!, by) 3B I Hr e e 75 e 48 5

vt = g(ut. ) + (Lap (o= 2L, (@)
Herft, p, b 23552 Laplace 230 ML ESHAMESH, Af R REBURIL, ¢ RZES BRI

% BN R B (45 7 SR P B2 2 B0t & R R SR AN ) 1460, Tl I - YEHOH SRR EE S 4

JRBAL I TTRRAR . H ik, IR SR g(wl, bi) IIBRFAAR Cpy (g (w!, b)) ANEE 25

Cor(Vg(w;, b)) = € (1 + || 7 g(wj, bi)), ()

Ho, REBSRATIEE & AF 9B AN TS5 AR, SR FH X 430 R 30 ST R Js AR 55 6 J5E o R 52 i ) T A4
xK, HP R FER A KT 0.

JEABREL Oy (Pr). 26T DA ERRAZR I EAL, BHRMST P e P 255 r RIBIRSE SIS
TIAE Gy AR R L C L (Pr) AT RAE SN

it (Pr) = (10Ceom (Pi) + Cpe(Vg(wy, bi)))- (6)
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RO EREL Ui(r). AR08 SCEUR RS U7 800 EEEVPA IR R A5 & 17 53R, h T7E
ST i A8 SO I bR B T30 7 R 22 18491 RIS T AR B B (w4, 1), SR A8 LI 41 2K R
H(f(x:),y:) = — Sy yilog f(a;) FIBMEAY BT SISO, LESRIMAR R RBURAE N, BB/ 5
KOl S5 (10 00 B 4 HLASE 2 o B

% 8 B HHE A B (R R A, e 2 T P I B A 2R () A B < AR, DR AR ST S N WIS I
B AT A B . O 1 ORI IS (AL AR T B0 E e, B 25 77 e AR AR Y ) R G, TR E )
AEREfE SGX AR enclave PO iR —ANTHIS 8% TF (wh), B8 wf FIBASE IR F(wf) =
1gTF (wk). Hith, B w! KBTE VPN R Q(w!) AT LA BN
__ moF(wf)

pr+ H(f (i), i)
Horr, BRSO S o, pn > 0, AT DARRIE R R B L 19028 I 28 5460 LA R 300 40 AT A TR gE AT v L (271,

AICIEH wo ST REGZ N, vy B HE AN S R R TR R . R P
ZHE r RAENEGZENERETE Qwi(P)) 5 P A 5REHNEMTTE Q(w,(P\{P}))
ZAEAE R R Y, BT Q(w?) HISRN R EURE HERIYIIA 2 R RIA T Q(w)), Bl fites 7 P e P
FESINE r BB IEG 5 32T R8H eR T @iy

Ui(r) = pi[Q(wg (F)) — Q(wg (P\{F:}))], (8)

Hrh, Qug(P) ZEHRME T P ZE5RGIRMEEEEIR, Qi (P\{R))) £ b RS EHA
REHIVHEEER, o] REUEMS T P 25 r SOBAUR G BRI 225, 2R Ui(r) < 0, WK P
FESCAT R A2 DL DO v o B O AR 2 , dt t He Bh 45 J5 FEE 22 AT .

3.3 HURTERTFTHI ST HREM R 2

IR Gyt i, BR T RIT Ry BT HRITAE B; e Ry RABIET R E;, ikt
J7 Py R S 5 HERRE R w;, BN 8 T BOE 2 MEdR MR T P S 5T A
2, B 5T 6 W BRI RIS B AV Fogs U E stk E DO s ke r 2 5. 8 TR
AR B e R A 1) 5N B e (it 7 P s ) 5 SRR UM rh Bdls 145 75 TTBREE PR A
Y AT S A 5 40 20 BE 8 21

ARG X R F AR RS AR SH w!, RAVERE B2 A7 A28 77 4R 0 A~ 4
M. FESREM O BCR B BB r BRI wp, MBERMS TR S S, RKEMZFEH R AES. H
W% o(P) HEARBSTT P e P ESINGE r BRERS S IRTTHIZN R E U, (r) i, B

Q(w;)

(7)

v(P;) =

UiTaPi Sr»
{ (r), Pi € o)

Oa Pi¢sra

Seoh, 5, RACHCRA 5 QISR 7T P OOIER TA, B 5, € P ST SR,
B J7 P, STULBER ISR S, #5558 A ARBR 25, EUT A5 6 S22
S 8B I, 0 5477 4 0 A LIRS B0 B MO et
B (S, o)) o, FERHRAEETT P, K UAIE (5., o(P) AL T S5
S, NN — |S,] — 1)!
asropy = Y BHESIE s U imy) s (10)

SrCP\{Pi}
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Hrb, N OAEARHESE RS P ML E ML, P\{P} AAEE P MEIRMES RS, R ts 7
P; BV FIME & NE, W Py X B gy we FIDTER A, BN G (dummy player) (53],
ARG KA 75 SR 77 PR SAS T8 SCAE M TREL LR AT 2, A 2 PR S i A0 5 4 N
AR 1 (REREMEBEAR). W2 wy KRG AN T YIIEHERE 75 K07 P T2 9, /I

Z{l Bj X o
r(wg) < LI 2T
Ek:l Ccom(nk)

Hor, r(wg) AR wi, FREGREL, By Z5 j MK w, KRR RIT AT, Ceom(n;)
R GV B IICRE RS 1 ny PATICREER AT SA, T 22 5I0RI S, M2
ARF ) ST ) B8040 75 SR TT N, o € [0, 1) R 8 7 SR 7 SO P v ) T 8 B LU A5

AR 2 (KRHINGTRELIR). e HARItn T P AR SR /T Kl 7 KI5 8+ 1l
ZrRiAs, Bl

; (11)

S Y Bix(1-0)

kw;s < » ,
W S i PA O (B

Horb, k(wh) REIEHETT P NZAIAER w! I PAT IAMIERIREL, O, (P) 2 P 255 r Rl

R A PFTHFERI AL A, | Pr| AR G I BRI A TN, 1 — o TS TS0 Sl 4t
07 IR L. BARMEATT Poe P 255 r SR RRAR R IR & A3 eR SO AR

&(Si,v(P) S0, By x (1—0)
r(wg)
b, €(Si,0(P)) J& P, A0S BRI & i I BOE RS 557 & X B 7 S350 v 2 .

3.4  BFF IHEBAFIEIRITBIR

BBEIE MR T P AR LA R 240N & 2R — DA B M (i, Ol (P) B8
Lo G, HAFE 5 0 P AR ! PrisAiE, B O, (P) 2 P R r SRR
B UIZRA AR ! BTy R AL A, SR HL (1 H AR A2 S A (145 5 i 4 2 Pid LA &% B e
BEANRKITE BRI EE M (i, Oy (P)) RN E SR

P1 MM, SIS T P e P ES S5HEEAC 5 5 RIATRANE Y IE, B

(12)

: (13)

pi =

Ui(r) 2 0, p; — k(w;) x Ciyie (P) > 0. (14)

P2 TREE. Fra S e T A VN T B 3RAG I 2 A0, B $die 22 51 6 XCBRBEST
3R A AR AN T e 7 SR OT TR P8R8 2 R0, BN R A8 5 i Je i 2 =T e, J)

T M
r(we) chom(nj) < ZBjav (15a)
k=1 j=1
| Pr| M
r(wg) > k(wh) x Cly(P) <Y Bj(1—0). (15b)
i=1 j=1

P3 HA@RIRAM. BdaaZ 5 i 20 e R A i KNI 4E R 22 5 g ikaseia . Bt
257 i B A AL AR A R AL 45 T %, R A RLEAREL k(w)). PUELIR T A 245
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N AL TIPS WS

N
arg max I — k(w!) x CLi (), 16a
s D5 = K(wl) % G P) (162)
M M
EjlejXO' Ej:lBjX(l_U)

. k(wh) < (16Db)

st. rlwi) g —=2"— -~ .
Wa) S o) w5 P (P)

P4 FREE. 18 SR SAR M R R [ I 3 2 AN AR 1231,

P5 [RFAGRIF. BRI 5 i e il il 7 BEFSAATIEE e OREERRE SRR, SR 2Z 70 R AL 75
TEN O T2, 38 A v (] 2 5 KA ik 3 171 8 2 o RS ety 7). R R AA TR A AR SR N N B AS B
T AN [ Bt (1t 25 7 IR B AL 75 5K

P6 FFUREER /ML, DA KBHERAZ 5 Wi K2 @ Bk . 360 M. BEEREL
B S BOUE A 5 A K i BRURR 2. DRI, ASCHE R 2 S A sUHL AR 22 STHEZR T, &l 1 8l
P45 T3 PRA R 5 B0 75 5K 05 ST, AE TR L0 A0 U AL Bl AR 2, MR Bodls 7 SR O PR B &
VAN R0 RE B A MR R BT, e AR BEIE S BRI 9, ek XU H il i

4 ANE2EREFBE SR

S BIRRE ke U7 R RE S AL ORI oK, ASSCBETE 1A SE 45 BT IR ST B pLk).
SCH SE IR, 285 R e 25 U7 AR AR AR 1 5 1 B Y B M R S D DL S0 R AR A
Hraf At S St AR, S H — R EERA DRI A UL Hr i 2747 3h Sg SRS

4.1 HRHEIR R AR A

FEREH 2 ) SR A ST h, ST KU BR A 3P 6 T SRR RTT R, BRI LA
B M, (B, B) BB ST 6 T W FLERLD) o, SR A, BB (477 2 1A K
PN T LU DU PG = (PO, AT, ), 36, PREB ISR B wyy PMEINT I
AT, O R P ICRA RIS, AR P ISV RIES, T R P RSN S XME
B RN 0 W I0SERMEN T, = R P EEERRB 0 x A LITS) I,
TSR 5 BB SIMEIHUAL. M T (XU RE O3 7 6 BRI SUR R 7 Ry 1075 R B 30
T M, (B B R, VMACHIE SN w5 AR FIAIE(RUCH 00, JHHHI AT 20 0 1 L 2
MO, 00) S BHARGLATT P HURGEEATT Py ACEIE B MO, ) J IR A iiA 2 5 %
YA S SR S A, oo (P,) ETF BT A MBS, Py BAAT 6, YA BB AR 47
AW A, (7], Chs) FEFESY RN O HUAHUBUR BRI 2% V5w, b) KL B HGET 5J
L SEU BBV TSNS A, (37, o) JERAT TS RLBRAT 20 SIS (L 4.4 /1),
I DU IR B BT IS AL (0, ch) RURISTAIR I & SR BT P, P, KT B 560
A, ) BT AN 25, 5 R 25 L U052
o E = (k) RIS MBS AT P = (P o, Py} {E50 v 100
TV A T (0 A MO BRI (AT B SO A, I B2 75 4 BT 0 DU SR 20 2
o o) € R RIEHURIGAT P, 1655 r SOBURR & P EFERBIEBE gl b) IS0,
LT TR R Ui(r), FERFIERUA € (5, v(Py) FRBEFIZERI A4
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o ARHIBARE AT BN SKMG ANE AR 5 T G 8 L8 T = {na,na, ... no} G UIHHAT 2 S0
SERBAIE R BRI RS P
o TERIN T ICKY B, B 5 F G I RZ RS A T = {n1, no, ... np} MRYEXHEE EAC BB
SR LS B FME T AR pf, FFEAT 3RS L CRAIE S5 SR A T {5 1
Bl h s ftan s P /R BRI A 5T 6 G I J5 RIAT S SRS 7 PAT AR

gk, B4 75 sh A M BA AL, DOR S| DU Sran 21, fEdkid e, BdRtte s P
TEAARZEEERMEIEZ 5 ANER TGS Py WAL I ZRI i) BTG B SR 7 5 H A i B
i (Py). TTECHEAZ 51 G 8E B G A AT Bk, IR 2 5 R G IR Mt TR i B it 5
DSt -85 1 1) B R B AT B SR 22 i IR [ 5 Bt (it 4 7 . A VUM ST SR 3R S 3R B
Bt 4n 75T LAk AR 8 2 i A A R A A AR RHT AT Sh A JE AT AL B, AT $i i RS 2
SPAT R, IR SRR AR R IR S o B (1 45 T3 A Dk 2 eh 0 B e (R R R o i i 52
FIBL VD ERMER E RS 55 5 BB B2 T i 22 i 7 Be L 51, I S BRASCHE 52 2 R 2 (K 2315
o J: T DXCERBER) A 58 4o f5 BB I BUi L Fi b v WS 1.

Algorithm 1 Incomplete information federated learning incentive mechanism based on blockchain

Input: Data requesters R demand message abstract sample space {M;(Ej, Bj)}j]\il;
Input: Data providers P local model action strategy sample space {.A; (’yffl, Ct O
Output: Local model training action strategy YNF = {47,45,...,v~} and reward vector p” = {p],p},...,p} of data

providers P in the r-round model aggregation;

1: Data market platform Tg receives demand message abstract {M(Ej, Bj)}]-lvil;

2: Data market platform Tg broadcasts initial action strategy .A? (wOG — f(-),'y? — 0k);

3: //Data provider P; returns confirmation message and executes local model iterations;

4: for P; € P do

5: if 0, <t <] then

6: Compute L(f(wf_l,xi), y;) with label data d; = (z4,y;);

7 Compute gradient vg(wffl,bi) = ﬁ lebz"l w;

i Ow;

8: Update local model wlt- = w371 +avy g(wf-fl, bi);

9: else

10: Perturb local model gradient vﬁ(wf_l, b;) = vg(wg_l, b;) + (Lap(u, b = %));

11: Broadcast perturbed gradient vﬁ(wffl, b;) to data market platform T'p;

12: end if

13: end for

14: //Data market platform T executes model aggregation and computes reward for data providers P;
15: while T < Tjjmi; do

16: for n; € T do

17: Compute global model wg, = wg_l + azg\]:l%(wzil’bi);

18: Compute local model training action strategy vNE = {47,~5,...,v%} by Bayesian game (Subsection 4.2);
19: Compute unit reward vector p” = {p7, p5, ..., px} by Shapley value;
20: end for
21: end while
22: return Local model training action strategy YN = {y7,+%,..., v} and unit reward vector p” = {p7, p5, ..., Py };

4.2 HURMRTSITEIRIRRI DIMHTEZE
AR SO B ke T 5 IXHUEERGIE 22 5 6 BUAT 2 g 531 B B ah i i o — A e 4 fE B DLt
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Wit 7% (Bayesian game) P4 ik 3R A UL i AT 38 745 21080 S0 L 45 J7 AR S 2R 1 5 1 02 R
(TGS AN — (97,5, . 1T b S BT e DL 85 S

(1) URZL 5V & T VIMEWATEN: BEEL 5TV & T HBWBIFH KM EME M,(E;, B;) J5, ¥¥)
TEAAT B SRIE A% (wd < f(-),7 « o) | 34 CIEM BRI 77 P

(2) B Atsn 77 DI i R tes 77 P AR RLE AT B REE A (V] e (P) K% 2B
IR B, b AR B EARIREL A N Py AT BSRIEIEHE, o (P) RO R R kS
SR G BER IS T8RS P RATE RS A Sy A, F RO Tl =g

U = E[UT (A1(7], €t (P1))), Uz (A2(75 5 it (P2))), - -+ UR (AN (Vs it (P)))]- (17)

Bl iten 75 DU g8 1) B AR @ A AT s g A, KA DU Srah - 345 PENE(UT) 15 215
P TTAT B R KR AU G . BR e T 8a PR DU 25 SLanh.
FEX1 (Vi #H2E (Bayesian game, BG)) HARMLL TS P AHBE A ZRBHIEIC B AT 2) H0g
(DU 2R w] BLE SOA PBC = [PQ, A, T, p, =], Herh,
o 5% Players: Z 58I wi, ZHWIABIMLSTT P, P; € P;
o RAANA Q: BB TT P KA BREL o, (P) € Ry
o TENHIG A BEME TS P FIAMBAY IR BATEI R A = {4V, o (P)) T
o (G5 RBE T HIREL TS P HRBINGESEY {n,n,..., v}
o SIMER AN e BB T RS P IAFATEIRIE A BIRMER AT {1, pe, . un )
o fRIFRAMRE = P 72 Q x A _ERATBLF, AR pf S5 RAREL CF s (P) PRIE.
£ DU i gR b AN EAR AT P BIRNE BB i (Ai, A7) Clue (B)) = pf — 75 Ol (Pr),
FEATE G B EIEEIT, m4E P, ARIE P KA RE CF, (P). 72— MATSRNS DU g 2 iy
Kk, BT Py 2B HABEEE fE 45 77 SRS B S IME R 0 A o 1 e AT B TR SR
Rl TAS 5B BIER vy, KA RBEER RS T RS P FATHIRIGAE S A 2 DU
T ZEH — AN DU g -2 e = B TRrA I P e P AIBLIEMER KA 47 € Ry W2

Eyr o polU(Ai(7, Clni (P); A—i(Y2s, Crni (P\{Fi})))]
> Eyrop (o [UT (A7 Clnie(P2), AL (7745, Crni (P\{P 1)), (18)

TP A€ AL, SN By oy REHEGETT P AESTEFRIF P\(P) DU 2 )
SN, T K YR LRSS (E B To — (w(ut, Do), wt, o} .

SRR AN XETHARBA T P, UERER R R AT, O (P)) FHOL, T4 Py 21
S MBS R T B0 00 A, (37, O (P)) 55, AT BLEAS N, TR SO0 B, 15 DL 44
LT .

Joorbe: WURATT A UERER B A0 A Gr, O (P) #RHCE, T4 P 36 SL b s B
FIASTT it T AR EESEMS A, (37, e (P1)) VR

EN2 (W) ST T rEZE PBC [ghi iR PENE(OT), R EHRGtA T P,
SR AN BB B 7 B BUE A, MR A, oo (P)) = 1. TR ¢ HH0H
B R G TR « — 1, BRIURSUR T P, RE SRS, P 255 » REHES
IR (57 () — 20 X Co(Po), WERIA U7 (i3] e (P))). BUE, MIHFHEZE PPO 3
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B IR AR PENE(OT) &2 P 255 » BERVR G 2 HALY pf (v) W2

(’A (’717 umt) = 1)7

HH Prob(+) BRERE Ai(v), Clu(P) = 1 BINEER, 47 x C7 o (P) AR Ai(v7, Cr L (P) = 14T
B HE S () A TT .

FRAE 73 BIZR ) (cutoff rule) P4, MHARALLE 7 P W2 DU B g A 3945 Z6 AR, Py etk
B AL Clu(P) = 1 MR B S T E (P = 1 HT A (7, um( )) =1 ‘?
Ai(vr, 0 L (P) = 0 2R ZERM. Y|Py > 1 B, P #2882 (55) KT Cr ol
BENEEAS Py #5A AN AL SRS, T AT DA SIEIRLLE B AT 4 1) 15 /ELF, HEUE@E’EEE’J%{%#‘%&

4.3 FENHLEIFR#E E BRI S A

AN N L PSS« AE A8 e A S5 5 T A 58 415 S IBFR 5 ST B LR 4T 704,
TR R A SR AL (4 D

frn2 (MAERME) R DU SR PENE R RN M ANB(yr, O (P) ATENERIE TN, A4
Etten s P A ARG S X0, B pf (v:), U > 0.

WERA X Pie Ppi(vi) = 00 (i) = 0, U (Ai(3], Cliyie(P2))) 2 U°(Ai(5), Chinie(F2))) = 0.

ARL3 (T YMT) A8 VIHHTREgE PPC BRI ANE(y), Oy (P2) ATENSRME N, I 4L
YA 7 10 AT B AN TR 75 RO TG S0, By, B

T i X Ctrml ot
pi0i) > \/ I G (1) 0 < Prob(A, (1], chu) = 1) < 1 (19)

T M
Z Ccom nk) + |P |71 unlt < Z BJ (20)
j=1

k=1
SRR ANP(], Ol (P) S SN By AR (16b) SRAATH () i, Ceom (i) +
) PalChn(P) < T, By BATT r(wty) st (20) BHE.
R4 (FhtEAlEs ) WEREAR S T P IR BBAT RIS A, (vF, O (Pr)) AT A HIAR AY 1%
R, TS AT LA B BPIRS, BAELERT AP (), NN2) M8 1 FULLUE T 5L 2ol BRI
MERR AUl ftes 7 P AR5 r RRAVR SRR SN pf, A ELIE A LY ZRRA 4 x
Craie (P) A BB BE A S0 Coom(ne), SIS Y00, By, WAL SARFIB AL 1 XL

N T
arg max Z( — 7 x Chpie (P, Z Ceom(nk), (21a)
Rt k=1
N
s.t. r(wg) lZ% x Clo(Pi) + chom ng ] < ZBj. (21b)

N T RIBLIR AT T R B KA R, SRR B H (Lagrange) SREZRME. K HE LA T
SR EORAR )RR B H BBy L(y7, A) — R, R

N
L(r)/fv )‘) = Z(p: - umt Z C’com nk
=1
T
+ A (Z B -r wG [Z 77. X Cgmt + Z Ccom(nk)‘| ) ’ (22)
k=1
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Forbr, X SRS B H B B, X A7 MDA BB SO R ALEEAT SR, RN

{ZZ 1 Craie (P2) + 2 (w) Xl Craa (P2) = 0, (23)
Zj:l Bj — (U’G)[Zizl Vi X Clui(B2) + Zk 1 Ceom (nk)] = 0,
S L(v7, A) BIFTATRE (YE, ANE), /]
ZMI B Z com( k') 1
NE _ J k=1 NE _ _ .
,Yl ( )Zz 1 unlt(P) Zz 1 unlt( )’ )\ ’I"(U}z;) (24)

T (21a) B BB (- REUNT 0), ANEBSEAR MG DT P AR HMEL Y R ARAT B SR
N A (YNE,Cr L (P) I, B R4 T706 2 P20 RN B AL 2 AR A e R A AN ) T 2R S, s 3 1
DUH-HR g A S HTIRES.

SIERL (WAL KT L7, A) BIBERD (v, A7), BEdE L T7 P A A AT 35K
W& AL (A7, CF e (Pr) B, AT RAIR 3 DT ﬂJrﬁﬁ?V\]Fri’]@W(*

MERR  HREE RS 1F (Slater condition) 1P, AR B KA, 0] SR (3 14 25 A L. (B L(7, A)
FREs BT H AU (7, A) R, W L(77, A*) < L7, \*) < L7, \), SRR 47 € [0,97]V,
H X\ e Ry BOTL, M B Ly, X)) 2 TR LR M e Al KA R &4 - FER - 3578 (Karush-Kuhn-
Tucker, KKT) 2&14H

OL(
g,zyr; Z urut +)‘*< wG Z urut > (253‘)

{ZB _r wG’ Z’YT* X Cﬁmt )+ chom n.) } (25Db)
T M

wG lz 'YT* X C:;mt + Z Ccom(nk) < Z Bj- (25C)
k=1 j=1

N A0 B AT = [ 2 (21) M (23). Bk, TRLUERAER (47, A*) A& L(y7, A) B,
& DI ZE PBG Bgh A sh i

4.4 DNMHEEFITERIEIOAE X

N T AR A R S T ZRAT B SR AT A5 1, A S — 0 32t — R R AL DR3P 1 DUt S i
AT B MG LIRS PPBG-AC, Z5E R b5 77 REAEHE T X HLBE B 22 &5 °F & il T~ 528l
-t PEN . SR AR vk DU ST 2 vh AT 3 SR B0 AN RS 1) 8 DL B i IRV B FE 2 80 il it B
E’Jﬁ%ﬂ\/’rﬁﬂﬁ PPBG-AC 132 2 AR K B (245 77 1OV B 2 AL R R & o, i b

LR ORIEAT 2 SRR &5 R A A AT BLOR ml G R V. S8 I DL SR 25K figp ks A R e KA I R L &8
4&”&??‘1‘%@3 H %, B HR 8 45 07 94T 3 SRS 1, ORI M 1) — Btk 5 TS 1.

PPBG-AC iR A EEE T (A 2 1R 5L (proof-of-elapsed-time, PoET) %) lﬁﬁigjﬁ'ﬂﬂ
BRI, HHRF A2 S “CheckTimer” GG 20K 50 a8k, BB aE R 2 0 Sl BITAL R
UEB (delegated proof of stake, DPoS) %% [96] 2 i rmy m] SE LR ) B 3L IR ZR 51 250 B U1 - 4 i g
AT B S ) — BUE 5 7E X RBE P 2 B AT T . JLIRZE S WA F SE AR S R A R R Bk
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(practical Byzantine fault tolerance, PBFT) 57 {3 D1 -3 8 25 b 47 2h SEmS SL IR SAL SR 1 il St 5
LT AR

18 DU i 2547 3 S s SL U R b, XU LIRS 01 20 1 e SR EUEU b 45 D7 M A N ) JE A
S EREATIOAE, X SRR 52 5 HEAT HER JE SR A o AR A B R A ) iz vt B DU S - 2 4. 3
W R IAIESE 53 2 J5 R IRZR 2 AT SRR, 3R A DL Ay R Sa s i DU S g A3
flfe, WIRTTHE B HE ML TT, R FU B A28 77 4K 2 2 A A A s R A B A BB B ) 47 3 3R
W P EAT AR T R I R R v 75 R I 6 TR i 20 T R A 5 AR o R I R R, - BE AL U Y
SHOE I A SR AT R TR IO, 8 B fh s T IR LR R S A A E RIS A
STRURIALHI 2R, B 45 77 15 m) T 58 B B RO B R R E 2 HIE L 5P 6.

PPBG-AC SFLHSHRR I T B P 65 T HlSUBALEARATEN NS {Ai (7], Clont (P},
BE A SBT3 SR J5 R A CheckTimer 2 B8-S AT IS (BB B6:, AR AT {5 I [R] B0 22 2 HF
Ja SR AL AR A B KA i, B DU g A 351 PENE. MRS R R R IR E R i T BRI,
FERGER G X BEL AR T Zh SR 7. BAR BT P AR A PAT AR I 25, ANWri
REZREH wg, WSEEH L AT EE ) EFR. PPBG-AC HLiHBEERR W 2 k.

Algorithm 2 Privacy-preserving Bayesian game action strategy consensus algorithm (PPBG-AC)

Input: Data providers P model training action strategy sample space {A; (7{71, Cfﬂ;% (P:)}ilqs
Output: Local model training action strategy consensus results yNE = {7, N
1: Data market platform Ty receives local model training action strategy {Ai(vf_l, C;;E(PZ)) N

2: //Consensus committee nodes verify signature and execute CheckTimer smart contract to verify timestamp;
3: if Verify(Sign(P;)) and CheckTimer(7(w¥)) then

4: sortTik<w£€);

5:  Solving the saddle point of social welfare maximization L(7I*, A*);
6: ~NE append v

7: for ng € Coommittee dO

8: vote(y!) = Ceommittee;

9: end for

10: if ZiT:I vote(yNF) > %‘Ccommittcc| + 1 then
11: return NE = {47}V

12: else

13: return O0;

14: end if

15: else

16: return 0;

17: end if

5 FHERILSMEEITG

AN T3 0 b S WSS BE DAL A5 DB AL AT 70 A Al 5 S b R BT AT K
FREF TP AL 5 A SCAEA e 445 2T A2 T DU R B SO WL E AT X L. FEVEREPP A% 5 i, K
FHTEI R 20 F 0 A TR B R s 46 MINIST Al CTFAR-10 3EAT 5092 (S B TP

5.1 FHREIEE
XFEC E A 1 A B H 2 ST U HL ] (cross-silo  federated learning incentive mechanism,
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®2 AR
Table 2 Comparison of the schemes
CSFL ¥l SGFL [19] CTFL[20 FMore [21] Our BGFL
Theory method No-cooperative game Stackelberg game Contract theory Auction theory Bayesian game
Privacy-preserving v X v v v
Public goods properties v X X X v
Blockchain-based X X v X v

CSFL) (51, F& T Hr B8 Su AR A% 2R A IR 2 ST Bl WL (Stackelberg game-based federated learning incen-
tive mechanism, SGFL) 19| T 322 B (R IH27 ST BURILA (contract theory-based federated learn-
ing incentive mechanism, CTFL) 201 J&-F 2 4k 5238 A2 SJ BURALH] (multi-dimensional auc-
tion theory-based incentive scheme, FMore) (21 5 A SC T UL i 258 B0 2% S B LA (Bayesian
game-based federated learning incentive mechanism, BGFL) EHIS 7% FRAL R3PS 77 TH U4, W
*® 2 s, WHCAH MK, ASCET VM gR B lig Sl 7 A 58 25 B RS 22 ST U bl i, 58
@ T RS S TS SR I BRZ H 5. A aE B IRRI S 1 AR T8 e SE by
HHEAZ 5 5t b R RS (45 07 W0 56 15 BAR, WTLABUREE 2 BRI 77 2 5. ASCERET
XHEER 2 O B3, 8 1 2 Bl /5 R 07 U5 iR B AR N i A i sk, AR EE R
) DL S 2R AR it b S I 7 B 45 07 i) BT AR AL IC B 5 22 il AP0 IE, AR T4 i il it
45772 5 AR DL 4 R Y ) WA Sl e

5.2 WS eI

PERETEAL Z ] Python v3.6.10 Al PyTorch v0.4.1 S22 K 25 77 (6 FR 27 S B s B A oA
k. a6 AR B 4266 ] MNIST (58] FIl CIFAR-10 59 ¥4, MNIST 5 60000 NIl ZREEAFI
10000 MIAFEA, CIFAR-10 555 50000 MIZRFEAAT 10000 MUTAFEA. SR/ NMCEREHLER R T A
5 42 ARAR A A H B TR o 25 X 2 A 7R 3% ) 22 J2 TR (mualti-layer perceptron, MLP) (601 F15: £ 4
224 (convolutional neural networks, CNN) (61 AT FRMINAR Y (13RI 5. AR SR AR H 3d M AR
BREH (FedAdp) 181 S A R R S 40T B, SO0 AR NS L T A2 B g0 IR IE R 27 ST HEZE 142) i),
AR ML T IMEN SR A, SIS B E LK 3. SEIRM By Intel (R) Core (TM) i7-9700 CPU,
3.00 GHz, 16 GB RAM, #:/E &%t 8 Windows10. 7EA LT IR T DU 25 IR 22 ST Uah L
ZI00T, X EE AR E T B AU SR L, R A SR 45 RO HAT 10 IRIPTIAME.

WHE 1. ANFEEIEEES 7 ME. RS EIR LA B, K% MNIST #4504 10 MRS
Ji. NIRRT 86 P = { Py, ..., Py} WHENLIEE 3 MRS T P = (P, Py, P} Z5EHRL 5.
ERE 1, YT MLP #E87E 3 AN Ht4s J7 i A ME LA I HER 2 53R IS oL (K 2), K
IS MR AR 25 07 2 5 80E AC J) T HER 22 2 TAAFAE 72 7, 38 I 2508 P A T AR FHIC i 2 i ks 77
(RS o i, B i S R BRI A T S A 3 NEERILS T P = {Py, Py, P} TEAELR S 100 IR
Z GRS B] 95.34%, FARAENSL T 0.1616, FHELT HL47 sl AR FUSSIICR A B Z 52, xR
TAEARSCHIhHLEIE T 2 B ft4h 7 2 5 B 2% 2] A JR i B LA B U Sk

WHE 2. ANFEFSFATUE. A SCTEEIR BELS 7 0 A iR E0h 25 58 T BRFA AR, RT AN [R) 5dis ik 45 7
(Y BRFA 75 SR AEAT 5 EASAUL. 76 MLP A8 R AN [7) BRORA T 550 6 B A 2R Ue Stk 5 43 A X S D T 2 )
AsyFL 02 Sitbe, il 3 Fios. MEAEHEA B TE S M REN 6) = 1,e = 3,63 =4,e4 = 5 I, 4%
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*3 IWESHRE

Table 3 Experiment parameter settings

Parameter Value Parameter Value
Number of data providers N =10 Number of data requesters M =
Learning rate at = 0.01 Total budget of data requesters B = 5000
Activation function ReLU Model utility parameters p1 =10, pu2 =2
Model training batch size bs = 64 Initial local model epochs O =
CPU cycle and clock frequency ci=5,fi=3 The capacitance parameter (=
SGD momentum 0.5 Consensus committee T=71
Regulatory factor a=05u=0.80=02 Other parameters £ =0.3,0=16

0.96 0.36 | i
a b
( ) . DO \;\'w'«‘r‘-;#'”/‘_)"‘f""‘:l' 0344I ( ) — — — Data provider P,
95+ NPT W WS V)":t'x s ."i'.“- ,‘ \Kf'\\ — = — Data provider P,
095 iy J,‘C%’_ﬁ:\l}(‘}k/‘v "-"'{{\‘” RTRATE '.J 0.32 e Data provider P,
o e Data providers {P,, P}
% 0.954 0430*; -+~ Data providers {P,, P,}
0.94 £ osa A Data providers {P,, P,}
o e 0.28 Data providers {P,, P, P,}
9 ] 0.950 A N @ 026
= L o =) 207
§ 093 0 = ! 0.170
< 0.24+ Lo/ ?
Data provider P, o6t PZAYA 2o\ Pre
- ' SO ‘e weet el
0.92 — « —Data provider P, 0.22¢ 0.160 [n e, v, ‘\ -
I Data provider P, e
L Data providers {P, P} 0.201 v 0‘15560 70 20 %0 100 1
091H —-=-—Data providers {P,, P,} %
| Data providers {P,, P,} 0.18¢
I Data providers {P, P, P}
0.16 R/ e
0.90 . . . . . . . . . . . . . . \ | | !
0 10 20 30 40 50 60 70 80 90 100 0 10 20 30 40 50 60 70 80 90 100
Global model epochs Global model epochs

B 2 (MEMEE) £ 3 MUIEHRAHE S5 TIRBBERAHF MERERERRSHL
Figure 2 (Color online) The convergence of FL global model when different data providers cooperate under three data
providers participating scenario. (a) Test accuracy; (b) test loss

JARER R A 100 R 25 FIB R UERG R 20531 94.12%, 94.31%, 94.68%, 95.36%, P45 243754 0.1973,
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Figure 3 (Color online) The comparison of different privacy budgets on the convergence of federated learning global
model. (a) Test accuracy; (b) test loss
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Abstract Federated learning (FL) has become a new form of data sharing by aggregating multi-party local
models. Although the existing FL incentive system has reduced insufficient data supply under comprehensive
information, it still confronts issues including free-riding, unfairness, and unreliability. Therefore, this paper
proposes an incomplete information FL incentive mechanism based on blockchain and Bayesian games. The data
transaction process is modeled by quantifying the cost-utility of the data providers and the payment reward of
the data requesters, in which Shapley value is used to realize the fairness of reward distribution of data providers.
We consider the heterogeneity and privacy protection of participating individuals. The data providers’ resource
allocation strategies are built as a Bayesian game model, which optimizes the local training strategy to realize
the incentive effect on the data providers. Furthermore, we consider the effectiveness of the incentive mechanism,
a privacy-preserving Bayesian game action strategy consensus algorithm (PPBG-AC) is proposed, which enables
the data providers to realize Bayesian Nash equilibrium under a data trading platform based on blockchain. The
comparison and analysis of the schemes reveal that the incentive mechanism presented in our paper assures benefit
distribution fairness and resource allocation credibility. Simulation experiments and performance evaluations
based on real datasets demonstrate the effectiveness of our incentive mechanism.

Keywords federated learning, incentive mechanism, blockchain, Bayesian game, Shapley value, incomplete
information, privacy protection
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