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Figure 1 (Color online) The scenario of Internet of vehicles

) BN, B 2016 LK, R RN M 2% 2 A AR EIE K T 60.5%, 1L 2019 SRS T — %D
BRI, R 2 A O AR I R R TN 1 2 R 2 — ) 51k T AN S ORE.

A R IEAE S B 1 R, R T B I A S AT IE A D BRI T B
Skoh B AT, WA W, B TE BRI R AL, DR R 25 ) T 7 45 Rl
M. A SRAL S b 1) 2 A A5 B A2 3 B R N 28 Mot 25 3 53 T e 2 O AR R (R e, 3 2 4
¥, B2 SFEUTENCEE. A, EEFATIIE RS, 0k TR Z AL E . B A
FaFARIME B, WIERME AL T 51, ¥ 2 S EUR ™ & 1 AL ER ] 50 Rk, A TR EHR s
F S BN S5 B3 18] (28 LI JE A A sl Rk 10, F FLEEARSL RE A AN Sl B0, 20 7E 2Rk X
E IR A S B UGIE, GRS MR e e . [ N 4 C XS R B 5T I S A E VSO
JBTHHA, 2 T ORE M AE 2 Y R s T~ 14,

FAEA IR 22 4 P O B AR IE 25 A P R D i e A3 AT B A SR, R T 508 5 e E N SFIN
X3, AR 0k s ARG R AR 1L PR ek 25 T LIRS A7 it A BA 2 B0 1) 38 o, i I X R K
B G R RS T8 U B B 78 2R 50 R Bl T X R G e A PRI i E . AN, A IR
LR 5 T R ES S B P b, R 7850 % AV % A7 i, K2 B S IR EE DT R
W4 (tamper proof device, TPD) /1, 1M XT3 JCiE3REL TPD w24 19100 SR, i 78k BRI 25
T E TCVEVI MR TPD (19 N5, B 4 v A R 15 8 Bt R AR I (5 (5 2., B TH 5 A7
E7E TPD Hr Rk £d 161, [RIk, o PR AR RIETE N ¥ A7l R 3 Bs ) e e — N B
B ik 2 P ¥ A
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N T R LR e, BT 5 b R s B AR U e T 18] R L BE TR OB R &, W 4§ 07
PR T — T XA B AR R B S P R U7 58, FHerb, TP BOARL B 2 B AN B 23, 20 A A AE
TR B b (2, TR [19] $7 1207 SRBCH SEDDW R T~ 245, 24 E B i sRIN, T =%
ANEZ B, BTN 7%, Feng 55 081 S 7 HET- W9 75 v S B [RIDGIE A 3 A B A B, 105
TR I E 7, A RAFE £ 2 5E NS 5E R & . (H2, B2 5 0REHK
I, Tk F AT T REAEAH B 2 538 AR 5 0L N 55 IR 2% 38 SERWU R A, Bl Feng 45 18] ()7 ZGHE R
IR B SR

A& BN R L (oblivious pseudorandom functions, OPRF) (0] J—A~ Vﬁﬁﬁ’]fiﬁﬁﬁ]»{, H
HRGETT M NBLEAE, HOT /A OPRF B8, AT e UG, K& 75w ATHEE OPRF 18, %
W7 TR SRR B A AT R AR5 2. OPRF #2481 — M 2 im0 %5 B I 702, ) V2 MR T4
&AM G IR L2 454 OPRE SCRF “2 R IAEME IR 54T IR R, AR SCHEH 1 TH )
ZEHR I BT P 7 B [ 25 44 A OPRE HOVMIE R SV A 3L, BARTIT 5, 2L B 70 BRI AN 8
I3 B TR B & AT . R T B A P N B %, BB & A7 OPRE H4H, &2
AT OPRF PhUCKIKE, ML FAGELE TPD Hr, Mk 1 240 SR 55 0t 2 1) i . b b, 223
BT AR B A& I BN, A BESEI 400 55 I 55 4 O D IR AN 28 S W o . RIVAE 22 3 A o A B s %
Iml s B, Mok A AN FNIE 12 BOIE DL N AR TCIETH AR . A SO TTERS A5

(1) ASCHEH 7 —ANH A ZEBCM ) 5T OPRF MBS J; Schnorr B [F148 44 (4015 2 471 SR DAIE 55
AR P BRI, TEW 7 Schnorr 2544 71, FAEAME 73 AR 4, 230 B R 3R o Al Bh i &40 A
RAERB BRI, 28 oA T LS IR S5 2% SLBR R DR AN PO . AR i) — B8 w3k
FLE P Bes BIP R, FRA RS 22 4 1k

(2) AR T —MIET OPRF MR B PAE T %, EHRTHHEARGHEM I MmAL 4,
BB OPRF %A HAAT OPRF Wl /5 A REWKE. RIAE 22 8 B o b Mo & il 3K, Mo & 1
ANHNIE F 4 OPRE B A 0L T AT SR TR AL .

(3) RSO I T7 kAT T A 2 e S R R EL . 45 SRR W T2 th i 07 22 T LR BT &
T RN B B, R i B A B BRI B HU R I R 2 AR, e Ah, PR HE A T S AT DASE I A B
THELITAH A 45 1~

ASCHIHAR B> A . AE5 2 5 [R1T 1 T 1) 423K X AR IR P AR S Fe gk e 5 3 151
BRI B FEAE RN, 28 4 T TELIRIR 1B BT R AR ) EE T OPRF A5 Schnorr
[R5 44 HIE B B R 77 2. 58 5 00 S A7 AT AIIE I 22 1t o0 . 5 6 TE 2 AR RE Ty
TR0 4 L B 7 SR AN HAR T BT R B, A A

2 MxIfE

2.1 ZEFM1HRHEIAIERIY

£ 2005 £F, Raya 55 123 ffi I 28 2 R SLBUR R AZTT I B R SR E. B4k, D T SEILAR AR 44 1,
B TPD o (RAF KR I 2 AR A PEIE. JRTMIAE 2007 48, Lin 55 24 52 H 30K [23)
HHERTT SR RCRARR, AEAETTAS R, X ZE A A 4P A S O T AR DR AEAE T A 1R AL, L 4 1291 $i2
TR BRAL IR 5 5, e 2R BB T AN ELRRA i B A SRR, 10 AR A E U I ) 6 B T R
AL RTINS B 44 B AR AE R K. (B, J7 & [25] 2 S EERIITHEIT A, AN, Wasef 55 126] 32 i {f A
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B TR AL B WA A BRSO ARAIE IR o R, 22 A UE Th R0 I R A SR I RE IR, IR A 2R 2541 4y
KA. A% 0T ZARIBE PR OB HORAAE R B (5 5., IF HOWEE PR BC FIRG A5 85 (1 51\
SR E IR .

IR TT A — AN SRR SRR PR T RS IR R, A T RN ARG, JE T RR 02 B IE P
W RT300 R Rhim 46 P71 2 T — g 200 2 T B AERD 17 BANE 7 &, {H2, Taeho 55 [28]
RITT R [27] TR AP E BT HEER TR T S BT SRS (7 AU T 5, 1% 07 AL
A5 B R TR B A AT B ANIE LAY 4R T 4. 7E Vighnesh 25 91 ({77 b 850\ 3R A Hi
B UAIE 100 25 42 IR A B A B 40 YOIE RS X 24T S A, (B2, B 5 2 BIE 4 IR %5 it Li
B0 R T MR ER R SNUTR, EWE S WL IAE B ICE 3 FAURS, 15 Sk
FREEH, DM S AL L E B ook Tl —DlfE. AT IREEBMNIEE PR, TTR N 75
TGO BFINETT & 121331 Shaikh F1 Alzahrani 2 #&H 7B 4 S0 S L EHE T %R, €0l LA Ik
ZE TN 476 I AR R 7 L RTES A)45 JEL. Sun 45 BY & T 5T T TBRUNIE (B A 77 28 DA IX 7 i b R AT
N %I AT AR A PR BRI B AL, A ORI R (5 BT IR A R 5 B4y 2 )5, Shim
S B T — AR A T &, BT O B bR IR R A 42 Sl 2 A iEAE . B, E1R
25 5 T8 27 B IR A

UeAh, BEFN G T T RS A4 HIVIE J5 58 13234) ) J i AT 4] s 57 0 mT DA FH L FAH AR R
FERZZHEE, AR FERRA. Guo 55 B2 $&H T — ML TR A BAIE T %, 107 LI T Anl 8
Btk SR, Z 57 RWIE R T ERINEE TP AR IR, 25, N TR ITR, Zha 55 B3 520
T AN I A A 44 AN A T S ERS SR AR B AL RS A AIE 7 . IRk, Zhang %5 B4 FIH
BB B A I B ISR AR SR S A A OMIETT 5, 1407 Sl i BRI AE B 5 e R 4 — A B3 T ik
AEE RV TRAY. (ES, AR B e B BT e A BT

IR T R AR BRG] S HE R, N 7 IEANX AR, 2N R TR T
HFHR A TPD FIAIE T & 1910 g R4 i AL B3 2 nT S BUBT = B A RAAAE TPD Hh, i3 i
TCIEFREL TPD H AR % (5 5. Wang 55 ) {8 F 1A F0AWDRFAE (1) X0 F-IIE 77 VAIE 25 35 53 11 5 1
FIFH 2O CA HEBHE 48 iR 55 B0 A R AR A0 5 20 2 BRI HATHIE P BE R AR 1) CA JTH 4,
15 FHAE W AE N 25 | AdE B I IS MAC HuhE R4 B R, Tsaur 25 10 $2 0 T4 TPD (2244 2k 25 5t
R EIBATE. AEZ R, O AR E B T m AT B OAE, SR 5 fl 2
FOARFNEE T 5 A5 BE I A B IR AR R TR, Y9807 R TR 4 it Kiltz &5 101 & 7 fd FH ofe
AR L SRR BT R MR I B 2R 03 T &R, %07 R EAE TPD TRAAE TSI 54, (2,
XA A UM EERFPE 7 RICEIGU TPD HIIAEI8 X 7ESEbr N A, B 0 AN e 2R 3]
TPD W6, At AT eI (5 1l Bt R I KA R

2.2 BAERRIPEMEINEDY

N T SEBUE IR, AEFLN AR TR T TR S S i B A OR P T7 5 35:361 {H R, bk T7 RAE
YRR BLESREM S, B T2 5782, BATER B E N HE, 3N A2 22 10 R 5 I 48
ISR, BRIk, BI85 RIGIERH AR R 37357 N MRS S i P, O 1 itk 3R 1), 207
h R T R I R 77 58 7180 b bl W A D7) B T R T XA ) Y ORAP R DA IE 2 B
PR TTS. RUP BRI G0 WP A8 53, o3 A A S e A A AR B g rh . IS B0 R S8 LT B3
[F) A2 BRANAIETE B, 1E 1T ST 7 AR 55 4 B WU R AE S5 3 B B A . (E2, 2 i g IR, Mo vl
LAE 5 B A AR A5 2 1 B OB A, £ e BRI AE h, Bl 2 Rl LD ] 7 S A 55 2
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Client Server

Choose reZ; N
=H (x)
a=H, (x) p pedt

F=Hx.p7) €

2 OPRF MY EIE
Figure 2 OPRF protocol

MMIERV LAY . LhAh, 207 2R A TR E 22 0 Z M INE BT R Paillier [RIZAS%6S R0 B8 Sk ff
UEAE Bk R R 0 (1) Se B AT OR %, THEIF AR K, XA IEEH TN R4, N T gk b
A, Feng %5 D81 $2 1 T8 BE LT EI7 03¢ RGP T 9 7 tHEEZ s Vi, 1207 R %
BH Oy PR 53, o3 ) e B AR s N A7, RAAAEP 7 BB R TE BN 47 RT BLS IR 45 2 S UE A S £H B
. AEA, BRAAHE AN EH LSO N E AR & . jbAh, BT AR A0 N ) 826 2 R ik = A
E, YA B A B IR, O 35 75 A EUE I 0 T 5 IR 55 2% Se 0L A DGR AT 25 P s, B
% 18] TVEHPT I & R B

WA L3 T 3 T FE AN ] o B B $ (physical unclonable function, PUF) FJIAERMI BO~41,
FI A PR R Z X (challenge response pair, CRP) SEEL, B 5 LAV AEFEMIL &, SR, LR
J7 T R AR A V% S, 380 7SSO IRAh, SAEIRRESRACL, PUF 1 5 A7 72 B ATL M 75 55 1)
R, s FLAE R, R S AR ERAEAE — e MR, ANSCRTRE 1) R T RO AR B, Tl fE @
W& FSCE, TORR BN S A

3 EfEiR
KATEANH OPRF. f£4t ) Schnorr 2542 22 FE At AR,

3.1 AZE(HBEHL R

OPRF /& Freedman 2§ 20 7F 2005 42 H, BH4L T — R R Sl %M MEE 7715, OPRF 2%
J g Rl AR 45 A% 2 T A 0P, o, AR SS #R A7 FE ALY OPRF %40, 11 7& F ufii N, TEVRSUEAT
SRR, 2% 7 vk MO BEATL o K R 50 R B L B R TS IR OPRF {H, 1M IR 5% 38 JoVE 3R AF FIFL 2
HAXHME R, BRpszlr XaE 2 Fior.

3.2 Schnorr ¥4

Schnorr 254 Sk B E A R . 5% 5K Schnorr $2 4 #U, BT HAE M RERI T R 1 R 34,
Bz H N TN UERVEE S R V. RHE R m AR FE R EARE LT 3 NP

- HE A FLEH X

(1) EHERE g, p M g, 113 ¢ & p— 1 IEETH g7 = 1 mod p, FH (g,p,q) NAHSEL

(2) EFEFEHLEERL » (0 < 2 < q), (NP IFVH, 1HE X = g% mod p fEAH 2.

(1) BRI » (0 < r < q), HFIHE R = g" mod p, IZLFEFFFELHEE m LXK,
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________ (@) FR_FiFter_actio;___—___-» D
Qo

<@~ — — — — P> Insecure channel <¢——— Sccure channel
3 (MBRFE) RGIEEE

Figure 3 (Color online) The system model of our proposed scheme

(2) #6 & WZEH BRI R S e, € = (m D)

(3) 5 s = (r -+ x ©) mod g, HABIE (R.3) .

R IR

FE ¢/ = | 7). PSSR RY = g° x X mod p REARAL. MR, WK ESS
B, B L

4 EF OPRF # Schnorr thEZEZHNIEMZRHE AR

A2 T ET OPRF Al Schnorr WHRIZEA KIVIER MR 77 %, 17 =, MR HE R
TR, BART S, EWRIRAIAR 70 PS8 73, — &2 Bl Bh & B A PIInE /74, 53—l i
T4 OPRF {HIRA 5L, OPRF fE AT Wb v 508 45 RIE AT 5 B4, (EEB0A i Bk o 11
Tt LUK S 2 B M, BETT SIS B 2 A, SR ATT SR K 3 AR EHH T (onboard
unit, OBU). 4% & (auxiliary device, AD) FLIZFER 2525 (remote server, S), WK 3 fTR.

FEH P EEASE 3 MTBG (1) WA B, (2) IEMETEL, (3) BFAAER A B H
I E, FERIERET B, S LEMR G AILSHG FEE M B, OBU 1 AD 73 A BEAT VM AN ZE KM
FEE AR P Eh i B B, 7 17 OBU Sy A 435 B2, 72 AD BIFERIN, #E4T 1 2 B EAI
SRR E RS S LB E)GEM TR I, R 1 A TR ch I 28575 LK
GiEITA O ipa
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x 1 S RERR

Table 1 Symbols and description table

Symbol Description
OBU Onboard unit
AD Auxiliary device
S Remote server
1D;, pwd Identity of user and password
pk,, sks The public and secret keys of remote server
pkap,skap The public and secret keys of auxiliary device
z, X The public and secret keys of vehicle
SK Session key established between vehicle and server
ko Key of OPRF
km Key of MAC
a,r1,r2,¢,d Random number
Hi(-) A map-to-point function
H(+) Common one-way hash functions
HMAC,, (+) A hash function with key

4.1 BREUIELMER

TEZBY B, S BT M RGSH, PRI an T

(1) S A B Schnorr ZEX TR EFIZE. S BENLEER N KEE p, ¢ LE—N ¢ Btk g € Z,
HA glp -1, g7 = 1(modp), g # 1.

(2) S A=A Elgamal JIE T HEZKISH. S WHERKEE ¢, g1 NHE F; B DEEVLARIEE BT,

(3) S 1EHE 3 NLAEMIGA KA Hi(-), Ha(-) M1 HMACy,, (-), 1, Hi() 22— map-to-point B
H, Ho() RSB B A BRAL, HMAC,,, () /& — AN S EH MG 75 iR 2L
(4) S IEFFHENIEL skg € Z,, 1E9 S BIFAH, FTHHEARIK ABHN pkg = 91 mod ¢, )5 S T/
17 sk, HHAIBSE {q1, 91, ks, 0, ¢, 9, Hi (), Ha(-), HMACy,,, (1)} ATFEFTA R,

4.2 GEMMER

W 4 for, APEAPAN RS (OBU AL AD) 18] S fEM, ddakyd M, 25 AL B o i />0
4%, 4yl OBU Al AD 4. BRI RGN T

(1) ABIBCRVEN. S WHERENLEL skap € Z;, 9 AD KR, FRTHE A BN pkyp = 91%4P mod ¢4,
(skap, pkap) HTJEEEH Elgamal %, 2 J5, S Ki% (skap) 45 AD, AFF pkap HAHBFIH P

(2) T (1) 1R OBU SN S An IR FF ID; A4 pwd, 285 K1% ID; 45 S H T
(ii) S B BRI P 2SS ID;, R, WIELTIHE R, B4k EE T HERIE. S w1
x € ZF NEFHIFY, I FEMM AN X = g7*(modp). ZJ5 S K& (z,pkap) %5 OBU, f£fifi
(ID;, X) 1EEHH .

(3) B2 BN B2 )5, OBU R HEMEHN o1 M ag, 21 = Ho(pwd, Hy(pwd™)) Al 25 = (2 —
z1) mod p, FH k, A OBU &EFH K OPRF %4, 2 J5, OBU i1 H T E 1A 112 E A Hh 36
WEFF N; = Ho((H2(ID;) @ Ha(z1)) mod n) MIZEYE Ticket = Epk, | (km||22), e, &y N OBU EFEH]
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OBU N AD

ID
Input ID, pwd ~——————>  Check ID
! sk,

Choose a random number sk, eZ; — % Store sk
Al
Pk, = g*w» modg,

D

Choose a random number x

x, = H,(pwd, H,(pwd*)) x, pk,, Compute X =g (mod p)

X, =(x—x,)mod p & Store {ID,, X}
N,=H,(H,(ID,)® H,(x,))mod n)

Ticket = Ex (k,, || x,) K,

Store k,

Store {ID,,k,,, Ticket, N, n, Py, }

4 SEMMER

Figure 4 Registration phase

THEE EVGERS )% 81, Ticket H T1/1FF AD MIF#% . &5, OBU Ki% (k,) 4 AD, HENIEHFF
WS40 (ID;, ky, Ticket, Nj, n, pkap)-
(4) AD W B B2 5, S H (k,, skap) £ AD N AFH.

4.3 BEFRIMINEZRHEMER

X OBU AZA S JEEH, WAIBF RS, OBU 1E AD WIFB FKE %8, Shimscils S 1
FHEANER S A, Bl 2 5 fos.

(1) ®#LIF OBU #i A\ H MG 0SB ID; AN 4 pwd', SRFIERE—ANFEHLEL o, 1T5H A =
(Hi(pwd'))e. ZJ5, OBU ¥5Jik#2BHLEL c € Z,,, RETHE C1 = 91° mod ¢1, Ca = pkg® mod ¢
my = Ho(C1||Co||Th) YERZEATHE B —885r, Hoih Ty AT [aEL. 8 )5, OBU A Ry = g™ mod p,
my = HMACy,,, (my, Ticket, Ry) 1 Ticket' = Eyy,  (Ticket), e vy NBENIEL, 5 H B R%E% AD.

(2) 4 AD #5225k H OBU MIVH BRI, B ELIHE B = Ao, % Ticket' 193] Ticket, Z 5 HH
CIFAEH skap fiRE Ticket KRGS Ky, A 2o, INF BT IESF T me? = HMACy,, (mq, Ticket, Ry)
FE AL RIS RS B e B, A RSSO, 4k 8 N PR B, Sxih k.

(3) AD fHZ LA —3 5 zo THE Schnorr 244 1—3#5r. 1% AD FENLIS1EBEBENLEL
HHHE Ry = g™ mod p Ml R = Ry Ry, mod p, ZJ& AD 5 e = Hy(R||m1) Fl sy = ry + x0e mod ¢, B
JG AD ¥ 8 (B, R, sy) IR[A1% OBU.

(4) OBU #52 2IH B2 a5, & a7 d WL & (5 B AHISUE. OBU 1HH 21 = Ha(pwd', BY/®)
M N/ = Hy((Ho(ID;) @ Ha(z1)) mod n), #RJ5 OBU BILHEE N/ Al N, F2 75 A5k 0 W = HLA N
FA R IERAYE. & or, MIgks: ™ —30; B0, EREM, hiltigiT4 k. Bij5, OBU @i it &
AID = CoaID; K& H SIS HE B, RIF T e = Ha(R||m1), s1 = r1+x1e mod g Ml s = s1+s2 mod ¢
B4 {s,R}. &5, KI& (s,R,T1,Cy,AID) 45 S.

(5) 4¥IBIRE OBU WIVjRIERIET, S HoME T A&, W s Y ar s E, W2k
S AT, BI4kS: e, )5, S it ¢, = C1% mod ¢ F1 ID], = C, @ AID R1G S35
B, RYE ID) SR H NI A X, &, S @I HE m) = Ha(C1||CY||Th), ¢ = Ha(R||m}) FHIHr
R? = ¢°X¢ mod p &AL RIGUELS 4 IR TE. 0 25 30or, 2842 Eim i, BIAR 55 2 GE T
OBU; 5N, HAAERM, 2iH4& L.
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AD OBU S

Input the password pwd’, ID,

Choose random numbers a,1,€Z ,c€Z,
A=(H,(pwd))

C, =g modg,

C, = pky“mod ¢,

Timestamp 7,

m=H,(G |G T)

R =g"mod p

m,= HMACkm (m,, Ticket, R))

Ticket' = E

. (Ticket)

A, m,, m,, Ticket', R,

Compute B = A"

Decrypt Ticket:DskAD (Ticket")
Decrypt kaxz:DskAD (Ticket)
m,?=HMAC, (m,, Ticket, R))
Choose a rand?)m number 7,
R, =g"mod p Check the validity of 7,

R=RR, mod p x = H, (pwd', B') €, =C modg,

e=H,(R||m) N,?=H,((H,(ID,)® H,(x,))mod n) D/ -:CZ(-DAID-
s, =1, +x,e modg AID=C, ® ID Retrieve the public key X
B,R,s, e=H,(R||m) m'y = H, (G [|C,||T)
s, =1 +xemodg e:Hz(R”’"l)
s=s, +s, modg R?=g’X* mod p
s,R,T,,C,, AID Choose a random number d € Z,
D, =g modg,
D, =C{ modg,

Timestamp 7,
SK =H, (D" |G 1 C | DD, (I T IT)

Check the validity of 7, , .
. my, T, Dy my=H,(ID", [|C", [ D | D, [ SK | T;)
D', =D "modg, —

SK'=H,(ID |G |G I DI DS 1T NT)
my?=H,(ID |G, || D, | D', || SK'||Ty)

5 BRMNEZRADEMER

Figure 5 Login and authentication key agreement phase

(6) £ 5 WNIE OBU e2yJis, § #5F D1 = g1 mod gy Al Dy = Cf mod g1, Foth d & S SEHUA KL
B ZJR S WSS SK = Hy(ID}]|C||C|| Dy D, || Tal | To) R my = Hy(ID}||C4]| D1 || Ds||SK]|
Ty) HKIEHEE (ms, Tz, D1) %4 OBU.

(7) OBU BB B 2 J5 5 56t T (A AT DY = Dy mod ¢i Fl SK' = Hy(IDy||C4|Ca |
Dy || DY||T1||Tz), FEBIE I ms? = Ha(ID;||Co|| Dy || D4|SK'||T2) KEIEN B mg M TERME. 2% 2R
3L, T OBU Fil 8 Wy £ 1 8 471, 7, Sif 2k,

44 QOLEFMME

I EE R DA, #E RN ARIH 04, BARSREWE 6 s
(1) FJ 1 OBU A Z AT A 1H 4 pwd AR ZEEE H 04 pwd,,,,, OBU IE#—MRENLEL o, 1F
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OBU AD

Input pwd, pwd__
Choose a random number a e Z ,

Compute 4= (H,(pwd))*

Ao = (H,(pwd,,,))’ A, 4, Ticket
kn
Ticket' = Eys (Ticket) 7 Compute B=4
By =43,
Decrypt Ticket = DSkAD (Ticket")
BB, %, Decrypt £, ||x, = Dy (Ticket)

Compute x, = H,(pwd, B")
e~ Hy(PWA, s BLY)
x=(x,+x,)mod p

Xonew (v—x lnc\\') mod p
N = HU,(ID) @ H(x,,,,,) mod 1)

Ticket,,, = £, (k| x,,.)
Store {Ticket  , N, .}

6 OSEMME
Figure 6 Password change phase

B A=(Hi(pwd))?, Anew = (H1(pWdpey))®, FFL N Ticket’= By, (Ticket), K (A, Apew, Ticket’)
Rik4y AD.

(2) 4 AD 3222k H OBU HVH BN, HTHE B = AFe Fll Byey = Ako, Z JGMHH B CHIAAH
skap % Ticket KIR1E S k,,, T 22, FHH (B, Buew, v2) RIFIZ5 OBU.

(3) OBU #UKFI R 2 )5, W o1 = Ho(pwd, BY*) Rl 2140y = Ha(pwdyey. Babw), F a1 H
AD KIEL KW 2o KE S BAH z, HHE 22000 = (@ — T1new) mod p, Nipew = Ho(Ho(ID;) @
Ho(T1pew) mod 1), F o0 BEATTHHEZESE Ticketyew = Epx,p, (BmllZ2new), 174i# (Ticketuew, Ninew), 76
[DARESTiE ]

5 WIERAREDH

TEIX—HB53, ASCHRYE MacKenzie 55 BT 8T 7732 420 & H I RdHAT 240 #, B Rs
HECTFRAY SRS TEBEAL TS B8 N E B AR SO R 2 4
5.1 REMENX

N T AR B4R H 7 R e ek, W2 E S g S 2 A E bR DL R e A e L

5E X Adv(D) RRBINEN D FIcEIFTF- KA, Hd D C {AD,0BU, pwd, S}, 41 Adv({AD,
pwd, S}) FaA H A DSBS S AR ETF. ZIKIE’J;IéHhIEE%U\TTLﬁ.

(1) 7E5EA Adv({AD, pwd, S}) FHME R H LIETH SR

(2) fE5EA Adv({OBU, S}) PHMEEREH AT LLLI&HZ ¢/Dic Eﬁﬁ%%ﬁ%iéiﬁ%‘%‘%ﬂ. H g N
Wi w25 #5107 1) 8L, Dic A ml Lk % 14 1) #723 [h).
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(3) fE&E S Adv({AD, OBU}) HHHEREIGH & v ATHE 1G24, DS M0 AL E 2147 5Dl
PB4 255 S .

FE N Tk B FE b AR PR e DA RN B & BRI N T4 pwd. SRT, ZEBRSEAEVE . B R4
NILR 2 RKAE. B AN EA X Adv({AD, pwd}) 1HHLEH 7347, 1EAXTE4‘M?§7FW@%E’J’\
PTi& M. Adv({OBUY}) SE6 X # ml LLdE i W4 R U OPRE B RS RA385 0 T 1 AR ik
WMAERES, X RSA TR T O AME R, Adv({AD,OBU}) ££4 H X3 v] LL3kAS

HIR 2 MR 245 5., Hoan, PIE IR BRI T A 4.

PRS2 A, Pl 1 H AR A AR A% X SR PI&E —> Schnorr 2544, JEIM V15 H 21 2%
B BA IR EE—A AD B AL, —A OBU FilsHl. —A svr TRE ML, LAABENLTS AL A,
Hy 1 Hy. BEHLIEALAT DB i AF = 2R, B —ME IR B CTE N I BEHLE. AD TSPl
# partsign Jiiif). 7EH) partsign 1, BEAREK — NI LIER, AD Pl S E LB LR & E 2 1F,
B [ER A R

OBU T E ML BES 8 start, seskey M finish FUi). O AAE— MR &GS, [#i15 OBU fils
HLAT LA € finish B U205 start — 2 E—A> start(m) I, ARG RIFHHAT N, OBU
ZXIR[EEEL (A, my, mo, Ticket', Ry). fEAHNL beskey Fif)h, B Rk B A BB I B, B )2
Ar—A start(m) BRI )45 5. fEA M B finish fﬁi@‘:‘j, BRAKE RS w0 T B seskey El"]”ﬁm, v
PO e b el B2 IR [ R — N o) () 45 2R

Adv({AD, pwd, S}), Adv({OBU, S}) fll Adv({AD, OBU}) K% {0kt # mTh, 24 HAX Myt & AT
DU TS 2 %48 SK = Ho(ID;]|C4||Ca|| Dy || Do |T1||T5), Hi%HE start(m) .

FE R B AR, A gpare RERFTHEBIAL B partsign BT EFIIREL. T gseare 7 gainish
KRNI AR TTH start A finish FURIIREL RATIE A, H, A1 Hy BEACNBENLTS L, qn,
qr, A qy, RIBIZIRFOARIREL ik g ORI AR IR TS WL A AR TS HLAY ST EL. ik
d = (qpart, Gstart Ghinishs Gh» QHy » QH Go)- WUIRBGHF AT T g IBUHAIE HUANT e BRI

U, MIAANES (q,) BB

5.2 EIEMNIERA

EIEL WE Adv({AD,pwd, S}) FIELCTFIRML, BIAEE—ANECTF (q,¢) VA & ~ e R E 1)
.

WEER X T45 € T A € Adv({AD,pwd, S}) LA (q,¢") Bl 177 2. JA T 0T I T7 544
HE—AETF A CH0 Schnorr BH T RMAH X I8 A TEIRHBMTE, UETH A WiERhiE
EE RS RN RN Fap

FE A 47T X % AEREMERRTNZLESH;, A ARG & NS (skap, pkap)
TR R 55 B BT (skg, pkg) RN S A, R85, A* ERFEINL T4 pwd € Dic, 7554 A
e, A* (HHBEVE a, r F1 c IERBIT MR (A, my, mo, Ticket', Ry).

A MR ECSL I RO BT E BL. A I8 ‘d“éi’mll‘dfﬁﬁéffﬂﬂ%%'ft% B = Ak A* KHE my? =
HMACY,, (m1, Ticket, Ry), WHRERANHAL, A &bk, BWHE (B, R, 32> ﬂﬁf“*ﬁr”ﬂﬁ start(m)
i, A* @ EARIZAS R = RiRymodp, s1 = ri + z1emod g Ml s = s; + sy mod ¢ K
WS seskey i, A* BT SK' = Ho(ID;||CL||Col| Dy || DS\ T1||Te) A1 DYy = D¢ mod ¢ FH6IE
ma? = Hy(ID;||Co||D1||DS||SK'||T) KM BLJ5T ). WA, A* Z&ib4ik, B0 A* & [F SK.

IH7 ik S-schnorr’ BN S-schnorr #R3UfF FH 58 ERENLEREARE b RN, ik &7 o8 A BT
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PR S-schnorr” MM PNIERITT R, BT Hy BIDIEENLIE, ¢ ~ e BUELL & FoR A R EEOLT FIHR
R, WP A RS E IR T RURIL LT 805 5 S-schnorr’ Xf A 2 Gt AT X 70K,

e ~e ~e.

EI2 ik H, M Hy, FoRABENLEREL R Adv({OBU, AD}) FUECTF-BOBHE AP, BIAEAE—
AN (q.¢') BEFLL ¢ ~ e — i [RER BT L

MERR X T4h e ETF Adv({OBU AD}) B (g,&") BUBAR T &, AT BT Mg —4
BF A*. A* &% Schnorr B4 T RPN X R A T EIRHE IR, Rl A #& o7 5E il 0
A IR 2 R B T

FE A 47T X 4 AEREMERLITMBEREH, A LGB & 1% X (skap, Pkap)
FZFEIR S 25 A pkg JERBIS A AR5, A* ANRFEINLFIE 4 pwd’ € D, 4 A; A ff FBE
BUE a, ry F1 ¢ IEWIBATARL (A, my, mo, Ticket', Ry), o o ZBEVLERNE. &5, A* {8
(ID;, kyp, Ticket, Ny, n) %0 A.

br2: pwd = pwd’ (Hy M Hy BTif)) PTG, R A S48 IEF W BENL TS ML, Hy A Hy J5
. A* MR veh FUFE AL AD WS M5 Lk e # 1 fuE AR ).

ST BRAE A XSHAT Hy 0 Hy A, B AR Dy 2B R ) T () £ O S il
ST XA, B A fE B S BOEAT PSS HNMR R o, R Rigird A %K
bl e me— % IR TS 2 TE R .

EIE3 ik Hy A Hy £ 04220 Dic bR AERERE FINEZE 2 v Z0SH. R Adv({OBU, svr}) 1)
HF (q,2) TR, Sk = = B2 1 2 HIAFHE—A (g, =) BT =/~ 5 MM
TUU 4 B ik 55 2 O D085 07 SR BAE — A (gsvare, €7) TTLA & &~ £ BORERTCRIT E M.

HWERR X T4 € R Adv({OBU,svr}) LA (g,&") BUllde 7 &, AT BT g —A
B A BUBINE T3 25— ] AU e th DB R AR A BBk e 0T ROy S5 + 4,
AT LI — DT A* (gstare, ) BT H L IIESRN & ~ £; WNRET- A UL R 53k
TR, WA AR — A (2qpare, ') FCT- BUBBAH B AR SS #5 M N7 RIOBERN & ~ 52—,

AE A5 T X 4 AMERNERERRLITTEAEH; A B a2 X (sks, pkg) I
B pkg 45 A ARG, A ERFINL DA pwd’ € D, 4 A; A* HHBEVUE o, r F1 ¢ IEWIBIT
WARL (A, mq, ma, Ticket', Ry), FoH xo RFEHLIEEFIMNLEL. &5, A* 2 (A, my, ma, Ticket', Ry) &
A A.

A* WK, OBU T 5 WLI% IR LS (P, A* M seskey (s, R, Ty, C1, AID) Ji I FITE 6L LLR BiF.

(1) seskey(s, R,T1,Cy, AID) &K HT start(m): THEIFIRE (B, R,sp), HH B = Ak R =
RiRy; mod p H. sy = ro + x9e mod ¢, ot g™ Fl e SKH start(m).

(2) Ty, C1, AID &K H T start(m), M s, R A Ak: R A2 RS

A* WL veh start(m) B FaRE B 1 AR AR [F).

S T D4 R BHLI SR, EL S PR AR BT 11425 )y R A A 0 2 ] 22 s 1,
A AT RN HOTE L O ARSI RER g e TR0 07 2O TSR B SUR G R T IX 5040, DR A
ATEGT RO OEAT TS SRR B RER Dy & — St 4 2, (ERSTTRIBATh A* 4L £ 1
B iR .
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6 REMTTSMERETE

6.1 IERRUREMS

TEIX—3B 5y, TATHEH 7 kAT T A b e 0 #r, b g R, ASC07 Zv] DALHTIR
Z AR BC SRR B 2 A R e, Rk, 52 1R 75 S8 AT DAHRHT B 4% 11 205 W e AR ik b s &
NI S RES

(1) PUELL AR M B, 4 OBU & K sihl i Ui i, &F A AT DL 5 8 B SR UAT i
1t OBU %4248 (ID;, kyy,, Ticket, N;,n). P800, HTEFARE pwd FIME, TIEEBETEE o,
AR RS ECTE Ry LA 14 5 i b il 31 TR (0 ek 114, ZEANRIIE Kk, MIISOL T, BTt
a1 = Hy(pwd, Hy((pwd)**)). W4t, BT N; = Ho((Ha(ID;) @ Ho(x1)) mod n) SR T BB F (Bifk
1E), RMEEF R 7 — MR 0 4, IR WA e MO, B, BFERSAME OBU L
(125 B IE VRS U FH P 0 11 4 RIS S 1R 5 58 P DAHIRT 25 48 11 A I e s

(2) Priss gk, A OBU W B TG N BB IR R, e 35 o] LU 480 OBU Sk3k15K
BHAREE. BEMEE 3R OBU 5 LIRS OBU EAEERI A S 4L (ID;, kyy,, Ticket, N;, n).
SR, BE OBU ZEREitkfit B F3015 T &M S48, KA AD FHIMHE LT, BFWIETHE
z1 = Hy(pwd, Hy((pwd)*e)), BIETTIEWE OBU I 4. 24 AD Bk, RUE & T T ARG 17
7E AD LAREAE (k,, skap), WIIETH M IEMT o, HEME S MUGE. BMEEECT R 3515
OBU 1 AD (56U R, HFAKNE (4, BCFH AT E H IEFT OBU M. thih, T &R+
() AR EIEAMIGUERF Ny = Ha((Ha(ID;) © Ha(21)) mod n) LEAHASRASGIE (1, [H b 2 H T
NEFR I A 208 A GE RS %, 215 30— AN R A 2. Bk, BIE OBU 1 AD 4%
IR, VAES AP i U 2 H AR R e A 0. Wi, B2 107 RIRAE T PR A IR 1 e ki

(3) EATERMATEREE. OBU EAMER, B 7 OBU Ml S, AR5 =7 # 0k T2 P 1
4. RN TS, OBU M AD HIBEERA W B 505 B HfEE; /£ OBU M S (&t %
W ARSI BB (s, R, Ty, C, AID) Fl (ms, Ty, Dy), R4 AID ¥ K E| B35 8. OBU B4y L% X
AID = Cy @ ID; MBI KIES S, S TEEZ B 2 JG rT LA 1D] = C @ ATID SRAFHRLIN S 4, 15
T E TR VG AT R P Sy, Rk, $EH 05 RS2 T OBU Sk 44 1.

FH P AN AT 38 B VA DR SO 35 0328 50l TR — F P ke BT A R G 26 OB SGE AT . A SR BT B
WAEEFAIESFE T, 8 (A, my,ma, Ticket', Ry), (B, R, s3), (s, R, T;,Cy, AID) Rl (m3, Ty, D) 1E
OBU, AD # § Z[uf&ish. FATAH BHTHE A S T BENLEE (AR, RS 20 o i) vl ST
SEBNASEH, AR & AR, B # VAR YR TEAS [R] R 2 138 v 4l 3R 21 103 2 RE BE 424, R
FEH TR T OBU HIAS AT B EETE.

(4) XUEFAE. 7 OBU Al AD B2 Hid FErh, OBU K%M E (4, my, mo, Ticket’, Ry) %44 AD, A4
FARLf OBU A AE4E IEHII Ky, BB mo? = HMAC,, (my, Ticket, Ry) &5 MOLSEHIAT OBU
NIE; AD KIZHE (B, R, s2) %47 OBU, R AR AD A 0] LMFEFIERAR &, THEH 21, OBU i
UFSE N/ = Ho((Ho(ID;) ® Ho(x1)) mod n) & 75 AL LN AD IAE. PRI, 48t i 7 R L8l T
OBU Ml AD XA A,

R EITT R T, OBU KiEME (s, R, Ty, Cy, AID) 45 S, RAHX MM S A AT LLHEH ¢) =
C1%% mod ¢, MES 1D, = Ch @ AID SRAGHIN I B 13 1D;, FEE RN I AHIRIE S A K ER . S
T IR 44 B RS OBU HINIE. S RIZEHE (m3, Ty, D1) % OBU, OBU @il 5 1F 550
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FEAFAE: THI 1] 2R IR ) A B0 BE 264 SR IE B B B 72 A

m3? = Ho(ID;||Co||D1||Dy||SK'||To) F& 75 i RsLIST S MAE. A XA BEEGRHAR S 40 LIkt
Oy fRERSFAFART NI B 1D, B THE 21 %A ma. B, 3R RS T OBU Ml S AL
A E.

R, 3R AT RSB T OBU 1 S, OBU Fl AD FIXUAIAILE.

(5) Horh 1A N T, e B & v LA3ETS OBU, AD Ml S 768 A IEM BE A W A, JEH.
TR S 2 B i o B A T 2. B, W R BGhH S MBS SUH R (A, ma, ma, Ticket!,
Ry), TEARRBEALEL r. WR I E Z S my = HMACy,, (my, Ticket, Ry), W FHEIE k,,, {HEH
N Ticket = Epi, | (km||z2) Xk BRI, B & TESAFHBAE. PR, B IEE mo. FIFE
M, Bk #H VAN (s, R, Th, C1, AID), FUNH T BB A FEE LR o, TV (s,e). W#E T
FAHE (3, Ty, Dy), ORISR #EARRITE IR 55 2 AV L B TR S br il Mo 2 ik
mg = Ho(ID}||C4|| D1 || Do|SK||Tz). Pk, $&H 77 Zn] DA HT H )N 2t

(6) PifhFdi. OBU fhe it BT ARBAESE H I T7 R b b2 OBU Vi1H] S, OBU 5 244 1& 1
B(s', R, TY, O, AID') SRl e, BT rT LLESRAE AD MIF B FAIATE AD RIS B MR i Bok1E
KVjie S, WERE TR AD BB T s 8, WET & ek BEME c e Z,, RETTHHE
¢ = ¢¢ mod q1, C) = pk mod ¢y Al AID' = Co®ID;. ZJEHTFHH R = ¢ mod p M e = h(R||m1),
BT REIE OBU RV, ST EIEMR o/ WRETFIEFE AD KB NS R, WHF
@ AD WIAUE. SRT T B ARE A P 04, TeiETHE IR 2, BV TEERE
OBU MR FAEH. Mook # i Joydy i v] L@ YRR B, Bk, 52 1 1007 S nT DR BT O 3 Mot

AD Phe ;. B AR AR H M UGE R S R PR Dl AD R OBU, WXt 35 6 2k i
BRI S (B, R, sh) RWRLER, IBGEE SR B = AR JFkix%: OBU. R, Mo # £ A%
E ko MIGOLTRETHRIERR B, R BGE#FEH AR K, RiFE, W AD Joikiid OBU [l
E. PR, B R 07 0T DA T B A O 25 B 1R B

S AL, MFEEEARB T RP AR S, S WEMIEHE (my, C4, Ty Kl i Ak
1 OBU WRGSIEFMA. SR1M, C4 = g7 mod q1, m) = h(ID,||C}]|SK'), C; = CJ'* mod ¢; H SK' =
h(ID;||C1||C4||Co|| Ty || T5). BRI, BT Z0URNSE 17 3K U 1) IR 2240180 1D, AH2, e /iF i 1 234 il DAAR 0,
TEAFIE S AR OLY, BF AR E SRS EMN ID,, a2 W, SFREMEHEE (m), CL,T).
DRIt 2 HH ) 77 S8 AT DAARPUIR 55 2 Dh 2 Bt

(7) IR % 4. BRI T 20 OBU Ml S Z IA¥M & (2152 4] SK = h(ID}]|Cy]|
C||D1||Do||Th || T5). $RT, 2 &% AR R ZAT I BELEL ¢ A1 a0, PRIk dEA 21l 240 FAS R B AL
HORI IR A 2G2S AN . BRI, 32 H B 7 R DASEl i % s 2 k.

(8) PUE B . AEHR H DU SR AUE 2 R P b, BEALES . B TPk — L2 B i FH ok
P . BRI, JH 2 (A, my, ma, Ticket, Ry) WI{EAAMH OBU SEBEIBEHLEL 71, ¢ F124 R
[ 7y SRIF ). WERETF EEEBOE S, WiXE BT AD MixE. Fik, AD ¥4 k2. R
S, B Ticket’ MITHEAPE K BEALE ST R, (/2 HHEE I Ticket” AR IEFIZIT. 7
Ah, JHE (B, R, so) MR TE AD ERMBEHLEL ro 112 5. OBU 7] LLERLIGUE R (18T EE 1 R A
FR R, A, RIEL S IR (s, R, Ty, Cy, AID) B S BENLEL 71, ro A1 ¢ LI TRIER T FH T
PLEBIS. HE (ms, Ty, Dy,) WEFEEHLE d A EE T, FHMEE (s, R, T, C1, AID) 2J&ET
PR R DA, 4 H AR 77 5 RT DA 52 E G R s
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%2 REWEMLEE Y

Table 2 Comparison of security features®

Security features Feng et al.’s scheme '8]  Wu et al.’s scheme['7]  The proposed scheme

Offline password guessing attack resistance - - VA
Device capture resilient Vv X Vv
Anonymity 4 Vv Vv
Untraceability Vv Vv Vv
Mutual authentication X Vv Va
Man-in-the-middle attack resistance Vv Vv Vv
Impersonation attack resistance 4 Vv Vv
Two-factor security - X Vv
Known session key security 4 Vv Vv
Replay attack resistance v Vv Vv
Key security X X Vv

a) “y/"means that the security feature is satisfied; “x”means that the security feature is not satisfied; “~”means that

it is not comparable.

6.2 REFFELLR

RSO0 F A 77 SR HAR B2 TP 7 o SRR S S P R U SCEAT LA, R 2 R, SACCHR
HEI PR L, Feng 45 18] 177 S rh il B e 46 55 B0 a8 Z 116k Z XU AIALIE, Wu &5 171 (1177 5878 5 T8 52 1%
AR HBOH SCBLE IR R 7224 eAh, J5 % [17,18] a4 M7 B8 A0 B BLEA SC TR 30
FAAETEAH R o6, AN R B 22 4. BRI, AR 77 SR AT SE B 22 4.

6.3 TTEHFHES

ASLAEAN NHFEHL (AR, Intel Core™ i5-8250U 1.60 GHz ALHE S A1 Windows 10 #:1E R 45) AN
B2 %% (HUAWEI Kirin 810 X038 831 HLK-AL, 8 G 117 W A7H1 Android 10.0.0 #:fE &%) L F
Java HifEIE F 3T jpbe BTN I8 FERAE.

Ty: SHA-256 WGA BREIZATINA]; T FEIEMEGATIRECRAE I ), Thoep: PRI LIS
17 Map-to-point M ERIEIS [A]; Typ: BREL f HUBATINIE); Tone: ElGamal M HRAE FIPAT I H]; Thec:
ElGamal fift % B0 E HAT I 7], Toae: THEIE BVAERD IR A]); Tw: THEAR EIEFIPATES ] Tt
TEIARE L SR B IE AT 8], Tpen: Paillier [N HIPATHE [8]; Thae: Paillier [F &2 HIHA
A7 I 1]

FESEIRPATIEREH, 2B P& M ZEIL A B 7 AR R AR A T . T e I R 55 4. v 1 AL
77 AT LU, A SCHEARRI I RINEE NI4T 1 W &9 5, 38 FEERIEATIN (8] 1000
WIPME, BT IR R 3 B, EAESREERE ) X Ee T B0 (P95 I [FAIE 3+ S B 41 B v
FARALL S 07180 T RTRY, 45 R 4 PR, PR IFaxT L 7 B, 3R 7 R R
255.418 ms, J7 % [17,18] (s 18] 205 313.821 Fil 369.789 ms. HARTTZ [18] £ X & B A
—EMIMRE, J7 % (17) ARG A B — B TR (A R T RS RIZ AT LR H I 2 e AE
fifi, $EH 7T R AA TR
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S AF A T 1) ZE 0K I 470 8 26 il SR DR 55 B W 7 b X

* 3 RETCHEBFEMBITIE (BLL: ms)
Table 3 Running time of given operation (ms)
Operations Vehicle/auxiliary device Server
Ty 0.054 0.009
Texp 20.325 7.591
Tratp 73.684 13.417
Ty 0.063 0.014
Tenc 3.825 1.570
Taec 1.858 0.715
Tmac 0.071 0.017
Tl 0.127 0.020
Tp-mul 18.933 6.270
Tpen 9.846 7.540
Thae 12.944 10.043
£ 4 HEFFHRIE (B ms)
Table 4 Calculation of cost comparison (ms)
Feng et al.’s scheme [18] Wu et al.’s scheme [17] The proposed scheme
. 4Texp + 3Ty + Tmtp STp-mul + 6Th + 2T + Tpde Tmtp + 61} + 5T6XP + Tmac
OBU/device
= 155.146 +2Tpen= 184.678 +Tenc + 2T mu + Ty = 179.846
1. . Tmtp + Texp + Th + Tmul 4Tp—mul + 2Th + 3Tmul + 3Texp 2T6XP + Th + 2Tdec + Trnac
Auxiliary device
= 94.190 +Tpde + Tpen = 159.986 +2T ) = 44.745
5Texp + 4Th + 2Tmtp + Tmul Tdec + 4Texp + 4Th
Server AT a1 + 5T = 25.125
= 64.485 = 30.827
. 155.146 + 94.190 + 64.485 184.678 + 159.986 + 25.125 179.846 + 44.745 4 30.827
Overall computation cost
= 313.821 = 369.789 = 255.418
400
350 <10°
£ 300 =16
g 250 = 14
£ 200 g 12
s = 10
= 150 £
2 <
g 100 I I é 6
50 £ 4
0 I I- § 2
OBU/device Auxiliary device Server Overhead 0 Feng etal.’s W et al.’s The proposed
® Fenget al.’s scheme [18] = Wuet al.’s scheme [17] scheme [18] scheme [17] scheme
The proposed scheme
7 (MEIRFE) HEAFHEXTEE 8 (MEhRFE) WS HXIEEE
Figure 7 (Color online) Comparison of computing costs Figure 8 (Color online) Comparison of communication
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6.4 BIEFFHD

AFERETTE 17,18] FREGEHHXT LB 8 Fran. MhAbikHE SCER [24], BOsra A 80 m K
FEA 256 ELAF, IS B8R N 128 LhdF, p, ¢ A1 g OB 512 EREE, U n BN
1024 ELkE, B G FIOCRMK N 1024 HoRE, B B9 &0 R TR ES R 32 ERAs.

7E Feng 5 181 {75 &b, B AE RV N Z [EALIB TH BN () Al (R, '), Horh, C a4 R L4
W, Re Z,, v AWRADEIRTRF (R/NT 256 + 1024 = 1280 ELEF), A FNEEST AR 55 28 2 1Al L5 B
N (AID;, R, Ry, a, Ty) M1 (Ry, 8, Ts), Horf, AID, X4, 8, 8,Ys € Z,. KM, Feng %5 18] {07 RS IF
B 256 + 1024 + 1280 + 1024 x 5 + 256 + 32 x 2 = 8000 ELAE.

1 Wu %5 07 @5 e, R &M B IR & 2 AR T BN (R, O, my) T (Rg, Oy, ma),
W, Oy, Cy AN Paillier [RIZS NS % SC, B0 45 RN 2048 LUk, my, o PSSR 2 ANIRIE A (1)
Wi (= {21,01,e1}, M = {z2,e2}), Ri, Ry € G; WA S WAL E N Auth, =
{AID;, R, Rs,a, Ty} F1 Authy = {8, Ry, T2}, 2, R, Rs, Ry € G. Htt, Wu %5 07 {07 R E 44 N
1024 x 5+ 2048 x 3+ 256 x 5+ 32 x 2+ 512 x 2 = 13568 LLAF.

AT ZH, OBU fl AD Z A RIEHEN (A, my, my, Tickte', Ry) Al (B, R, s5), OBU Ml S 2 ]
KIEWH R (s, R, Ty, C1, AID) Fl (mg, To, Dy), RIk, 3 A5 ZREEE TR AT PN 1024 x 24512 x
11+ 256 x 3+ 128 x 4 + 32 x 3 = 9056 LL4F.

DRI, TESEAE A 7 T, AR5 SR SR [17) BB RS Bz STk (18], A 77 SR 15 FF A g
I, ARATT 20T RAIELE B A& B R R SR Re e it e 4= [ 3.

7 i

BTG RT3y 5 N B A A SR 5 I B B I 22 4 ), AR SCHE T Pl Sk DA IE 25 53 1 v i 1%
WGBS5S OPRE AP J5 1 [7] 2 44 H A S BB 1 ¥ 4% i 305 i 25 gk %% . BT &, OBU
(IFABH B 2 AN 2 — 8B AD AN, 71— @ fE A OBU M5 OPRF
FEHE) AD 1217 OPRF WK E. BRI OBU # B3 5L, T OBU A MBS S,
B AR IRAFAEH. ASCRHR I 7 kAT T A 2 PR B i vE Re b, 45 SRR TR
T3 ] DAL &R R By, JUHOR A B IR 8 g e 4x. b Ah, FILA BB T T TR
RSP B D WO BL, AR SR S B B SR BE AL R P .

S

1 China Academy of Information and Communications Technology (CAICT). Internet of Vehicles White Paper. 2021
(HEE BEET A, B A 4. 2021] http://www.caict.ac.cn/kxyj/qwib/bps/202112/t20211224_394522.htm

2 National Bureau of Statistics. Statistical Bulletin on National Economic and Social Development 2019. 2020-02-28 [
FEut)m. e NRILAIE 2019 F EHREFHLS KRG AR, 2020-02-28] http: //www.gov.cn/xinwen/2020-02/
28 /content_5484361.htm

3 Automotive Cybersecurity Report 2020. 2020-08-23 [2020 “F¥RZE M4 %424k 5. 2020-08-23] http://www.chinabgao.
com/report/7308322.html

4 Zhang Y X, He W Q, Chen H, et al. Patent analysis review of automated driving vehicle safety technology. Sci Sin
Inform, 2020, 50: 1732-1755 [Tk EHr, FISCER, BRI, 4. BEIBRELEFR TR oI, P ERE: 88
229020, 50: 1732-1755

5 Zhang W F, Lei L T, Wang X M, et al. Secure and efficient authentication and key agreement protocol using
certificateless aggregate signature for cloud service oriented VANET. Acta Electron Sin, 2020, 9: 1814-1823 [?&I

2367



2 Hf

S5 THI 17 2 BEK 00 F) 70 T80 9547 SR TIE 55 B W e AL

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

2368

I3, NG, NG SR T R SS I A BTG IE T R A A A BRI AR I R . AR, 2020, 9:
1814-1823]

Li C C. Research on secure mechanism in internet of vehicles for information security issues. Dissertation for Ph.D.
Degree. Beijing: Beijing Jiaotong University, 2019 [ZEHRHE. TH [ EBM(E B 22 4 0 R L LRI 7T L5 A0ie
3. AbR JERUASE KA, 2019

Bagga P, Das A K, Wazid M, et al. On the design of mutual authentication and key agreement protocol in Internet
of vehicles-enabled intelligent transportation system. IEEE Trans Veh Technol, 2021, 70: 1736-1751

Amin R, Islam S H, Khan M K, et al. A two-factor RSA-based robust authentication system for multiserver environ-
ments. Secur Commun Netw, 2017, 2017: 1-15

Wang F, Xu Y, Zhang H, et al. 2FLIP: a two-factor lightweight privacy-preserving authentication scheme for VANET.
IEEE Trans Veh Technol, 2016, 65: 896-911

Tsaur W J, Yeh L Y. DANS: a secure and efficient driver-abnormal notification scheme with IoT devices over IoV.
IEEE Syst J, 2019, 13: 1628-1639

Jiang Q, Zhang X, Zhang N, et al. Three-factor authentication protocol using physical unclonable function for IoV.
Comput Commun, 2021, 173: 45-55

Shaikh R A, Alzahrani A S. Intrusion-aware trust model for vehicular ad hoc networks. Secur Comm Netw, 2014, 7:
1652-1669

Shim K A. CPAS: an efficient conditional privacy-preserving authentication scheme for vehicular sensor networks.
IEEE Trans Veh Technol, 2012, 61: 1874-1883

Jiang Q, Zhang N, Ni J, et al. Unified biometric privacy preserving three-factor authentication and key agreement for
cloud-assisted autonomous vehicles. IEEE Trans Veh Technol, 2020, 69: 9390-9401

Jiang Q, Zhang X, Zhang N, et al. Two-factor authentication protocol using physical unclonable function for IoV.
In: Proceedings of IEEE/CIC International Conference on Communications in China (ICCC), 2019. 195-200

Kiltz E, Pietrzak K. Leakage resilient elgamal encryption. In: Proceedings of International Conference on the Theory
and Application of Cryptology and Information Security, 2010. 595-612

Wu L, Wang J, Choo K K R, et al. Secure key agreement and key protection for mobile device user authentication.
IEEE Trans Inform Forensic Secur, 2019, 14: 319-330

Feng Q, He D, Wang H, et al. Lightweight collaborative authentication with key protection for smart electronic health
record system. IEEE Sens J, 2020, 20: 2181-2196

Han Y, Xu C, He D, et al. On the security of a key agreement and key protection scheme. IEEE Trans Inform Forensic
Secur, 2020, 15: 3293-3294

Freedman M J, Ishai Y, Pinkas B, et al. Keyword search and oblivious pseudorandom functions. In: Proceedings of
Theory of Cryptography Conference, 2005. 303-324

Jarecki S, Krawczyk H, Xu J Y. OPAQUE: an asymmetric PAKE protocol secure against pre-computation attacks.
In: Proceedings of Annual International Conference on the Theory and Applications of Cryptographic Techniques,
2018. 456-486

Jarecki S, Kiayias A, Krawczyk H. Round-optimal password-protected secret sharing and T-PAKE in the password-
only model. In: Proceedings of International Conference on the Theory and Application of Cryptology and Information
Security, 2014. 233-253

Raya M, Hubaux J. The security of vehicular ad hoc networks. In: Proceedings of the 3rd ACM Workshop on Security
of Ad Hoc and Sensor Networks, 2005. 11-21

Lin X D, Sun X T, Ho P H, et al. GSIS: a secure and privacy-preserving protocol for vehicular communications. IEEE
Trans Veh Technol, 2007, 56: 3442-3456

Lu R, Lin X, Zhu H, et al. ECPP: efficient conditional privacy preservation protocol for secure vehicular communica-
tions. In: Proceedings of the 27th Conference on Computer Communications, 2008. 1229-1237

Wasef A, Shen X. EMAP: expedite message authentication protocol for vehicular ad hoc networks. IEEE Trans Mobile
Comput, 2013, 12: 78-89

Rhim W. A study on MAC-based efficient message authentication scheme for VANET. Dissertation for Master’s Degree.
Seoul: Hanyang University, 2012

Taeho S, Jaeyoon I, Hyunsung K, et al. Enhanced MAC-based efficient message authentication scheme over VANET.



HEBYEERE B2 Hi124

29

30

31

32

33

34

35

36

37

38

39

40

41

42

In: Proceedings of the 7th International Multi-Conference on Engineering and Technological Innovation, 2014. 110-113
Vighnesh N V, Kavita N, Urs S R, et al. A novel sender authentication scheme based on hash chain for vehicular
ad-hoc networks. In: Proceedings of IEEE Symposium on Wireless Technology and Applications (ISWTA), 2011.
96-101

Li J, Lu H, Guizani M. ACPN: a novel authentication framework with conditional privacy-preservation and non-
repudiation for VANETSs. IEEE Trans Parallel Distrib Syst, 2015, 26: 938-948

Sun J Y, Zhang C, Zhang Y C, et al. An identity-based security system for user privacy in vehicular ad hoc networks.
IEEE Trans Parallel Distrib Syst, 2010, 21: 1227-1239

Guo J H, Baugh J P, Wang S Q. A group signature based secure and privacy preserving vehicular communication
framework. In: Proceedings of Mobile Networking for Vehicular Environments, 2007. 103—-108

Zhu X, Jiang S, Wang L, et al. Efficient privacy-preserving authentication for vehicular ad hoc networks. IEEE Trans
Veh Technol, 2014, 63: 907-919

Zhang L, Wu Q H, Solanas A, et al. A scalable robust authentication protocol for secure vehicular communications.
IEEE Trans Veh Technol, 2010, 59: 1606—-1617

Jarecki S, Kiayias A, Krawczyk H, et al. Highly-efficient and composable password-protected secret sharing.
In: Proceedings of IEEE European Symposium on Security and Privacy, 2016. 276-291

Isler D, Kiipcii A. Threshold single password authentication. In: Proceedings of European Symposium on Research in
Computer Security International Workshop on Data Privacy Management Cryptocurrencies and Blockchain Technol-
ogy, 2017. 143-162

Lindell Y. Fast secure two-party ECDSA signing. In: Proceedings of Annual International Cryptology Conference,
2017. 613-644

Paillier P. Public-key cryptosystems based on composite degree residuosity classes. In: Proceedings of International
Conference on the Theory and Application of Cryptographic Techniques, 1999. 223-238

Hou WY, Sun Y, Li D W, et al. Anonymous authentication and key agreement protocol for 5G-V2V based on PUF.
J Comput Res Dev, 2021, 58: 2265 [fEBIEE, FME, 22 Kfh, . T PUF 0 50 £ vov ELINESEHE
Wil tHENFAR S KR, 2021, 58: 2265]

Guan Z, Liu H, Qin Y. Physical unclonable functions for IoT device authentication. J Commun Inform Netw, 2019,
4: 44-54

Schnorr C P. Efficient identification and signatures for smart cards. In: Proceedings of Advances in Cryptology-
CRYPTO’89, 1990. 239-252

MacKenzie P, Reiter M K. Networked cryptographic devices resilient to capture. Int J Inf Secur, 2003, 2: 1-20

2369



FEAFAE: THI 1] 2R IR ) A B0 BE 264 SR IE B B B 72 A

Device capture resilient authentication and key agreement pro-
tocol for IoV

Qi JIANG'2?*, Xue YANG!, Jinhua WANG!, Qingfeng CHENG??, Xindi MA' & Jianfeng MA'

1. School of Cyber Engineering, Xidian University, Xi’an 710071, China;

2. Henan Key Laboratory of Network Cryptography Technology, Zhengzhou 450001, China;

3. School of Cyberspace Security, Strategic Support Force Information Engineering University, Zhengzhou 450001,
China

* Corresponding author. E-mail: jiangqixdu@gmail.com

Abstract With the steady growth of car ownership and the saturation of road traffic, the Internet of vehicle
(IoV) is regarded as one of the most effective technologies to improve traffic efficiency and driving experience.
Authentication and key agreement protocol (AKA) is a key means to ensure secure interaction between the
onboard unit (OBU) and the various information servers. Typically, the private key of AKA protocol is stored
in the OBU. However, OBU theft occurs as vehicles are often left unattended. Therefore, it is a challenge to
ensure the secure storage of private keys. To address the above problem, a capture-resistant AKA protocol based
on oblivious pseudorandom functions (OPRF) and collaborative signature is proposed in this paper. The private
key is divided into two parts, one is encrypted using the public key of the auxiliary device and another can
only be recovered by running the OPRF protocol between the OBU and the auxiliary device. Since no secret
information is stored in the OBU, the adversary cannot obtain the private key even if the OBU is stolen. The
comprehensive security analysis and performance comparison of the proposed scheme is provided in this paper.
The result demonstrates that the proposed scheme is resistant to various known attacks, especially key leakage
caused by device capture. In addition, the proposed scheme can strike a balance between computational and

communication overhead.

Keywords Internet of vehicle, Schnorr collaborative signature, OPRF, authentication key agreement, capture
resilient
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