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H T 236 R 28] R SHE R TER B I SR AN I R o, P I R B e 2R B EF P (R
Fvi) AHb, RS s A P 2 TE] e i L S ) BN B AAE BB T RIS 77 X, AT R I
MZHCEEF, BEMAE PRSP B FA RO BT 5 T A — M RN 7 SR Ak, A G R RS~ =
S FITE Gboard 7= b, FIT-3RAEFF5 T AR — AN Bl ol B, 3¢ UG T A IIBER. Yang
85 W JE— DA e 2 2 4 A IR B 2 3] O] S 2 SO RIS AT R 5 2] . BRI BRI 2] RARTES 5
BAENARZ T, FEESE L, EARSE D, YR RIBES SBRGINZNZ T4, FHLE
HBR/D, AESKZ, MBI Y 2SS SIREIIZRN 2 J7 h, FRIE S AR A 3 S #R
b B R 2T IR 78K 22 2 B T ) BCHS 2% ST AN Al IR 27 2F | T % B 1T 4% 2% =T I T A %
B

TEHER R Gerh, F P IR 5 2 48 F P 6P i 52 BAT AT PO N . FEAR G R 5
B N TR AR R RO, R BRI B P I R GG EE I B AR RS, X R A A AT
AEAE P B AL MR 1) 1) . D T fif ik — 1), — BT 55 A (671 B IRCHR 2 o B B SRk &t
o AR A AR B QR BRI AT NI REAS 2B R EF AR S5 I AER, A B ) 12
RIS, XTI 2] AR S (LUT AR <R HER ) BRI 70 i8R A 52 21 Tk S22 R F ) 5%
VE. 7E 2019 FERMAE BB RF KNS (NewrIPS) b, TAERAT LB HERE N BAH T £
AN, FIRESEET 3 F0R B F IR 2% 27 5 FATE (federated Al technology enabler) 8]
PRt T IR R A A RHIBE R DR 1~ 2 LS8 B3, Sk 7 AR SN A OG0E. H R, RTERFRHER A A 5T
PIAE T A28 B B, K 22 BORKFIHE A S0 00 5 VT AS 3] YIRS 11 5 S & oo A% 458 1) 35 A2 AL ik AT R AL
M GRAF FH 7 I BR AL, X R A SO IR () — AN E . (EASFE ENR, EH0 ST A0t Hp i — 1 o 2 ) 7l
WS A THE RS AURI L S5, IR FR I Bt i B b e, AR EAT HERE AL B I 2R A0
0B S5 T A BRI, IX AR AR SO 5 — N E L

A E R T B S MHERE R I TERIR. 28 2 W e N A A AR I HER
Sk, FR MR SR . BRI AL . B AR AL AN BRFA R BRI S 4 AN AR BEA AR 2 2
BOR, B E MR HOR. 26 3~5 570 NER ¥t . RGRIBCAL MBS AL IR BRI R 3 A4
A REH M 3R T O S HERE RE R L . 5 6 1T B AR T I S I HERE BRI AT
P T TRGRIE.

2 MR

2.1 EHFERGHA

48 O HERF 7 B AR R T WA HIHESE . 22T A JE (collaborative filtering, CF) HIHESF A1
RS, FET N AR BOE R O MR 25 I P HERE 5 JL 0 S A2 B W AR AL P i, e BE
FEDA BV R Bl R A ) R SR BB S, R B REA OB FRFAE SR, 208 ot
AR RERGERE g .t TR RO i 2 5 R A B s AR AR, BRI R T A A Y
P BELVEME AR — ST U it T W ) e i O S A B AR 28 Y P HERE 5 L P S A
GFARACLE) Y P AR AE L W i, e B JE T AR S A S A B T (R HE R B, Jrh S
T AR IR TR S L PR FE T B W (R i R A S 191 RO T 400 ) B R i 7 B
22 D01 S )ik (matrix factorization, MF) () 2 Py [F) o AR AR SR b B e OB vk 2 —, L
YER) (HI, Wih) PR RN, Bt — MR GE R AR B AT — MR A4 e R (AR R, Jd i
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FH PR AGE 6 B R0 ot R IR R R 1) A AR T A 3 P o i RV 2 2 R . 55T WA I HESR BOEAH L,
BT 00 A i DB A HERE SR IR T AR PR G TR 50 2R AEAAAE P Rl 74 5 0 ) . VR 5 4
T SN 2 A Sk DA — s 7 SN AR, DA R B — A SR AR AE B TR L. 9 0n, 5 T N Y
HEFE LA EE T W [l 8 A4 SR 45 G R R S HEFF 505, AR AR UL (104 JA 20 10 L, [ I 2%
& TR I R G5 AR, AT ARG — AN BE A A A S

IAESR, BEAE VR BE S SIETE BN OE « 75 8 R0 AN B SR 5 AR A5 AT R s R e, R B2 2% ST R
NHER: RGURN — I BHOR. 5AGRHEE FEAH L, B TR S I iR AR I Re /1 T, fe
% T 0 2 0 B 1 P CE SRR, SRIBOER JE IR T P R R R R IR . TR 2 2 o PR Rk R
I —SeRBE 2 ST HOR, a0 B gmfidas 121, ZERIEIRZZ 2 ML (restricted Boltzmann machine, RBM) 131
BRAMZ ML (convolutional neural network, CNN) M FIfFIAFHZ ML (recurrent neural network,
RNN) 5] 28 SRAEEHEIERAYL. AutoRec 12 SR T] 5 10 = TR B2 2 S0 I HERE B0, FORE B gl 23 1L
AL R BE b, N SE A F Pk BT 420 i R PF- 0 A RSCFD 1) 8 BT A FH P 0 AN B R 2344
FSFR) ) e, SE L — N B B R R 2R 4 L ) AT REAE T N [ B, AT TR R [ R
BRI S A B HE R RIHERE . (H 2 AutoRec "2 37 1R I M R4S AE A8 SC 1) 131, AR (1) R0k
B 1 —E M RBR. Deep crossing ' #it T 1% embedding JZ . stacking /2. multiple residual units
JEH scoring 2 (W 4% G514y, G 20 R B 22 I 28 R ARFAE 0] B HEAT 22 CRFIESE X, AT 4 B 22 AR 2tk
[IRFIE(S E.. NCF (neural collaborative filtering) (7] A1 ) 22 J2 44 220 ) 2 SR AR 1 B fE o ) PR R A
A4 R ARFALE o) BRI i R AGE ) B TR A2 LS =, AT B AR ¥ ik e 7). Wide&Deep 8]
F1 Deepd&eCross 19 Z5i@ 1T 2H A AN FRF M A 28 I 25 R 3R i AL R 22 5 B 7). DIN (deep interest net-
work) 200 SR VE R Sy 5 L TR B 2 ST I HERE SR, 1S Y B 0 A M Al B P P R N R
BERT4Rec 2 ¥ LT Transformer (13 [A] Z it a5 R ALK £ 7 4 b, F T3 A7 8751 1
RICHIR F&R, PAICSR T A 7 ] B8 2 S0 N — %, NGCF (neural graph collaborative filtering) 22
B (H/7, W) Koo 5, B EMZ M4 (graph neural network, GNN) A 2| B [A] ik 8 5k A,
FERE (P, W) B 528 B P 52 AT kAT .

R AR A T AR SR BT R, e (BRI ) AT 2 A A AN A
3 o, T At A RIS R Ay 2 P R e IR S5 ook S B e T o 5 R P B SR AR B b A% B iR
553, S| AR FH P R i 388 1 KU, RIS, DR 17 58 20 R R B AN, 298 B s 2 IOV AE AR AL, %%
Ui A4 S ) HE A R B T . A, P B A B — 0 B 2R, AL GRS b U R
HME LA A2 AR B 5 (1) AE Ak AR AT U SRR (SR . oA NHERE RS0 F - R B S 8000 A 4 451
Kl s THE A b R A A S SR AT T B R SR I PR AL I S, T SRR K
FIASE (1) 50 1) A B AN B 5T R (W HERR S R b 2 1280, R LA I, BRRADRIP A it o A S R
GRS S A 6] B, A1 7 e 55 S 308 P AT %A R0 SR AR B AR A 2 4

TEHERE R GEHI N I e, AT DORE SR an B il 20 9 L P A N B Wi s 5 BRI P 5902
AR XHPME, BAESEHEA A MNEE (B, rn) . SR A & 55) . x5t
Wy B R A (B, B P R B P24 ) R A R s i B R At (g, R P SR i ) R
WO AN S 45 & — A, TRl — 2NN BRI & S B2 L, AR TR A RS AL. Tt
ANFIHL, Vi e PEAE B A S S HmT e v K m RIS, BRI AN BE B 5 A A UL =

2.2 BRERE SIHEIA
RFR 22 SAC R —FhBEIR & 22 5 R SE 07 TR AR B 1 0 A s S HEZE, (E R N5 5
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Table 1 Classification of federated learning algorithms

Categories Features or classical algorithms

Architectures of models Client-server architecture It can make full use of the server-side resources,

but it has a single point of failure.

Decentralized architecture It can provide users with anonymity, and it has no

single point of failure.

Federalization of models Machine learning Linear regression [1], tree boosting [25], clustering

via matrix factorization [26], ...

Deep learning GNN [27], BERT [28], CNN [29], LSTM [30], ...
Transfer learning Refs. [31,32]
Reinforcement learning Ref. [33]
Meta learning Refs. [34,35]
Optimization of models Model compression Refs. [2, 3]
Communication strategies Refs. [3,36~40]
Incentive mechanism Refs. [41~43]
Sampling strategies for clients Refs. [44~48]
Privacy-preserving technology Homomorphic encryption It supports arithmetic operations on ciphertexts,

but it is of high computation cost [49,50].

Differential privacy It sacrifices model performance to enhance the
strength of privacy protection [51,52].
Local differential privacy The data is added with noise before it is collected

by the servers [53].

Secure multi-party computation It includes techniques such as secret sharing, ho-

momorphic encryption and oblivious transfer [54].

B IR RARORTIR &, A #5507 RIZ, B8 MLl 2 R, 5165
oA 30 STHESRAR B, RS 2 21 th I & A2 5 77 8 Honh B SR80 BoA 4axt ifamial. I, sy
S CE I R R HH 75 00 2 &2 5 07 AN IR FE RO B AL DR O R IR S AT Y f) Sy . TR
B BRI AL AN BERL DRI BRI R 4 AN REHEAT 732, AR 1 325341 Jhoepy 00 ) 2
AN TR (R 80 2 PR 85, ASIR] A SR A AE XA AR BEAT I AL I 75 BT AR I RIS, XA R A
IRFRA O FE A DRI 27 ST AT 78 B A, T BB ORGP AR AR R R IR o e v 75 46 P PR B B ROR T
Bt X FIBIRAIE AR, 2 R BN AL 55 75 5K, a0, B mnd 5 R AV RS, T LT ANIE
RIS AL A0 A SRS

2.2.1 1RAEZE

HH, AR S S F S 2R R Loy % P — IR S5 SRR AN 2K R 2. i 1 o, xt
TR - IS5, BOE A RZRIE . (1) MMt 24, SR SOk A%
BT 0 (2) B S A R DL R MR 55 S SO B4 e B S BosE AT I 25, IR R Rl 2
HORIES ST, (3) MRS R A B S48, Efra R, ISR EES % im, (4) EEDIER (2)
A (3), ERBEARIG S, T2 A 0K, BOYIB R IZRREJ9: (1) IS mBIan bR S5, 25
RS HOGE R B s (2) 27 S A A G AT RN 206 S A B S 4 (3) %%
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C 0 d
®) @)
5 @ Initializing the global model

D (@) Sending the global model to each client

@06 @@ @6

(® Training the local model

OOO ®
OO
D D D D @ Updating the global model
() Sending intermediate parameters
@OO

(© Rating prediction / item ranking
Client-server architecture Decentralized architecture

1 BKRFINERRMREE

Figure 1 Diagram of model architectures of federated learning

i 1 B — S EL A B i, A IR AR (v () 2 B, (R IR YA R A B i o R 2K, O R AR b R A
R (4) HEOPIR (2) M (3), HEWEASL. FE UGS, AR 8 BB 755, Bildn, A1
HRFR A2 SIS 2 21, T AR VRRFBR 0 25 vho oA 2R . RISy rh, 2 INBE = T5 IR g5 4%, W 3L
FALRFIR 7 7 o — IR 55 v A

P — o5 v SR e s R P AR 55 v (T BB, ek b TSRS ), (R B R R B .
RIS, X3 A A AR 55 i, FL T REAR S B 7 i A% 14 o 18] 25 53 i 2 7 i (R FRURA A5 ., AT it e 25
S I RERL. AR LR 7 o — AR 55w 2R, 25 PR Lo A SR A Al 55 S B0 R 55 S AN BR AT A6 AL A A 2
AN Bl 7 o 2 (RIS B DI RE, 1A AR R BEAT SR, 25 A O ZRA ) 1 ZAR S AR LU 3 A5 T,
(1) BN B0 R ZRid R b, P i e LA 44 (K07 SR IS PRI S50 s JEAt % 77 o, AT e
7 2 B AR AR T R IR (2) 59 R 55 i K B IS5 A A A AR A S B, R S A R4 %
AN S, ANTRES SEBNTER. (3) il M. AR r U, RIS 2 R IR 85 s (1 5 — S 1
HY B T 3 SR AN BB S ) R PRI

B i — IR 5% i SR AN 25 rh Lo A SR A R AR [R] 2 AR AE 25 7 i ) B AR B8 A BT A, @ﬁﬂﬁ%iﬁ
58 P i 18] A3 A5 B P i 5 8 ) i 8] ARIE S, BUAGE R IR ZHU I 2507 SO B — L2
R ESERRN I, B BRI FRE A AL 75K, 3 HZ PR S I I SRR & ﬁﬁﬁﬂﬂ Wﬂﬁﬂ N
TR IEAE AR, — R TR AR S5 S AR RIS S S B 2 R A R i 22 U ) R A ]
SR ARG IS5 S BN 2507 30 13:36-37 561 RATPIEAE 2.2.3 NI R TR, A2 — LIl 2R
FEREAT S0t 1 7 ¥

2.2.2 RBEIEFKL

NT IR EANSE T IRAL, B 2% >R A6 50 A BT AR s il s Ay =X, BRI, 7EAUR A%
T3 I R BN L B AR AT B 2 B R T S EUR R T, B FA e LS 5 o) kR M B AL, 2 H Al
R STRI T B e — AN EE . AN B SR IX AN 32 R 48 22 P L () RT RIT FAT B3 2 ) ST R BB
e T7i:.

X FALGLIINLES 5 S %, Yang 55 OB 2R P [ AR B FR AL, A 51 N T 58 = J7 IR 45 48 K4l
B EILE VR MBI &N S 5B . AT A EATA (S BAA 5 =7 IR5S 3, SR ALEH T
S I BASS AR 3 =07 SRS HUR AT IN % . Cheng 55 251 421 T;zéﬁaéiﬁfmﬂm ER S
575 IR GG B B FARTRTHE T X 5582 507 BIREAR, HRIIZRAE B — AN L= 1 FE S T A Y.
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Wang %5 07 J@ b 6 SORS 2 B BT AL, $2 H T R BE 3 3R e 5 43 A A A (federated latent Dirichlet
allocation, FedLDA), T X 7 34 IR A B AT LB SR AR S B B AL Wang &5 26 ok ST AR
R 53 ik P SRR BLVRIBCHRAL, 73 B T34 77732 B R FE L 2 7R 4R T FedCAvg Ml FedCGds
XA IRIR R B, Wang 45 B8 S T —MNET B (sketch) B3 45 H) F1 22 53 B FA B BT
HEFP 2% 217715 (cross-silo federated learning to rank, CS-F-LTR), A 4718 T H R 2 [ AR 90
fE CS-F-LTR H, A AT 1 — N FH 5 T 22 0 R AA B s AH VR IE AR i T k. 16 o, B ZUE
FIMEIRI G Ay (Hash) R ECEAS R i B 18], DUEEAS (R 2 2R A 00 2 T A EL i) L, DR RE HeAh 4]
SUTCILHENT H 75 B A 0 ], R A GUE S RIS B 1R 5y — LR IAI SRS, A5 P i VRV (e A
BRSO IZ B AT I A IS B, ISR 1a) B IA S A I IR S OB SRS, SR B IR ST A 20
5 L A 45 RTINS, By b H A 4 S8 I A v SRR AR R SR I A b ) SO R AT . AR
TR 2 IR TR AL B T, He 58 271 it 17— MR T BRI M 2% (GNN) FIBGRSE ] R4, DALk
BT GNN PIERE S RS, Liu 55 281 3@ 6 0Ua R AEA AL 4: (bidirectional encoder representations
from Transformers, BERT) #R (RUIRFIAL, fift vk 1 7E4% a1 2 A B 7 MUK ) S 4 00 I A7 78 RO FEURA i .
FETNZRB B, B %0 7 v i 5B B O R AR B RN ZR AR, SR )5 Ak 55 25 O8I 25 i 1)
BB IF AN 7 i oy (R R AR B B A B AT T 8, B B IO Y Rk 4 AN P 0. 48
o A IR R TRIN ZR 5, BN S AT X R E A S A O R a6 8 AT R R ORI 45 21—
AN BORBIF I AT AAL. Wang 45 29 42U TR ZEPURE ML (shallow-CNN) P IAE
28 (Fed-SCNN). %6, &A% P il i iR FEAH 2 M 44 (deep neural networks, DNN) 1 shallow-CNN #4]
AR AR, T AR ZE P R i, JF DA (75 2 A% o 8] 250 ik 55 o . LU, R 55 om 5
HWEIIRINE S, WE 2R, fh, &/ miRiE2 RN B8, B3 DNN Jf#—»5
MR EGHA. EE RS, HERALSL. Fed-SCNN 29 B —MET )&% S MBIRHESE, HE
DA BINL &2 ST BLAH B, HERME RN R HA BORKIILSS. Chen 45 BO TR 2RI K RIS R IZ 4
£/ %% (long short-term memory, LSTM) %Y, #E A FALBURH AL 245 Rk 55 5m I 00 T Il R,
F 8 3 M R R B v ] SR & SRV A L] (out-of-vocabulary, OOV), MTTIAEIH 5 GeF-H1 Az 401 5
FEARNC R H .

T IER A IR, Lin 45 BY S T — A2 2P0 2 SIHESE. SHERAE I R 2 07 0040 B A5
BRI, A BE LRSS AN (R 200 B RO, 7 1 £ S A TR i SR RIS TR 2 5006 2 ) R v it 5 2 5 07 H4
FAME B, R B FE AN E WK HE I BY,) Sharma 45 B2 R L ZHOR, IR T — A&
RO LA 2 SIHEZE. X T oAl SIS, Lin 45 B3 $2 1 7 — /M SRR SIHESE, L T-HLE
NS, AEAHLES N BE S PREE BT, 15, IR IR R S 4. AR5 Ak T AN R 3R 5
RIFLES N R EOZAA, A A 9 AL 22 SRR 2 ST L, IR IRy OB B AR 28 IR S5 om. e, 2 T A
W28 Rl 5502, ST il & 2 M LEs N ROREZY. Bl s AR RS N L AE BT A 85 TR L as A o
2. X IesE A, Chen 45 B4 K02 I HUE S I M S &, UL HULI Sk T A, 12
T —ANER e S HEZR (federated meta-learning, FedMeta). [FIE, /17 MAML (model-agnostic
meta-learning) 1*?) Al Meta-SGD (meta-learner acts like stochastic gradient descent) (60 | Z8AIE T iZAE
B R, ot MAML RR5 21240 0, 1 Meta-SGD % 2] 40 0 1A FRA: S HE . LI
S5 RRH], FedMeta Il 2545 21 R4 R BE % B RS BT 55

2.2.3 REPML
GG 2 ) A B, B ST ZRd R R A AE DLUR T (1) %) i RS Rl . 2%

718



HEB FERE B 528 5

J i A — LR AR %, HATERE T TR BRI ANEAE W T IR eI R AR R, an SRR R £
P A R, W2 o T2 P S A i 22 A4 BRI RO BOBEE AR, T2 o T2 7 e 2 A BE
PR, 1 SRR I e, SR A Y ZRIN (], (2) DTk [RIARAST- 25 ). H T &N %0 o 10 A Hh 24
DL RS o AN [F], HAEBGHS YN ZRad #E i, AN S 2 AE S AN 2 P um 5. iR a3 51
TR R i, 2 P il AR RS 5RZG . (3) B/ iR AR, BT 2% 9 45 Ji
(R, 7ESERR R 75, 27 i AN AT BRI ZIFE 28, DR AE T HE R SRk il god fe v, AR TR & Ui
[N 7R 262 5 )11 25, 18 & LR A HE .

BAVELE T LU JLP RERS MR D B L0 i) R ARA D v BB 4 I8 A SREMS PRy st UL
IR P R R

(1) B R4, Koneeny 55 21 2 H T 45 ML TEHT L (structure update) F1E EIHH H% (sketch
update), F T BRSP4 HY 2 50081 A 55 v I (13805 A A4 58T SR 0 ISR SRR AT BE AL
FERD L, AR RR B2 7 7 i b A% 45 R 55 i PRI ABE 28 2500 00 A i PR AN IR RR R B, [ o e — A
FRRRHERE, ISR —ANFERE, SRS I SRt IR B Ak 45 M 55 . BEATLAE RS B0 MK 2 i 22 AR 1)
B SHOEA MR AEFE, SR B AR Bk S5, 5 B RE 0 N R EE A R A 5k, B
o SRR REE R BENLRATE IS A 28 b A% B IR S5 o, TR B SRV A5 28 2 B i) B Y el 4k
NP B AME, PLSR BRI S 500 5 F 217, Koneeny 25 Pl ISHRH T 5 /AL BE ML ERE 1%,
FA TR B B EAFAE R 2. Xu 55 U $2 T BT = B AL R AR IR 2% o) S0, SRBERE
oy b AB KA S AR R 55 i IR AE AR, oAb, AATIRHR T = el 2 ST, FRAIR S 7 o IR 55
Uity N ABE A S BN R I AE BOAR.

(2) BRI, Lu %5 B, Liu %5 P9, Reisizadeh % B7 F1 McMahan %5 Bl 1 765 P ity
AHAAT 22 UAE AN ZRIR 7 R 75 P it 15 1R 55 it 2 8] PRV A3 8, AT PRIl A5 A 7S — 42
(172, Reisizadeh 55 B7 38 Pk 73 % P o dbAT A ALY Sk, F BLAE FARRS BE 24k )7 VR 46 7% 7 Ui
TR IRSS I A Y 2 4. Wang 55 B8 @ FIWr A T B 5 F— OSSR 1) 4 R SE 3T 2 A
TRPTE T AR o A T BT I S0 4A 55 o, DA SRAR iy I 27 20 o 38 5 28038 Goetz 55 139
N Tk P i AR AT B S (AR A, R T — N SIS I HESE (active federated
learning, AFL). fEAZHESE 1, SN2 P o AT — M E VPl R & (B0, Bk g, SR E ¥ EAR 21
Wl AR 25 M 55 v, IR S5 m R A 2 7 v _EAR BB T AR 2R P i Bk 2 5 T — IR A I ZR A%
.M, AT B R R P i K YA AR IR B, AFL B 3B TR VA Bk 2 1K 7 7 i BE ML
PRIk > % i 2 SEAIZR. Cao &5 U0 48 H T — AN T BR ARG AN FEAT N R 43 A IR B 2 S AE
B0 ZAELEIE T P i A AR B RN R R A E ST — MEFEBREL (goodness function), BEAN% P ¥
AR R HR P i R A 25 R 55 v, eI R S5 i R 1, AL FEAE AR 1% 7 ks EARRR S, R, R
55 Uit Pk AT 4% () %5 7 iy R SR — AN R RS R BOE U7 1nl ) = o FH TR S . DA=Je Al 7 A
B ZHL, BEORYT 1% i B B AA, SCRRAR T % 7 i R85 AR

(3) WAL, 25 BE B LE A B 2% > S AN R o FH P Dk 22l AR DT I P 1] 3, Yu 55 (41 42
T BB 7 % (federated learning incentive, FLI). %7 %€ UL P ok /E S, R AA (H
J R DT R4 TR SR T AR ) AR )« AR BRI (BT AR 5 FH P R 2Ll 2 22 P SR I0RH ) AR o ] 33 ek
FE, ERTTREARUE A AR, 45 T — S8 DTk BRI [ 3 A IR 15 2 08 2 22 B i P 38 2 1 2
JiI. Khan 55 42 JE T8 vi IR 1828 (Stackelberg game) Beit 17— AN T30 Sk 0 45 O C R 2% = il
BU. 2L e Rl B B — A R, B2 m AR 4 [ 4 23R B FA A IR R CPU iR 45 5
ufi, FEH AR 2 P v R 5] () CPU ARZR 4k 22 B [al Hi 22, J8 e 70 ;o AN AR b 152 L, 25 7 i gk AS R ]
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RE 22 B A ) TR, el th BB ST A 1SS B A0 SR A i RIS B 3)1| S ) B . Kang 55 (491 324
HARHE I T — N BUR AL, RS A SRR 1 2 SIS S B I Sk, AL AR e
A BRI BT, R PRI AR SR el (FR55 R AT ) ARG FH P BOSR B HAR (324 (0%
ANE R BIHR T 58). FH P AT DU AT S I A BT 2538, JF HL 75 258 BN B ISR 55 a0 AT 25 02
FER, A% P TR RS R

(4) 2P iR AE. 2 REBIAE LA IR 27 2) SR I ghad R vh i A 3l 2 5 77 i 25080 JoT 1) 1) R
Zhao % 4 BT AR (Jaccard) MHALEESEHE T —Fh 22 &[0 A S1IEFE TR IE (secure member selection
strategy, SMSS). SMSS {152 5HLFH S > 1) 07 5% 18 i 24 3L U8 SR A BLEGIE A A ABATT I 22 L sk
& ID, RAELERGER T3E, HASLSIR ID FI8E R TIHEABER, &8 R A S 55 %)
PIIZE. AN, SMSS FESRHUAFLSAR 1D B, i T A% A S EE (pirvate set intersection, PST)
AT Shamir ()83 I F AR G H F BRAL MRS, Nishio 5 M9 $2HH 7 — /NP R P o £ 0p
W (federated client selection, FedCS). fEB YN /I, MG ima ilPa % vm B = 1H5RE J1H0
TCERAT T8 ) S A AL B 55 3 3 R AR S8, %% 7 i AN 3t B T A2 7 i b A% A28 25 55030 i 95 i )
6], FedCS I i £ T 000 BRI (1) J5 & NEE, X et (A5 Bk £ AT B S 8O 8 T BAE RIS
it FIT 75 PRI 8] 5e 2 R 725 7 0, AE 48 S8 IS T N R P RE 2 B R &% i AR L 2 8. O T BRAE RIS 7 >
FRIRE AL I i 2 o — e XA AR 5T T FH K% 2 o AR, Wang 45 U401 St 1 —ME 20ROk, %07
IR 2 P i AR ISR, 5 (1) BUGERI AR R ISR 1~ A1E, (2) 2t —F
WA A B A B2 R A (1 R A AL A RCR, BLA (3) bE— kA 4 JR A AL g X R0 R
Sy AR, PRS2 3 AN ZAEARIN, BRI AN 2 S am AE EVR . R, EATRZE ]
LA A FEIFBCE. MRIEEEVE 0, MRgsumnT DRk th ook 58 80 503 & o A S A, DU SRR &
BRI AER . 9 1 R /MU 7 i 55 A 55 i RO R RS i [ (B0 R AR 70 BRI R RS Y A%
(RIS [A]) RIS GRAIE A 1, Huang 28 U712 T BTS2 M A P& P ik 5% (reputation based
client selection with fairness, RBCS-F). VLR ol 2R A (Lyapunov) AL AE B0 B8 26 (2%
S BB 28, AU BT b SC414 % B IBL (contextual combinatorial multi-arm
bandit, CC-MAB) $AK, FIHI% /2 3 (1) P SEPERE (XPRAAEES) A2 7 S 5 R 55 i 455 70 52 46t A 1]
RBCS-F R4 SR EL R ¥ P 3 (1 7] F A (BRI 7 i e 15 B 2 S A1 ) AR AL A2 46 i) ) 645 B R
I — 28 Py, GBI SHOR IR LXK P . B fa, AR B 2 i A FH A 5 2R AT AR A I
g, SRR ZRIF R SR EAR 25 IR S5 I, IR 55 i 48 v AR R A8 e i ] 4 F U B i S Mok B
BiEAL. Cho 2 81 /- H T — AN W0 E o e B 50 M IR (power-of-choice). TEIZIRMEH, R%S
Ui 1 6 AR € MR I 4% n AN P I BN P i 148, IR JE B 2 R A ROR 4 X 62 1 vy, X e
i 5 P A 500 T R L R 51 2R R L R OR 4 IR 55 i, AR 5% i AR BRI my (na < m) NS
Z 5B SR, SREHLRFES P S AH G55 SRS RNk 1 WSl 2 I v 1AL AR

2.2.4 [RIAFRPEARBNAB

W BRI EOR O AE RS IS . Z 0 Bl A2 A 2 4 2 05 1A

(1) A%, FZENZHEAR (homomorphic encryption, HE) (49,50) 37 R 2 (RIS SR, T AN 75
file % Jo s B, BfR 5 3 S Oe F A RS WSO is S 45 RAHSE. HE % F 102 B aFE ik R A
I Sk IR RIZAS I Sk M RN F%. € X o Moy AWML, B NINERE, D s
H, @ AINEERE, o ARG HEFED. INEFEZINE ZIGH L E(x) M E(x) £E2LHEE ¢ 8
HULG, B AR T, S 2IAIR SIS o M oy MINIESRANSE, B D(E(z) @ E(21)) = 2+ 1.
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KU, FEFSINEA D(E(z) ® E(x1)) = way, 2RI N R BA AR SN A MeE R
AN SRR

(2) ZorBafh. ZoFaFAF A (differential privacy, DP) 5152 J& —FifE G it o M3 s 415 ST, H
S AARAF H £ I AMAE BN B HR . 2250 BEARABORAE RS 2 =) i B BT 2. % 3 AR A gk
AT, T DU 2243 B AL B SR SR AL B AL TR (62.03) 25 @ AR P MARSE B4 D1, D, € D,
M2 R — %8R IL A E. A —DNEEURE A, A TR AR — T8N Sa, WRAAE
WA, MIFREE AW e Z5r A

Pr[A(D;) € Sa] < e°Pr[A(D3) € Sal, (1)

Hrh e REFTHE, ¢ KEBR/NEREFARY SRR S, 5IARKEAESRES B FERESH
(1) e B ARAHT K AL CRAP s FE MR VE . (A4S UL T R, e 75 1) 5| N AR Bt & AN e il o AE )
Bt Sa RHMEWHRI AR EIEE R Dy &£ Dy, 0, MTa &R KA MEAE BN EEESE D, M
BAEEX—H P RS B EIEEE Dy, BT BENLEE A fEA145 2IUHE [F] 4 H 25 R S il
DT S A5 3 5 2 0 A 1 5 SRR AE T Bt 2 b 2 AL B iz H P B AAE R

(3) AR ZESFREAL. Zo A PY T BN H - BRI 2R 55 o, FAE FHBEHLIG R (randomized
response) (04 S5 ARIEATHHE LB AL EE, T 7EAH 22 3 Ba A Hi AR (local differential privacy, LDP) 53]
P BER AN PTE ISR =00 IR S5 o R B, B P i H E IR A . T2 G w, R AR
PN DY I DY X TRENUEE A, WERAFAE W R AN, MIFRHGH 2 e At 22 7 Bafh:

Pr[A(DY) € S4] < e“Pr[A(DY) € Sal. 2)

AU IR, BN S A X (B SS ) ok b A% et 8 SR HE T T 7 6 B oo
K& Dy M5 Dy, RS T HI IR,

(4) “EZ IR, ZEZ I THEH AR (secure multi-party computation, SMPC) P4 f#if35 55
(K107 ReBELE B RV B R LR & R B FA. SMPC EE AR L= | RS ME AL ElL
BAEROR. MEILERIE NS5 2R B SRS 2 B E rAE, JRJ5 1 As % 3
M, R Pk 3] — @ B A fe R E AR E, XA 5 3, H P45 BLg st AT o [R5 %
TIEAF T, AL AR AL U5 ORAE A IE 7 AN RITEF WSO ORI — B8 70 Bt #2007 A e Ui b ky
7€ dfE LLA R FL AR AL fr 2.

WATAEEE 5 5 o B iR I B e RA PRI R FE RS HETE 28 G O .

2.3 EXIBIHER RGHA

Wl IR 2 ST A A UK S, o0 38 TR 2 ST IO HERE RGBT TR 2 3 1 5. HERR R 40l
W S 3 SeAT R ST B EAE, D9 T RS B AT RO HERE AR R IR S S
I AR BAERE. F ™ B P SLAT s A P R 0P 0 5 B 3B 8E, P Rl ) i
SRR A S A8 i B ik, AR P AR e g S ) S LA 5 6. P RO A A5 S B4 P a1
S ARSI R EA B AR S XS, X R T ROV BUR IR R B, R R AN R
BEEE IR S5 o, BRI Ak, AR (8] B AR R P e B8 S ik AL, 8 A RE B L =, i 3
BUH 2 8] AR AN B e fL BRI~ SI MR R LRI 45 & B AE RS A P R R AL L RO AT IR T,
FH P S SRS HE I TR IR 55
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Figure 2 Categorization of federated recommender systems

BRHHERE R SR IR 22 ) U ) — N E N I 5, XA R, — A e B2 — A
o —ANHZ, B AR AL A RTIR TS L. SIS ST R, AT A B
ARG RVBIBAANFERL CRABORIIRL AT 3 AN PE, IR ST 2] AOHER: RS FUat e, JA e 2
IR T BRI 3 ANITFUME. T BV, X TR PuAk, T B AT R Gy T AR
RIAEBD, BATKRAEEE 6 17347 118

3 EXFMERF RERSRAIZIT

3.1 EFim - IR ImAEH

H AT, 76K 2 B8ORS SE R A b, ERAEH 12 P o — 55 o 24, JATH LA FCF (federated
collaborative filtering) 7V S, A 2H%% ity — RS i SRR R TH] 90 A% S Wi 1R i i SR s A3 F 1 1
TFE. WERHFE >R H): (probabilistic matrix factorization, PMF) 1651 S 42 By b e 20 S () By 2
—, "B P R ) s ) it AR 1) S B ZR s FE PR v g, B

Hrh U, R o BIFHERE, Vi R ¢ FRHMER S, PGB I nya s, B Ay i i
L HBIETFLERE AR P oA, U, RAEH P WS S, — B EAES RS o, k55 v A i i ol
X (3) FAFH XSRSy, IR P w B P RHME R & U, R ELRRE AR P i A, &
%, MRS AT ) AR IERE R V IR ROR G R . ARG, AERE R kAR, 25 P il P A KL
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¥, BT R/ ZIET RS U, KT, B

S VIV 4+ Ay VIV + al)’

H, yui € {0,1} RAERER, 1+ My ZREGENE, o ZIENLI LB SEL, T R L8R 23
—3%, Bt IR AR A ) A RHE A R RS RE S IR ST . RS, S5 B A R P e AR A R
AL R BEIE, SRR RS AEAE R, JER SR IO L AR IR AR B A IE 28 P 2 . BT 2, i T
B D TIRIE IR AR TS Vi IR AR N R B P R AEAERE U, BRI FCF £EXS Vo (R SR
KB TR 5 2 fE 20 b EARTHSEAT I i R A P B RO BE E T, IR 55 o 3R 6 4 b R A 17 S (0 1
FE, FEEBY AL . S 2R RIEACI R, BRI

Uy =

(4)

3.2 EFLERRA

Chen 55 1661 £ % 248 5 (point-of-interest, POL) HE# F1 M) HE P A, 2 7 — /20 b i
93 A8 IEBE S RHESE (decentralized distributed MF, DMF). DMF B 46 2& T - 147 B A5 B A F
AR ARG, I RENLIEE vk 7 i LA fE F P TR g, A o R PR
) B OB T o A L) it R AAE ] 2 PR B 4 Ry 0 A RS ALE [ B OB B2 v, T P R ALE [ B P 0 A A
A R 172 P8 FE 43 0 R T A S P RFLE L U, R W) SRS E R Vi AR K
YR T B OB BE WU R 2 AR P o/ F T ST 4 R i BT i B VE™Y . DMF R4 T F ™ 9
S BEE, E 7RSSR E YR, H DMF FIREE SRR T MF BY F1 BPR (Bayesian personalized
ranking) (%8 {HJ& DMF 7E8 % H - 454 I 75 2R P i B AL B3 5., X bt 8 1 F P
[FIBaFA. Duriakova &5 5% $2HH 7 —NH P BE EH 9T B & B AL G0N B 25 0 A 43 A7 AR FE 4> fif A
B8 (privacy-enhanced DMF for recommendation, PDMFRec), fi#E&t T DMF 75448 F 7 410 42 K i % =
R EAT B 1R, 5 DMF MiLE, PDMFRec RE53E 2 B4 FIFEFA PRI HOR. 56, PDMFRec ££—
SERT A % o AR P S R 3R R PR 2y B R P AR R SRS, RN ST A 25,
BB URHAE ) AN AR AR R B3R 2D AR SR R 1) R RO RR R AR G AT R L.
Ja, A R SCRAR 2 7 S I T SR R AE 1] B HORR B2, O SE R A M) e R AL ) . O 1S
AR I EEAATRS S5, PDMFRec £EAL G T 4R4 BRI, A84>% 7 o vl BARGER B B8 7 2, LAtk
KA R B FH P AR EE L BEAN, B 7 AER S P AR ER I R Ra e 7 B, FER LI ZRB B ik e
UG FEAL X AR 3 et , LIS S 47 s O30 I B FA B0 H 9. PDMFRec X3 O AL B R FRHE S
B 167,690 [ — AN B BURRME R, % i A e BB E B, HE P R FE A4 M. Hegediis 55 [70)
BT il )\ E027 21 (gossip learning) FIKFE S I 7E — MR E IAE S5 EHEATXS L, 0 SCERE0IE,
RINAERS P 3 B R 8 2 HLOEAE RO HR IR A1 00 5 W9 2 B RO AR, T AE B8 7R e e ok (R4
R B BEATLRAE — 870 L VF 200 b FH AR T 20 0 i B 00 ol AR ALE [ B AR 4 At 25 7 i) RO O00 T J\
O BAH.

4 EERGHIKIBIL

HERERE Y AR BAT — € M, — NP AR L A VI ZRME 208 & A T B AR RN 2507 30
R AR . BRI 25 RS BUAN R 37 5 v BRI BRRA PRy ) T REAN[R] LA R AN RS 2 2 40T Ry oK (1 AN R B A
[, AN RIS AE B A R T A AE — B IO 22 3. 0 TR IR AL, AT AR D9 e T i [l i i
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Table 2 Comparison of some federated recommendation algorithms

Algorithms Backbone Intermediate Features

models parameters

FCF 7] MF Gradients of items It protects the users’ original ratings, users’
latent vectors and users’ rating behaviors.

FedRec [69] PMF, Gradients of items It uses the hybrid filling strategy and the way

SVD-++ of sampling some un-interacted items.

FederatedMF [71] MF Latent feature vec- It uses data anonymization measure and dif-

tors of items ferential privacy.

FedMF [6] MF Ciphertext of It uses additive homomorphic encryption.

items’ gradients

SharedMF [72] MF Ciphertext of It uses secret sharing technology.

items’ gradients
Collaborative FPL (73] BPR Gradients of items  The first federated pairwise learning method
filtering based on matrix factorization.

FedRecSys [74] Wide&Deep, Model parameters It uses homomorphic encryption and secret

SVD, FM sharing.
FRecLSH [75] LSH-based Hash signature It uses a locality sensitive hashing function
ANN based on differential privacy.

PP-NMF [76] NMF User group latent It uses anonymity and k-means methods, and

vectors models group preferences.

FED-MNMF [77] MVMF Gradients It introduces the third-party server, and uses
items’ feature data and users’ feature data.

PPRSF [78] CF, NN Model parameters It reduces the communication cost in the re-
call layer.

JointRec 7] CNN Weight parameters It compresses the weight parameters.

SFSL [80] DIN Gradients of items It introduces the sub-model methods, and
uses doubly randomized response technology.

FedFast [81] GMF Model parameters It uses an aggregation method to speed up
training.

Deep learn- FL-MV-DSSM DSSM Gradients It solves the cold-start problem of DSSM, and
ing (82] uses multiple views of users’ features and dif-
ferential privacy.

DeepRec [83] GRU4Rec None It assumes that the business data can be col-
lected.

FedGNN [84] GNN Gradients It introduces the third-party server, hides
items’ IDs from it, uses the strategy of sam-
pling some fake interacted items, and uses lo-
cal differential privacy.

SEFR B3] Reptile meta  Model parameters It fine-tunes the global model to fit each in-

learning dividual client and build a personalized fed-
erated model.
Meta learn- MetaMF [37] MF Gradients It combines collaborative filtering and meta
ing learning.
Fed4Rec [86] MAML Model parameters It solves the scenario where only a few users

share data, while others share parameters.

FRIHERE SR IR AL SR P2 2] AR SR IR AT T 7027 2] BOHERE A IR AL 3 SR,
% 216:7.:35,69,TI~86] JoR | — e AR AR IRAL A1 5 B LR A
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Table 3 Privacy issues solved by federated collaborative filtering recommendation algorithms

Privacy issues Algorithms

Leakage of users’ original data FCF 7], FederatedMF (71l FedMF (6], SharedMF (72 FPL [73],
FedRec (691, PPRSF (78] FRecLSH [75]

Leakage of users’ rating behaviors FCF 7], FPL 73] SharedMF (72} FedRec (69

Leakage of users’ preference implied by users’ latent ~ FCF [7)| FederatedMF [7Y]| FedMF (6], FPL [73] FedRec [69]

feature vectors

Leakage of users’ rating scores implied by the gra- FedMF [6], SharedMF [72] FedRec [69]

dients of items’ latent feature vectors

4.1  WhEIIEHEFE RN

AT E BT W LS I R BOGRHERE %, HAER 316769, T~T8, 75, 78] rh A 217 3 4y R B
() 3 ARV A e ) KRR I

Ammad-ud-din 55 7 $&H T 28 1 ANPRYF IS EHERE NS (FCF). AT 1EHXTE T ALS (alternating
least square) ¥ [FIUEEE (CF) BT FETHEM) G RHIE [F) & I 223t 85 F - 590,00 28 BAT A 1) 0],
W F P B X B U 3 OR BEAE P AR, FH 37 FH P AR ) 8 FR) S 3 R0 i R [ 06 B2 ) T B, AR
SRR AIE [ B R0 B A 30 25 st 1 AT 420 it SRR AR 1) ) ST, ZE ORGP P RS AL I RIS, FCF fig
KFF CF —FEMHER VERE. BAR FCF e AR 1) b R B i s R 37 FH P B A6 4015 6, (2
FENG A & BIVF 53 500 (e BN, B A7 R PP 0 VR 5 B D 0, B e A 22, I B A W b Ry
AU ) 2 RO B2 8 A 1) Al 55 i P 7 20 5 B0 7 i@ A OA R . BRI, Lin 55 190 42 7 — AN
1ri) S 2R A5 AT B P [t I HE 2 50 (federated recommendation, FedRec). flAI 14 & H T IRAIH R 72
(1) &7 w FEARHBEALRAE TS 0 RVP 7 BIsh 1. Horp (10| = p| 1|, T, R u SYF2 Y
S, p NRFESHELG (2) B 0 w X FEHLRAE R0 S 78 AR VT 8. AERE AL ZRIAT ¢ kAR
2 P 0w A8 CPE il B B R I 25 R VE 7 P AT (S A, RS ¢ AL 2
Uiy w A3 R VP23 i B TR 3 EAT I 78 (3) i, P I 8 R AR PRI o1 40 SR v B4R B R VT 2340 i R
B, F44% P s w () CVF2 W0 it Rl REABCRAE () 2R D123 00 ity R ARF IR [ B (1) 6 B — 2 A% B IR 553, AT
TG0 R 55 i A9 RN 2 P i w VR4 ). Lin 287E PMF 9] fl SVD++ (singular value decomposition
with implicit feedback) 58] FIGHIE TIRA AR HIA A 2. FEUHNIE, FedRec % i 5%
Ui A i 5 FCF — Y, {H21E FedRec ™, 4% P aidN_E A% C0F20- 400 IR B0 FE AR BCR A
(AR 7] 2 R A

Dolui 55 (MU 136 4 S5 B 43 fif 350025 75 BEAE IR 55w USCHE FH P R R AR R B P 1) A, e b T — A
WRHSRE G 3 i 5325 (FederatedMF), HoRE AN P (P, #0in) VP43 Ia) B AEGELE S P o AN b, JFAE
AHHEAT P RHE R & U, )RR IR BV, B SR, SRS R R AR R B R I 45 IR 55 o . AR 5% i
XT3 F P i R AR R AT DA 38, AT A B 5 W) el R AR FEL . EA7 € 5D, Federated MF
T B P R AE r) R ) B R P 2%, IR Doliu &5 2 U4 FH i e 44 AL R 22 4 BRRA R AR 139 %5t
FH PR ) St AT RO BE, 5 R 45 AR S5 . FederatedMF J8 I WG HE R R SRR AN BE S 22 ST AR 45 ) A
SRS T P BOPR o Eidls, BT T IRSS Im T SR, (B, — K P o EAE A SRR 1) R
SEHTRT 0 SRR [ B AT ORT EG, R 55 v A5 BR e HE Tt R P S IR e it I G, T VR B VR 4
7M. Chai 55 101 EBH, FEFESEPUOEAH, 7E5 7 bl b A% [F] — 9000 I REAE ) S 06 B2 1 000 T, AR %S Ui
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RS HEWT 1 iZH P 0 IX — i BIVE 5 R 9 Tk BRI, Chai S84@ H T — 22 2 BB AR RS 7>
fEHESE (FedMF). FedMF {3 IMVA R AN 50 A 000 Xof 20 g b 22 A 3] J 55 i RO 490 b AL [ B2 PO
FEMUIME LB, TR T HIVES3E B 55 FederatedMF AN[H], 7E FedMF Hi, % /by L A% )24
dnREAE 1) S FROBR BE TR AS 2 W) ARFAE R . (HZ, FedMF AT A CE VL ER Y P VP 2047 A i /L (B R 0t
MRS R VEL ). O T G AR 55 i £ P GE A o R s R i e AR A TR — 0 A AL )
B IR KA T2 S A B VRS, BABIR IR FederatedMF [ Fl FedMF A A7 £E [ PF43 AT Sy it
e, Ying 45 72 B FARE L EOR U 3/ 1 7 L HERE T8 T735 (SharedMF). 548 AT IR R 2T
BRI FIVEAM L, SharedMF [THE R 2% FERUIR, A RENEIE M T BRI I HERE 5. SharedMF
A5 PR R 5 3R 2 A W i 6 2 R AR B 5 9 4

VV;. = V‘/;(_l) + VVi@) 4+t VVZ-@), (5)

Horr, n FoR% P m R, YV R o RIRHIE R R L. REANZ P i o £E AR A YRR S =
TR OV A B 1% 25 IR 55 i RO 20 el RS ALE 1) B RO BE 0 1 BB FE 20, IR B — i AE AR HE, SRS T
() n— 1 A RORLE HAR P oiw. [ AR P i o B e IS 3k B At 2 P 3 (1 420 R ALE [ 2 PO 6
Gy SRIE R O X Ly S R OR B KR L O i dEAT SRAE B, I S K SRS S S 45 B R0
REE 1) B AR B AR 2 I 9% o P T IR 55 s A2 7 i e SREBCER) B0 i R ALE 1) BE OB P (L 25 1 HLAth 27
2 Sty ER) P et R AT T R PR FEE A IR, T DA 55 i o vk S HE HA 25 7 g P2t D LSV 4, AT ERAP T
FHITEAT M.

Anelli %5 [73] J£F BPR 592 081 32 7 — /NBCHS ST 2% 2] 532 (federated pairwise learning, FPL).
76 FPL 1, & P it AL H P BUREIME B (BIFH P AR A Bk 4 b R AE 1) B FOBE B ) SR AT A
MR, LUA B RF P47 9 H I, JF H FPL getg ik P 126 B O BUSEds (RIA
A ELE ) IRRFAE 1) B AR ) AL SRR RSP AT B FAFI S R FPL 256 1 AN x5 S A T
BEFR 22 2 B 90 TAE. FPL 1) H AR BB &0 T Frw:

Hgl’lz Z Z fuija (6)

u€U €T, jET\L,

Heh, 0 = {U, Vb RARRNGERNRE B, fuy = —no(Fuig + S (U P + Vil + [V 1] + 1105117 +
16il1)), 0(Fuig) = Trotmus s Puig = Pui — Tuj- SO M RLEIBREETHH A U0 FHos:

a utj ~
vU,. = BJI; ] = —0(—Tuij)(Vi. = Vj.) + aU,., (7)
vV = %@J = —0(=Puij) Uy + Vi, (8)
v, = i _ Fuig ) (—U., V; 9
i = av;. = —0(—uij)(—Uu.) + aVj., 9)
Vi = aéfl?l:j = —0(—Fuij) + abs., (10)
afui' ~
Vby. = T = —o(~#uij)(-1) + ab;., (1)
;.

Ho (7)) PP o BBEEE VU, IREEAER P A, T H P RHER R U, S T2 U0
&, PSSR E U, B8 T HP UG R BIHE PS5 RS R, BIEASBELE IR 55 i AT 5
. Anelli ORI, I (8) A1 (9), B ML (10) A1 (11), FEAES IENALTIR, VV;. F1 VV;.,
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DA Wb, A1 Wby B RCEL. PRI RS o v] Lod i 73 A =8 (8) Al @ BURHE R S B EE VIV,
3 (10) W @ B ZERREE Vo, tHIES S, RAIMM @ RS RH o YR B EL, T E A
HH P IVEAT A, N TR AN A, FPL B 5IN T —/ MR SH e [0, 1], 145 H - Retig sl 5
O EL I R R P 5 R 55 i S e, B e (VV;, Vb)) DAEER o % P o b A% 30 IR 55 3,
NI BEGR J 30 93 L AR S8R 2R A 2, 75 1 i 55 i EEAA) L T P BV 04T . AR ORA 7 P RS
AHIFER, FPL MR B 5154010 BPR 5% 98] 4124,

Tan 55 M JLT FATE P& @57 | — MELKIBHESF RS (FedRecSys), AbATAE A [F)Z5 hn s ©0)
AR AL O R, SEBL T — L8 LR MU HERE SRE (B, FERE M i DU L oy RS (02 ikt
T IE &R 2 S MR 50 18] (Wide&Deep) 5). Tan %5 71 I87E 2020 4E4FE R A K S (RecSys) -
ATFHOR T H R G . Hu % 7] B O 1AL B BUBIE A5 592% (locality sensitive Hashing, LSH) 31 3 L)
EACBRFARY TR B 1) R, 42 1 — b T B UG A IS HERE 5% (federated locality sensitive
Hashing, FRecLSH). & /N KI577 A 1 B, LL A J7 8%, FRecLSH HISEILEEA LT 3 NP
BR: (1) A JrAEAH S FH AT B BUR IS A5 B3 AR P o BB 20 00 v 545 20 B R RE A B S
(2) M A ZE 23 B AL R 193] Kb BRI A5 M S, 1 BIIRELSS VG A5 1E S); (3) WMaAE S, KiX% B
Ji. [FEE B 7 HEPAT Bk 3 AMPER. FRecLSH [ @i At 2 2 R AL HOR 931 7RG 2 5 Bds 4
B R a5 ] P SR BEAN R FR AL R P 45 2%, AEBUNIRSALATIEL T, FRecLSH BEMS 1 3145 i 1 I 1) 2%
HFNUEM . Wang 45 761 S5 7R3 POT #E47  F - b 347 B A5 RRAME B, $2 T —NME TR 5UsE
FE73f# (nonnegative matrix factorization, NMF) ] POT HEFHESL. 7 5G, 45 imdlit — e G 83 X —
BEHh f EAT R B, R, i XA P ) B A R VI A5 B R A BV RRAE 1) B SRS, A R
{B (k-means) 53708 I HORAAE [ S 2EAT 382K, R P 20 1 & AR B)im, 48 A) — R4 i P 1)
B R R (A3 — 1R 002, fERMRA M R, P R IR SR I 2 OR B AE AR 1, 3k
B 7RG EARE B RAR H .

Flanagan %5 [77) $2H T 28 1 NI AR E L (federated multi-view matrix factorization,
FED-MVMF), Hilid £ ik 3 2 MRS Bk AR B 3 i L. /£ FED-MVMF H, 4 & Z2/V%
P (T A A EER S B U ERG R S5 . — MRS & (T E ) fil—
ANERH RS & (FH TR E B S BB DU L = R 24, Horh, A% 7 i A R
gynlie (HF, Poih) A2 EAEREA (F, RE) FERE, P RS &8 B (i, RPfiE) FEFE. &5, 2/ o
fli A s a8 ALS St SRACH A P AE R T, SR)E 8 SGD BATHE T R M T 1A
SR BE AN I AE DR h) B O RR L, TR ER IR IR 55 4% [T, A it IR 55 4 A2 A A I 40 o g 2
DR 7R AIE RIS R 55 4 38 B0 i 8 L IR 1B, i ALS 1 SGD B0, 230l v A5 204 it & P A
1A A AR R T A BB L. b, W AR R T 1) R B R AR A IO IR 55 A% AR IR
Ik 55 445 B 25 7 i A A FH P i A TR 1 ) 8 PO PR 0 it IR 55 485 I8 B D it P R ) B OB, 0
i F SR P S R R ey AN ) e T A R 1 ) i, i PR BT I ) [ B IR (Bl 2 g FH 4 et A
7. £ FED-MVMF [l b, FH P 0 R A6 2 Ay BUR B S8R 4 R B AE AR . [RII,
R T Z MR R 23 il i 77 1%, A SOMR T R P SRR A i R B8, DA v 17 A 2R B RICR.

Gao &5 041 B85 1A R IR 377 5% b (0 R 20 R SRR A7 AE RO RSRA TR, JF BB I 6 e L Y 17
R TT 2. AE A F B I35 07 et L 52 B - R 2 () Al R IR 28 8] IO HERE 3 S, 18 %%,
U7 25 B8 T A B SR v B3040 ot AR A ) 8 PR PR R R P AR 1) B (RO B2, I 20 ) FH T SR A R AL
WA RHIE R &L ARG, A BRI S U7 B R P R ) S A R AE R AT R G 18

1) https://ad.webank.com/fedrecdemo/index.html?type=en.
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B 4 Jey O TP R 1) BN 4 =) R Al R A 1A B B ARS8 (K 24 A F B

UAr+UB
A B
pEb _ (Vi 42“/2- ) (13)

H2X— AR PR R AL M B I RS, BL A 7 8, AERE T, A Traetg ittt B 77 A~
FREMEBEEE VUB Rk m s vVE. [FE A e B 7t & AH R H1E S, Bk, Gao
SV F RIS s 149,500 1z 4> 22 J5 THE A RARSR ARG 42 R I L P R AIE 1) S AN SRR AIE 1) ==, 7E A
T EA (AP, Wih) A2 EFERE, T B J7 RA — S8 A - s it i B AE 2 BAAH P 4 i R o 23 () 4
st A 7T URIA B 77 B B AR BIE Bk FE H P RHIE, (HEEX R/ ID i, &iitHE B
J7 AP RHIE S B, Bk, Gao S8 B J7 R 4% PARFIES BT IN# FKIRZE A J7. 7 A J7H1 B
7 A AERIH PSR E Y A& HEE soh, B8 A J7RIFERERS TR B J7 W Rk
R, SEZE B S LA AL I SR (47 e B35 R S HE H Y P AR e 1) & U8 (), ki S 4
H B RS u XIS, H2H T A 78 B T AT BT 5, B R E T VR4
BRI PR s, P ID 3T E A RPIRES. Rk, Gao S5 R 75 B W) d Ak 7] & 3047 hn
FRIEL A J7, A7 B0 A R A

Qin 55 78] B HEE KRG 0 S HER S, $8H T — NEH TR T AR RHERE FIA AL 991 Jk
T 7 Ik A AR SR A Y DU 0T 8 X % R FE SR AR Y O8] AR, RIBRRA PR I R4t
HEZL (privacy-preserved recommender system framework, PPRSF). PPRSF ["8] HEZL3 Ty 4 |2, 4375 &
ARE. fHEFE BEHEARSZ. (1) BREZEAT RS, H U PR A LR Y E B,
I A R RN REAN 2 AR A B (P T AR); (2) FRR B AL T2 P, F DU P I A - KHfs
AR 55 v A B R B it R N, JE e AR HE e B OR AR RO e AL Y an B 2 (3) EAFE LA
Uity (PB4 i A RN, JB I — AN T3 T v R 2 RS T e PR R T M R DR R B R A i B R
(4) RSS20 T % P oty He R R i A IHERR 25 L, FFWCER FE P e it B 22 HLAT 4. PPRSF i A [B]Z (1)
AOER D T RE) BRI B AE AR, AN, RS E B RS T R S IR AL,

4.2 REFIEFEXNIKIL

Duan %5 79 $2H 7 —ANFEFIREE 2 ) B S AUTHEFAHE LY (JointRec), 1k 2 AN SEMAL [F] 4
AT EE B = IR 5w BEAT BRI 5, AT D T E 3 SEAT 5 FL R SR BRI, 38 B8RRI 24 B IR S5 4%
I EIIIZRIS (RS AR, JointRec B S8 H 2 RRURH 22 1 28 A 7 AT Ja& 11 LA S P s AT ) o
SR P AR A, R 2 F P AR AR AIE (] e, SRS K e AR 31 PME 1690 e ey i
XSRS VES), BETT O PERERRI. N T BEREAE 22> IR 5% & (R B3 R0 )1 20 T P AR A ) R ALE [
JointRec ¥ 255 as I E S HOL L R R G A h 3T R G, e 2B E R RE S8 25
e, HT BB P AR R AL ) . SEE—20, O Il 2 A 25 ik 55 s 2 8] ik FR] 1 2 345 BAR,
Duan % 9 302 tH 7 —MUESBUE A 5%, BI5GB RRRRHE B 23 A S0 AL S 8000 il P A I
FRIHERE, SRIGFEAE 8 AL E A S X M R BEAT He 4. Seie gt RARWHZEAAE 12.83 HYE4EEL
T, JointRec P REIA BT TCIR BIHELE M BE. JointRec BIFHUREIR T = k45252 [H] E"Ji&ﬁ?ﬂu‘%l"ﬂaﬂﬁ, [=]
I KRR 1 25 IR 55 4% 2 TA) I A5 BAR, (B FORE T B0 S 4 Bt ORAFAE = e g5 2, T IR %5 o Ak
H. AL, JointRec WA 73 HT 2 4> 2 RS54 A5 Bib [R1 I Rl 2 o B A% i ) 2 K0 mT e A7 AE RS R 7] AL
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FEAL 258 0 W1 [ T AR S0 RV IBC Al R o, I 55 S 308 5 e 0 ot AR ALE R B R AR 25 2 7 S 17
YRR BR L ST | W SRR AR BRI AR5 oK. DAV 1 6 9, HHE IHERE RGL0H 20 12
ANPh, FP) SRR R RRE RS 22 135 GB B0 SR, 2% 7 ol 5 0 2 — B/ N RS Bl e, W RE T
HUEE. %% 7 i ARS8 A5 BE I RUAEA RE AN R BT U NP i R A REL R, ELAE S B 2 A rh s p o ) b e
() —/INES TP it A SE EL. 9T b 7 i R IR AT AR, IR i A T SR T E PR R 1) R
IRER R 2 i, RIS 2 P it R AR VR i BORR B B IR S5 o, SR R B BAE S50
A RINZHAKH oyl @ YRy, HIRSS i aT DL FE A i P e it i S 43 6 S T
i RIK L [ B, Niu &5 B0 25 G REALIA R . 22 B A AR I IR B S RS T — /N 22 A I A
RI2ESIHESE (secure federated submodel learning, SFSL). 7EARFE I kit FEH, SFSL 8O 1L BEHLIREE n
A% P2 SRS, FEIX L P s Al A B IR SR RN EIE I R 5], BB R e KA
AR, 7% P Ae s O B S48 (RIBRR B OOV o PR A S) IRTHE R, RS sk
2R SRR, e, RS IR R S RIF R KA S n NS HEAVINGRIN % P i, B4
& i A R T R AR M 22 43 B AL (LDP) 530 By BE B S A SR EL R P VPt 43 14 i AR PP 23
Yo, TGRSR T P BP0 AT . BRI, N 1 B b AE 2 IR BENLN 2 J5, IS5 i BE AR 4 75 2 56
AEAR YN Zrad Rt v 00 ity UL R 2 A HE T e AL P 7 ) M 22 S B0 S 22 P i (PP 70 4T 4, Niu S5
HBET ZRBEALIE S 7k 001 AEAFAE 2 IR BENLN S, RS i AT JCVEHEDN H & P o L SE IRV /04T 8.

Muhammad %5 BU $2H T FedFast Hk, ZH6 3 TR 25 3] FIHEIE 9% GMF (generalized
matrix factorization) 7] FUERIR 22 I HE T 45 6. B 5%, FedFast HVEE F 2 P i SRR AR KRR 70 28
Uik 2 SR UIGR, SR G XX L% F i A R S8 AT %2 2 TS . FedFast S50 % 7 I KA
FERM 2R REEHOR, Itk 7R U SIOHE . S80 45 TR W], FedFast [T RICR AR AL I Sl 2 #7
T 3T FedAvg 7 i) GMF 07, 4 2 s KRR R Z 80, IS5t k2518 (k-means) &2,
FRAE RS TP BEAT SR8, AR5 BT 28 7 i R R ROR,, R it INEE— N SRR (0 P e BE TR
FE— B i SERALINGR, BERFEN 2 — 28 H 1% )7 . FedFast SLALE 2 i K AEROR
I, FERERSLIE IR AT T Hh 38 5 AR S5 5 1O P R AR EE BT L B, SR UG BT S S I 25
e . S5l F 22 4 R A HORR N o A BB RIS HUR 1A% 5% 7 i A AT R —
A 2 P S, XA A2 7 v L RE RS M 25 i A OB SR g RS I 25

Huang %5 (82 JEF 7R FE 45 0 1E OB (deep structured semantic models, DSSM) #&H 7 —/Nil
FR3E T WA RIS Z AL KIHELE (federated multi-view DSSM, FL-MV-DSSM), HAY R w74 5 5h
iR, SEER A ) T 2 MBI PURE, BE— DR T RCR. /£ FL-MV-DSSM H, &A%
A 2 R, AT LB — AN FES (APP). R F B (R 4601 (GDPR) [ ZERafA AN
Ol ORAP VR AR B PR ), AN RS2 IR e B SR ah 00 AN e LR EAT 3L 55, BRI, 72 FL-MV-DSSM 1,
7 7 b A AR A = 2 SR B R i R AL ) B RR . O T ORI S BORR B P 4R S I BURME B
FL-MV-DSSM i F 22 73 FE A B A [7) 25N HR B B0 ity R A0 1) 2 50 58 o O N v S0 7

Han Z5 831 3&F GRU4Rec 98] FAY $RH T — AN FH A BRI 5 51) 4 2 A5 Y (DeepRec). AT A
—LepbEE (1, H I SR sR), BV JE T T RIRERA, (HON T SE RO B, IR I A7) 7 WA
ZHE. [N, AR ESE GDPR &BIMAR AT, AR S5 Im AT IR AF A LMW B B ah. AR 2% o i S48
H GDPR 21 miAi i (0408, LA A GDPR 2% AiiAm Ja B ik 80, IIERMG 3] — e Rrsa. Lk,
% N A R R A R AT OR, 153 — AR S P R G R AR IR S S [
I, FEHERE Y B0, R S5 S o AR WSO B R8s, 68 A 2 -9 AR URE (P [RD DR 5505, A5 201
m I RILEE. B, 2 i A i EARYE A B AR i SR HEAT HEF, AT 76 O Pt B R
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DeepRec ML R 25 i AN 75 2 _EARAT o] 18] 2 s Ak 55 o, J8E G B AL i (1 XUz #RTTT, DeepRec ¥
AR s e« WS A ROAT 0TS Ja B AN TR B i 4 R AT . AR, 207 o ) s i R I 2 5
A AR K, B AR B s B AR P Sl 2 R,

Wu 55 B T —ANE M GNN BT STHESL (FedGNN), ZHESESI N B8 =7 IR %5 4%, 1E
X ER =5 i 55 A8 T RS N B i ID WS O0 T, 35 =7 ik 55 45 75 B & 7 o UL BE 4R = T, 9 A
B 4 1 7 AOBOE AT o F P IRV RFAE [ B 2 7 . AR L X 4 s 1 5 LA U2 DA R R s P RS AR 17
B, %A (HP, it L FERERLIN SRR, 7 i T SR ST P R AL 1] R
FERIELE MRS IR A, T T RS BISE AT LR AR B, 20 7 S R B i A S B I,
il FH AR 3 22 70 BRALFOAR R ZHU B EE NI 7 | 1 A% 1 55 i

i B, B PE B IR TR S IR HE AR R B 7% o — IS5 om 2. (AL,
FEVIZR R, K2 HOS R AR A I 2577 3K, BIAA20 77 diig AR 55 S e Wig 4 R A Ry, [ i %A
FPILE RS Hh, PESHOT LRE S ) B S B s B 808284 (L% 2).
ST, Han 55 831 0, RIEX LA% 0 p 8] S B0db A7 & st sh, Hh6 vl seik # H  Fach. Bk,
£ DeepRec #2420 7 i BB TN S (0 42 AR AR i, (A A St Bt e A AR 3R AT 00, T
AR SGEAEAT S H 5 W 55 i

4.3 TUESHEFEFAMEFBL

JeiE S BAEA I ME ARk SRS 1052 2, RENEAE /D BEAEA Pl 27 5] H ML AT,
IRFPREPE S IR I S 17, BERS SEBLAE 20 7 S AR 3 FH B D B IO I DL T, A3 — SPGB
HEFERRAY. DRI, BT A 2R B T e 2 S BB HERE Uy T PR AR % A

Jalalirad %5 185] $2H T 5T Reptile yo5 > 592 09 [BCRHEFENESS, H T AR AERE R G I VF
Gy TR i) . AZAMERRAE 20 2 IR RINGR LG, BRAEREAN % P AT R 2R, Ao 4 R i adfli 2
3N 2, IABIANEALHERE A H . AR Jalalirad 25 (85) 35 H AR Y GESC AT MO AR 37 T 7 1 SRR 1 4
EE, HRK EARYMIKA (embedding) WMtEE T BIVF/ T 4. Lin &5 B O T R BT B HERE
AIF 5T Ph A PR A S TR R T Y FE A 22 2 i BE U ) I, R 1 — AN T RS 2 = 1 e RE B 2 A
28 (MetaMF), RS AR 7 3 A2 e N FAAT () it RN AN — AN BN BT 3 TR RS 72 MetaMEF
i, WrEIHEYZ (collaborative memory, CM) BEEHRFTTHESE (meta recommender, MR) F B #H 2E 7E AR
%5, YEI3 T (rating prediction, RP) BEHIBZEAEZE o, Horpr, CM BEH A T A2 s ) &, MR
BRI DR m RN, AR s P s A A R AR RP A5, RP BT RP BERL 9 P k4T
PR TN, MetaMF A58 FHER RCRAL T H AT — L8 B8 R S gk 19 J73%, N, NCF 07 fl FedMeta (341,
Zhao %5 BS] GBS 5] R SR TE R 02 SI Bk (MAML) P9 AHES &, $2 T — N 02 ST Bk
FAEAFHELE (FeddRec), o3 5L T A th DRI AR 37 55 Hh HE = 000 45 i 9% i 100 2 1 Y P R s Or B9
TEZ 7 i A 0 AL A P el g AT BRI VI ZR I i) R, 7 FeddRec H, M55 Im B e WIaG AL AL 240, 2R
Ja AR S HUR IR 25 2 5N SR 2 P o, X B2 i A5 T A Hb B 98 SR N SRR 248, SR 5 1 B8
Ja IS HUR % B R S5 vi, RS MAML G2 ) ik 091 R AL P i3 fAA A - BT
BRSNS A R A, SR G PR 4 R B R IR 45 A2 P i, AR EREAT T —IRIIE A 2R, BRI
TSR, Fed4Rec fifth 7 AE R A /D5 I S Bl iy HoAth ) 7 S = ) 2 80 g 5t vh & 7 i i )
IR )@, {H2 FeddRec & % [EAEAG AL S 400 AL 45 r 55 v A 3k A5 A7 7 1R BEURA ) R
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Table 4 Privacy protection technology in federated recommendation

Technologies Advantages Disadvantages Scenarios

Homomorphic encryption It is lossless and highly It is of high computation To protect user/item prof-
secure. cost. iles [100], to protect users’
bahaviors [100], to protect users’

ratings [100~103]

Differential privacy It does not depend on It sacrifices model perfor- To protect implicit feedback of
background knowledge mance. users [104]
and its privacy budget

can be managed.

Local differential privacy It prevents differential It sacrifices model perfor- To protect sensitive information
attacks from an wun- mance. implied by gradients [105], to
trusted server. protect sensitive statistical infor-

mation of users’ action data [106]

Secret sharing It is lossless and is of low It is of high communica- To protect users’ information
computation cost. tion cost. from being accessed by other
parties in multi-party collabora-

tive computing [100,106~108]

5 RRAFRIPERARERBIEFRZETHINA

T AF B RIBOR, BFBHERE FIE T LLop N2k + RSN B HERE k. T 2SR
TR HERE S5 L BE T A 22 70 B AL I B HE 2 VA AN T2 e 2 07 TR B R L.
2 A L00~108) R FAVRES T — Le B A DRI BORTE DRI HER SVE BT S

5.1 ETRIESMENEEREX

IR B E K P R I SR AR E AR TS I = IR % 28 L2t A P e L, Soni 45 (102 it 119
SRAE % v A [R5 0 25 AR FH P ) s e 250 1 AT N85 9 EAL B = IR 553 0, P8 IR 55 5k
FURINEE B AT 20 4. 9 ORA F P B SR VR B, Wang &5 10U $2 7 — AT B L R 3P O HERE
5% (CryptoRec). AATIE FH [F)ZS 03 S92 F P B JSU AR 0 70 et AT s, 9805 4 0 i 1) 7 o
Iy 8lE AR B S5 m, AR S5 s A DN s RV > Bl TSR R BE, I ST AR R . AERA T
SKUE, MRS g AT P2 FO0IU, SR F5 2 [0 %f L F S50 P74 25 FH . Ak, O Tk — B SR i A R HERE 2K
R, CryptoRec IE7E RS b v SRR R0 R 2 BT A8 D P #4 on s Bt e B RS kAT ol SEE—2, AT
P/ D A5 A UL 0% 5 R A B ek IR 3L, CryptoRec iF H T Wi AL B A (sparse quantization
reuse) 5LiZ%, %SRBI MR — LEAFERY € BAE Y N BT S HOR BI85 A, [FII, AEANRE A5
RUAERR ARG DL, 8 5 F PN N85 20408 i) et S5 45 SRR ek /D e i 8, il A A N & S )
Bdl E(x) M E(xy), CHEENRIRELER, WRA DA MINELSE E(zy) M E(xs) 255 E(z)
M B(xy) %, WM2EHEEH E(x) M E(x,) WIRiELER.

Lyu 55 03] S50 by gUCHERE 1), B T4 S D R SV E R R A I3 BoR, $8H 7 — AR TRl
PRI AE L. ZAELE =B FE 3 KR $RALREAL RIPHEFE IR S5 #% (privacy-preserving recom-
mendation on server, PPRS), & ASHAIFAA IR FANR S FE L TT (privacy service provider, PSP), N
A (encrypted database, ED). 156, PSP #4 [RZ&IN% () AP &£ %5 F P A PPRS, [RIZS N 1
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AN E O 825, P S U7 s 2, 28 T RS S E AR A st A 56 1, I8 AP 7E ED
W SRR R SRR U HEAT N R, B k%S PSP ORI PPRS; B4:%, PPRS 1 Fl I8 J5 A - Hh s
FUIRE i 0L AR B A D 2% S5 IAERE AR, IR HURIR S PSP; ik )a, PSP X HERE 5 R AT fif 55
12 H 5 FH P A R AR b A R LRSS . oA, WS P AT N AR AL, TR T L AT
fE ED TSR AR AR B, AT HHEE 51 2 0047 5 4

Kim %5 1001 2 Ok A RIS N2 BoR B T35 B /Al i, S T — /RSB 14 B TG40 (1 6 T 1
BV B RE B, GE 3 T R4 P RGP BdE . A R A R . B P ERET O AP E
VRO AR, DU P BRSO H ). B de, B R (R4 s S hn & F P i 38K
VP B AR BT 2 Ed, e L AR B IRSS o SR 5 IR S5 i 45 % SN B BENLHERD LLORA F P B9
BRI RS TEUE TS (crypto-service provider, CSP) RHL. CSP W% S, FFAd H e s EykAb
PSR JE R BGE BUIN B I R Ak 4 IR S5 o AR S5 i 25 T B ARV 23 e I 1 FH AR TR LV, 5 CSP
HATERETHE, 15200 (A = Ay i B4R . 7 Z 32, IR S CSP P A T 5 Rede m A [m)as
I BERIPERE, MM B 8 i TSR R

5.2 ETENBRIHEEEL

BERT AT — L BE T BAAACRY I W R 1o 98 B2 T v 5 e b Ak 2 5 2 S I B 1) 1)/, G 6 1104 42
T AT Z 0 PR A b [Fid 385502 (differentially private local collaborative filtering, DPLCF),
HEBAAE 3 MHFELER: (1) A% i R 3 B (5 39 2 72 73 FaRh RO BE A LR AL SR AT
B, RS vy = 1 I AR p (REF ORI, DIRER 1 — p BN 0. 9 X i
MISEH 7y = 0 B, DIBER 1 — ¢ GREGERIE, IR ¢ BIFON 15 (2) Bl R R idE b
R B 55 o, TR BB, T 22 0y BRoRL O A A R AR ) 20 Al SO B 1150 (distributed cardinality
estimation) 10 GeBC A HERI THEAF 2 |78 0 Zfhie) 1 |Z8ie U Zie| ) G oF BAS BIBCAHER 2R R 1R
YrshREALEE. Forbr, 10 A0 7ftie J3 BIROR 0w A wy S B S C VP RS (3) K
FEACPE S B s 4 B 5 i, 50 i A P 20 ot - ) RO AR AL, JeR et 4 it F i ) e 2 B0 ke
BEATY) A HERE. DPLCF BUF s Ordr 1 Al BB oS s M 25 2R T I S 2 SRR WY RSS20 f
BRI T — L BN SEBE BE, #lin BPR 681 Al GMF 17,

5.3 ETAMESRIMEFEL

Chen %5 [196] THj ] POI #E#E35¢, IR T — ANBEA R IHEFEHESE (privacy preserving POI rec-
ommendation, PriRec), 44— A LR EE (H10, POI HIAE EF POI MRMER) RAFERS
Ui AR /D 28 7 S A7 Al 0. R B B R, SR a2 Ay I P SR, S IR TR, I
b, PriRec 4 —SSHURIIHAERE (B0, H P RBCE ST P XA POL IAE BAT N AHEFERAY) )
AR P A, AE@ RS A b, R S5 o 75 24— L8 POI HYBIARHE, W1 POL 5 H) & . POI H-F
B 94, X ] Re it B 2 S it POL MIZE HAT A, N T MR AN A, PriRec fif A 22 7 RE AL 152
AR (LDP) 31 {145 H P (1) i 46 Bt 7E 48 I 25 om WU B 1T, 2% 7 o R VR M 75, AT R4 B 1
A HHEE B E R P B RME B, AN AR S5 3mUscSE B ¥ POT 1 [n) & R FLSE U 1) &

Qi 55 BOSL 3 W HEFE SIS 2% I A4 &) 32 T FedNewsRec HERL. FEANR 7 Ui 78 Wi 55 Ui HH A7 s
I PRSI R R A B P S T DA A R A HEAT BB B0 R ) B, SR 5 R bl BE AT BT 2 5 b A
FINR S5 v, 0 RS S A FH 2 7 s b A% ORGP AT R A ) BE . R S T 0, AR B b RT e
B L P I BURME B, BT DAE _EAREBT S R ARE B 2 B, ABAT 1R LDP BORAEREAYER B N
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BEALIR S LR ORI P B RS AL, (R ) HE R R8Ot A 32 3 1 R Bl .
54 ETREZSHUTEREERE

5.3 NI ET A4 1) PriRec HEZE 1O6] B T LDP HARLRYF X POL HIAE HAT A4, i fd
F T B SR 01 R A 2 v oA B2 T B B0k D100 22 ST AR MRS TR 1) s e o
H. £ PriRec 11, AP o #FEX A o LM RIEAT KA, KA o 75 ZE3RIH

BIE o HIRER W o/ € N (w), TSR b A0 35 (0 7 i 75 S 2 itk 8 <00 P O BRRA. e, N (w)
REMF w FIFTESE. AT ARE AN, PriRec B CERENBEH A o 11518 BB E LM
B Sy Wiy, FeH Sy SR w SABJER o Z IR HIRCE. SR )G, i & L ZH AR AR
P o' € N (u) BIBELMEBAL S, W ' € N(u) RIITE (N (u)| 4, TREE—ARTEARJE F P o At
SRIGREF T N (u)| — 1 AR RORG P o WS R . BANBE T o € N(u) RBOFIEER
H AR AR JE P A SRR, B 5 PR R IR G P we P w BRUSCR B A4 FH P A E 2k
]‘i*ﬁﬂ, FHF 5 A Y W,. Chen &5 D07 3R T — AN S A A HER (secure social recommendation,
SeSoRec) HEZR, AL ORI ALAZF- G MPF7r-F & BB B R, F AL A 6 BE BRI -1 6 12
EHEFERICR. (RIS, AATTHR B 1 25 T b 8 L = 1 R afe v (secret sharing based matrix multiplication,
SSMM), {175 SeSoRec 7EHEAT i M AH e # AR I ANHE 5 4152 F & IBRAAE B, Li 55 [L08] &) BT [RIZs
A5 R g ARk D fR T SRR AR JE T BE AL L B P ) v (102 e A R A2 £ )
AT R B 3L SRR S (W) BOARACAE , AEAR B TSR0 AR b DR AE T 7 B VE 2045 S8 AN 17 iR 55 i ik
P, Li GG T ROLARLRE AN BRIBARALRE, 73 At T BRL PR AP B R SZAR L S92 (PrivateCosine) Al
FRFALRY 1) 52 IR b ABACLEE 575 (PrivatePearson). PrivateCosine HiEH BN P u A543
B ruirag, rog A r2, SRS IR LR EOR AR EAATRENL 2 FIK K D0, FEREETH k-1
AN P R IE L BEN LGB FAb R o, Fo &y, > 3. [T, 7 ot A 2 7 i A i Sk 1 43 5 )
LA 3 P BEAT SR B, SR 13 A8 40 I 9% m E AT 3R &, I b R 55 i v 55045 20 2 TB) O AR ABLRE
PrivatePearson 5% PrivateCosine HiERAL, XHIFET PrivatePearson 5Hi%ih 75 £ 0] HFb % IL =4
AT T 3855,

Kaur 5 1131 g 7 il PAE T FH P B W [RD i i A 502 ) 1S P 2 T ARALABE I it 5 7 B 9 4
AVET AT NI e, 31T — TR RS R R SZ AU 53 (privacy preserving cosine similarity
computation, PPCSC). %55 E S AL H AR X C1E s AR TE 0 i IV 3, SR 5 PRI HOR 4
HEMZHUHEA . HAS 5 ERCE B AR BPELPE e, AR E AR B
PR E CRPELTE D THEAR R — DM UEUE, PR KR gs Hbs . BRI DS P LAE
MU LS HA S 5 THEL A 7 Z 18] ARABLEE ) AATTTAE T SRR P 2 Ta) AR ALURE IR OR3P R 920 A
TN, SEEREE R, PPCSC J7iEA 2 fEMa R Y (1) HE# BUR.

6 ARKMRRBE

BRI, T EmeEARERSE I ukeiGae 1 (A NRIEH E Hd 22 45k ) 111 xf il
SC R AN T 2 RS NS JE A T AR R R DR SY il AN A% SRR Hcdie (27 2138 5, 458 2R IEAL
TR, BEAEMOREHNE L ZOR T AR Am O 8, DRISREIfEAE RGN h 52 381 7 SR F A T
M FBORER S () RTE. PRI, H BT SRR R e b IO R 5 AL T 25 B B, FEARRATIR ZMEA5
FARAR BT T 7. AR RS T 3 AMETSERR BT 57 1.
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FEXAE G R BEAT AL T T, H AT A A RIBE T AR, BAREATHORE J5 4a e fR A7 A2
7 g AN AELATSAEAE A P R [, 451, — S A 167U S8R T R P IR AT 0, B P PP e
Poiiti. LA FederatedMF (1 At [k 5% s b BT LU BRI 5 R4 it AR AIE ) 2, 388 P LA R R 6470 o PO
AIE ) B A SR I, AT T8 _E AL AR R ) P P X RS it Do 4. P, — S8R 109 B b A%
P i R AIE ) B OB P2 45 IR 95 i, Chhai 55 11 GIERH 1 XESEPIIR A% 1] — AN i BB P2 28 TR 55 S I, 95
S RENS SAE L AL R RO PE Y. BEAL, N T SRIE R ERIEE, LL SVD++ B8, MF-MPC [19) 4557
PG, AT T — SR B A SRR 2. 4, £ MF-MPC , ARFIPEME » #H —A
XSRS A My S o SERTA i B MR, S BRI  o XY 0 BEHE. BAAE
H A REIBT T, A a0 R A s (67494 0 i ABCRAF: 109.73. 1161 | S2 73 ol (89) Mipipss gL e [72.74) 2%
PR, BB R PRI S REAA 1P, EX SRR 2 R W AF BRA G IN 75552 2% 0 ORI 1 g
FRESEE )L BeAh, g R S (), PMEF 55 R BPR 181 £§) Ll SGD 1R AL T3 12
I, HARIOURFE—AS (R, Wodi) X, SR 155 A P A0 17 B (B0 A R ik ) OB BZ, O
T X I AR P AR [ B A ) R [ . AE R 2 SIVE s, B A 3 3T 05 G AT R )1
i, BEOCURAE—AS (7, Wdh) R0 e S EEEARIRRCRBUR. — MR PR IIIZTT
AR P i AT AT BRI R 197) ) B b A% )40 i RPAE 1) B OB BEREAT P38, SR IR0 E S
FRIBHRRA IS BLFEA LG, 18 B BORAEAE 2 B T . EXTHERE R R BEAT DAL I, fnfeg 22 )11 25
77 G AL IR A S 1 R , RAE SR 2R ake, R O HEFEE AT O i — A ] .

RIS T 2 IR P 2 S IO HER SR DAL ORI FEAR X B T BEPRERAE T, 20 7 i (R A7 fik B
AN SERE 738 W Tk 5 e KA 2 M2 A LR, JF B2 7 o H 5 (e S A BR, e LI 2 B B IR
&5 3] R, DeepRec 831 SR ISR 2 4085 /0 (1) RNN ARy 3 A RY, SR T 58 KRR F) 4o 22 Y 445,
57 i A B 2 P SZ B N 45 1801 fa PR BE AL 2 50 A, 7525 7 i R A7~ BE 284 16y 77 ok T A
AR SR A7 AN SRR i FRRFALE 1) R R AT 2R B, AR f e A — S RO BR . K
RS RO SRR AL I Gl a6 L vt S 107 BLRON S 3T RE D75 ) SO 4@ R Hh S 80>
)2 A AR R R 8 0 11081 SR P AR P i RS2 PR PO )T e R

Rt Ak, H ORI AT AR 2R AT 1) FP 3 AN S 4 S A B R IR HE R T i R AR R AL
FIRTIR T, I 35S B A2 AT S8, W — AR RE S 4 OB A A AR Y, o — MEAS I T
i) L.

6.2 EFHEFRGHMIL

£ 2.2.3 AN T 4 Fod T A S A T v, BISEEY 4 | 3845 SRS 1) Scidk « SRl AL )
I B RAE . IR LLANA T V2 A T AE I HE R A b L DL A AnART Dy 5 AR AR A it S AT A4
RACEE, RN TE. DA WIS /i 78 TARBLREZE T— € M8 K. W1 Yang &5 1191 S i) FCMF
(federated collective matrix factorization), £l-%f 9\ [a BEFSHESE 9@, Wit T — AN A IEAS S0 4 b
J7 Se 7 ISR ) s RFAERE R, & J5 ko 2s B bn 7. 2 Bds 7 I grd #e b, R 8 i 2 80H
BRI 7 iR 2. Minto 55 1200 JZIIAE FCF HEZE A5 ) it R AIE v 52 AR Aef 255 3 P A b 22 4 R A G
RIEAT AL BRIN, YIZ545 2 BB B MR A 22, DRI, F T4 — N B AR 25 IR 55 B ()6 B, AT TSR FEBt AL
(R —LEPE TR NG 75 | 723 2 22 0 RS AL IR SR, 3 1 BB I 1R .

734



HEB FERE B 528 5

6.3 EXFHEFILRPHIRFAREE)IH

FERCF MW S AR, SR ARl A RER AL (i i A R S g on F P RO BS AL DRI, e O B
JE SR HCHE A PR 1) B S LR, FCOF 7 AR AR AR 1) B B B, T A 4 R 4 o R AR
B AESCHR [6] 7, BFFEN SRR W] T 40 Al R AL 17 B (B0 5 2 Tt i L VP A5 2. D 17 M R A 1) i,
SharedMF (2] ff FIFREF L 4R, FedMF O F [RZS I BOR. 481, AR ZRid A, AUA S H P A2
L P 5 B AR, DRI LE AR RSN SRR AL ) B ORR LIS, ZE GRS T BR LS B OL T, it 2y
Bt R AL ) BB 1D, AT RE AR S P BOVE M AT . R AE ©A RIS AR, FPL 7l FedRec [69)
KU REABCRAE 77 2, TRV TR 2 O . A, AR R TE TAE S, DeepRec 531 00, — LRV %Y
PR AN e GDPR AHEHEEEAL M. fldn, AL D SE—AN R dh i, 75 BEAEAS 0 R SEAT 9 75 R0
JR 55 3, 15 WAZAT B TCVE e . R, 3K e S ) s b 800 e 0 4 e 55 WA £, T A R RA Bt 49
FE5E BT BRI 7 O Rl s DSEEEAT N, DABAE 58 BRAT B Ja 4 78 di O TE 20« PPIRSEAT N, A RE EL#Z
e 55 S . ARR Wl i BB S RS AL = A LR, JF X A7 AR AP A2 AR (I BEURL R R, et —
AT R R T ik, S — AN HER AT B I 7 ]

BRILZ A, RHB 73 I8y s B e 55 S AN B 7 S R s FLAF 7 1. R R B 7T AR IR BE R
2R SIS, BT e A7 R0 R (0 5 7 S AN I 55 i, B A AE — SR e R IR R B 7 . AE SR AR
B, AR AN BORHERAARE A B vE— AN e B YR ) T SR I SR, S IMEAS I TR 1AL i,
JI 55 i T X b A% (T S S AT PP A, 121 DT 2 R ) BT R AR 24, e m] DA
¥ F A T AR (principal component analysis, PCA) R & 44 A 45 A 11220 FOAS IR 2 o6 5
TR R S D AR VY20, 3 AT DA I i 2 TR FEE A 2 e R DN R 2 o (1231, bk, 7
Z AL R Tl R T 4 17 SR IR S8, R BB T i it T M L. i, Moy
FARE Zy B A4 177 3, Rk O fE RS Htkid an Jofh 2 7o, DLERR IR0 20 A 024, BRI, 2%
J7 S AT AR B R Bl 4 240 Rt et A (125) SERT AT BORGR B ORI 22 VR R,
R —AMEAFWEFT Y [

7 GERIE

AR A%, % 4 5 WAL A F 2 S UL, X957 W R 0 B AR B 255
IE L, A O TP 709 MR AR FL o AT SRR 550 T S D
HERUR, 24 P A RN, SCBUAMEALIRERE, R 2h B BT L. A SCBIf7 7
BRI ST MOA 2R, M. 4 AR E AT A3 ST S0 i, S5 076 A3 ST 0 A 60
HERR, JF T ARBRAE A  T AT ARG R 5177 1, 75 0 Tl PR S LR 1 2 T A2
17— 52 %

SEHk

1 Yang Q, Liu Y, Chen T J, et al. Federated machine learning: concept and applications. ACM Trans Intell Syst
Technol, 2019, 10: 1-19

2 Koneény J, McMahan H B, Yu F X, et al. Federated learning: strategies for improving communication efficiency.
2016. ArXiv:1610.05492

3 McMahan B, Moore E, Ramage D, et al. Communication-efficient learning of deep networks from decentralized data.

In: Proceedings of the 20th International Conference on Artificial Intelligence and Statistics, Fort Lauderdale, 2017.
1273-1282

735



b7

b

B JET IR ) IHERE R Gt Liid

10

11
12

13

14

15

16

17

18

19

20

21

22

23
24

25
26

27

28

29

736

Ramaswamy S, Mathews R, Rao K, et al. Federated learning for emoji prediction in a mobile keyboard. 2019.
ArXiv:1906.04329

Yang T, Andrew G, Eichner H, et al. Applied federated learning: improving Google keyboard query suggestions.
2018. ArXiv:1812.02903

Chai D, Wang L Y, Chen K, et al. Secure federated matrix factorization. IEEE Intell Syst, 2021, 36: 11-20
Ammad-ud-din M, Ivannikova E, Khan S A, et al. Federated collaborative filtering for privacy-preserving personalized
recommendation system. 2019. ArXiv:1901.09888

Liu Y, Fan T, Chen T J, et al. FATE: an industrial grade platform for collaborative learning with data protection.
J Mach Learn Res, 2021, 22: 1-6

Zhao Z D, Shang M S. User-based collaborative-filtering recommendation algorithms on Hadoop. In: Proceedings of
the 3rd International Conference on Knowledge Discovery and Data Mining, Phuket, 2010. 478-481

Sarwar B M, Karypis G, Konstan J A, et al. Item-based collaborative filtering recommendation algorithms.
In: Proceedings of the 10th International Conference on World Wide Web, Hong Kong, 2001. 285-295

Koren Y, Bell R, Volinsky C. Matrix factorization techniques for recommender systems. Computer, 2009, 42: 30-37
Sedhain S, Menon A K, Sanner S, et al. AutoRec: autoencoders meet collaborative filtering. In: Proceedings of the
24th International Conference on World Wide Web, Florence, 2015. 111-112

Biswal A, Borah M D, Hussain Z. Music recommender system using restricted Boltzmann machine with implicit
feedback. Adv Comput, 2021, 122: 367—402

Cheng J, Wang P S, Li G, et al. Recent advances in efficient computation of deep convolutional neural networks.
Front Inf Technol Electron Eng, 2018, 19: 64-77

Huang L W, Jiang B T, Lv S Y, et al. Survey on deep learning based recommender systems. Chin J Comput, 2018,
41: 1619-1647 [FOLEL, TL3EY, Bk, 25 R THREEIE R AT AR, TRV, 2018, 41: 1619-1647)
Ying S, Hoens T' R, Jian J, et al. Deep crossing: web-scale modeling without manually crafted combinatorial features.
In: Proceedings of the 22nd ACM SIGKDD International Conference on Knowledge Discovery and Data Mining, San
Francisco, 2016. 225-262

He X N, Liao L Z, Zhang H W, et al. Neural collaborative filtering. In: Proceedings of the 26th International
Conference on World Wide Web, Perth, 2017. 173-182

Cheng H T, Koc L, Harmsen J, et al. Wide & deep learning for recommender systems. In: Proceedings of the 1st
Workshop on Deep Learning for Recommender Systems, Boston, 2016. 7-10

Wang R X, Fu B, Fu G, et al. Deep & cross network for ad click predictions. In: Proceedings of the 23rd ACM
SIGKDD International Conference on Knowledge Discovery and Data Mining, Halifax, 2017

Zhou G R, Zhu X Q, Song C R, et al. Deep interest network for click-through rate prediction. In: Proceedings of the
24th ACM SIGKDD International Conference on Knowledge Discovery and Data Mining, London, 2018. 1059-1068
Sun F, Liu J, Wu J, et al. BERT4Rec: sequential recommendation with bidirectional encoder representations from
transformer. In: Proceedings of the 28th ACM International Conference on Information and Knowledge Management,
Beijing, 2019. 1441-1450

Wang X, He X N, Wang M, et al. Neural graph collaborative filtering. In: Proceedings of the 42nd International
ACM SIGIR Conference on Research and Development in Information Retrieval, Paris, 2019. 165-174

Karydi E, Margaritis K. Parallel and distributed collaborative filtering: a survey. ACM Comput Surv, 2016, 49: 1-41
Kairouz P, McMahan H B, Avent B, et al. Advances and open problems in federated learning. Found Trends Mach
Learn, 2021, 14: 1-210

Cheng K W, Fan T, Jin Y L, et al. SecureBoost: a lossless federated learning framework. 2018. ArXiv:1901.08755
Wang S, Chang T H. Federated clustering via matrix factorization models: from model averaging to gradient sharing.
2020. ArXiv:2002.04930

He C Y, Balasubramanian K, Ceyani E, et al. FedGraphNN: a federated learning system and benchmark for graph
neural networks. 2021. ArXiv:2104.07145

Liu D B, Miller T A. Federated pretraining and fine tuning of BERT using clinical notes from multiple silos. 2020.
ArXiv:2002.08562

Wang Y J, Cui X L, Gao Z Q, et al. Fed-SCNN: a federated shallow-CNN recognition framework for distracted
driving. Secur Commun Netw, 2020, 2020: 6626471



FEEBE EERE H52%5 B 5

30
31
32
33

34
35

36

37

38

39
40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

Chen M Q, Mathews R, Ouyang T, et al. Federated learning of out-of-vocabulary words. 2019. ArXiv:1903.10635
Liu Y, Kang Y, Xing C P, et al. A secure federated transfer learning framework. IEEE Intell Syst, 2020, 35: 70-82
Sharma S, Xing C P, Liu Y, et al. Secure and efficient federated transfer learning. In: Proceedings of IEEE
International Conference on Big Data, Los Angeles, 2019. 25692576

Liu BY, Wang L J, Liu M. Lifelong federated reinforcement learning: a learning architecture for navigation in cloud
robotic systems. IEEE Robot Autom Lett, 2019, 4: 4555-4562

Chen F, Dong Z H, Li Z G, et al. Federated meta-learning for recommendation. 2018. ArXiv:1802.07876

Lin Y J, Ren P J, Chen Z M, et al. Meta matrix factorization for federated rating redictions. In: Proceedings of the
43rd International ACM SIGIR Conference on Research and Development in Information Retrieval, 2020. 981-990
LuS T, Zhang Y W, Wang Y L, et al. Learn electronic health records by fully decentralized federated learning. 2019.
ArXiv:1912.01792

Reisizadeh A, Mokhtari A, Hassani H, et al. FedPAQ: a communication-efficient federated learning method with
periodic averaging and quantization. 2019. ArXiv:1909.13014

Wang L P, Wang W, Li B. CMFL: mitigating communication overhead for federated learning. In: Proceedings of the
39th International Conference on Distributed Computing Systems, Dallas, 2019. 954-964

Goetz J, Malik K, Bui D, et al. Active federated learning. 2019. ArXiv:1909.12641

Cao T D, Truong-Huu T, Tran H D, et al. A federated learning framework for privacy-preserving and parallel training.
2020. ArXiv:2001.09782

YuH, LiuZ L, Liu Y, et al. A fairness-aware incentive scheme for federated learning. In: Proceedings of AAAI/ACM
Conference on Al, Ethics, and Society, New York, 2020. 393-399

Khan L U, Pandey S R, Tran N H, et al. Federated learning for edge networks: resource optimization and incentive
mechanism. IEEE Commun Mag, 2020, 58: 88-93

Kang J W, Xiong Z H, Niyato D, et al. Incentive design for efficient federated learning in mobile networks: a contract
theory approach. In: Proceedings of IEEE VTS Asia Pacific Wireless Communications Symposium, Singapore, 2019.
1-5

Zhao K, Xi W, Wang Z, et al. SMSS: secure member selection strategy in federated learning. IEEE Intell Syst, 2020,
35: 3749

Nishio T, Yonetani R. Client selection for federated learning with heterogeneous resources in mobile edge.
In: Proceedings of IEEE International Conference on Communications, Shanghai, 2019. 1-7

Wang Y W, Kantarci B. A novel reputation-aware client selection scheme for federated learning within mobile
environments. In: Proceedings of the 25th IEEE International Workshop on Computer Aided Modeling and Design
of Communication Links and Networks, Pisa, 2020. 1-6

Huang T S, Lin W W, Wu W T, et al. An efficiency-boosting client selection scheme for federated learning with
fairness guarantee. IEEE Trans Parallel Distrib Syst, 2020, 32: 1552-1564

Cho JY, Wang J Y, Joshi G. Client selection in federated learning: convergence analysis and power-of-choice selection
strategies. 2020. ArXiv:2010.01243

Paillier P. Public-key cryptosystems based on composite degree residuosity classes. In: Proceedings of the 17th
International Conference on Theory and Application of Cryptographic Techniques, Prague, 1999. 223-238

Craig G, Halevi S. Implementing gentry’s fully-homomorphic encryption scheme. In: Proceedings of the 30th Annual
International Conference on the Theory and Applications of Cryptographic Techniques, Tallinn, 2011. 129-148

Li T, Song L Q, Fragouli C. Federated recommendation system via differential privacy. In: Proceedings of IEEE
International Symposium on Information Theory, Los Angeles, 2020. 2592-2597

Li X G, Li H, Li F H, et al. A survey on differential privacy. J Cyber Secur, 2018, 3: 92-104 [é%{j"ﬁ, ZENE, AR AR,
& ENRAGRE. (FE2Z42 7, 2018, 3: 92-104]

Cormode G, Jha S, Kulkarni T, et al. Privacy at scale: local differential privacy in practice. In: Proceedings of
International Conference on Management of Data, Houston, 2018. 1655-1658

Evans D, Kolesnikov V, Rosulek M. A pragmatic introduction to secure multi-party computation. FNT Priv Secur,
2017, 2: 70-246

Duriakova E, Tragos E Z, Smyth B, et al. PDMFRec: a decentralised matrix factorisation with tunable user-centric

privacy. In: Proceedings of the 13th ACM Conference on Recommender Systems, Copenhagen, 2019. 457-461

737



b7

b

B JET IR ) IHERE R Gt Liid

58

59

60
61

62

63

64

65

66

67

68

69

70

71

72

73

74

75

76

77

78

79

738

Liu Y, Kang Y, Zhang X W, et al. A communication efficient vertical federated learning framework. 2019.
ArXiv:1912.11187

Wang Y S, Tong Y X, Shi D Y. Federated latent Dirichlet allocation: a local differential privacy based framework.
In: Proceedings of the 34th AAAI Conference on Artificial Intelligence, New York, 2020. 6283-6290

Wang Y S, Tong Y X, Shi D Y, et al. An efficient approach for cross-silo federated learning to rank. In: Proceedings
of the 37th IEEE International Conference on Data Engineerin, Chania, 2021. 1128-1139

Finn C, Abbeel P, Levine S. Model-agnostic meta-learning for fast adaptation of deep networks. In: Proceedings of
the 34th International Conference on Machine Learning, Sydney, 2017. 1126-1135

LiZ G, Zhou F W, Chen F, et al. Meta-SGD: learning to learn quickly for few shot learning. 2017. ArXiv:1707.09835
Xu J J, Du W L, Cheng R, et al. Ternary compression for communication-efficient federated learning. 2020.
ArXiv:2003.03564

Shi Y X, Tong Y X, Su Z Y, et al. Federated topic discovery: a semantic consistent approach. IEEE Intell Syst,
2020, 35: 96-103

Jiang D, Tong Y X, Song Y F, et al. Industrial federated topic modeling. ACM Trans Intell Syst Technol, 2021, 12:
1-22

Jiang J Y, Li C T, Lin S D. Towards a more reliable privacy-preserving recommender system. Inf Sci, 2019, 482:
248-265

Salakhutdinov R, Mnih A. Probabilistic matrix factorization. In: Proceedings of the 21st International Conference
on Neural Information Processing Systems, Vancouver, 2007. 1257-1264

Chen C C, Liu Z Q, Zhao P L, et al. Privacy preserving point-of-interest recommendation using decentralized matrix
factorization. In: Proceedings of the 32nd AAAI Conference on Artificial Intelligence, New Orleans, 2018. 257-264
Jamali M, Ester M. Trustwalker: a random walk model for combining trust-based and item-based recommendation.
In: Proceedings of the 15th ACM SIGKDD International Conference on Knowledge Discovery and Data Mining,
Paris, 2009. 397-406

Rendle S, Freudenthaler C, Gantner Z, et al. BPR: Bayesian personalized ranking from implicit feedback.
In: Proceedings of the 25th Conference on Uncertainty in Artificial Intelligence, Montreal, 2009. 452-461

Lin G Y, Liang F, Pan W K, et al. FedRec: federated recommendation with explicit feedback. IEEE Intell Syst,
2020, 36: 21-30

Hegediis I, Danner G, Jelasity M. Decentralized recommendation based on matrix factorization: a comparison of
gossip and federated learning. In: Proceedings of Machine Learning and Knowledge Discovery in Databases —
International Workshops of ECML PKDD, Wiirzburg, 2019. 317-332

Dolui K, Gyllensten I C, Lowet D, et al. Towards privacy-preserving mobile applications with federated learning:
the case of matrix factorization. In: Proceedings of the 17th Annual International Conference on Mobile Systems,
Applications, and Services, Seoul, 2019. 624-625

Ying S C. Shared MF: a privacy-preserving recommendation system. 2020. ArXiv:2008.07759

Anelli V W, Deldjoo Y, Noia T D, et al. How to put users in control of their data via federated pair-wise recommen-
dation. 2020. ArXiv:2008.07192

Tan B, Liu B, Zheng W V, et al. A federated recommender system for online services. In: Proceedings of the 14th
ACM Conference on Recommender Systems, 2020. 579-581

Hu H S, Dobbie G, Salcic Z, et al. A locality sensitive hashing based approach for federated recommender system.
In: Proceedings of the 20th IEEE/ACM International Symposium on Cluster, Cloud and Internet Computing, Mel-
bourne, 2020. 836-842

Wang X W, Yang H, Lim K. Privacy-preserving POI recommendation using nonnegative matrix factorization.
In: Proceedings of IEEE Symposium on Privacy-Aware Computing, Washington, 2018. 117-118

Flanagan A, Oyomno W, Grigorievskiy A, et al. Federated multi-view matrix factorization for personalized recom-
mendations. 2020. ArXiv:2004.04256

Qin J C, Liu B S. A novel privacy-preserved recommender system framework based on federated learning. 2020.
ArXiv:2011.05614

Duan S J, Zhang D Y, Wang Y B, et al. JointRec: a deep-learning-based joint cloud video recommendation framework
for mobile IoT. IEEE Int Thing J, 2020, 7: 1655-1666



FEEBE EERE H52%5 B 5

80

81

82

83

84

85

86

87

88

89

90

91

92
93

94

95

96

97

98

99
100

101

102

103

104

Niu CY, Wu F, Tang S J. Billion-scale federated learning on mobile clients: a submodel design with tunable privacy.
In: Proceedings of the 26th Annual International Conference on Mobile Computing and Networking, London, 2020

Muhammad K, Wang Q Q, O’Reilly-Morgan D, et,al. FedFast: going beyond average for faster training of federated
recommender systems. In: Proceedings of the 26th ACM SIGKDD International Conference on Knowledge Discovery
and Data Mining, 2020. 1234-1242

Huang M K, Li H, Bai B, et al. A federated multi-view deep learning framework for privacy-preserving recommen-
dations. 2020. ArXiv:2008.10808

Han J L, Ma Y, Mei Q Z, et al. DeepRec: on-device deep learning for privacy-preserving sequential recommendation
in mobile commerce. In: Proceedings of the 30th International Conference on World Wide Web, 2021. 900-911

Wu C H, Wu F Z, Cao Y, et al. FedGNN: federated graph neural network for privacy-preserving recommendation.
2021. ArXiv:2102.04925

Jalalirad A, Scavuzzo M, Capota C, et al. A simple and efficient federated recommender system. In: Proceedings of
the 6th IEEE/ACM International Conference on Big Data Computing, Auckland, 2019. 53-58

Zhao S, Bharati R, Borcea C, et al. Privacy-aware federated learning for page recommendation. In: Proceedings of
IEEE International Conference on Big Data, Atlanta, 2020. 1071-1080

Hu Y F, Koren Y, Volinsky C. Collaborative filtering for implicit feedback datasets. In: Proceedings of the 8th IEEE
International Conference on Data Mining, Pisa, 2008. 263272

Koren Y. Factorization meets the neighborhood: a multifaceted collaborative filtering model. In: Proceedings of the
14th ACM SIGKDD International Conference on Knowledge Discovery and Data Mining, Las Vegas, 2008. 426-434
McMahan H B, Ramage D, Talwar K, et al. Learning differentially private recurrent language models. In: Proceedings
of the 6th International Conference on Learning Representations, Vancouver, 2018

Acar A, Aksu H, Uluagac A S, et al. A survey on homomorphic encryption schemes: theory and implementation.
ACM Comput Surv, 2018, 51: 79

Bonawitz K, Ivanov V, Kreuter B, et al. Practical secure aggregation for privacy-preserving machine learning.
In: Proceedings of ACM SIGSAC Conference on Computer and Communications Security, Dallas, 2017. 1175-1191

Rendle S. Factorization machines with libFM. ACM Trans Intell Syst Technol, 2012, 3: 57

Qi LY, Zhang X Y, Dou W C, et al. A distributed locality-sensitive hashing-based approach for cloud service
recommendation from multi-source data. IEEE J Sel Areas Commun, 2017, 35: 2616-2624

Gao D S, Tan B, Ju C, et al. Privacy threats against federated matrix factorization. 2020. ArXiv:2007.01587

Basu C, Hirsh H, Cohen W W. Recommendation as classification: using social and content-based information in
recommendation. In: Proceedings of the 15th National Conference on Artificial Intelligence and the 10th Innovative
Applications of Artificial Intelligence Conference, Madison, 1998. 714-720

Erlingsson U7 Pihur V, Korolova A. RAPPOR: randomized aggregatable privacy-preserving ordinal response.
In: Proceedings of ACM SIGSAC Conference on Computer and Communications Security, Scottsdale, 2014. 1054—
1067

McMahan B, Moore E, Ramage D, et al. Communication-efficient learning of deep networks from decentralized data.
In: Proceedings of the 20th International Conference on Artificial Intelligence and Statistics, Fort Lauderdale, 2017.
1273-1282

Hidasi B, Karatzoglou A, Baltrunas L, et al. Session-based recommendations with recurrent neural networks.
In: Proceedings of the 4th International Conference on Learning Representations, San Juan, 2016

Nichol A, Achiam J, Schulman J. On first-order meta-learning algorithms. 2018. ArXiv:1803.02999

Kim J, Koo D, Kim Y, et al. Efficient privacy-preserving matrix factorization for recommendation via fully homo-
morphic encryption. ACM Trans Priv Secur, 2018, 21: 17

Wang J, Tang Q, Arriaga A, et al. Novel collaborative filtering recommender friendly to privacy protection.
In: Proceedings of the 28th International Joint Conference on Artificial Intelligence, Macao, 2019. 4809-4815

Soni K, Panchal G. Data security in recommendation system using homomorphic encryption. In: Proceedings of the
2nd Information Conference on Information and Communication Technology for Intelligent Systems, 2017. 308-313
Lyu Q Y, Ishimaki Y, Yamana H. Privacy-preserving recommendation for location-based services. In: Proceedings
of the 4th International Conference on Big Data Analytics, Suzhou, 2019. 98-105

Gao C, Huang C, Lin D S, et al. DPLCF": differentially private local collaborative filtering. In: Proceedings of the

739



b7

b

B JET IR ) IHERE R Gt Liid

105
106
107
108

109

110
111

112

113

114

115

116

117

118

119

120

121

122

123

124

125

740

43rd International ACM SIGIR Conference on Research and Development in Information Retrieval, 2020. 961-970
QiT, WuF Z, Wu C H, et al. Privacy-preserving news recommendation model training via federated learning. 2020.
ArXiv:2003.09592

Chen C C, Wu B Z, Fang W J, et al. Practical privacy preserving POI recommendation. 2020. ArXiv:2003.02834
Chen C C, Li L, Wu B Z, et al. Secure social recommendation based on secret sharing. 2020. ArXiv:2002.02088

Li D S, Chen C, Lv Q, et al. An algorithm for efficient privacy-preserving item-based collaborative filtering. Future
Gener Comput Syst, 2016, 55: 311-320

Stanojevic R, Nabeel M, Ting Y. Distributed cardinality estimation of set operations with differential privacy.
In: Proceedings of IEEE Symposium on Privacy-Aware Computing, Washington, 2017. 37-48

Yuan K, Ling Q, Yin W T. On the convergence of decentralized gradient descent. STAM J Optim, 2016, 26: 1835-1854
Kikuchi H, Kizawa H, Tada M. Privacy-preserving collaborative filtering schemes. In: Proceedings of the 4th Inter-
national Conference on Availability, Reliability and Security, Fukuoka, 2009. 911-916

Polat H, Du W L. Privacy-preserving collaborative filtering using randomized perturbation techniques. In: Proceed-
ings of the 3rd IEEE International Conference on Data Mining, Melbourne, 2003. 625-628

Kaur H, Kumar N, Obaidat M S. Multi-party secure collaborative filtering for recommendation generation.
In: Proceedings of IEEE Global Communications Conference, Waikoloa, 2019. 1-6

Data Security Law of the People’s Republic of China. Gazette of the Standing Committee of the National People’s
Congress of the People’s Republic of China, 2021, 5: 951-956 [’:F'i'é)\ B LN [ B 22 4y, AR N R JL AN [ 4= [
ANRREBRSHEZZ RSN, 2021, 5: 951-956]

Pan W K, Ming Z. Collaborative recommendation with multiclass preference context. IEEE Intell Syst, 2017, 32:
45-51

Lin Z H, Pan W K, Ming Z. FR-FMSS: federated recommendation via fake marks and secret sharing. In: Proceedings
of the 15th ACM Conference on Recommender Systems, Amsterdam, 2021. 668-673

Zeng Q S, Du Y Q, Huang K B, et al. Energy-efficient radio resource allocation for federated edge learning.
In: Proceedings of IEEE International Conference on Communications Workshops, Dublin, 2020. 1-6

Zhu Z D, Hong J Y, Zhou J Y. Data-free knowledge distillation for heterogeneous federated learning. In: Proceedings
of the 38th International Conference on Machine Learning, 2021. 12878-12889

Yang EY, Huang Y F, Liang F, et al. FCMF'": federated collective matrix factorization for heterogeneous collaborative
filtering. Knowl-Based Syst, 2021, 220: 106946

Minto L, Haller M, Haddadi H, et al. Stronger privacy for federated collaborative filtering with implicit feedback.
In: Proceedings of the 15th ACM Conference on Recommender Systems, Amsterdam, 2021. 342-350

Zhao L C, Wang Q, Zou Q, et al. Privacy-preserving collaborative deep learning with unreliable participants. IEEE
Trans Inform Forensic Secur, 2020, 15: 1486—-1500

Zhang F, Deng Z J, He Z M, et al. Detection of shilling attack in collaborative filtering recommender system by PCA
and data complexity. In: Proceedings of International Conference on Machine Learning and Cybernetics, Chengdu,
2018. 673-678

Chen C, Zhang J F, Tung A K H, et al. Robust federated recommendation system. 2020. ArXiv:2006.08259
Tolpegin V, Truex S, Gursoy M E, et al. Data poisoning attacks against federated learning systems. In: Proceedings
of the 25th European Symposium on Research in Computer Security, Guildford, 2020. 480-501

Fang M H, Cao X Y, Jia J Y, et al. Local model poisoning attacks to byzantine-robust federated learning.
In: Proceedings of the 29th USENIX Security Symposium, 2019



FEEBE EERE H52%5 B 5

Survey of recommender systems based on federated learning
Feng LIANG't, Enyue YANG!, Weike PAN'", Qiang YANG?" & Zhong MING'"

1. College of Computer Science and Software Engineering, Shenzhen University, Shenzhen 518060, China;

2. Department of Computer Science and Engineering, The Hong Kong University of Science and Technology,
Hong Kong 999077, China

* Corresponding author. E-mail: panweike@szu.edu.cn, qyang@cse.ust.hk, mingz@szu.edu.cn

1 Equal contribution

Abstract With the development of the Internet and mobile computing, people’s online behaviors have generated
increasing amounts of data. In order to select items that users may like from massive data, recommender systems
are indispensable. However, traditional recommendation algorithms need to collect user data to the server to build
the model, which will leak user privacy. Recently, Google has proposed a new learning paradigm called federated
learning for machine learning problems that require user data to be collected for modeling. The combination
of federated learning and recommender systems enables federated recommendation algorithms to always keep
user data in clients during the modeling process, so as to protect user privacy. In this study, the research works
on the combination of federated learning with recommendation algorithms are surveyed. Then, the research
development on federated recommendation algorithms is analyzed from three perspectives, namely, design of
architectures, federalization of models, and application of privacy-preserving technology. Finally, some research
directions and prospects for recommender systems based on federated learning are discussed.

Keywords recommender systems, federated learning, privacy protection, federated recommendation, collabo-
rative filtering
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