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SEBRe, ARMESR B — e A AR IR ST &, S5 4% vT REM Mok & Moy, 0 m] RE LR D S LE R Mk H A T
kSR FH RS AL, BRI E RS S BAFAE, T FER B KR 45 I 55 #s BT, 5 EESEAEA U iX
LERHE BEAT B A B OB AL, AL 22 3 BEFAHOR 001 VRS 22 - BEFA T e, BER AL A
FUEARRSI AN H CRIEEE, R4 P PUah 8 K 58 USSR G THTE 55, XA o0 2
(R ERAF AN P 75 LT {5 IR 55 2R ISR, A ELZE /0Bl At A 22 23 BaoRA v g P A B s K I B FA Ok
I, AR RIS 9 B e SION T S 2 M T 3 IR 45 AR v A T o 012131 TEi R P B AL
T8 52 B 57 30 2 A3 B HER E R VR 22, #02 TBOH P X HERE R I R BERRAIC, AT s e R4t
FESEBR A B R . G S48 FE P B RL DR 75 SRORIHEZEERA MR ZE R, O T 1 i i 75 AR L1 1) R

FENS R A AL 72 73 B AL HIHERS SR gt v, FRAA TSROy — TR B4, — J5 i tRsE 46 FH P B I
FACFR R, 57— 7 T AR Y 2 HE TR 45 SR AR Itk (13~150 . e 35 /IN 1) B RA T mT LA L P S A2 s 11
B FA ORI AR L, (H RNt 2 S BOEF AR VER . tk, A Pk fE SRR TR, X 3P4 FH P 1
BERA DR AP 75 SO R PR SRS oS H AR . B0 AN T A A 72 73 B AA BT FT BN H IR 55 2=
thoe P RBSAATIURE, HONBEAL R 3 BOAR R R BEAA TSR, 25 18 30 AR 1 Ak 22 43 B AL v F P B i 3
TEF P A b v 56 1, U] A8 P 0 mT AR B X B FA DR 1) 75 SRTE A iy e 57152 B8 LB AL T
SR, FEAATRENS T F P SRt — MR S8, I DLEDU b v B B oRL TR BB, R, i
FREB—Fh oy 1A By FH P 1236 2 A Ak 22 43 BORA B HE 7 8 49 PP gt 3 HR A A0 1) R A T B P R

AL FEAE ] 5 5% ds AW AZ HLR A AL 72 23 R AAHE SR R G, ander 355 B P s B d A R AL T
SIS A AR FHEE R AR, A R Ds /N B RAS SR IR A5 S il S e R 45 R, JRAT TR T
T8 52 1) B RA A5 R AR AT R R AE A 1k B A D9 P Wi, 20 B RA TR EBUE G P Wi 2 RO R .
FEOCH SRR ST AR I, 50 50 WA P 7 B R AR 4 IR 55 4. O T ORIP ER A, F P 1 e v B LR L
TR U, 1 F5 6 SR A6 BRI T M SRR BE Pl A T oA BTGRP P S AR LA RS HL R kAR
A Al TR BORA TG BB ) S B W 2, DA AR ) A TR B A B B R TR RO LB RATBIAZ
DR TR ALASE 7Y (16T 5 ) P B AL TOUSRE ) A V50 B ) REUBE AT R ASE, 2t A2 1Y) 2 >0 SR s 45 Bl FH P B PR AL
TREL B L7~101 RS = B TR 45 T

(1) ASCHE IRAET R A AL Z2 73 BEAL I HERE R Gt BLH 228 W T BB A 5 F P 1) e A TS A Ak
T 7] AT A

(2) $RH T BIEE B S (upper confidence bound, UCB) 20~221 112 =] SEmk FE B I P 42 5 IR 5% 3%
AEHHS R e B L RS AL TR, BT SN 25 S 31 17 7 0 AN [7) 5040 B0 B AN A 175 0

(3) DA LAY 4R SR G0N F 3 5O, 23 es T TR SR 7 Fe SUAE R RGN B HER R
W RARR T Ipik. R RS RS BT T — RAIMTRSEE, Wk 1 T HE R A T R B S T LA
A RARTHH R i

2 MExIfE

2.1 WEAMUESRILNEF RS

TR, BEEHER RGO, FFEAR TV 2R RGO P EOR IR A AL 22 53 [
FARIF T, Shen 48 23] B2t T —A> EpicRec HEAE, AZHESEH P A #4022 73 B FL BOR R F - X6 Tt
H i, EARTIIHEZE AR, By T H B 73 AR 3893, EpicRec I AR (385 5 B AN
FOBEURRE FE SR T P S A3 T2 i e AL P ). S5 95 A R a2 T RE 2 it P P 281 (i 4. Hua
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S A PR T — MRl SE R AN]SR S5 A I BR AL PR AE R 0 (matrix factorization, MF) HEFEFEAL Aih
TR A ] STBUE FH P PP 2B 5508 A Ak 22 2 B A GRGP . (B, F P IOV AT (R P 2 75 5 1%
T H ATV ) nr e 2 ER . B RERITE LR, P I H PR BRI VR 4T AR P R
JEAS 2 29 Shin %5 261 Mg At AL 22 50 B RA B N T 238 T BE MR AR R Ge vk, S T R RI Sy
F'E’Jv?éj\ﬁﬁﬁéj\ﬁjﬂ’mfﬁﬁﬁ%M%TFE’J?i/i WA EATEIR T — e A B R G h I P Az
BIRHEAMAZE S TBFARY. Asada 55 P70 2 H T —Fhfr BHEFAIAY, U FH P HE 2 15 1 IR 55 38 K
A B S FE G, JRE F BEA L RS R B AL. Chen %5 1281 g F b e 2 (L) AN BE AL RLATL
MBI P, AR5 2 ARYE P 3l e B A2 s sh A5 (0 7 BARAE, $2H 7 ik mT 8 F P A B 28 3047 N
PRALA AL 72 7 BRRL R, [ B A 2% 25 AR AT 1 B8 H B AN B R RIRAT . Kim 55 1290 AR HbAb 22 43 B
AN FH TR AR ) DS R R G rh, N P A g AR5 48 TR R P B R SR A AR Ak 22 4y B FA R
P BIRSCERIR TR A AL ZE oy BR AL S T HERE R G ik, #SRIA T B FA TN T R AL TR I
HEEM, 0T TR S SR R FE B AR HE R MR ¢ &R SR, ZEARATTI STk v F 3 45
0] Vi B R A TR LA Py EL A i

2.2 ENRFIPERLMEHRIMLZE

B AL RS 22 70 BR AL B Y v 1) — TR S B 5 4, B — Uy T 36 T P B B AL R R, 53— T
E&%%%i‘jﬁiﬂ)ﬁ%ﬁﬁﬁ‘]ﬂﬁﬁﬁ. XHERE RGN =, P Bl (0 m] R S HERE A HE R PE S DA R i

G FRAA TR TR A TRy SHEREER PE I OCH. BE a2 st 7 — it i B B HUE
E’Jﬁ/{? 130~32] Lee &5 130] B30 22 ML AR L T BRI Y 1 AP FEE SR AL 2 /0 e AR T i, TRy
575 FE BB T B S A A A o 6T P2 L 1 58 ) SR B IR R s ra 389 o, PRI e AE 9 B 4
FRURE AR 73 TE FERA U IR, FEURA TSt B A AR B I T B 0. X 458 (320 B0 MM i 25 980 7 o
FAAERIAL B RSALE R R, S 1 B Thlf fi i (Laplace) *JL%JEI’JQE[“—-"%M%TF‘??/%, FFPRH 7T
AR TSR A RE AL TR IE T 72, AT A ARV T e 7 6F Y P 2 0 22 SRR PE OS2I Jin 45 1331 5 i
BN AR AL ) LR T — A R AT IX P (BB ZE 2 BRAL) HIBRAL DRI ML, 52
T PR G R B B RS AT I T . Ye S B SR T b 2 22 23 BEAA B F P B B
TRAPHLAR, FEPEH T AT ah & D AR TS B B 53, %R Se v P AREE B oz B X U
T FEE 9 AN [ AR A B8 800 80 B AN R P B AL T

DU W UK 225 FE 2 rh O 22 73 B RA SR r (Y B RA TR 80 B IR, B0 L 5 el o i 55 4
S T AE A A 22 70 BERL AR v B8R ) B RA A Ak PR P o e R, IR R R T RALEREA P AR
o S Bi UA S7 v B L FERA UL R B, BRI, AR ST FE AE 396 A AR i A 72 70 B RA 47 2R b 35 B
FUk P RRAL TR U I T i,

3 FEER

3.1 AMLEDERFA

BRAFAE N AR, "R — DM BUEREE o E50 2 0 B F P BUREHE R 2 ik
5, MRS A0 BEAEAT A F S, R AT R 22 A AL AR R G5 B AL SRR 22 43 Ba AL 0T T A Uk
HllE B ORGP 2 3 T T {5 IR 55 ae AR e Y, EIERIE IR 95 & AN 2 B Btk % FH P RO BBt . AR, 58 4]
A IR SS AR AESEFR T U R—AMFAER. B, RGBS ATE IR T, &I ARHALZE 73 B (local
differential privacy, LDP) R{fR47 H P IFEFA. LDP e e M R,
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EX1 (AL BaFA (LDP)) 455 —MBENLEE A K& HE U Dom(A) M{EIR Ran(A), #
HiE A EAERPARYE XM X9 (X, X7 € Dom(A)) EEEAHRR N H 4558 X*(X* € Ran(A)) K
MEZ 2 N OISR, WAL A WE e ARHALZE T FRRL.

PrlA(X") = X*] < e x PrlA(XY) = X™].

—~

1)

MR E 1A, AL e AL 72 43 BAAA IR S5 W] ORAUFAT 2 P 2L 38030 1 i th 45 R R — e R FEAH
M, ANTTTARIE T HoAt N TCVAR 4 500 A R % H 5 R HI W R A AN 2 A A AR 22 3 BERL R A
AL P ST AE A O AR EHE BT P03, IR )5 PR RSN 5 O E Rk g ik 55 4%, kS5 ae e TR P
B A8 78 UM R AT 55, DRI IG a1 AN RT A3 IR 55 25 R BeRATHE 35

T SO FR) 2 19 2 AN b AY 222 3 B R (0 B L 05 75 5 AL R 2%, T SEE B P SRRt 1 DR 7
EOENEIE AR PLAIHLE]. 7T Nt T et 17 2 8RR NLH R AL BEAS R SE Y i F P U
B, BEYLm S ALE] (randomized response, RR) A& 48 i A3 HEAN AL, FL 3 2 T X8 & W ]
REBUE B E EAT P03, BRI =, B - BUEEdE « € {0,1}, HJ7 LR p 1530190805 8
N, LA 1—p BIBEERSER] 1 — . 7 CRUEBENLIE SIS 2 A AL 2 73 B A, BaFATE e T iEN
In(p/(1 = p)).

3.2 BEHES]

B2 2] (reinforcement learning, RL) A&MLESF I k2 —, EE T ARG B2
HHORR A PRI 05 2% ) AR R AR 1900, BLASR UL, U % o) 38 TR R AN R 8 IR, A RETAE A O
RZR I ZNAE, T 7R ARYE 2 AT PR R, AR SRl 27 ) SRR B3, X J5 2% 21 H 335
(R tt, BIERAFARRLAIWC RS (i) fH, R USe af (8 S o 4 iR A 2 S SRm, DASE R “5 27 1 fg Bl %
S AE 5 SLIE BN ALk ) I, AR DA 22 501k £ 7] RE 4 HRIS R m i as i sl AR R AT

SEAL S ST IR H AR R AR A BRI 8] A f KA RIS AE. fESRAG 2 SIAE S5, 32 ) F ik — Nk
3R BRI fe — B AE — BRI 8] S5 A REREOWLIN 1. A S 8 — PO T B I O e KAk P U
WAL UL, E AT 2157 ) F 35— DBl 2w KA S RIS W 3. BB oAl 2 SR 55 Th i 4 B
MR 2 B ALY (multiarmed bandit, MAB) 16, BART &, BOIGAE 2 B VUSRI R 7 E K
NEE E = {e1,ea,...,ex}, FAFHRFERBE—ARREH 2 KA U S . 5% 2] 1) B A& it 5 =)
RS IEERRE, (A REE N, A E O RiHIGEE. v TIRBIE R, %21 # FAEFIOE RS
I 8 8 HH A FESRAF U il o i PRI RR . W R ST 3 RN TE AN R R m IR A e, A B o B8 IE 48 v 3145
AT 2 A ey () R R BV AT AR, 2 o S AR R R 0 TS B ) R T A R WA R, (R AT AR G
ATAs T, 398 H A 2 Bl P IR AR S (R . JRATPE S ) B e 21 ¢ IR PRI EICN Yy, X
R ICAE e, Pl B EFH R G R SRS Y, 1770

Y; = argmax(E[u|Y; = €4]). (2)

e €E
X RT3 R R A R Uas, FEAERE— R FERR I, bR B R A i
R R SRR R AR E ), T84 2 S I P T A T DA B3 SR A A e
B, £ Ja— HIEHX - RE AR mAESEPR, AR el H 2 DA & AR A
BEMLF2E 0. DRI, 8 57— T 38 B AR B S A i K i e (O B . Xt 5l Y 1 2 B i
HUBERS b 5 T (K — N PhR: IR 5 <l 1R B39 RIFER BB, Ik CRALR, i
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x1 558X

Table 1 Notations

Notation Description
U, N The user set; the number of users
I, M The item set; the number of items
Un The nth user in the set U
vt ph The original data of the user uy; the perturbed data
el The privacy budget selected by the user u, in the t round of interaction
L; The privacy loss of the user u, in the ¢ round of interaction
Sfb The item set recommended to the user u,
ct The items selected by the user u, from the set Sf
Rfl The reward of the user u, in the ¢t round of interaction
ut The payoff of the user u,, in the t round of interaction
ﬂﬁm- The expected payoff of the arm e; for the user u, in the ¢ round of interaction
E, e; The set of arms; the ith arm in the set

B R NHA KRB R, 2 a3 HABSE B LUK BURT BE 2 1ok R s IO RRE . 7R S8
o I8 Y e, 5 i R N2 PR 2 2] S At R T — AL )

4 REEELE

AT 73 9 A B AA OR 57 HE R AR A 22 8 T T WU 73 A D7 TSRO AN SR Hh ) 2R S AR AT VE AR Y
. AEBLZ R, BRI AT B EEA S KA X, R 1 R,

4.1 [RFARIPHEFIREY

FREAEE N MM M ATE KR RS, N MRS U = {u,ug, .. un}y, M
AT HKESICN T = {i iz, .. in ). BT w, TEMRFGEEPAFHETER, TR HEEHE 4 RS
. BN, R R G, P SR RAL RIS IR 55 4%, UABEIRSS &% 1 i P 1) 80 i B HE
e, AP A B O A B, DUME AR SS 48R B R L AL E . A SO AP R Hdle 20 ik 55
e A BHERR S R RO P S IR S A5 00— 58 <1 HP w, AR5 ¢ FASEIN RIE LS 55 25
RIBHEIC N of. BT of PAREEE M BUREE, B of, KIBGHET IS5 4T e itk
FIBEAL. DI, w, FERF of, BORLEIRSS 8200, TR L € -LDP FRENLEE A X of, #EATHE), 2
e, R E MRS FATIU. PLEhai R A(v]) & EEHEE, IR 5 o, FRIMEIAN Qo .
PP RE S IR 55 E (B, 008 pf, T DABREOAXS BENLAZ B A(v]) BEAT — SRR B AOFEAR.

AR A A0 72 73 B AL R A2 3L, PUah e RIBO A mT REIE 5 0% T IR a6 Budla 105 2. IRt F Yy
pl, PG IR AL R SR BRI, AR L RN T Bl RO B, Bl sh e fE
R, Pesh e 2l pf, 5EGGEERE of, FZEBHUEK, pf, A& IBURE BBt B, ;P u,
AULH pf, 5 of, Z IR R AR K LY. BATE X

Lfn = floss(dloss(vprfn))v (3)
Forh ) dioss (01, pt) LR pt 5 ol ZIAZZERHRREL, ZZRRHK, dioss(0), p!) TEHFHOR, BREL fioss BE
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[ Original data v/ ]
User u, i Server side
Set the privacy budget €/ J i

)
Use €-LDP mechanism to perturb
the original data: vi—p
th .
Quetty N l Recommend items S*
relational table . "
[ Compute the privacy loss L! ] usmg p,;
Return the l
relational table [ Compute the reward R! ]/

A 4
--- Update the Compute the payoff u: ]

nal table Round ¢
[ Original data v 1 ]

Privacy budget-payoff
relational table Set privacy budget €

v

[ Vit -y )\ Recommend items S
l / using Py
Round #+1
v

B 1 (MEREE) R RIFHEFRE

Figure 1 (Color online) Privacy preserving recommendation model

dioss (vh, ph,) BLIRERIR. TR 6 17, RATSEGRE MR AT RE H dioss(vh, ph) AT floss FIEAMTE .
BT pl ~ Qe FTEL LL IR —A5 €, SRR 1.
M55 2R pt, J5, FIHZERHERE L NP w, AT RREGERITH % S8, H u, 123
St Ja, IWHIEREH B IR BB I HES oL, FATRR O A IEIN A REERELE. TTULHSES S
A AHEIEN LG dace (SE, CF) R IR S5 38 MHEREERI 2, o dacc (S, CL) = |SENCY|/|SE . X H
AR IR, P IR EEE pf, MR B of, IRSSEET pf, Z0 b R A,
NF PR R A R R . FRATTH RS 248 I HEER HER P E R BT R P w,, TE— 50 H 3R
PR, HEAFHERf Ve R, P SRR R et . RY, RN w,, TE58 ¢ B4 F R IR1F 1R
B, R WiE Sy R
R}, = freward(dace(Sy; C1,)), (4)

ﬁ\:qj, @ﬁ Sreward Bjﬁ dacc(Sfl,Cfl) %iﬁﬂﬁi Eﬂﬂ:‘ﬁﬁ%%ﬁ%ﬂl pfn y\jﬂ%)ﬂ Up j:/%{;l\:ﬁf?’ H p;‘,l N Qe;,
b R R ANG € AR RS, B, P u, SR SRS T ¢ BT, P A
B A AR RIS ., BT RN

pm = Joayot (L, By,).- ()

X BB foayorr i 202 LU RN (1) 4558 RE, WAk pf, BEAE LY BIREINTECD; (2) 4
€ LE, Wead pf, BEE R BISEINTIGIN. dT LE A RL 7R €, B REIR R 0 A, AL
i pf, WA e, FRIIARFMBER A LR FFRAEE WA 1 Fos.
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PP BT SRR 55 A A7 I, e H AR i KRR LR it BT RATUER], 7w, 755 ¢ 25
552522 HoH, SR IR RO EAE of SR E ¢ -LDP MIBRAACRY, X ERAATIEL €, Wfikhn, Bz
SR R . AT, e, A0, BRI BRAL DRI RE OB . BT AR o BEEN DN, SR
RIS R, pl, 5 of, BIZERRRE K, TR 55 8 0 HET RO HER . of, BB KR, Na T
R P A BRI K. A ST I w, ANTERE R SS 0E T OHERZ S0, AN T BT H Ry
5w, MBI, P Ik B E R TS o, (HUE, M atEd 5 055 & 0 2 g Big
SRR €

4.2 ZBERENRE

A1 NN BRIFSAL ORI HERAAR R rh P A AR SRR 55 A HEAF I, 75 2 L B R T B A AR Rk
P RS B AT Pezh, seit, P il —A> Ik 5 R kR prE IR, Z4EFH
AT AR v B AL TR (U, 38 PRI A iy kb s I aa IO B RL TUARE; Bl iR, 4R 25
R RE 2 R B Yl A AR IR, it A S SRS B IT R 5 <l B i RUE O A4
DV RELIRDRE. 12ROk, FRATVEE A 20 an s A SRR AR AR sQA O I REL IR, T, £E56 ¢ B2
W5 BB, MRS B £ {eile; = i/K.i = 1,... K} HIEFE—ME o; AR o R0
FEHLARTE, KERENUE e € B BB —DRE. R u, &5 e FNEAELE ¢ R
AT, WAL AL e;-LDP AOBIESNSIHLE] X Sod of, BEAT SN, B 2Ns0 )5 18R pf, B2 M55
e BERF P w, AR (3) TR RSAAR. IR B MR 55 2R (3R T H 48 SE Ja, T w, FIRIERS S)
A (4) THEUEREHERE AR, BDRTAIA S (5) THERAESS ¢ ARSI uf. A 4.1 TR
AL I wy WFAEEE e; € B JRFTPAMIGE of, & DEEHAE, RN 15 e ARKIRAM
HA Pey, M wy EFERRE e; SRAFHII RN

= [ P, (©)

BT u, SOTBER DA P, () BISERAIR, 752N — 5 5 Hems 25 35 B F P b 35600 1
645 o ATmEAIRE], &M v, EEFREEN, ARSI AR L &8 %, A
P4 RS TR R 8 B KPR e, FUP I = awgman 1) IR FRRIR, MILATE B L%
W REES ¢, T DERTIR HAR PR B U AT A5 THROVERA IR, AT TR O LA I =T
I — iR AL Al )

FE LR R R RRAL 7 5 IR 55 A8 A L) HARZAEA IR LA e KA RIS 2 {er,, en,
covery } R w, SSRGS ERAE T RE5C TN 2 2] SO I8 H ORRE 751, U (T) 9 T B8 B a3k
A Rt HatE 7208

Un(T) = ZM;JU (7)
t=1

Forb ol AP, AR5 ¢ B SRS AL EPIERRE o, PR RSO E. S RS54
() T R s B, A8 2] SRS L PR AR e B UL AL B A, BN max U, (T).

5 IFIJKREE

55 4 TSR RN BCBCRE AL P A T AR 55 4 i 0 P (A2 SR AN AN I H IR SR 1, AT
B S LR AL U B B A AR INAER . — bl AT A7 A8 BT E B M AT D9 Skms, (8 RRAL T A 5 R 55 2
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IEAAZ TR R o, ARYEAT 9 SRS AN BT B R R RO B, (2 Rt i s B sk, A5 5]
AN TETEMEEEF (UCB) R0~22 {2 3] SEm R B I A e AA TS A ARAG VB R R, R, AT
St TR UCB SR LU N - B SRR B AN R s O

5.1 ETEFEELRESIRE

B4 VRBEE S F P u, R t S5 IRS A EN, FEMNES B REHF A RERES
€. WNTIERE e; € B, A7 u, FIHHET ¢ — 1 38 B AR PR 1E GURAG 1T e 7R3 ¢ 3058 B A 1)
Biak, R EW SRR e MBS . EREHARES, BRIERCY TFK?. SR, 2
TIUA W5 A3 21 0 I B YS25 T e 2 AN HERA, N\ﬁ'ﬁﬁﬁm‘%t/\%ﬁ BRI RS A T A IE A E M, BT
PL R PR LA

BT EER EA (UCB) B ST SRS 2 S TR AL 1) R o S5 iR PR Ul 1) . UCB
TR A AR R A B O R I, [ B 8 FE RN e R 1 T B A 2 AT A BRI A 4 %'%EI’JTE%%T

AR, fEH w, SRS T #2H, UCB SRR e; 0 ME: Noi A i N

i%T T BAH e PIEPEIVIREL, fin RRIERE e; P=EUGE IO-PIME. BATAT LK 72, 4 %1’%‘%%
e; PIIASEUSC 2 (UG T, TR N, B R R i A T AR e . TEF P w,, 26 ¢ SR 5 IRSS 2R IIAE H A,
FIF UCB SRMEBEREE T hr ) Bk oy

I = 2rgmax (ﬁn,i +a ;Vr; i) : (8)
Ho, 1, BRI TR, fin + a\/F S o THIBE T, UCB S0 ) FHF 7 A
FE BRSBTS 1, REIRIRIE e; WORTRET, N, EHEK, ANH et mT e BRI, it
FRRIEFE e; DAMOHADTRE R, 201 L0 ¢ 3K, T N, BB, FTUASEER N 7. MELL
VIR, B BARA T R R ik B T 2RI E PHE B AR B, K UCB TRES
I FH T BT R A (R PR A R N B2 1 BT s,

Algorithm 1 UCB learning policy

Input: o € Rt.

1: fort =1 to K do

2: Choose arm I3 = t;
Nnt=1;
Use Egs. (3)~(5) to compute L!,, R!, and pul;
fin,t = ph;

end for

fort=K+1toT do

Choose arm I = argmax;_; o g |fin,i + @ Nn,i};
Nn,It = Nn,It +1
Use Egs. (3)~(5) to compute Lf,, R%, and ul;

~_ fna XN, —D)+ul,
11: Pt = =N 1

12: end for

© X DT

-
e

5.2 EEBIEBURERF IR

5.1 /N, Y w, M UCB SEBSIEFEER ¢ oS LA BRI €, MHUE, o KRN RE TH
JUEEE o, KIPRSHERZ. JR1, UCB SRIESEE o I, (5 R TR0 8 10 FUPIU s Al ot At o i) AN
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SEVE, R EIRIGEE of, FBURRERE. SLhrh, P T A R Bt B BURRE BEAEAEAN R, HAE A
X FERA IR SRR FEABAN TR, o, FH 6T B SR kA4 A 5 S5 BRI, X T B8 A5
S p BURK L B AR T A4 AR v B BBURR Y, IR AR AR (A 22 W] e il 7 B K R R
AT, FEXE T AT A RIBIR LI AR IS LB, ™ 50 A B Do SRR P2 S vy 0 s i 3 S 0t R B R R
I, WHUR N HAEFE N e, BHUE. AN RE T O B FBUERERE, 2t T UCB . T i
PRI 4G JE ) UCB SR,

P uy RIS ASHELER, FRBHHE of, BARSSEE, B, A w, TR of, BUREERE
@ € [0,1], IR wp XEHE of, WA EMEL. o, K, For of, KSR, T, )7 u,
MM JER) UCB SRS B kst — N EE of, WIES o, e, MEFFTELT:

Int
I; = argmax | fip; + = + Bw; |, (9)
i=1,2,....K Nn,i

Horp, w; 75 RE R O I BURAR L R, D9 R R R I (OB B w; TS0

10— et)K] =il

i =1—
v K

(10)

H ERATUE L, EREES E2 {ele; =i/K,i=1,..., K} 1, BEE TR i (08K, 88 e 10
(R, KRR w; BIUEHE RIS, 24 ¢ = [(1 - ob) K] B, B w, k. BTG i, %
TRBUREE of, K, 8 B o B B KU B RUE TR A e i = LU0 SN, It itk 5
P A B MERE AR T o IR AN, d T ERATRIBIR choin O T X S UL B 1%
TEVHSER AR SR, Ho SR SR AU 5 P ke, BV 1 A T UK ISR, 7682 BRI, Fa
FBURRLERDZH 8. FToL, BA TR AR (3) Ry

Lf«b = SD; X floss(dloss(vthpfz))' (11)

kA ) UCB SIS I PRARE R IS 2 Fror, BATR st 1) UCB SR Y i SM-UCB.

Algorithm 2 SM-UCB learning policy
Input: a € Rt, 0 €0,1].
1: for t =1 to K do

2: Choose arm [I; = t;

3: Nnit =1;

4: Use original data v, to compute data sensitivity ¢?,;

5:  Use Egs. (11), (4), and (5) to compute Lf,, RL, and ul;;

6: fin,t = fih;

7: end for

8: fort=K+1toT do

9:  Choose arm Iy = argmax;—q o . K [fin,i + o % + Bw;];

10: Nn,It = Nnylt + 1;
11:  Use Egs. (11), (4), and (5) to compute L!,, R!, and put;

fin,t X (Nyy 1, —1)+pb,
b

12: fn,t = N
n, It

13: end for
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T WA AL ZE T AL ROHERE RGEH R A TR R B B

6 NAH=ZEG

AT A BRI HERE S R Se ) R REHERE AR B HERE, R LA Ui B BT SCR AR Y, 573 %)
FEMANMERES SR 45 P Sl AP L IR P die s 9 T 35075 72

6.1 EFHEFTR

FH T A SO 9 1 B ASU7E T A fe) 0 P 22 8 D TR AT LASE 2R 365 B P P 3 3 ) ] o Kb R T W2 AR BRURA Tl
SHUE, FrLAN T8, AN T 2800 i F s HEE B AR PR i AR I 2 T A I HERE A AL BT
= FHF‘&%EE 1 SR AL K HERE IR S5 2%, IS5 we iR 4 F S I SR R AR AE (9 . PSR A, IR

o IR R RN Y 2R TR S THR AT R R (R ARACLRE, S P HERE 5% BRI 2 AR A
E’J HL5.

R NHEEERG S, XN TAEEH u,, ERBRS 2 NHIETE B St G, u, EFZ
TWE LB, WRIEFEWE, WA u, X S B, AR of, RN u, &
TE R S WE: of =1, B0 ot = 0. WRAP w, WE THE S, WX E 2R T BUsiE
FE ot

P w, BB GRS R HEER, N TS 2N RHETE, P w, KA SE IR
Oyt RS A, MENRSS A T2 P B4 8 TR w, BIBEFA, w, B 5EEA A FH AL
FIFLEIRT ot AT R €, -LDP [EdRIs), BEEERIWEITN p!, € {0,1}, H, BBATUE 1
BUAEFIHZE 5.2 AR RIEAE]. B u, ¥ pf, RIEZRSHS, MEIHHEKE o, hRS 4
Frar KRRk L, tFE 7R

Ly, =y, X ¢}, (12)

FE R 55 fsiim, BATTE SEK 55 S WSe A5 BIMAE B IS LR 4, A0 i HOMIBLURACDY Sim(m, 2). Xt
TR wn, S5 AARYE v, RIEILRET pl,, N, HERILATBEEOGEA AR, 101E S 45 pf, =1, IR
Gt~ A58 ShH

St = argmax(Sim(m, 7t(S%))), (13)
im€l
Horp, m(S)) Ronrist S) RS T IR, 45 pf, = 0, IRSTABENLAEEEER G T ik —#E i
SN SEFL WA, IS as kR R ST RORG T w. FPY w, FENRE) S 5, BB G IE
Syt FWE, yptt =1, B0yt = 0. WU w, THRERIGHRIM R),:

R, =y, (14)

2k, H w, BT S5IREAIIE ¢ B8, e IHE A L T ARSI wl, THE TR
I

t v xR} — L,
Mo S+1 +1, (15)

Hrt, vy € [0, +oo) N PHTSHL, TR IR T A BURAHEL AR A UL, ~ 80, RoR
S 2t 0 B RL 8 2 PR FRURRRE 58 B ey, R RS i v - OR3P AL A 3K JE 800 1 208 1 ORIETH
FARRNPGEEANT 0, BT — U S aE N AR 2n 1, BT EAAS S BUAAN (R B8 8 7 A iz K/
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6.2 UEHEFEHS

7 B A AR ) — T E R, AT T A ] B ) 7 B A 3 55 U W P4 R a7
TR BHEFE . R 1T, TA VA HA N A ERIR I 5% PL 7%, &7 m 9 P AL
BB PR A A AN T X B BEFAR . Andrés 45 B9 B ER T HEBROR AT X 0P HOME S, X —
M AR RRAE A B 22 3 BeoRL . MU R AT X P A 5 LR

ENX2 (HHEEATX M (geo-indistinguishability)) 25 EBEHLE R A AN XK X, 5L
A FEAEREWAMIE S XM XI (X', X7 € X) FRBMEERRBER 2 € Z BB 2 LT A%,
MIRRELIE A W e HIBEANTTIX 431

PrlA(X?) = 2] < e“X"X) % PrlA(XY) = 2]. (16)

BIRTE S T BENLAE A R HEEANTT X PRI SR A, K2 A MR S5 4 i A% 2 o
PAT, WEE A WA MM BEANTT X (A B 22 73 R AL). At BEAN AT X 70 5 AR Ak 22 7
BERA R 2 SCRALL, 82 368 3 42 )y 4 45 SR AR AULE SR S BT P Bl B AL DR S. ANRLAE T, FEA
WAL Z D BRAA, d(XF, X7) = 1 RosBUgddls X° 1 X7 Z A (Hamming) B0 1 (R, AHAR
B P, TEA R AT X 0 M rp ) d(X0, X7) AT s X R X9 2 ) A RR R B

Andrés 55 B[R 7 — P 2 SBT3k A BB 3 77 (PL J77%), 207 iE K R
ARFR P BT AV E AN B S B o, REIBE AL E 2 2T RS E o RO
ARBRIE . DA RO AT R s R A B S HSEAL B o Z R o

e () ) "

Horf, W_y & Lambert W B3 (—1 4330). 285, &7 vEF X [E] [0, 2m) FPREHLIEEH KA 0. Ha,
FRNBNEHIALE A 2 BIALFR N

z=ux+ (rcosf,rsinf). (18)

TR, BAV IR AT SO SRS N A B HERE T A9, s AR, T w, AR
A EAF B B L AEAL B 1 km LN IR, w,, 75 EAR S ATALE 45 IR S5 4% 1M w, HHTELEA of,
N T RIALERSAL, P w, EAMA PL JHENALE of, BEATHAL e - X mian, 15
BB EHICLE A pl,, BRATUR €, MHUERINEE 5.2 N5 H B2 ST SRR AT 2. A, w, A24R0AL
B ol TP BURRRRE of . TP w, BB G I E pl, ROERIRSS &, e THERIE pl, SRS 4T
HRMIBEFAIRR LY, AT PG [ 2L E A pf, 5P BSeAL B A of, AOBE BT & A - A B AL 40
K, L, BT S0

t
t _ Spn
In = Zaer oy (19)

Hoob, d(ol,pt) R of, A pl 2 IAIORRGRBE B, 7RSS 20, R4S SRR IR SN HO R B oL,
wp HEFE SO0 ol BEES 3 ke DA ROHE A8, S0 ST, T w, URE] ST, HRRSEA SL R UMY
SRS A o, 2 MBS, SRR A BERIOEE A O (R e I A S
FLPH A HERESRAT HOIR R:

St N CL|
Rt _ | n n . 20
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I, I wy SERRT SRS ARIVE ¢ RS, R THESS ¢ RS AR IR IR

tZVXRZ_L;

H, o +1, (21)

b,y € [0, +o00), FTUR 19 3RAT AR 28 X0 T B AA45E SR R 757 1 T ) SRR P2

7 {hESE

AT B E T, K UCB SRS N A T3l R A ML Z2 70 B AL A E R G b BB A T I 132 & 1)
B, FIREE T SM-UCB #RB& DLid B FH - 2 BUSFE S AN R SO, O 7 P UCB #1 SM-UCB 5
WS A 25, FRATIAE ) st SR AR T — RV B SEES. AR B e/ AL ih A RS, R e
LI TS, WA RSB E T S50 45 R TR L, B 51 AR LK 5ERE 43 7] 5 UCB
1 SM-UCB B HEAT X e, PAZSAE UCB A1 SM-UCB SRS i m] 474

7.1 LK E
7.1.1 HIEE

AN 43 R B St AR P AN B 5L MovieLens) Fl Gowalla?) 347 (7 FL 5L

MovieLens R4 &K E 71567 AL % 10681 #8 IR CTE. N T I/ BEE# g ok
(1 FA T s ), AT & DR I 20 SRS, FIZ A 50 A WA IR, ik S I
IR 69977 A7 X 2033 FHEMIIPE S, HRAIBERE = R GE R, B
S P EE s TR T IR IE 5 o SRS TR 5, T AR PR AR B R 5 BT RACR T TR, FRATT B S Y
FAMAER 500 R, HWEBEPZAMT 1200 H0H 4, RIS P REYLIHE 20 A7
FH P AE IR AR SR VP 27 2] SRS I8R5 FH 4R 69957 AL % 2033 HHLSEAIVE o id sk h B
R 1AV AR SLARABURE .

Gowalla RN SR E 196586 L7 /7 %F 1280969 4~ POT P2 24E 1) 6442892 AT RHdE. A1
BT 10 AATRidsok T 1800 WK, K5 HEU 10 AL AT Rid SEE AR TR 4E. Mz
Ja T RIC B E 10 S H P 16608 4~ POT 4T Rid3¢.

7.1.2 SCIGHIE

AN MovieLens B4E R KAIE 5.1 NPT RCR. £/ SRS AR5 1 fesc B,
I BENL R AR & ik % — #8585, TR P Xz I S E AT o). RIS IR ST AR HERE
IR S, Ja, RIEIZH P I SEMEAT A v, HEHERAREN, P e S IR S5 4R 0 h — RS R, FX
yy, BEATHEEN, DAEARIA. seier, BATBLE AL 5 M55 4% 152 A H0CN 20000 4.

ANTER] Gowalla R GEI0IE 5.2 /N HTHRAER FACR. LI B B &R 5 IR 55 a5 22 H,
MAZH P HIT KAk P BEALE I — 2l 3¢, sk P AL B IR RIE 4 55 &5, TS 19 2 IR 55 #HE

1) http://grouplens.org/datasets/movielens.
2) https://snap.stanford.edu/data/loc-gowalla.html.

1492



HEB FERE B 528 8

7.1.3 BHIKE

(1) AR T. 8 4.2 ANFPRE], F P 5 R4 55 TG B AT RAEA IS BN kAL it
W28 U, (T), A/NRI T B I8 5P IR 4008 9 2, 30 T = 20000,

(2) MURURALRE ot AT DL SM-UCB 2 31 M, 255, 75309 1 P B 6 2 R . %
R R FA TR R R, A T R SR, i FATRF Y i, LA R AR 533 7
FIBEHLEL @ € [0.3,0.8], on Fm P HORL T PURE L. 25 R0 IR — I P A ) e ) AR A A
7, F w, 7EN o, FEREGURELRE of I, BERLP AR IEA S N (u0) FIBEHLEL 5L, o
b= om0 = 1/20. BT ot WIBUERIZE 0 8 1 2071, TA TR /s B o, FHUE:

0, ifg@l <o,
oL =31, i@l >1, (22)
@t others.

(3) ZH 5 MK E. SM-UCB &+, S350 5 ¥ 650 BUSFLEE R T B R B s /1, g ok,
FORTERPRPR IS, 2 2% FE B BUBFE FE 52 . B AT19 IAE MovieLens Al Gollowa $#i 45 b #k4T
T—HAF g BUARIXS EL S, SEIR s R H, B = 1072 B, SM-UCB 5B 1 3 I i 47

(4) 8~ WE. 1258 6 TSI s, S8+ PTUSC RS XS T BaRA T 2 M HE T A A 1 110 SOk
FREE, v AEREIN, BRRAR R XTI S IS . R T 4R BB AR, FATT7ITE MovieLens 1 Gollowa
i EXF UCB F1 SM-UCB SEBS AT T —2H AR  BUERIXS LL 25, 245 8% BH: MovieLens #(#&
£y =1 MREME; £ Gollowa L b, XT UCB HH& v = 1 R EAE, X T SM-UCB B
v = 0.5 R mAE.

(5) FEEANBORLE. WCRBEMH S NES B2 {ejle; =i/K,i=1,..., K} TiEBUETATIE, /£
NH AR, %E K =10, Il E={0.1,0.2,0.3,...,1}.

7.2 SLIGZER
7.2.1 2 o BN

f£ UCB Ml SM-UCB #HB&H, S o FHIHEWE G TH B X 8] 58 2, B 5mE 7 ) 5.
WS A RE. Nk, AT AE MovieLens A1 Gollowa #HE4&E L T T —4H sz, YIRS E o W0
fil520 UCB Al SM-UCB RB&HITERE. X F UCB KM, £ MovieLens ##fi4E b, BATIE o <
{0.01,0.02,0.04,0.08,0.1,0.15,0.2,0.25,0.3,0.4, ..., 2}, 7E Gollowa £#E4E I, EHL o € {0.01,0.02,0.04,
0.06,0.08,0.1,0.2,...,2}, 73 Al HAEANEN o FHPUET, rAEHPESRS ST T REH G
R BIGRERISME U(T) = LN UL(T). sEREERmE 2 Pis, EHALUEH, 7€ Movie-
Lens 4 F, o B 0.3 BB &M, £ Gollowa HHEE L, o B 0.05 BT RUCREE. N T 08
MR b o BAERUEZ R RR R, AT M T — A28, SLiR T P SRS ST T 20
ZH, T PR A B B ek NS e € 0.1,0.5,1, tFHEBTA M A ERRAZ B A=A
FOPWGER P IME ot = Spb, SRIRERWE 3 P, @ s gi R el LUK, £ MovieLens %1
P b, B iEBFREE o, TARIANUE M BENLIER S, TAE Gollowa HUHEEE b, 15 RIAYK &1
AR R E, X2 T BRI HE R FOE I 2 R i S 808, BIAE Gollowa ##E4&E E, AR
B R R RE A A A B I EE R A Al T, SR, XFT SM-UCB 3%, /£ Movie-
Lens 34 F, %0 o € {0.01,0.05,0.1,0.15,0.2,0.25,...,0.8,1,1.2}, 7€ Gollowa ##E4E F,
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2550 T
1940
@ ® * ¥ x
* * % * *
* ¥ * * *
2500 * * ] *
* 1900 | *x o,
S * *
> * * X % s *
450f  * 1S P r,
* 1860 | .l
*
2400% *
1820 ¥
NI IR O S O ¢ © D6 @ N
NN N N N S A PO NGNS
a o

2 (MLEARRE) UCB REEHSH o ITAFRRITINENFMm
Figure 2 (Color online) The influence of the parameter o in the UCB policy on total user payoffs. (a) MovieLens;
(b) Gollowa

1.16 +

1.14

1.08 |

1.06

3 (MEMFE) MovieLens ##E&ES Gollowa HiIEEARA PR SWEHREM EALER
Figure 3 (Color online) A comparison of MovieLens and Goldowa on the stability of user single-step payoff.
(a) MovieLens; (b) Gollowa

a € {0.02,0.04,0.06,...,0.28,0.3,0.35,0.4,0.45,0.5}, A HENFE o WBIE R UT). LIRS,
Rl 4 frox, BFar LA H, 5T SM-UCB 3EBS, o BJHUEDT S8 THCas 52 m AN B R, (A m]
PLA HE MovieLens £#54E I, o HX 0.3 BFRCR S AE; 7E Gollowa £¥4E L, o B 0.1 BF &R HAE.
2 fl 4 HATLUE H, 4 Frh AR 2T G BRI S, HAMRA —MNEE, T8 Bt )
WEAE R, RN o MEAERUE, SR P PR 5 SR8 SifE»E Er .

7.2.2 A[ERIEAIELER

S 5 i, AT H T PR 3150 UCB F1 SM-UCB $5B&. A T 38 1IF 42 H S me i 25k,
1A A T AR T B SRS 28 1 FRSRBSFRON FixHalf, B PURZOBBRAA TS B BN 0.5; 25 2 Ff
FWEFRAN Random, R P ERRNES B FRENLIEE — B ARAE K EUE. BT UCB #
SM-UCB 50 2% [& 1375t AN A, v B o 1977 U AN ], e BAFRAT 143 5018 UCB A SM-UCB 5 FixHalf
1 Random #HATXTEE. 7 FixHalf F1 Random TRE&S UCB SREEHIXT L5256+, FixHalf 1 Random 7E
SRR E SR EES UCB SISAIFEL T Mg 3 L2, FRATEENLER T 3 AN
F 5 FRAN P, TR P 5 IRSS 8558 H 20000 )5 I RiHIREE U, (T). B 5 33878 T MovieLens
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3330 '
(a) (b)
1210+
3320
*
* K ¥ g 1195 + % **
3310 * ¥ * * *
o * ¥ S A A
> * * % > 11804 * * p
3300 L * 7
E
100t * 1165 +
NN YO DX O LN S® N ”50'» NX S DX B
QT 7 7 07 7 7 o RS RN N N T N NN NS NENS
a a

4 (MEERFE) SM-UCB REFESH o WHAFPRITNEFNT
Figure 4 (Color online) The influence of the parameter « in the SM-UCB policy on the total user payoffs. (a) MovieLens;
(b) Gollowa

(a) (b)
28007 1 3000} mmucs
I UCB [ Random
[ Random [FixHalf
] [FixHalf
2550 [ T 2400 L
S S
) S)
2300 H 1 1800 F H
2050 l.,_l 1200
User 1 User 2 User3 User 1 User 2 User 3

5 (MhR#[E) UCB, Random 1 FixHalf REGHIF RISzt L

Figure 5 (Color online) A comparison of UCB policy, Random policy, and FixHalf policy in terms of the total user
payoffs. (a) MovieLens; (b) Gollowa

1 Gollowa FHEE TN HISLIRLE R, 45 R E/R UCB HIEH Rt 2 B 5 =T FixHalf 1 Random 7§
W&, WEH] T UCB SEU& (45 RPE. S50, 7E FixHalf 1 Random 0% 5 SM-UCB B fr1%] Eb Sz i
FixHalf l Random 7EZ 0 E \ B W BURFEEZEM K E S5 1HE 70 ES SM-UCB KBS AH . 3%
TIBEHLIERE 3 A PR P 5 RS %5 22 H. 20000 & )5 1 BitUas UL (T). WK 6 Fiw, SEit sl RIF
FEUEW] T SM-UCB S0 ()48 %k

7.2.3 UCB %5 SM-UCB REAIELER

555 TR SM-UCB HElE 78 % £ B R TR LIS 25 8 7 P St i BBURRE B, N UL T v i)
FH PG /ISR B RA TR, I B8 2 b R BB RO B RS . D T 38U SM-UCB S & 75 vl LA B
FREUE, FATHAES UCB 5 SM-UCB SEBS#HAT XS EE. S28e . XF T UCB 5 SM-UCB A&, FRA1]
FIAR 8 FH P S O B B AN ), A T S BRURL 35 2 Pt 10K Bl SRR RE B 2% 8ok RIAASE T UCB
RS RBARE N, ASH P B BURFRRE. A T MR AL 2 5, BRATBENLE S 7 3 N, St
FHRAR P, AV 5% 858 H 20000 35 10 BiH e U, (T), sList Rl 7 s, AR
SEIGLE R LAE H, 5T MovieLens 1 Gollowa $#54E, f# ] SM-UCB #elg#) Rt 2 KT UCB 3%
%. {H42 MovieLens FIZERAKHE., 7087 E R 2Z: £ MovicLens 4545 b, A P EdE 3R E 240
X TR P ARSI A K, TSR SM-UCB S i LS B ) S8 4 A B i, (ER el T4t 4h
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4000

3000 :
(b)
I SM-UCB
3700 1 I SM-UCB 2500  EEERandom
I Random [FixHalf

3400 [FixHalf | 20001
S S
. 3100} 1 < 1500
- D

2800 1 1000 |

2500 H - 500

2200 0

User 1 User 2 User3 User 1 User 2 User 3

6 (MEIRFZE) SM-UCB, Random 1 FixHalf $KEHIA PR UzExttt

Figure 6 (Color online) A comparison of SM-UCB policy, Random policy, and FixHalf policy in terms of the total user
payoffs. (a) MovieLens; (b) Gollowa

3700 T T T 1500
(a) (b)
1200 I UCB
34001 EEUCB EISM-UCB
[ SM-UCB
o 900 +
Sﬁ 3100 5’
= 600
2800
300
2500 0
User 1 User 2 User3 User 1 User 2 User 3

B 7 (MEFE) UCB 5 SM-UCB %A A2ttt
Figure 7 (Color online) A comparison of UCB and SM-UCB policy in terms of the total user payoffs. (a) MovieLens;
(b) Gollowa

BRE L ARG N T B PRI ) S 2 N B, AT IS 2 ) AR AN B R

ASSCEE R A MALZE 7 AL RE R 4, 1R T FE B P A BB TS AT k. B, Rl T
R AR A AL ZE Oy B AL RO HERAAR A, R ] P S IR S AR AN A L. AERRRE AT, AL IR R AL
PSR Bl IR 55 4R Pesh Ja 8 o P b 3. AR FRRRAA TS, HI P A AR 2 U AT g
NI AL R SRR T RE i O HERZ AERA 1. FRATRE A 7 — 52 T bl 2 A B AA AR RN SRAT RO HE T HE T
PEEAONAI . v T R R TS, T RRAE DA ISR 2 T BE SR TR (DU, DA pRBERL
UL IR IFR 5 Wl KR, BATTIN T 2B R ULy F - B P i L i)
BEATEA, I T UCB SEm s B A i 3 e DL A FRRA UG ATt 1 24tk UCB S LA B
FORS B U FE AN (5 0. 8 A s S AR A AT 0 S, UER T P SR SR e R
AT T AT e Tt L i R bt

ASCHE TR B P AR i et (B 32 I B AL SR AN RS A HER HERA 1) A5 P AEASRE 1Y
FEAATRELE A O, SR, BEH M SRS 4 AN sg L, e 55 4 3R B F P S ok . AR BT A,
FEA A ZE 73 B R R v iR 55 A S R B P Sl %2, F 55 I G4 Rl sy, =) it P P ot
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S

1

10

11

12

13

14

15
16

17

18

19
20

21

22

Zhang S, Yao L N, Sun A X, et al. Deep learning based recommender system: a survey and new perspectives. ACM
Comput Surv, 2020, 52: 5

Li P F, Lu H, Zheng G, et al. Exploiting ratings, reviews and relationships for item recommendations in topic based
social networks. In: Proceedings of World Wide Web Conference, 2019. 995-1005

Chen X S, Liu D, Xiong Z W, et al. Learning and fusing multiple user interest representations for micro-video and
movie recommendations. IEEE Trans Multimed, 2021, 23: 484-496

Canny J F. Collaborative filtering with privacy via factor analysis. In: Proceedings of the 25th Annual International
ACM SIGIR Conference on Research and Development in Information Retrieval, 2002. 238-245

Erkin Z, Veugen T, Toft T, et al. Generating private recommendations efficiently using homomorphic encryption and
data packing. IEEE Trans Inform Forensic Secur, 2012, 7: 1053-1066

Qi LY, Zhang X Y, Dou W C, et al. A two-stage locality-sensitive hashing based approach for privacy-preserving
mobile service recommendation in cross-platform edge environment. Future Gener Comput Syst, 2018, 88: 636-643
Qi L, Zhang X, Li S, et al. Spatial-temporal data-driven service recommendation with privacy-preservation. Inf Sci,
2020, 515: 91-102

McSherry F, Mironov I. Differentially private recommender systems: building privacy into the Netflix Prize contenders.
In: Proceedings of the 15th ACM SIGKDD International Conference on Knowledge Discovery and Data Mining, Paris,
2009. 627-636

Abowd J M. The U.S. census bureau adopts differential privacy. In: Proceedings of the 24th ACM SIGKDD Interna-
tional Conference on Knowledge Discovery & Data Mining, London, 2018. 19-23

Dwork C. Differential privacy. In: Proceedings of International Colloquium on Automata, Languages, and Program-
ming, 2006. 1-12

Ye Q Q, Meng X F, Zhu M J, et al. Survey on local differential privacy. J Soft, 2018, 29: 159-183 [M & 1, du/ i,
KRBT, & AL Z BRI FILRR. AR, 2018, 29: 159-183]

Wu Y J, Ge C, Zhang L Q, et al. An algorithm for differential privacy streaming data publication based on matrix
mechanism under exponential decay mode. Sci Sin Inform, 2017, 47: 1493-1509 [5’%%7’?, %)L%, FRALHE A e
PR B TR RN R 22 40 e R B KA Bk, th ERNE: (5 B, 2017, 47 1493-1509]

Ren X B, Xu J Y, Yang X Y, et al. Bayesian network-based high-dimensional crowdsourced data publication with
local differential privacy. Sci Sin Inform, 2019, 49: 1586-1605 [ﬁ:'ﬂgﬁt, fﬁﬁ%‘l‘ﬁ‘, 7]‘%?)]"%‘3, s T Bayes o4 2% 1) v 4
AR A B AL R R AT, R E R 5 B R, 2019, 49: 1586-1605)

Meiser S, Mohammadi E. Tight on budget?: Tight bounds for r-fold approximate differential privacy. In: Proceedings
of ACM SIGSAC Conference on Computer and Communications Security, Toronto, 2018. 247-264

Pujol D, Wu Y K, Fain B, et al. Budget sharing for multi-analyst differential privacy. 2021. ArXiv:2011.01192
Bubeck S. Regret analysis of stochastic and nonstochastic multi-armed bandit problems. FNT Mach Learn, 2012, 5:
1-122

Xu L, Jiang C X, Qian Y, et al. Dynamic privacy pricing: a multi-armed bandit approach with time-variant rewards.
IEEE Trans Inform Forensic Secur, 2017, 12: 271-285

Basu D, Dimitrakakis C, Tossou A C Y. Differential privacy for multi-armed bandits: what is it and what is its cost?
2019. ArXiv:1905.12298

Han Y X, Liang Z P, Wang Y, et al. Generalized linear bandits with local differential privacy. 2021. ArXiv:2106.03365
Jouini W, Ernst D, Moy C, et al. Upper confidence bound based decision making strategies and dynamic spectrum
access. In: Proceedings of IEEE International Conference on Communications, 2010

Liang Y, Huang C L, Bao X G, et al. Sequential dynamic event recommendation in event-based social networks: an
upper confidence bound approach. Inf Sci, 2021, 542: 1-23

Liu X C, Derakhshani M, Lambotharan S, et al. Risk-aware multi-armed bandits with refined upper confidence bounds.
IEEE Signal Process Lett, 2021, 28: 269273

1497



RIE

S AR ASHAL ZE ) BRI HERE RGP AL PR I AL B B

25

26

27

28

29

30

31

32

33

34

35
36
37
38

39

1498

Shen Y L, Jin H X. Epicrec: towards practical differentially private framework for personalized recommendation.
In: Proceedings of ACM SIGSAC Conference on Computer and Communications Security, 2016. 180-191

Hua J Y, Xia C, Zhong S, Differentially private matrix factorization. In: Proceedings of the 24th International Joint
Conference on Artificial Intelligence, 2015. 1763-1770

Jiang J Y, Li C T, Lin S D. Towards a more reliable privacy-preserving recommender system. Inf Sci, 2019, 482:
248-265

Shin H, Kim S, Shin J, et al. Privacy enhanced matrix factorization for recommendation with local differential privacy.
IEEE Trans Knowl Data Eng, 2018, 30: 1770-1782

Asada M, Yoshikawa M, Cao Y. When and where do you want to hide? Recommendation of location privacy preferences
with local differential privacy. In: Proceedigns of IFIP Annual Conference on Data and Applications Security and
Privacy, 2019. 164-176

Chen C C, Zhou J, Wu B Z, et al. Practical privacy preserving POI recommendation. ACM Trans Intell Syst Technol,
2020, 11: 1-20

Kim J S, Kim J W, Chung Y D. Successive pointof-interest recommendation with local differential privacy. 2019.
ArXiv:1908.09485

Lee J, Kifer D. Concentrated differentially private gradient descent with adaptive per-iteration privacy budget.
In: Proceedings of the 24th ACM SIGKDD International Conference on Knowledge Discovery & Data Mining, 2018.
1656-1665

Li H'T, Ren X Y, Wang J, et al. Continuous location privacy protection mechanism based on differential privacy. J
Commun, 2021, 42: 164-175 [Z2Ut¥E, {THeF, T3, & ETZ0RAPESA B AR HLE. JBIRER, 2021,
42: 164-175)

Xia Y, Mao H R, Zhang X, et al. Differential privacy protection method for location recommendation. Comput Sci,
2017, 44: 38-41 [H I, BISE, 5KIE, Z5. A B ZSBRFARIT 7k THEVIRE, 2017, 44: 38-41)

Jin B, Zhang Z Y, Zhao T. Location nearest neighbor query method for social netword based on differential privacy.
J Comput Appl, 2020, 40: 2340-2344 [4:9%, IKET, B, T 2 BRI ZE M 447 BT AR B k. THEALR
F, 2020, 40: 2340-2344]

Ye AY, Meng L Y, Zhao Z W, et al. Trajectory differential privacy protection mechanism based on prediction and
sliding window. J Commun, 2020, 41: 123-133 [M’Bﬂ%, W E, T, . BT TN 3h & D T2 7 BaFA
R, 815 244K, 2020, 41: 123-133)

Yu K, Jia L, Chen Y Q, et al. Deep learning: yesterday, today, and tomorrow. J Comput Res Dev, 2013, 50: 1799-1804
(R, B &, BREIR, 5. REESIMIER . SRR, THEVT S KR, 2013, 50: 1799-1804]

Sutton R S, Barto A G. Reinforcement Learning: An Introduction. Cambridge: MIT Press, 1998

March J G. Exploration and exploitation in organizational learning. Organiz Sci, 1991, 2: 71-87

Wang H Z, Zhao Q, Wu Q Y, et al. Global and local differential privacy for collaborative bandits. In: Proceedings of
the 14th ACM Conference on Recommender Systems, 2020. 150-159

Andrés M E, Emilio B, Konstantinos C, et al. Geo-indistinguishability: differential privacy for location-based systems.
In: Proceedings of ACM SIGSAC Conference on Computer & Communications Security, 2013. 901-914



FEEBE EERE B 5285 8

Optimized setting of privacy budget in a recommendation system
with local differential privacy

Ting BAO!, Lei XU?", Liehuang ZHU? & Lihong WANG?

1. School of Computer Science and Technology, Beijing Institute of Technology, Beijing 100081, China;

2. School of Cyberspace Science and Technology, Beijing Institute of Technology, Betjing 100081, Chinag;

3. National Computer Network Emergency Response Technical Team/Coordination Center of China, Beijing
100029, China

* Corresponding author. E-mail: 6120180029@bit.edu.cn

Abstract Recommendation system can help users find the data they need from the massive amounts of data.
At the same time, uploading original user data to the server may reveal user privacy. We utilize local differential
privacy techniques to provide privacy protection for users in the recommendation system. In the local differential
privacy model, the degree of privacy protection is measured by the privacy budget, and a high privacy budget
usually means high analysis accuracy. To help users minimize privacy loss and maximize recommendation ac-
curacy, we model the privacy budget setting problem as a multiarmed bandit problem and propose the upper
confidence bound learning policy to help each user choose the privacy budget. Considering that users have differ-
ent sensitivity levels to different data, we modify the above policy. Experimental results reveal that the proposed
policy can help users choose an appropriate privacy budget, which can effectively increase the total user payoff.

Keywords recommendation system, local differential privacy, privacy budget, reinforcement learning, multi-
armed bandit
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