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LU CEATr 1R
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LGB ATRAE R SN, Tk ORISR B S AU R IR « $R% /BR B/ N AN B 1bA% 3% /9
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Safety 1 Security & £ ]

192



HEB FEERE B2 % 2 W

(5) bk 4 /0] R AEAE AT 4S5 S A ERAH DCAT b= i 22 4 o 5 v 0 A AR i Ik, 32 1 I 2%
22 1A] 4 7 M MR Sk AR A A7 A DA R 1 22 4 ) i, -t 945 B AR 5 77 i G 75 B Ak 22 4 M o K
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(6) EIRML (Turing) R MZ 742 HHE I, 5 - K2 (John von Neumann) THH 455
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4 MFZEAERELRTER

4.1 MEZENERELZREAHEBR

2% 23 1) 2R 22 4 ST AR A A 3R T IR @ PR IR, 8 ST A SRRV, T REHT X
BoR Az, W R EOR R %, RARRIE 3 5.

TR AR A % 2 ) A PN A 2 A A e R, AR R T SR =V SO AR A

TRGUHTEE T TN NI DA UE PR 0 2% 22 A Al BRSNS B, B AR B A AR SR TR S
VRN G R ARG B A I DA K 46 /NG R THT (attack surface) IR R R EL 11

=R R ((EAHER) IS TR BB R AR 70 A 55 58 30 AR I N 2R 22 4 PR S 4K
B, BB RO DR P 2% A3 18] N 2R 2 A3 R R SRS, CABIHT R SCE MR ) K B H
Dt a5 Mg g aVEARER BT IR RAIE R K TREBOAR R, MARAR b S 2 iy 4 45 2 42 40
SR AR 5 T AR I AL, BB U AT 217 T AR R (R AR B« e AR X R i i A ) A A
22 A LN ) L M) 25 o AR AR PR KR 2 ]

4.2 WRAEREHMEEEFRASHER

BRI 2% 2 1) P A 2 e SRV TR K B A A 55 VAR i S O LR 4 ANJTTL
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Function equivalent
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Multimode

arbitration

1 ENERAERIZERIA

Figure 1 The logical expression of the relatively-correct axiom

(2) BISZH TR, FHDIRESEO 744 22 TOAR X RIS, R MRS T RFNRIR R 22 4 U
AR Z RSN CORMBIRFT 22 pilh, “CRIMARM B R4 ] fe = K 4,
BRI AT AP — € AR L _ L EAT BT A <R KB

(3) SEHEAMVE S AL EAEN. K “CRIFIRAY B  MRAT 7 (] SEVE A, Kbk
RE AR LR BOE R N, — A LA R T RE 22 28 R 9 24 22 e i)

(4) PRANAHT S Boadr. MHLER E T BRuUs BOE Bl fr e 20 15 5 A A2 AT 26 AF.

4.3 FE5EE

2013 4F, AR 2T AT IR A 2 B (ARIGRPLE) AR REL, $2 ARG VEAG G SR R <R
REY 2 A ARy “CORBIARKD” 224 i B AR AR, (ELRLE 3 793 A o 2T AgR DR A sk 2 e

&, AXHERE A TSRS, A1 N B B2 AR R AR s TR IR R B IR
T RE T A A 2 A S il R N D T T Je ORI R R T, o2 PR R, AT A A S vk
izt o N T N I Y R R S

T, T AR R 58 4 B 5 S AL T H AR B AR e AR R 9 N D et R A, AT A A
2T ik H H ARG G GRS T, AT SR AR AR A 3 AN A i T PR PR AT A
SEE PRI

4.4 IEWRER: HEBHAE

ARFTREIA, A2 N AL 28 3l h 3 OO — R 20, B < NGB AR KRR BN (B s, (D
HH ST SE BAH FUAE 5 I, 2 BNAE R — Ny (R — I 1), JE 58— RERT IR IR T 1 4 POk
SHRDRT It 2 B AR L )32 B E ] 1 .
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Ideal complementary construction mode

(dark function disjoint / differential mode form)

[ Dark funtion F

. Expected function F/

2 EEEMMIERRN

Figure 2 An ideal complementary structure

1Ay ~ Ay ZORFT DO SRS o FINEE, BN IRIFEZ A F AT DUE AR R ZhRESH 1 i) 5+
PTURKR AR, LSS a RN D RS A ~ A B AERBER [~ F, —DRERRGSEEA
AICRMEFRAMER P A% FLs, MO IR IE ALE 2 AR R BRI, A, %A
BRRSAL (R 1 B AT R A D ATHEBRAE T I S AR B 1 7.

M 2R, AN BR 0 48 1) AR AT T AR M RS, 3 8 V5T R e 2 [ B A e T B )
BRAE, — AR EIRE “EHABR” AR R 45 R

4.5 MEXEMARBHBAI

XHZA BT 2 SR E A LT B

R MR R I ENE CRAHIARRN) A1) DA ARG e (e O A 2 T 22 M B A R B
SR CCHRRRED MR #5 2, BATRELL “REIR, ARFLR LR (075 sV )2 H
RFFE EATE R B . BEAMRAT ARAE).

TREHEBEASL SRR AR RIREL L SERUN TR L 2R R S A5 R DA IR R T AR A, R
A AR R i 7L R eSS

=RICIREE RPN AR AT RE, Bt U, AENTH U “HEEE ER DR
FH” [, R A e Al I O 2 R R ER T E e,

VU AR R IR A 23 BEAE N Ol BUE SOl 251 T A B R e S B A i oS i bk, il 2 B i SR A7
FERL T ER IR B E BRI ST, JGRA RAFAE T R MBS L.

4.6 ETHLIEEMLE

PRI 13 R IR ATTAN A At — AN EEAR ) B M) 3 SR S B A S0 1 A R, e 2 o,

XH, HF P~ P, MIhae F & TR 685C 4, A AATE AT 1 R4 FH B Th REFR Oy ZE A5
S ThAE. SEbr b, 76 TRERARZ LA ] 58 S P #E AR B A M B AMA . /B ik — 25 (2.

WIB1 Vi, i=1,2,...,n, P, =FUF;, X P, ZHFIhEE F 5 « MERThREEE, F 25 i
VB IR ThRE, 771

/|

PlﬂPgﬂ---ﬂPngvm-PiﬁPj.

TAAE ENF =0, W PNPN---NP,=F.
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Dark function
' Expected function F'

s AASENTEAmE

Figure 3 The applicable structure with more practical specifications

SEhrd ARAER TR F N Ey = WIhAEE P, Py IR, HELH 2
(PPNPN---NP,) C(PLNPN---NP,1) C--- C(PINPNP3) C (PNP), (1)

W lim, oo LN PoN...N P, = F.
R BT PNPN--NP,=F U (FiN Eyn---nEy), M (1) &4 RR N

(F.NF---NF,)C(F,NEN--NF,_1)C-C(FiN FynEs) C (F1NE). (2)

TR RERARES F, HouR MO8 M, 1A, B0 F FGE N EE RN M. 15 (2),
n KA M+1E, B0 Byn-nE, RN 0. Bln>M+ 18, PANnPN---NP,=F U
(FiN BN---nF,)=F.

H IR N AT AT LA R Y AL

(1) BR8P, w8 G f — KRR Fin By = o, BIERS RIS BAsige F A
I DR TSR TR D RESE (BUEFONIATIR) Py, Py, XA, AKEE 2:0 1 2 BERARAL I Re PR IE R St
Safety Ml Security %24z, THLSEHR 5 2 X A&, & LA T RER

(2) deAh, AR X (1) ATEn, TRR G, JRATTAT DO I G N A & A B8 o, FEIG DAL i A
HEE T O MG AR 8] ) S 4 P D i D Re K A2 &, AT ) DALAE SEBR @ i HL R8P

FRATAT LS 2 —Fh B A5 SEERE I B A3, aniEl 3 P,

FEIXA g, LR AR S AR I IS DI RERR N 2 BEE D e, CENLEE Bl ey R A2 4E PN Py
% DRSS R A SR Dy RE, EAN T SUIRBNR 2 5 md T A A e R AR SRk ik. T2, BEZERE 1)
R S FRFIE S8 A AR AUE DL, Ay B2 T30 1 S it A A L), SR et 5038 S ) AT AR [ (1 D BB AL 4R,
FEAEE T REAAR (R dr i fh) IGO0 N, X IEEFH T F, ARl A5 RAE AR EVE, i
P38 3 S A AN At 3 T T B () — B30 B i IR A7 AE B H G HE P (P B AR FRAT X Py i iw 44 9
“HAEFMTUR” #i& (dynamic heterogeneity redundancy, DHR) "2, 41/ 4 iR,

4.7 DHR WEFE4FMH

DHR, X FhJE TS AR R 1) 2 RS 25 B A S BHS AT PR, (AR (T Az i A\ D i B0 2o 4
W PSR EEN LB PIBR A, Sz IR i 2 51 R S M ORI BE N 2B DU RESFA 26 AR N 10 <IUAHE
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Main features: difficult-to-measure & spatiotemporal discontinuous defense fog

Heterogeneous redundancy environment K
(expected function P)

Executor or
3 environment 1

Output
[O] sequence

Input
sequence [1]

Iterative ruling

. Input agent

Import control

Feedback control scheduler strategy

Feedback
information

There are unknown software and
hardware vulnerabilities, differential
mode dark functions such as backdoors
or Trojan horses.

0

Control instruction Ruling parameter

El 4 DHR #i&EREE
Figure 4 The DHR architecture

RO 81l 2 Ul e MLER RS Il “35 SRR B4R, @ a Moy & iU & “F
Be& 26T, ShS R TTRIE N UE — Bt R, 5 Z, DHR MG EA L. 28, TR
FRIE, Befg ™ AR AL T B I AN HE RS AN A P IS B, AR5 3 TR AAEANEORE (1EANHE
JF) ARSI EN IR AP DB AR IS DL R, UK EE AT E L SRS R A 2 4E S A E A
SEDLE, BUREE R RO I T WS DI RE M) AN Bt AR A BEATLYE 2 28051 A B R, B AT 324 Safety
F Security — AL I CE BRI DI RE.

4.8 HNEZRZXRE=R

WA 2 A R R IR AL

(1) REREAEBR = X T Bras & Je B AR SO0 R, A RS B ARRT G f5 171 /AR B 5855 51 K 1A
SE P XS, BICAN S 1 B

(2) B AT 5 e B bRt A AR 22 i iE S LU, OB ((HAHERR) AR AT T4 73 47 1) 5
B iR A A B AT B

(3) ACABERT SRR 2 <A nlEY HTHE, 1 NI AT A ER A A A 5

(4) BE HARILANERL & OA M2 2 A PP BOR, 1218 3 M A0 e B 7T 3R A5 18 B0 05 A 2

(5) Fajits N (1) Dy RE AN 2% 22 AV AT B AL BT 5 30 IR BE B, e 0 0 AT AT i Tk 1) 2 A

(6)
control system), CPS (cyber-physical systems) ZE4UsRFE ML ol 5E, SolfE. |l H? = —AKmW
A AT Re.

4.9 REREHHRFH

WA 22 A R 20 TR SR A L 4
(1) DK HARKT G DHR A438 P H T P9 A= 22 A SV 1] R AR 1 22 4 U9 A6 3
(2) TG B H V5 /I8 11 30 (10 22 4 5 A SR

fEN IT (information technology), ICT (information communication technology), ICS (industrial
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(3) BIAENRA RAEAR KL E AR S5 R BRAE 1 65 B BB A AR ) R

(4) i B R GA EL G SRS AR SE HLARAE Y Al 22 S BOR RO R B IR RS0
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Endogenous security mechanism in the DHR architecture
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Figure 5 Normal operation mechanism of DHR

Endogenous security mechanism in the DHR architecture
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Figure 6 Operation mechanism for discovering differential-mode events
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Figure 7 Technological system of endogenous safety and security
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Figure 9 Systematic deployment and application
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Figure 10 Comprehensive test scenarios
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Development paradigms of cyberspace endogenous safety and se-
curity

Jiangxing WU

National Digital Switching System Engineering & Technological R&D Center, Zhengzhou 450002, China
E-mail: ndscwjx@126.com

Abstract This paper tries to systematically explain the thinking perspectives and methodologies for cyberspace
security developments from the perspective of scientific research paradigm, and points out the intrinsic reasons
for the corresponding development paradigm evolution. Aiming at the cyberspace endogenous security common
problems and the “unknown-unknown” security threats based on these common problems, this study proposes a
new theory, a new methodology, and related practice norms to solve these problems. These aim to contribute to a
replicable, successful model for the cyberspace endogenous safety and security area and a new generation of infor-
mation technologies and related industries using the new development paradigm. Based on a brief introduction of
the concept and theory of the paradigm, this paper reviews the main development periods of cyberspace endoge-
nous safety and security and insurmountable challenges in terms of the paradigm world outlook and methodology,
summarizes cyberspace endogenous security ubiquitous problems, proposes a new development paradigm for cy-
berspace endogenous safety and security, and elaborates on the theoretical basis, practical norms, mechanism,
and methods of the new paradigm.

Keywords endogenous security common problem, unknown-unknown security threats, relatively-correct axiom,
dynamic heterogeneous redundancy architecture (DHR), endogenous safety and security development paradigm
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