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B =ARKAE T RIPM Y (the 3rd generation partnership project, 3GPP). F—AREaNIEEM (next
generation mobile networks, NGMN) ZEFr#EH L T4 AE 5G M5 E LT It H B 2468 77; (HM 2019
TG, b BT AR BAL TR T, 55 7 24 5G g 224 B9 T 6G 26K — A
FEIBC B VA EEA 01 PN 38 T U ) 22 4 IRV 2 2 A 2 B (b 2 DR 3R DA 7 ) % Jt s A
SIHTRIBI A N I 2 AR AN RE T A R 6G N4 /1 XK 22 4 RS B 47 75 R, 75 B R4 H B
W25 H B2 A, [FIRT, ARIE STk (3] BT 6G SR EE 0T, 6G 22 A THNNG 5 2% 1 LAk R 2
Mg BE I JE . RS JRR R &, 9 6G M5t B B 22 Orba 5 B 22 42 IR 55, anfe B[R] 4= e v H
S hme 52T AR, st A §ilE 224 SRS 58 2 4 B0 g HF S5 AR 2 T 1 1)
ANBR .

FERAEAE (zero trust, ZT) FIERIZHTIF & I br AL 284 1112) (R[RII, P AR 22 4 g 3 2 (9]
B, TR T TSN A4 D11 T AT IR R AR 24 06 & NEW IP
(P AR 22 A 4R (7] S5 AR S . T S T I 22 4 SEARURI B A 0 76 52 0 45 R4 B 8 15 I 45 11 22 4 R e
J7Te). SCHR [18~20] X N AE 2B AERL BN IEAE M 2% B R FHBEAT 740 #r, 4a it 1T TS S Sesor %
IR TR CIRETE R T N AR A R, B DA 2 &SR e & B B I A Re R B
MR E&MRAG N JE, RN S HEBEN 22k R

4545 6G WL 2 g REEE 28] SRR W 2 AR I P RSO 6G INZE A4
1 222 DL T B8 B B 224z e RN B 22 4 B8 ) BRI N R, MBSO IREE, DU RE i R
AT B, T 3 BAEILIR . PR3 B 2 ek 2.

ASLEEXT 6G W28 N AE 22 4 T R G AR TIR AL, 32 T 6G M2 N AL 22 R 480 Sag AT L,
e I HEVE S AT R, ASCRIE 5 N — =T 6G ST 12 ¥ 7 K, FE TG %
ETFBRAE; 2245 6G MEZEMHIZ 2K, 21 6G M N A 22488, =R 6G M2 KN
AR 22 IR R I A RE AR IR L R 22 A e s DU AR T SR BR R B A S ARIE N AR e B IS
TR e, MNAEZ R T B RESMHMT T oth 5RE.

2 6G MBREHMERSITHR

7E €2030+ B 5 TR ) & R H A 20304 1 6G M AER TS DR IR B, ik
BAAWIFRE: —R3% T IRS M4, R DU R P 2 55 3R 15 00 28 JIR 55 AR 3500 265 1 e Ak ;. — o R4
BUF I 2 R4S, = RIETHRY R HiG. BRI, B ENA; fdeawaA. K, WA
()22 A= e JIAMERFE N 28 5 5 2242, 18 S SR e 4 IR 55

2.1 6G MBREHEK

7 (20304 PIZSZEF R EE (2020 4E)) B ¥t i) 6G IR, 22 4 BE it A — M oSr T,
mE 1 PR, ZAam S M & RS H, MRt eme ). RIES RS, R4 & EWRIEHE 7%
EEN 3

(1) 6G MRS T B S 2P mEsK. 6G 22806 5 AN B4R, BIVTH 7] 25 K Hb
M —RB 77 ER: X BE AN, 277 AERER) 6G MZH SN, ERANG N 2 4%,
{8145 7 2 TH AN RISk — 2B 3G 1777041 2 B V6 244 &A1 W A T BE S AN [F] 1) 22 4 g 5 22 4z e
BCE, FMPN/FMIE T BEAAEAE 2 X A RIE 48R 55 M7 (distributed denial of service, DDoS)
AL R A5 2 4 )
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1 (MERFE) 6G MEFNRLH

Figure 1 (Color online) Security aspect of 6G network

I, 6G 1924 rf & A B g AR AL T TSONAR B AR AR o, B8 2 18] W48 /5 I 22 T ) 22 AL )
B AL, “TAEAE” JudEhll. — 0, B B B AR AR L BT B T), F R A& R AT AR
WP, 5 J5TE, £ 6G I BEIRMZ R, [T W12 V] BEAF AR RO I ZE 52, (59K /5 ZEAE X 302
FERE LT e

(2) AR K 2ot B S T AR 22 i s 25K, 6G MR RO il kg4
e MRS ALI 28, P8 BE 26 DI RE ok it — 2D R, S B I 45 B R S BE A . UML) L 2% 2h
REE IRSE P JE, Z MBI 2 VR R G M= 2. — 7, MBS G, A M
JeH] REEAE R B BN b, HAAEAH AL ST W 24510 7w, w5 BRIl 55—
T, ZAHIAZ O — R AR AL B 1007 30, — B P 6 BRI T RERZ AR B BT M T, =
B AR R SRR S T

BRI, 2 R UM B A 10 4 TS 7 50 SR % % 22 F) e 15 S Ak 1 B 75 5 L B v 1) 22 41
ARG N s[RI, AR 22 4k I 5 0 /e B3 1l 1 a0h 2 LA

(3) MRS T 2R I R IR T K. 6G 15 55 W 5 4 S (Bl A5 10« ARAIAE 1) i
FREIIBEG, 2 /SR A DR, 7R R 55 X 28 T JE SR VI e i 55 07 s 2, SEBLII 48 W 55 RE D 5
RUP @5 SR AOSERS o REHELEC, 90 P KR BOE 22 RAC VR Re R T 1B, 22 48 It R 4% T IR 55 M 2%
HEYLEE Sy, BAAEERIb . RIER K.

PRLE, PEREE 6G 4% M 55 P AR IR, — i 7 B e A I 0 22 A e 0 e, It 2 R R 45 2K
55 A R 48 Bt B 55— S T R NE (32 5 R 555 — R e B0 55 W SR AT B e 0 A, I E 24
S, PRI 55 (1% 42 5 R RUBAT .

ZRETIRL, 6G MILE I T 22 A RS e B AR Be i & B3 RE T W28 N adt 1 v %<
AR S 2 A AR BRI Y P v R e R 22 4 D e
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2.2 6G REREIVRHMETB M

4545 5G M2 DS 2 A Tl, AL T 6G I Zg AT R BSR4 A5 TH.

(1) WA BE S LR IFHiE—DHem. 3GPP #ilE 1 Catalogue of General Security Assurance
Requirements (22] ks X7 BN R LA 60 %Iﬁﬁﬁﬁﬁé%ﬁﬁﬂ%%ﬁ%ﬁ, T 5G MotE &
AR [N, GSMA (Global System for Mobile Communications Association) ] NESAS (network
equipment security assurance scheme) FRFIFTE 23~26] 57 SUT W& 1) 2 A VP58 it 7. (2 FRE
RABEPRIE B B S AR K 2 2B Be 70, VA B A28 S B AR B b 5 T 5 AR R AW IERA
gt

£ 6G TFH. BiEM LT, FTESEZEREEE RS A RIERRAERER 1R EN, 2R 6G
W2 Bt (L& P E s AR TC) B ST s 2 R ), DA IR B & 2 4t

(2) WEBHI %A Re TR R K. M 3G BARH network domain security (NDS) FrifE 271 FF 46,
MBI AE W — ELAZ D) e X AT R 7> 50597, — e P 4830 FAb 82 17 K3 (firewall, FW) . Web B
FIBjj k$&% (web application firewall, WAF). N2 R4 (intrusion detection system, IDS) AR [
Z4i (intrusion protection system, IPS) S5 Ax 4. 1ENH IS R R AT T, % X3t AT 2 4=
S g UMY LT

o AR RE Sy B XA SR P — A 2 Al A, IR i T BT L K S TEA,
H & 224z e 1A BOm IR,

o Gi—BiF BAAR: #5 XK A L B, UG — D547 A BEAK;

o IBYEMEA]: RMILFEEFN, EETEPBYEE R, HisgeiE AR

1E 6G W24 R AU TR I B3, 8 T @ W 22 4 ie /) Biih, FEIRFEEAE 2 NIy —Er
XF AR AR, B T IL SRR AL, I8 AR AR I AR P A WS YRERE S, 40
R RS HIRA ZEFRE RTINS R T PSS R B E ML S
LAREIEL G, DR G A A P e ST 2 A R ) BRI, JRIE I R R I 7 20, S A R — D
B TR W 425 S5

PRl FE T R TRR, &AL B F 22 458 ) B, — 5 T PRI A 7 X 28 5%
1R 224 507 I ATVE IR o Sl Y, e 7 N F SR ik e 4 i 55

(3) AR IR R TG 8. 75 HATH 5G M2, IS DIEE (network function, NF) H £ 224,
R RS RGP OFD R, ML AR Z 2P, 7 6G M2, 220
TR [ AT RE 7, EARBE L A HIRTHE T, B M E S @, AR AR — S, sl BB
EXR TSR

R, £ 6G M2 b FE R — D R RO, MRHE P 2% g Bl Ol 5 175 3K, e e i
o ARSI ZEREIICE, T2 A E 2 RN, il SEms 42| B o s B R 4, o SEmE T i )
TEBE AR AT AT

(4) FRESLAZARILRNLR]. —T71H, EPIZENER . TSR T s . a2 2R
TR, w5 AN AN AAE R EIC S AL 55— J7 I, B RS R L 7 e R skis 4 5K, 6G M
28 1) 22 A R R O AR Bt T BT ORI AT %2 4 40 AT S TR 2R AR I 6 R AT HE TR T i 2 4 B
FESFEE T R HTRLHEAT 10, ORIE SIS S A R

BT ERAMT, 6G WRE% e A 1 T AL EE: WA B S AR R s 2 AR )T R e A
RE) TR BEAR R R 2RI 5hE . SELRER R EIG R, B2 2687 K3 7 @ BAE M
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6G built-in security architecture
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Figure 2 (Color online) 6G network build-in security architecture

BN, BT 6G MZE A AE 2 L.

3 6G MKAERERMKLEEDAL

3.1 6G MBEAREREEEN

S5 2 WA, € X 6G ML AR AR R O: DA Z% P B BEI) & 4x e 1 2t DA AESE
PR, LR RED T R AN TBL, IR L e (SRR, P RPN 22k .

NSEBL LR B R, A8 6G MR N A 22 b, g e EhaL . ReEFREtL . RAaK
WP ERTC . A he B (Mol B S 24268 /). TR ERIRIRN) 4 &, I EMEEIHR 3
IR HE S R RE S N TR BEDMTREST, TR R A 228y, JLAU i 2 For.

X 2 Fron i 6G 28 N AR 2 e 50 5 3y BE D U T . AR 2 A RE D R R M % rh 2 4 BT e
TR BT, 5 & B% B SR AERET) . WEKE 24 RE I B, Dl 2 3R S5 oK, &
WG LRI IR, 2RI o IER A A 2Rt RS “eF R LT, 7t
KB AT P i) = ks T R BIMDT i . LA s, llor) . ZRBRGEEORER. ©
SR RE LR A WAL IR, — ST MR, R e AR 5 ZeRE 507
T T ME Dy 2 e /1B B 1, Ul 35 h I 2 A oK, AR R oy S8 S IR LS, N R
oz 2 Rkss. #aEEPOSEEATH, A RRLREE. FEINRRIE N RRIBITW R %4
REST 224 SR R 75 W) R AT L R SR AN T BLE e %, SEBUEARILIR IR, BRI HE 5 ERE 70 o
Co 97 Dr A 0 BT 5 E A Ve 6 i HF, xof RESUMEBE % i) A A i A IREAT A 8. N DR BE T RE /12 T 6G
BEWERS, e reh LRV R I S B REIUR T BL

3.2 6G MEAERERENIESNL
3.2.1 RERENBERN S
M 31N TR R L AR IR AT AT RER M OT B % B B B R e B% . L e lisg, IhE
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G HE T IR — AR, Dy TR R IRIRIRCR, & E b 22 me ) RS X5 ia AT IR

(1) B A WAL &R 2 e ). BT EEEEE, ZOREGEDMMOLH LA (Moo s) Radi
ML ARETT, FER IR B SAE RA R B, AMUFESAR R4 B B2 el ae ), ik 2HA
BAEIL IR (A& XPEESE) B8, BLR 3 =T IEWZee IR B 8 PR,

(2) W& /5 WAL Fr R 22 A I AE NPT (5 BERG s RT3 T, 4% DXk AT 2 = Wi 9 — 7
T AT DA 22 4 W & AR DI RE  PERETT AR 9 —Jr Tl DX Akl 2 v B 7 10 2 A A AR,
fETRPIZ 4G P, b i YR B A

(3) WA 2255 R & Pl B8 P22 4 e IO . MR . BEER A% A 45 e 0 LA % TR
Fr, — AAE SR A SE R T PR — B, AT Is e L

(4) ZArHTREI AR P S B REML. BRI 2 re ), BRI ZARIg i 510
e g HAE IS, X R AR TR E KRR OB i, E e, Bef ) AT,

gi b, VA9 6G 2% A A 2 A SR 2 A g T (i e SR U R

JEU) 1 HRPTA BB 1 B2 N (WAIE ZRRCE . S, HES) bk B S5l

JEUU 2 3w 2135 (4 22 A RE 0 B A B S SBL (U022 A Pha).

JEU) 3 2% /7 W BT 5 O3S 2 A e oL S & P i S L.

JEN 4 2P E . RN HZEE T O, R eEHE L g R

JE 5: 2 —Rhgz 2 He )] i 2 07 PAT I, P Se il FE A AR A se B 7 5K

3.2.2 6G MEAEZREEE MR

BT 3.2.1 AN B AR SR E I o A, #RE] 2 RN AR RS, B R A I RE
xR,

(1) WA Re /. IRIE GRS B 5 HE Al 22 2 B D Re N B & B B 1, AT ROk B H At 22 4 41
KRR WREAERF R A 22 R ). EEAHRWN T NS B G220 ae /), wviadEsl. Gk, %
AFLRRLE . WA NEAI A E R AR . HAESE FAERTUERE ), BT RIE TR XEEES5 )y
A IE 24 R3] 184758, s B 22 2 IRBERE /), tnEE T HFIEH R TLS, IPSEC S22 h8); &
HFAEA R 2R, MR AL R IRE VP FIREE.

(2) THZAR 0. 1ZE0 0 24t - R At st e 2 fe ), H H AR R IRFE 24
REJJERIAT R RGP 2 2R I E R @R 5EE. T2 h 3 RNEARE 7 W 2% J il 5N
BN A, FEAHED K IDS. IPS. WAF &5 N 2248 /) S, St ik %5 AL (software
as a service, SaaS) I LM%, FEAFE LR LM EZE . LRSS RINE; AKX
LARE S & R BEIR M, A% O 2 A PRI TR B B A . B0, IR e A TR B B Rt e he )y, B
G AR PR BT B SR IE E EE  PR g HE S R R RE T B gm .

(3) A RBEEHI BTG, ZR A PAT LR G LI KIS TR, AR TR & (1 45K | %
Al A I 22 A NS . A B TC N A — N R AL P I i) e, SEI S FRAR  A  S) ELIE.

(4) ZaEFRETL. RO 2T EIKRN, BT AL G87), 5E PO, B HES R
FERE I, EESLBLLL N 277 H DhRE: 2 28R, k2 S B IR 2 5g
& G ATC B RN I 70 5 AR R, R e A SRS T R K e RN SRR, RS B
Vs HE 5 B2 RE ) DI E), SEIL 2 RE ) KT SR AR RIS, LI A is 4E ) o i R
I 2R LICE A AR T 5 RS RS e 1, SEIl 2 e IR S5 Re IS S
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Figure 3 (Color online) Diagram of 6G cross subnet end-to-end trusted link construction

(5) #a&FHPL, ZEEFHPLHLEDREE: RGEH., #HiEH., 2efH, e
528 ey, R RN e HE MR 2EH R 5 K.

W EIR 6G M4 A A QU R 22 A R DB, AT SEELAN R HAR: R RO TS
PL6G W& C R & 1224 re J oAl T & SR 2 e iR ik . o AR Re A S dm R LAY, A
AR RiE e BRI ZEPPERR, R REXN RS, BRI L. FERL hE
SRE I H AR

4 6G MFAEREIRIGIIBIT

1E 6G /A ARMLEIN Bl 50, WM T 6G AR AR H RN S EETIE
FOA SRR ES B H AR D s B il 5 5k, N SR s 3 k.

NI 6G 1% 7RSI H AR, 22 ATh R 55 75 K il 7 1 22 42 IR 2% B mg . AT EE T 6G M)
28 N AR 22 A MR Z S 37 s I St R AT A, I T B A BUR G A BB 11 23 B I RS AR R R Hh T
.

(1) ZH0E . Dev: RIS MITIEA (device). U1 A MIGERRA Dev A, A A5 54
FR.

Net/SubNet: PIZEETM (network). FIUWIMLS N RN Net N, N AWM g5 sk 4 75, 7MW N &
7NN SubNet N, N KW 4% 2 5 85 44 FK.

Row: F[iAVj M4 (routing), AAJFBAF. FlUnMLs UG H&& A VilM4 N & D,
ENSE R Syl

Rou_i = {(Net_UG, Dev_A), (Net_N, Dev_D), [Dev_A, Dev_B, Dev_C, Dev_D]}.
Rou_L: Z M FRIBRAEE I B 12513, 4% 08

{Rou_i, Rou_j, Rou_k}.
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Figure 4 Procedure of trusted link establishment based on the build-in security architecture

SF: BN A2HE ) (security function). SF_i /R4 ¢ N2ane)), b i AAFR LRI S,
iy el AE L FRAEE.

SF List: BBk AREIR BN L A RE B3R, N — D RES SRS IS 1N (R4 5 (SF.i),
B AR IRAS (bool), AEATIEE S8 (Parameter_j)], 30l i AL RIS S, | NE AR
BT, "TETBRINSE default. B0 A B&IRAEHITIREA

SF_List_Device_A = [SF_1, 0, Parameter_1], [SF_2, 0, Parameter_1], [SF_3, 0, Parameter_1].
Req: X 2% B4 (22 4 755K, M ONBIR. BIansr X Mociess A M2k
Req_-Dev_A = SF_1,SF_2,SF_3,.. ..

(2) SIS (S BER RS FHER. E T 6G IS 12 5 2 e (0 2 A, B2 17 6
A S BEH AL L SR AR A 4 BT,

Step 1. ZAEH PO “ELN A B D BIFFEER % LSRR, Ik 2 RE K
LA RET L.

Step 2. ZEEHEH OIS TR, 70N A 2] D AIE #4251 Roul = Rou_l, Rou_2,
Rou.3,..., FFHEAT B LBR AR £E. A S v R F B B A0 S SEms, e PTIA B 4%, Horh Net_0 K 6G
T A .

Rou_1 = {(SubNet_UG, Dev_A), (SubNet_M, Dev_B), (Net_0, Dev_C), (SubNet_N, Dev_D),
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[Device_A, Device_B, Device_C, Device_D]}.

Step 3. ZAE R L AMEEILIRIE K Roul E## A, B, C, D H%4REJ) A .
Step 4. ‘LA e L3RG

SF_List_Device_A, SF_List_Device_B, SF_List_Device_C, SF_List_Device_D.
WHAE B BIRE /108 O SF_1, WIS R R /18 SF_2, SR a1 R 4%

SF _List_Device_ A = {[SF_1, 1, {default}], [SF_2, 1, {default}]},

[ L1 ]
SF List_Device B = {[SF_1, 1, {default}], [SF_2, 1, {default}], [SF_3, 1, {default}]},

[ L1 ]

[ L ]

SF_3,1, {default}]},

[
SF List_Device_C = {[SF_1, 1, {default}], [SF_2, 1, {default}],
SF_List_Device.D = {[SF_1, 1, {default}], [SF_2, 1, {default}]}.

Step 5. ZAF AT LEMEAD SF List, HitEAILRE IS
{SF_List_Device_A N SF_List_Device_B N SF_List_Device_C N SF List_Device_D}.

SR I R AFERE SIS {[SF_1,1,{default}],[SF_2,1, {default}]}, MIAHINEERE & &3 H
HAE R SAEEERE.

Step 6. A HEH LN Roul BAFEERELAE ), MR IR HES R RE 1 AT .

Step 7. BRUEGRHES B RE 1 OB BT TSR BT, R 22 4 Ae Ot AT BRI

Step 8. 248 g H 0o AR B2 4 N

Step 9. %24 B HE okt 22 A HEME T R ) 22 A SRE P BT

Step 10. 24 HRME I B0 22 2 3K 705 N KBB4 A, B, C, D.

Step 11. B A, B, C, D $ATWCEI ) 22 4 BRI, F117) 22 4 SR 28 1) B 70 S 1t 22 4 SRS AT 45 2R (1R
WISNIEHAT).

Step 12. %4 HRME 2 BT ] 22 4 e PO JRABE 22 4 SRS AT 45 2R

Step 13. AR REH LM L4 KIS PAT AR, 15 H 2 2R 5 4 R N7 Bl 55 /K, IS Rk
ite Z g L.

Step 14. 4B A CH LML %5 75 3R 1 Rou 1 I{EEEHMO S 8 S R, W& A, B, C, D %
ATREE, FE CA NS B LRGSR Wil AT A7AIE.

M ESRAREE AR AT R, 385 A AR 2 A SRk - AR I U RD, RT DA ORI FH B AT 45 1 22 4z e 7, B
H B 77 AR 2 % A T R I 22 4z e 7, S U [R) 58k 22 42 1) H AR

5 6G MENERERETIERE

6G M2 WAL R RBERAIEABIIF AN TEE 2 o, MR K IEAE, KRR EE AL,
N4 ATy IR TAE.

B G, RIEMIZR AL 5 1K) 2 4 R IEEE, AWT5E 6G M2 AR 2 B8, TR RTIZ BOR DT & JF
BET BT S EA B, T A B LA RE ) AT KA RE ST SaaS KARES) . HABETI BRI
RE SIS REATRE X, A AE L R R AL . T SEHtEfL.
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W=, T B ReERe 1 K FENLUR, I K2 2 E B BTG E, 2 g e R AL,

KL ARSI T ER, KB4 B FE.
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Abstract 6G will enable seamless coverage across land, sea, sky, and space, and provide users with on-demand
services. 6G requires high security and its security capabilities are expected to serve as an independent logical
plane under the 6G network architecture to provide services and guarantee for 6G networks and applications. This
article analyzes and summarizes the three aspects of 6G security evolution requirements. First, the distributed
autonomy of network architecture increases the exposure surface of network equipment and functions, and puts
forward the requirements for high security of network elements and subnets themselves. Second, the cloud
and virtualization technologies increase the risk of internal attacks, and require security protection mechanisms
within network elements and the internal network based on the concept of zero trust. Third, providing on-
demand services to customers requires intelligent collaboration mechanisms within the network, as well as an
elastic and programmable security capability pool. Based on the above requirements and the development of
security technologies, this paper proposes a 6G security construction idea with the built-in security framework
as the basis, which includes security capability layer, security policy controller, security intelligence center and
security management center, collaborating with the trusted infrastructure, orchestration capabilities and artificial
intelligence abilities. The framework is built upon the security capability inside the network, coordinated with
the trust consensus and the intelligent collaboration, which forms a security architecture and related operating
mechanisms with active immunity, trustworthiness, and collaborative elasticity. By means of the practical case
of building a trust link, the framework is proved to be able to provide flexible and on-demand security services
for 6G networks and applications.

Keywords 6@, build-in security, operating mechanism, network security, trust
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