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Figure 1 (Color online) Screen-shooting leakage caused by the online browse in cloud storage services

Screen-shooting

leakage

T L B M40 7, 2 S AR HERE ST 2 A, P B0 B 4045 S Rk B IR B0 B S i T
22T RN B SR, SR T A8 5 R SO R 2K B, B 7 . R DA 8 114 S A4 Foker
FIH PKED, P AT AT Re S i do 05 i 2 200, RO 2= g N P 7K BB SO, 302 RN 2 it e
ARAF & FL KBS A, etk 55 0 SO AT e A2 I ittt m] B oz simift . Dy 1 Ve Bt R U
T, mimASREIRAGE T S K BRSO, AHAT SR EEAR TR ERRIRON, BRI 2= 3 67 5T BR AR (H AN RESR
AR EE R, % SO SR IR Gl R X AN LR, i 78 FH 7 30 W8 ST AT R N B P 1R %35 SOOKER, 7R
K5 H By 7K B SO AR B 7 o, FH 7 O e 85 Je 3045 25 P K R BSOSO, SR e H 2 Je
NEFERE b i R BRI R S A RN B EE S, IR 50 7E RN B SOK B REHE P b e Bt
R A5 B — PP B 3R 0 2% SOKER. g FIR PR32 SOKER ) 4 MR R (1) BB Brt st (2)
FESTT I 7K BN, A B3 SOKER; (3) AR TT RN SCKER, AR e 7K B IR 3 SCOT A, A AN e A 35 2 SC
TKEN A B E5 7K B R85 SESCA (4) HRUSCH % 2 7K BRSO A, SRAS AR B A 55 7K BV BSOSO

ASCHEPUBE AR BN 7 28 B i N BH SCOK BV A 4 g iR\ % SCOK . SCHR (2] ) FH 7K B B R4 il — %
A AFI B FIR/ANRR. WSIKENELRRZ 0, % A f1 B B98UHE, (615 A KT B; S KE R
1, A% A F B EUE, 115 A /NT B, A SOKENR B SCAE f2 AR AR, A STHRAR 3% SCK BT I ST
fHN 0 5L 1, #EREE A 1 B BUE, RIFASALHPIL O MRS 1 A Fl B 520K, 3145
WOCHUAERT, FRK EME S5 X R HUE RN R R GRE . R A3 SR B ) B SO S5 TS 1 7K B
X PR SCHUBE A T B, HC B SORUE R R/ 5k R EE 1 7K B

AR SCHGHE 0B $ A B SCK ER R F B 25 A7 At Al 55 Hh BR3P Mt 8 B BR 3 5%, Bt — s —
H P 2 181858 B AP 3 SOK BRI, PLEG R &, EEH P LB =0 (cloud server, CS)+ K
BIAE (image owner, 10) FIEUEEHE (image user, TU) 5, 10 fil U #E RS HH . 10
BB Cs; 4l 10 A, TU A CS TR EBREARE D K G4 Aok 2 10 VFRTRIR . CS Al
U IR AU 4K, 10 RikS CS A TU f947 09, BARMISGE A (1) ERRIREL (2) CS
G EEA SRR WER; (3) 7424 TU MEUERE RF ALk s g Hab A /. ik, 10 75 -
fREUER 2 CS AT, IRARRBOKERD, UEHI BRI BT AL A CS RI7KED, Biik CS it #& iz 14, 10 1£
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* 1 KEDSHABIEZEMESRIE

Table 1 Application of the combination of watermark and carrier data

Watermark Encrypted watermark
Carrier Confirm copyright Confirm copyright, trace the source of leakage
Encrypted carrier Confirm copyright, ensure the Confirm copyright, trace the source of leakage,
confidentiality of the carrier ensure the confidentiality of the carrier

I CS WG LS TU Z 81, N TU KIKED, B 1k TU BEg R, 10 ZERIG N CS 581U K055
FESCKER, LAV R R IR — SO, WEERA 1 TU @ B o7 B R . MR A A i 2 v 2 ot % 1) DA
R EE N B R B, ARz — FP 2 IR A8 H R B SOKER M DTk A i

(1) TO SEHLPUHF B2 SOKEPIIR N, By 15 Al A d i B 35 3R 15

(2) HRARBUK EIBARHIE 10 5 MR FIARAL, BN CS HI% SOKEN LB EE CS Mt FE KE 1T M,
AN TU I3 S0KET LGB ER TU 28 R RI4T 4.

(3) FKEPFRNAL BRI, P71k CS 3% TU SR N BIZKER, 45 7K EDRG 5% 2.

(4) BN FIZK BN B3R ER, ARAIE 10 BEA CS ToHiER [ i 14,

2 MExI{E

A1 2% A o BT AR AT PN D7 T 22 5 5K, AP A F 22 4 7). T S A BR AT K ED
BRPGN N 73 5 LB PIAN 22 A A T B WIS 8 iR AR 7 SR H T /KBNS 3 s 2 TR A
R E T, W2 1 Pos.

55 1 R G W SOKENE RO B AR A W SO AR R, Sl BRI A P (K RROBUAE S, 1 3 A
Bt B RRBLN 25891 555 o P F R W SOK EMRN B SCEAR, SR TN s A, A e hROBsUA 247
FAAET Ak 10~13) chr - AR N B TR AR . 58 3 L& — 7 o Bk, AR KN
IR 2 535077, t 55— T3 FE N BB ARt N B SOKED, il 2 e K BV SR AP AE T A . 1K
B a0 BRI L, AT G SR A B AR A, SR [ SR A ST A R
o 14~ 161 B 4 R AL A RIS S I K BN, RAETT AR BT HRON B SCOK BN, A R 7K B AR 8 SO, i
7 A e ARAG 5 K I R B SCHAE S K BV i N wT )5 LB R0 T RIBe KBS ., #E— 2B B 1k k& Ty
it 3 D it -tk AT 7K B R W SRR AT 5 RIS, SOy AN BE R 5 /K BN R 84, PR A
A HRMCT REFRAT S /K BV WA SCEAAR, G SRS /K BN R B AR it 23, kIR — s i i AR A0 Ty,
SR SETT — SEU7 R D181 ek, ST — ST R N B S Ak 37 5t DO~ AR
A7 TBAE 23, OB RT ASSFEATE ity RN B SO BN AORAIE RS, S8 1R\ 2= 3 ) 8 SO B, SRAG S 305
ZOKENRIE i, K 2 EAR B 20, 2 i o e 3RAG WA 308 /K ENEAE i, B A AR (e AR S5 4. — BLAF
Al 2 (10 W SCAR At it e, RSO AT sty o 38 B ARSI/ B SR A R, A H 2= S K R B AR
it ST AR AN 2 S 1. AE RSN I i, AT M P ST — S0 B R iR N B Rl A AR R K B )
BIRBR RN IR 2K B 202 FE RN [ 70 52 E R i P, el ok 507 — 3207
TREAY PR R RN O 25 7 B[RS RN ASE P 387 P A BT (21 Al P 28 7K B A 85 S PR A P 38 A o J 3
195 7K BN A SC R AR, 5 (8 P 0 PP i ) SEE SOSN8 B R e e o 45 SR, i 5 i 1
PRSI RN B K ENAE R 2 A5 K BRI 2R 2%, A P & (58 T A 1 20 A RSUBSUN F) PR T AS S e
DE. PE Lk, FESR BN MDD RE Y 2 4708 37 5 8 B K ENBOR 5 25 S8 e Sty
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H AT B SR BB SR K BT 2 SCHR [2~5]. SCHR (2] R IAE S 7K BN 7 V200 R B A i+
Peae Sy, BRI R R ER HA B R IR E BERGURE. SCHR [2] ARG IR L8k HRH I
FEH T — PR T RN E R BZKEI T R, 5 R FRFAE DX 33T B R 528 4 (discrete cosine transform,
DCT), SREEEFEM—X DCT REURA —LLRKEUE B, FH4E, STk [3] $2 T — P TR 2)
(BRI BN 77 %8, STk [4] Wit 7 —FloKERRIE 73, K EE B N B S B0 L 28 4 (discrete
Fourier transform, DFT) dH1. SCHR (5] #2H 17— Fhf: THR-IE [FP 7K BN 7T %8, /KER{E B ik A2 DFT
B g5 A I AR MUK EN T S SCHR [13], SRk [13] M7 RIETA8 2 Mn# 5KEpa 4, o
TR AR S AN RRBIRAIE, (B TEE T ER B B, DRl Azt 7 A0S # BH SC 27K BRI IR T 5
K ED G RN, A2 75 28 A PR N %5 SR B ATV Bk R VR 1 — S, R 1A % SCK B R AR IE 7K
BV EA PRI RE 71, A SO SCHR (2] AN B SCK BB 7 9226 78 9 AT RN 36 SOOK B, S B SCEa
LA H AT, fEAFITE BUE P DL B EREUE I RN FAth 7 A RS N 7 & 22 IRiE % (A
B ) ) 28] R0 A RPN P4 I B EARR Je n A AUl B I FE IR T, TR E T
PR T 5 45 T HERE KNG R ARSI R /K EE, AR B B AE UR 2 B SCEUE XS A F1 B Z A1 (1)
KNKRFR, FAARE BARR O 53 ORI G A B, 3R19% 30 A Al B, 4% SOKENH
WSO 25 T RBHE R, %850 A R B Al f@ 25, [HI A Rl B (RN R RAREKENME, RAEKEE S —
X ESAE R DR/ G FRONE . A S K /N R AR AE B SR ogh AT, AR5 110 85 S RTINS 5% 1 B SCEIUE 7 R/
KR, WG |05 SCHAE ELEUR /.

g5 b, 3R 22527 S T ARSCHIMCS AE P O~ FE SRR EUR AT R P L SRR UG TG AR ]
=T RIRME R . BARRKERGE, DL s B TH AN ).

M 2 B, SCHR [19~21] SCRAAFAAE I SCEMR, (015 MG B T s, X R At 1 dad firda 5 X
EHE AT e, T Has it 2 R RN 7K ED. AR SO T Pk BP0 2 1R SCHREA7 i B S BHA )
I 7 1E R A A 4.

3 FEER
AAGA AT o B AN 2 2 A S (6 RO R /K B (2

3.1 T ZEEMHN

1F Tzeng 9 $EH AL BT R, RiEH Alice B 2 NHE my, my, FUE Bob MR
Ma, o € {1,2}, FFiH 2 LU RRE:

o IEAME. W Alice £ Bob S8 57, 4 Bob RAEIRIT 1 MHE ma, a € {1,2}.

o M HIKEFL. Alice ANSXHNTE Bob 3RAFAIZM— AN E.

o KIkHFaFh. Bob A2 HIE 5 —ANH B

BOHER G I 233 ¢, ZEHUT g, h € G, HEHNHEL log,h £ NFIBER). SCHR [6] T AZLE
RPN SRR NER 3 s, BN co = (Catsca2) = (g5, ma(y/h®)E), FTLA can/(can)” =
nla(y/ha)ka/(gka)r = Mq-

3.2 HRFERHIKENEX

SCHR [2] 32 KBNS RESR T RO R X K BIVE 5 BP0, 84558 B B 45 P K BT SR RE W
FEH AKENZ T 0 A 1 A RRA R R BB ATARKENREDY 39 bit, FIAIZ A% 782 64 bit, 5
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Table 2 Comparison of the functions of our protocol with other protocols

. Lossless Semi-trusted Embedding position of Watermarking Screen  Encryption
Protocol Exhibition
retrieval third party watermark hidden algorithm resistance algorithm
Ref. [19] 4 X X X Quantization watermark X Paillier [25]
Ref. [20] v VA X X Quantization watermark X Paillier [25]
Ref. [21] v v v Y Multiplicative spread « Restained
spectrum watermark Paillier [26]
Wat k based
This paper  / v x v aneriark basec on v ElGamal [27]
size relation
£ 3 TEEHEHYE pXESRE
Table 3 Interaction process of the oblivious transmission scheme [6]
Alice input: m1,mo Bob input « € {1,2}
Select r € Z
Select k1,k2 € Zg —L Compute y = g"h®
C te ¢y = (gk1, h)k1y,
ompute c1 = (g1, m1(y/h)"*) c1,c2 Compute ma = ca.2/(ca1)”

c2 = (g%2, ma(y/h?)"™)

AN 5 UK. T A 2 SR K BN FIK BN B 72 281

IKEDHR B Bt X8k B G AT REEAABRFIEAL#e (scale-invariant feature transform, SIFT), Jf
Jiife A7 A SIFT s, 39 I L8 i (R AR SR . IG5 )5 mCH ) [l Xkt @ x b A 8 x 8 .
XN EEEAT DCT E?ﬁ% 35 DCT REUERE, B (4,5) A (5,4) hiE RHREL 2 Absch O
A Gy, BEAT 1 bit KED w BIRA, HITA N

Ci -max(qi1,q2) + Cy -min(gi,q2) (g1 +¢q2)-r

d 2 - ° )
|Q2 (J1| 20102 + 5
d . d .
Cq :maX(Q1,QQ)+§, C2Zmln(Q1,Q2)*§, if w=0,
) d .
4 :mm(ql,qg)fi, C’Q:max(ql,qg)+§, ifw=1,

Hrfh, g1 1 g & JPEG JE45RT (4,5) M1 (5,4) B FRIEARE, » Ra/KETHHRNGRE. N T IR
B JPEG JE4if5 C1 5 Co ZIRIMR/NGR, R8I0 C1 5 Cy Z BN ZE d, Wi: & C1 = O,
5 (S < [S2); 85 O < Co, 15 [S2] > [£2). ASCRE r > 1, 1 = 29, ¢ = 40. IAFEAIKEILL
FiJE, 1 DCT A fdi AN, 1535 /K BV BHA.

IKENIHEELG B, SEnt 25 K B EHR AT 1@ A0 B AR (AL I, B DR /K BIAE — 7€ XS, K45 X470 1%
ax b A8 x 8 [y BT DCT A4, B R3O F1 Co, L Oy 1 Oy I R/NMREIBUKED. 1
RC1>Cow=0 FN,w=1.

FEHUH 5 ANKENF A, 24 5 ANKENFH I8 )22 FEA KT B th B, Ui 8BS E A #ERf, K Ep
B BRI A0, FRBOKEN SR, K ENF 2 2 18] B e/ 22 FE ) BRIE th B A f— B 36 1) /. AR
Pl 2 B /R (Neyman-Pearson) #E, SCHR [2] HMlAAS [FRE 25 AU BRIME. 7ERBEZEREN o = 1072
I, th &N 6.
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Table 4 English symbols and their meanings

Symbol Meaning
X, Y X is the original image, and Y is a copy of image X
10 Image owner
10U Image user
CS, J CS stands for the cloud server, and J stands for the judge
PKo/c/urSKo/c/u Public and private keys of I0/CS/IU
Wosc/u The plaintext watermark of I0/CS/IU is a string of length L composed of {1,2}
EW,/c/u The ciphertext watermark of 10/CS/TU is the encrypted W, ./, under the public key
Koc The key of scrambling watermark in image upload phase
Kou The key of scrambling watermark in image sharing phase
L, n L is the watermark length, and n is the number of random watermarks
Ws The random watermark is a string with length L composed of {1,2}
EWg The ciphertext watermark is the encrypted Wy by 10
EW,e Mix EW,, EW,., and EWg, and scramble the generated ciphertext watermark with Ko,
EW,o, Mix EW,, EW,,, and EWj, and scramble the generated ciphertext watermark with Ko,

4 = - APZEMRZERIUFRESTKENHYL

A NI EAR . BURIRI UG FR B BE 4 DN B B 4 NS5, Rl REgma
(10). =54 (CS). BRI # (1U) fl—"MEE (J). 78 LR EUEHT, 10 K CS % SOKETHR N B
B fEEUR 7 ZB BT, CS B3 SOKEIER 23, RN TU 13 SOKEIRN. 72 ERHURIF B, kB
HRIE A EKENI MG, N T b I, AR SO B IAEAR BN TSRS, 3R 4 4 T XS S0
R L

E ARG X BB, 10 K CS K% SOKED EW, A& H. 10 1B CS B SOKEDZ 1 B
We =1, X 8{H A A B IR/, {15 A /NT B, WEEREUEILA (A1, B); B% W. =2, i
B AR B RIRA, #3 A KT B, FREHEIEICN (Ay, By). 10 H EW. % (A1, By), (As, By),
A1 (EA1 EBy), (EAg, EBy). 4R, [ —% OKEN EW, Xf R % O3, AN G mAR b i :
PR e A B 1 PR A SCK BB S5 SCHR IR HA SCOK ERELERS, A AT Al A IV (10 85 ST B0, 75 WU Afe 2 LR A
B4 W, =1 i), CS HEEMRZE (EA,EBy); 24 W, =2 i, CS R (EA,, EBy).

TE VG B, 1O ZESRE e J5 ], i A X A A1 B. 10 $&AI7E Ak BUE I BLFH A8 pk,
I JREUE SRR BB 2 B B A R B (4, £5), Box, (4, £5), JFRE SCHUE AR S CS. 7EIR
2 10 AR E IR A, CS MRAKEME We =i, i € {1,2} & By (4, £), MR EEUE
RIS B, (45, 5) % (A, Bi) = Epi, (A, B), #5482 IRIE. 10 % J5 A5 R EUExT A M B.

TERME 7 ZM B, CS T ERRR CS /K EREII RN TU (%5 SOKED. {HS& CS 5 TU 7EM [RGB 1
AKENFIEUE AT REANIF], R CS F1 TU 23 AR AUE X, CS 75 FH O — X A0 SR s AR A 5 ob—
RHUE. Bk, 10 $EATE A% UGB BT pk, I i35 B2 M LA (42, 22), (4%, BL), KRR
Bk, (42, 82), By, (4L, Br) Ri%4y CS. 7R TU RIS, CS MRIFKEE W, = i, € {1,2} 3R
KX 5 ELANRLEDR AR SCHAE B (220, 220, SR AHUE R (B0 By, (225, 220) x (A4, By) =
Epx (A, By), ARG BALKI O B4 TU 1% SOKEIF By (A;, B)), 313 By (EA;,EB;). CS fif
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B 10 &% E. (EA;,EB;), &5k (EA;,EB;) Kik4h TU. FERXANEFEH CS RANTE (A;, B;) (HAR
El (Ajzi, Bjzi), Bilk CS H (Ajzi, Bjzi) B (A, By), EEUHRAKIKEME E.

78 5 M 7238 B B, KK ED 2 CS FIZKENER TU FIZKER, Sk Mt FE & /& CS s 2 1U. Rl
I HEAI B B AR S B R

4.1 B LMER

(1) 1O LM BN EL q HIBE G, A2UT g,h € G, log,h = t; AEARR I ARAIXS {pk,, sk} =
{ho = g% mod q,0,}.
(2) CS A= BAH N A FVEXT {pk,,sk.} = {he = g% mod q,6.}.
(3) TU A= BiAH R I ARVEHXT {pk,,,sky} = {h, = g% mod q,0,}.
(4) IO AR {1,2} MIBIRBUKED W, = {woi|wo, € {1,2}}, i ={1,...,L}.

(5) CS A=pir {1,2} MIUIKED We = {weiwe; € {1,2}}; B re i, teq € ZE, T CS %2 30K
El EW, = {ew.ilew.; = g"=*h¥= mod q,rwht”’i mod ¢, g**¢ mod ¢}, i = {1,...,L}; & EW. AF{E
=Fa.

(6) TU “ERH {12} MIIIZKED W, = {wywa,; € {1,2}}; IRIBENLEL ot € 25, THHEESC
IKED EW,, = {ew, ilew, ; = g"=h™¥=i mod g, rwhf["i mod ¢, g'* mod q}, i = {1,...,L}; /H EW, AAf
EnFE.

4.2 EfgEEME
4.2.1 EEMEE

(1) 10 &M ro4,to; € Z, H CS BIAH] he I 10 KIKED, AH EW, = {ew,lew,; =
greih¥ei mod q,royihi"'i mod ¢, g% mod ¢}, i = {1,...,L}; ARHE {1,2} WEKKEN nL 1)
FAENBEHLKED Wy KA, B rotes € 23, hc I ALK ER, AR R BE ALK B ) % SO
EW, = {ews lews; = g™ h¥=i mod q,r“ht” mod ¢, gt# mod q},i = {1,...,nL}. FENLKEIZEA
TRVEEAERHR AN K EIAL B, (BB RN 7K ER, SEBRIIR. ETEE’J}LEME&H}* S 0] iR A BEAL
JKEN.

(2) 10 % EW,, EW,. fl EW, ARKEN (n+2)L KI5, FHHEH K, Bil, £ EW,. =
{eWoc,ileWoes = gmoe o= mod g, roc,ihioc”' mod ¢, g'e=i mod ¢}, i ={1,...,(n+2)L}.

(3) 10 ¥ EW,. Kik% CS

(4) CS BULE] EW,, HIHEH 700 = ’(;’;‘c’f};f mod g, PMETERE ELIBAFFH 70

4.2.2 TEME

(1) 10 #1A —tEEMR X, K X 24T 8 x 8 By dk, #&IE R [2] th 77 I (n 4+ 2)L DHLE
17 DCT 284, ¥4 (4,5), (5,4) ML EMREUE > 5ICA A;, B B A, F1 B, KN, 13 Ao > Bio,
ﬁlﬁﬁ% Ay < Bi. WEEBUESHBERERHE: o, = 2 dz‘12 = g dig1 = 45,
di22 = B - WERAR S BUEZ FIRIHAA: diqs = %, ding = g 2, dins = A L, dioa = g St Ho
i={1,2,...,(n+2)L}. #E% di11, dina, digg M digo ST 7E PR A B 5  JEOMOE v
din,3, di,1,47 2.3 M dioa N TR S FM B CS 51U fEM R B LR 7K BN EUE AN R, CS
REF] AN BE X K CS AREHIEAEXS. Blan, 25 W, = We,; = 1 I, CS BEEEIRTT (Aiq1, Bin);
B W,, =2,W,., =18, CS TR di1s Al diqa R (Aig, Bio).
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(2) EBRNBEHLKENHINLE, 10 KT R d {EH 1,38 Ay = Aip = Ai, Biy = Bio = By, BIER
N BEHLK ED AL B 5 B0 B2 SRS, Toibk (A; ., Bin) 3852 (A;, Bi2) #RBLHRAIKED.
(3) 10 SEH ki j,li; € Z%, i ={1,2,...,(n+2)L}, j = {1,...,6}, tFEEMAE L ¢;1, ;0 WIF:

E€Woc,i ki k; €Woc,i ki ki k; k;
Ai,l( ;g Bia 597025 diihe™ s gty
Ci,1 = h h )

ki . ki . k', . kir. k?', . ki
di12ho " g¥0y dizhe % g% diaahe 05 ghve

N N L
E€Woc,i\ "4t I3 EWoc,i "2 L L L
Ao ( % ) ; g1 Bia 02 o gh2s dig 1ot ?; ghis;
Ci2 = .

lija. ,lia. lis. ,lis. lije. 1
di22ho ™5 gt diazho ©%5 g% diahe V%5 g'io

10 ¥ BFEH Bor, (Koe), i1, ci2 i = {1,2,..., (n +2)L} AERIAHYIL DCT REK
k45 CS.
(4) CS 170ift Epr, (Koe), HAEMER T BERIFH rocs W ci1, ci2, K135 CS /KEIH DCT REL.
B woe; = 1 B, CS AITFEH Ay = 55—, B = ot HEEWED A, M

(gki,l)%c,i ’ > (gkig)roc,i )
> i A i, B; = > >
Bin’ j\j (glf,fi;'loc,i = hl/'ﬁ # Ai,27 ( liéz;ic,'i = hlié # Bi,2~ Hfga 1?/%1’& woc,i = 2 Hq‘; CS ﬂl+

St Aip = —iiider, Bip = igfes, BREWE Ay M0 By, BOA s = Aihbe #
Ajt, risher = BiahMee # Biy. OS MW DOT REFIRE LAY (Ai, Bia) B (A2, Bia) BT
¥ DCT 48 #e, /18 CS KENHIEIA.

CS B AR (Aiq, Bin) 85 (A2, Bio) BUEX IR/ KR, HEH woe; MHUER 1 E£ 2, FFA76E
cin B oo MG 8 T SCHAR, Wi Frs:

H woei = 1, AEMH {din 1ho" %5 9525 di 1 oho %5 9745 di 1 3ho™ %5 97075 di 1 aho™ %5 gMio ).

B Woei = 2, M {dinaho'™®; 6535 dia bt gl i 3ho'; 64055 di o a0 glie ).

TEEUG AR B, CS [R/KEDR 2 SOIRAS, K BRI DCT R AL SCHPIRASAL4E] CS, ifi H
KANKE DCT RS CS 1% OKEIEIAE AL © 3] Cs.

4.3 EREUEIM

(1) 4 woe,i =1, CS WH Ry = {Ai1 - dij1a(ho)¥3; 9595 Biy - di12(ho)¥i45 gF04 )5 35 woei = 2, CS
W Ry = {Ais - dig1(ho)2;9" % Big - dig2(ho)i4; 9"}, 18 Ry = {Ri1; Rig; Ris; Ria}. CS FHAXC
DCT RFLIK R i={1,2,...,(n+2)L} RIEZ 10.

(2) 10 FALEH 0, fifs H IR EE A = (Rfj;;% B = (szjeo. G, ¥ DCT #%0k47 DCT
AR, BRAT IR IR ER P

4.4 BEBHPEME
4.4.1 EEME

(1) IO 3EH 1o 4, b0 € Z%, HI TU I by T 1O JKED, 313 EW, = {ew, i|ew, ;=g k™ mod g,
7’07ihff”‘ mod ¢, gt mod ¢}, i = {1,...,L}; ERH {1,2} HRREKEN nL BTEENBENIKED W, 28
J&, B vyt € 7, F by INEBEHLKEIZESG EW, = {ew,lew,; = g™ h"s* mod g, 7y :he* mod g,
g'=i mod ¢}, i={1,...,nL}.

(2) 10 ¥ EW,, EW, Ml EW, AMKEN (n+2)L KFIH, BHZY K, &Hil, 3715 EW,, =
{eWou,ileWou,s = g owih%ewi mod g, T0u7ihtu°”’i mod ¢, g'«i mod ¢}, i ={1,...,(n+2)L}.
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(3) 10 ¥ EELEH By (K,u) Kik4 CS.
(4) TU M\ CS FH EW,,, FEHHEH roy = e mod g, DMETERE M BAE 1o

(gtou,i)eu
4.4.2 NEHME

(1) CS BEFEBANEL 2, 5, viy € 22, i ={1,2,...,(n+2)L}, j = {1,...,4}.
B woei = 1A, CS RBETHEIME Ay M By ARIES ¢in, ma, WH:

EWou,i | ¥t T; EWou,i Ti2 T
{0 ()7 ) ()™ )

ki,5 EWou,i | “1? kis i3 ) . ki €Wou,i \Tid  p o )
min = { (Aia - diaghlo - (5520 g5, gm0 )i (Bu - disahlee - (555 ) L ghe gm) )

% Woc,i = 2 HTJ‘) CS Rﬁéi+ﬁtﬂ5 Ai,g ;FD Bi,g ﬁ%ﬁ/‘]%"j Ci,2, T 2, ﬁu_l:

EWou,i Yi.1 ’ eWou,i Yi,2 )
C’i,2 = {(Ai’Q ( h2 ) 7gyl,1) ; (Bi,Q ( h2 ) 7gyz,2)} ,

8 Wou,i = Woc,i, 1U A i Cil % Ci,2- B2 2 = Wou,i # Woe,i = 1 EH'7 IU ARefda Ci1, ESp
cia FRDE Aip M Bio HRIGESL TR ciy T Az R Bip HRIEL, CS Tt 10
R m, A ma, SH 10 AR Ay M1 By, (EXASEFARRER 10 555 A A B,
[, Bk 10 &8 CS [HIKED, BAEER CS 5 Ao M By WE, D71k CS F A A1 B, Bt
A Ay R By, EEJRBNKIKED. CS %8 Ky BB m, MERIEGREG M. B 4
1= Wou,i # Woei =2 B, ;o HEDY A F1 B, ARIESC. Rk, CS H%H Koy BELH mi o 1
RIS GIRAS My, CS ¥ My T My RI%EZS 10, 53R 10 fi%.

(2) 10 BEHL 25 € Z, i = {1,2,...,(n+2)L}, j = {1,2}, IR4FE My 15 gos - goin = guoatzia,
Ain- d¢,1,3h§"’5 NECEN (gkm)—eo (e )P = Ai72(ew};2u’i)$i.3+zi,1; grih - gri = gratE2 By
i1 b - (St )T (ghie) 0L (St o (e TR BRI 20, CS AT
FI(250)"0% N Apa(S) ™ doRHY A, o5 M, 2, FIBIIE CS iHSLH Bio. FMLIREUES, 4
Tis+ 2in =T} g, Tia + 2i2 = ) 4, RN —TUA m, 1, W0

CWou.i\ i3 / CW .0 1\ Lia ,
mi1 = {(Au (%) »gwi’?’) ; (Bi,Q ( h?”) 7gﬂci,4> } .

WL pij € 2%, i = {1,2,...,(n+ 2)L}, j = {1,2}, R Mo TFE gvis - gpin = gvistpia 4, .
di,2,3holi’5'(ew;"’i )yi’s'(gl"”s)_eo'(ewl{?“i et = Ai,1(ewzu’l)yi’3+pi’l; gyt gPi2 = gYiatpiz Bi,z-di,2,4holi,a.
(SWomt )Vt (ghio) ™00 (Mo P12 _ B, o (SWowsiatPi i BURANIEHT p, | Bl po AR TR CS HHE
H A0 M B

EALTREUE X, 2 vis +pi1 = Uls, via + pi2 = Yl 4, TRFIIRIEE—TUN m, o, WF:

\ Ve ' i\ Vi, /
mig = {(Ai,l (%) 2 ,gyi,S) ; <Bi,1 (eW;:u,z> 4 7gyi,4> } )

10 K% My M M, 4 CS.
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(3) CS ﬁﬁ%%ﬂ K1, Kz %%U@EEL M1, Mz, %U% Ci1 '—5 mi 2 *@Eﬁ Ui, 1, J'JF@EQ Uil E‘H’E‘i&j‘j Z,
FIH Ci2 5 mi 1 4 U;,2, Hsg— Ui 2 SOEERAO] Y. Ui1, Uq2 IR

Uil = {(Am (%) " ,g‘"”“) ; (BM (%) o2 7gm,2>} 7
€Wou,i Yi,1 ) €W, i Yi2 ‘
Ui2 = {(Am ( 72 ) ,gy’"l) ; (Bm ( A ) 7gy1,2>} _

CS W win, wig, i =1{1,2,...,(n+2)L} SFEKHKIL DCT REUKIEL 1U.

(4) TU FIH 7o FEH wiq B w0, FIFEE FAER B CS R% ciq B 0 —FF, RIS TU K
EIf DCT &% U FIH B DCT RECEEE WM (A; 1, Bix) B (A2, Bio), BT DCT 28 #k, 3K
235 TU KEP I EHE.

TEEME 7 W B, TU 7K ED 2 SOIRES, RE 7 B DCT S350 L SCRPIRAS K% 4 TU, 1A
SRARNIKEN DCT FBUE AL H v A& %55

4.5  IKENA& MR EZ

W 10 KIEBG X —DATEEEIA Y, 10, CS Al J 3B CS KI/KEN R BEET v KK
BBAECSHIRT V. EHREM Y I CS 8 SCKET EW,, HIE Y £ CS Fim . sl A
Y TR TU MR MR — R, R CS /K ENH Y TU (7K ED, BELEH K, B Koy,

(1) IO KHRBUKED W, FIEERIA Y Al K, RiEZ J.

(2) J ] CS BWE grei, i ={1,2,...,L}.

(3) JH Y 73 8x 8 iy, 42 ISR [2] Wi )7 kL (n4-2) L ANEFEAT DOT A4, ¥ (4,5), (5,4)
BB RVBAE A A BBy, IR B RN KR, R w), ;i ={1,2,...,(n+2)L}. 2 A; > B;
W, whe, =2. 2 Ay < B W, w,., =1. )5, Hl K. W& W/, ,, 319 W), W, A w/.

(4) & W, 5 W HITE, W J WiE v FRREUE T 10.

(5) J HHEL gre - hves HRIWIHGE TR EET ew.;; HHI%E, WS v h& CS HIKED, 2
CS s T V.

5 ReEMH

5.1 Z=um/KENFIE 5 & KENBIRRFA

£S5 CS ZHJG, 10 A F1iE CS SRIGHZEM—ME E. 10 FraniE@fEdE £ g, ¢, G, Ay, By, Ao,
Bs, CS % SCOKEI EW,. LK EW, IR0 (EW, &2 g 1 r KF5 b 3 K2 IR RN, (2
10 AHIE CS FENLERRMFEEL ro, NTTHELTCIEN EW, FF43 B hve, FTLL 10 TEVEMfE w, & 1 18
& 2. [FIFE, 10 F1 CS WIEVEANE TU KED w, HIHUE.

5.2 BRI BIERIRZFL

(1) BB bR B 7f£5 10 &2 B G, CS AUV ATE kM MNEE (A1, Big) 8L (Ai2, Bi2), G
SR —MNHEE (Ai2, Bi2) B (A1, Bia). CS EMHFTENENEAEZ 9, b, ¢, G, i1, cio LK ¢,
cio HIRETT 3, EIFARIEE 10 BENLIEBAIIREL ki, Ly € Z5, i ={1,2,...,(n+2)L}, j = {1,...,6},
M TAEN T — AR E 7 — MR 4 woe; = 1 B, CS WITFEH A4, B, :ﬁ, ﬁ% 4
Woe,i = 2 B, CS TR A, o, Bio, A 1hbir, Bah*iz, 1, Lo, ki, ki 72 10 BENLIZEUR, CS TG
PN iz Bz A;hFir By yhkiz HAES Ao, Bio, Aix, Big.

hlivl 9 hl,l'y2 )
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x5 HRRM

Table 5 Theoretical cost

Computation cost Upload phase Retrieval phase Sharing phase
10 36|q|(n +2)L 3lg|(n+2)L 18|q|(n +2)L
Cs 12|g|(n +2)L - 24|q|(n 4+ 2)L
U - - 12|q|(n +2)L
Communication cost Upload phase Retrieval phase Sharing phase
10 24[q|(n +2)L - 4lq|(n+2)L
Cs - 4lg|(n + 2)L 15|q|(n +2)L

U - - -
Storage cost Upload an image Add a new IO Add a new IU
Cs 8lg|(n +2)L 3lg|(n+2)L 3lg|(n+2)L

R CS KIE BB EL log,h = t, M4 CS ATLMKEH 53— MEE, CS mlal A AL 4
Woei = 1 B, CS AITFEH A;n = Aiz (ghin)t, Bio = Biz (g'2)t M wee; = 2 B, CS AITFHH

pli1 nli.2

gy = Al By = Bt L CS RAERIE log,h = ¢

(2) B ZB B AT ¢ tHE Ao M1 B, o HRIIE S, CS T B 10 % m, 1, (HRXAME
FEARBEI CS B5E Ao Al B, o, 50 CS MHRITE B — X E. FIRE, 76 CS 5Bl 10 M58 m, o KRR 10
ARER) CS B58 Ay M Bi1. AUk, 10 FEMREE miq, meo WIER 255,005 € 23, i ={1,2,...,(n+2)L},
§ = {1, 2} MENTa B E BN & /i o s, PRl s iR A5 CS. K] CS ANFIIE 2 4, pij, CS Toi3RkAR
(Ai2, Bi2) B (Ai1, Bi1).

U 765 CS A HJG, TU WA AE LR AN S (Aiq, Big) 8K (Aig, Bio), TIERBH—14
HE (Ai2, Big) B (Aiq, Bin). HEFRSEG FEM B S TiERE S —MEE—F. FFE, U A
A log h = t.

6 TERESTHN

6.1 IERKM

ANTigeit 7RG AR BRI BON 2 R BUN S AN S 535 BE BT REACH AE S A, R
& EALEY BB 5 0 BU A & TAE AT — Ik B S EAR BB A R TOR, AIfEAERI [AEAT, ik
RGTHES B B FE.

R —MNREE RN |qf, WIZRIZFARETR B 1.5]q| AL 2 (B, r R |gl,
T g7 T 1.5]q| ORE). BT RFBEHEIIFEFERIHH RS Z, A TE S Hr o 208 1 [ 2 X E
fIsRikiz 5. 10, CS A IU £ & _EARRTBL. HUalf B 7 20 Be g 2R THSRARHY L sl (5 A, BLK
CS HIAF AL FRAER 5 .

M5 METAATE 2, A SIBERTS qf R BEVUKEE D n, BLEOKERE L A
1EEE; 10 BTt EAU FE AR #R m T CS, X2y 10 #2172 F& AR BOY EHR I HR] 5 73 5
b Befii 7 e AR, B SRR AR BUR A 2 T RS 2 = BERARAY CS AR IR BL T 5
RO, KARDVHEAR T AN RGtiH 58085, 11 CS e b B Rt AT sRikia iy e ioa 5.
5 MEMITEER CS BKIAFERIN S g BIRAN BENLKEDEINEL n, DURKENKE L IEEE; RN,
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x104 6
e 2020
—*—10 in the image upload phase @ —#—10 in the image upload phase (b)
. . 1.8 . . . 1
12+ —®—CS in the image upload phase —&—CS in the image retrieval phase
—*—]0O in the image retrieval phase 1.6 | 10 in the image sharing phase
— 10k 10 in the image sharing phase ,&3‘ CS in the image sharing phase
g CS in the image sharing phase 42} L4+
2 U in the image sharing phase Z ol
S 8r S
g £ 10
= <
£ 6 g
E] g 08
g g
S £
O 4t 5 0.6
O
0.4+
2 .
02+
0 Se——— . L L L 0 1 1 1 1 1 1 1
512 768 1024 1280 1536 1792 2048 512 768 1024 1280 1536 1792 2048
Bit length of ¢ Bit length of ¢

2 (MFEFE) (a) ZRFPSS5EMTERN; (b) LWHEE5HNBEERN
Figure 2 (Color online) (a) Experimental computation cost of participants; (b) experimental communication cost of
participants

CS M EpEE LA RGN EGE. 10 B, DL TU s B3 i 26 n.
6.2 SLIREER

TEIX—#0r, FAegeit T BUE _BAL . BRI BRI R B 8 A2 5 38 SE bRt AN FSEBR i
BRI B, PRA KB 1 B L4 S /K ED B SC G A58 0 & /K B B3R BUER R 26« K ENIRIL BF 1%
YA, B fia, WA S BB /K ED RS S S0k (2] B SO A K B RS B 2203

(1) tHEAN SBEERM. AL N BN E A Intel (R) Core (TM) i5-4490@3.30 GHz
AbFEEE, 8 GB RAM WAZH Windows 7 T MV#AE RS, I Java FHREN H 8 BILE R IEA5 BT
H ISR TSR RUE A A, HEUE R 1000 KIS RIG-FIME; /£ Matlab R2014b H1 58 5%
X B B SCEHE (R A 3

ARSI A K B 1 7 305 STk (2] AR, ASSEEG 1 B AN KENRD W, W,, W, W, K EHZ
13 bit. fEEUE AR B, IKED W BH W, We, W, MR, HACREDY 39 bit; FEIR AT E L 259w isd 78
2] 64 bit, FHIATINE, EEHAN 5 K, EFRRAREEN 320 bit. 78EUE S FIEL, /KED W,, B W,
W, W, e, HARERZ 39 bit, & LY 782 64 bit, TN, EEHA 5 &, Lt
A 320 bit.

EF 512 x 512 K/MAKE R, FIH STFT HL e ALRHIE s ik 5 AN K/ANA 64 x 64 X3,
FEAXIRHET 8 x 8 BRA DOT A8, BUREANERK (4,5) A1 (5,4) MIBE N A F1 B, 7Kk Q = 2'6 %5
B, R /NIRIF Av, By, As, Bo. SGIRIEIMBGHATZH, thil F&E L =64, n =1, Bt 5%
A T B 2(a), BAEATE 2(b).

Kl 2(a) A1 (b) 2 5H T ERMFEE RIS o F3E G, X2 R ARz
S INGEE AL g FOHEIN; BT |gf PRRRERGIN, Fef bR AR . A 2 B 10 7E BEE
G B AR FE B A R i 1, XN 10 A 7 B al G A 2 = IRG AT T KB RTIN
B CS TEEUE A B B BUE EARBY B 1O B €8, CS fEZMY BORHE T 3 ZER)THEAES T, X
81453 CS EEME I W BRI FE R T 10 F1 TU £E 120 BRI VH #E.
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PSNR = 43.0785 PSNR = 43.041 PSNR=102.1789
@ (®) ©

3 (a) LEEMEHEILRG; (b) SZMEROER; (c) BEMEREEIR

Figure 3 (a) Image in the upload phase; (b) images in the sharing phase; (c¢) image in the retrieval phase

(2) KEDERE.

SIKENERHIRE. ALK HIEEEMEE (peak signal to noise ratio, PSNR) #FA/ 2 7K B EEE 11
Jiig. A 512 x 512 K/NHIEME Lena B, ALY ORFET I GO0 T EME _EAL L BUal, 70 =B B
B, 1k 3(a)~(c) AT7R.

MW 3 B, AN BN W B SCEME I PSNR B KT 30, X ARRSR S AT 432 1. BRI i)
K Eafan s K, K2Ry DCT REUE /ML, EEL BRI RES, #k 7B RHk.

IKENRYHR BB IR 2. AL IR MUK BN LLRF A 1R % (bit error rate, BER) PP RIBUKENR. LA
512 x 512 K/NATEE Lena N, FETCICEAE LT BHE AL BAf/KED BER N 0, EH& 2> S0 B
BER 79 0, 3X 36 BIAS W80 1) 2 SCOK B B SCIRAS J5 BE B IE B SR I

IKENEY B R S 4. A SCHE S SCHSE I SCHR 2] HIPUBRSR G, 10 K3 SUKETIR A BIUE, 5
AR RS KBRS SC IR, Rk 4 CS 81 TU, CS BY U % 5 345 S K BN R AR B G
B K AT MR LK BRI B, SCHR [2) A4 00 AN [ BE 2 A 7] A 240 35 A0 35 /K BT BB EAT T
T, UEWTK ENSRE B U BE. A SO b g Ja S /K ENEMR 550K (2] & /KNI R 2203, 35—
HHIZETN /N BT A2, Ul AP K EAISCHR [2] o B 7K BT RS e B 5 Bt

1E G AR B, ARSCGETH5 K ED W, B DCT RE0SSCHR [2] & 7K W, [ DCT REZMH
FIZERHE Z F19 0.0016; 7E IR 7> BT B, Geit AT /KED We,, B DCT RE05 SCHR 2] 5 7KE W,
) DCT REZEERKILXEZ A 0.0097; X i B EIR/K BT LE ST TE A RON , (AR AR [0 1) B SOR
e BEE 5 5CHR 2] BRI SOKED S f 0 & —RE 80, AP BCRA SCHR (2] oK ETRIHT5E St

7 Hg

FAHAE 2 m H SRS T = KIS /K ED, BRI AN BERS AL 2= P R MR s AR5 L B 24 i
FEADWF, SonqE 10 14 2 BUE a1 G, AMEERDKED, 10 78z K& RN, /£ 1U
2 s (KA 0 R MR, A TU M S0k ED. RIME TU BBk IR, B2 E B+ iRk
N T REPURRSRKED, BREREEII & TU BKEL, ATSIE TU B fARAT A,

A E 10, CS, TU KEVEEHGE 13 bit. SEBr b, 2 M55 i i 8ced a1+ /- Bos, i
18 10 11U, BRI YR 20 B 58 2 R LURF R, DOSZRFEEZ IO . HEAL G IKED W A1 W, fE20
G AT AR BEHR Y 39 bit, R ORIESC /K EFAOHLRF S 5 5CHR (2] HhoK BRI B S A ). B - £k
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=AM, HEKE W, 1 W,, TELES i Fr B 39 bit, Al E/KEN3#h 39 bit —4H
BN, X T 2 R A BRI EE, A BRIS RIS (2] KBTI, AR SO T SE
IGVEE S50k [2] — B, RAK N 512 8K, %608 512 B R EE, 1 B T FHLIARR A K38 @8 N
JUT5 3=, Br ALEBLSE R ] DA R SR KBNS .

8 R&E

AR R SCRE B AL HRUAL 25 ATRDEDIRE M A7 iR, R = SR 2 M BB 3
SOKENBRC. RS 5% A 3 SCK N — 7 T PR UE /K BT REAR T AR 0 0y, I P AR A5 P = itk 52 4 P 1%
AT 9 o5 — T T B 1 MR R — SO, PRAIE 25 7K BT AR I S AR M — 8 1) T 2K EARER 5 0 1D TR AR
. SCIR A5 R B om T BT SRR AR Z AP, WA SO IR —E R PR, BRI
T WA 2 v AN A R 0 MR BT, 72 A% BRI BOdEAT T8 2 1S el R BRI
1 G K At 2 R iy B AR A A o 0 T S B R BRAT T T SR A D75 ).
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Abstract The current cloud storage services generally launch the function of browsing files, which brings great
convenience for users to steal information by shooting files on the screen, and also increases the risk of information
leakage. As a result, users taking photos to steal information poses a potential security risk for cloud storage
services. The existing method is for the cloud to embed a screen-shooting resilient watermark associated with the
user’s identity in an image before sending it to the user. Then the cloud can detect the user’s watermark from the
captured image and discover the user’s identity. Both the cloud and the user have the image embedded with the
user’s watermark, so the leaked images cannot be confirmed to be from the cloud or from the user. To eliminate
the ambiguity of the leakage source, ciphertext watermark is utilized, that is, the user’s ciphertext watermark is
embedded into a plaintext image in the cloud to generate the ciphertext image containing the user’s watermark,
which can only be decrypted by the user to obtain the plaintext image. Once this image is secretly shot and
leaked, it must flow out from the user. However, the current screen-shooting resilient watermarking algorithm
does not support the above functions and only supports the embedding of the plaintext watermark. This paper
proposes a screen-shooting resilient ciphertext watermarking protocol between the cloud and users, which aims to
protect the copyright users’ ownership of their images and prevent other users who use the images from stealing
images by taking pictures secretly. This paper verifies the security and effectiveness of the proposed protocol
through theoretical analysis and simulation experiments.

Keywords cloud storage, ciphertext watermark protocol, screen-shooting resilient watermark, copyright pro-
tection, leakage tracking
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