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Figure 1 (Color online) The system of the Internet of Things and cross-technology communication. (a) The system of
the Internet of Things; (b) the framework of cross-technology communication

PB4 £ L5 ISM (industrial scientific medical) #E¢, {815 AR B YR & &k Kok, BT 44 a1
TAEEELR 0] A B B A RN R 2%, S BRI B& AMUASREIL R LR, e A 58 SIS AL, 36 il
FJTH (cross-technology interference, CTT) B4, fil4n, 47T 2.4 GHz #E Y Wi-Fi Al ZigBee B
FE R R B A0 B, AR BT HRAR M i AE B A, S B0l R SR TR 0L S — 5T, A RIRE S
A & B 5 A L. 0 Wi-Fi SR B AL ACR m R i, (HIFER S, ZigBee HARAEFE/IME
AR AR, A RS A [E SR 2 AR i I B 058 1A R FH 238 DL A TG ZadiA5 1R A3 B Ik ) 40k
() — AN 587 7).

BEXTCL RN R R 3, kR 22 AT 78 N G306 33 A FH AN [R] B S 16 2 TR A5 AL Al 1 3
AL TS RIS A EEGES . AN BIBCEAE (cross-technology communication, CTC) F5i@ i
RIS B 1) 77 AR A (R8RS Bl 50 AR S AL PR I B 26 S B EL I8 | i HOR AN TR A 9 5%
WA HEAT WA P LR A 4. & 1 B, AR AN b, S 0Tk I LTI A ARl 45 I 2%
RSN R . ARSI AE HOR R Rl [ Vot [ R AT ELREIEAE, A I ELIBE (S BTl T
R R A () (1) 815 B 22, A4 o A 1A 1 % 2 ) L IDG ELE, AT o] DA G AN RIS AR 35, A e i i 4
FHEPME O Ak, 55T G 00 S5 A8 B 4 (RS AR L, SR BRI B ICIE (S H AR kD> T Ao i
THE S I RE A5 75 57 A4 Ve P LU I e o P 6 2 AR S 950050, 3 4 15 T 32 40 iy >R R B A% e
R, P THiEfE g 1011,

S AL PTG I ELECIE A, AR v IR — kR, R, SR A IR N ELIBGIE A 1 AR v 5 B U
W T AL LA — AL, S BRI L BAR B BT R A TR ) B SR g 5 TR, (HAO R
A ERGEE R Tl R, A I N B4k AN [ 0 S = B SOk 7, 1 Wi-Fi SR IEEE
802.11 #5ifE, ZigBee KA IEEE 802.15.4 bR, AN [RIFRAE AT I B il F 4 77 AN [F], P06 N 1 % ok
TR AR R e A T 5 R B L, AT, 5 A1) AR TR 1 R o) AR T T 5 e IR S ) A % TR AN 25 FA) IS S A
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Figure 2 (Color online) Existing cross-technology communication modulation scheme. (a) Length of packets; (b) energy
level of packets; (c) energy change; (d) energy envelope; (e) signal characteristics
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AR EHI TR, Sk KR IR WA RAE. Wil 2(a) P, B ek
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Table 1 Summary of existing cross-technology communication based on packet patterns

Method Transmitter and receiver Modulation Throughput
Esense [16] 802.11 — 802.15.4 Packet length 326 bps
HoWiES [17] Wi-Fi — ZigBee Packet length -
LtFi[8] LTE-U — Wi-Fi Energy level 75 bps
WiZig [19] Wi-Fi — ZigBee Energy level 153.85 bps
StripComm [20] Wi-Fi = ZigBee Energy level Wi-Fi — ZigBee: 1.1 Kbps
ZigBee — Wi-Fi: 77.8 bps
Ampbhista (8] ZigBee — Wi-Fi Energy level 2.5 Kbps
ZigFi [21] ZigBee — Wi-Fi Channel state information 215.9 bps
DopplerFi (22] BLE — Wi-Fi Carrier frequency offset 6.5 Kbps
Gsense (23] ZigBee — Wi-Fi Packet interval & timing -
Baw2 [14] BLE — Wi-Fi Energy envelope BLE — Wi-Fi: 3.1 Kbps

TR, B AR S B T T R A IR ELIBCIRAE R, it 2 BN B I R EAE
B, EAIAFAEIRZE R, Hl0m B AR MR EATIX 20T, PRI 5 44 MK ) B IG5 45 & 32 3 1F
WG T kBRI IR U A £, Chebrolu 55 6] £ HA I fif v 7 R fE B K e %
FBX o Geit W8S TP EE G A I A1, 12635 BRI T B A B T S A P X L
WIS, AERXFTVE, BIEBOE SRR, S Pk BLDGEAS Pt HURE ) st (5 AT 1%k ) 80 6l
KGR, EAE RS, 5 — e rl LR (5 B R 2 MR, AR5 B S i) T s R R,
(IS E 4 IR € EH R N2 e N R

FIRHEB e 2K FFHATIES]. 7] H T AP B ECGRE AR AR EE A R EKT. 2f L
PEHR BE E7KSFH T B REI 7 E R 2 3 Fh: ZRed. e . seE QK FaE R IRE. WKl 2(b)
FT7R, 22 Be R B R i 77 R I T2 /K1 ) BE B 5 5 T 1 EUARR A5 JSURE N 2, A s B 1 B /K~ J RITAT
T T S R I ) BRGSO PR RS 0% R AT AR . XA TV 2 BIME TE h PR B R A,
I, Guo &5 9 Wit WiZig MRIB(SIE S MF, Zhas B R R i) SR ms (L HEH2 ) g K7 23k
WK/, $&TF 7 IR TN B E TR, W 2(c) Prow, M BEEARA, 0 AR N T E
FER ) P A B LIS 1) 0/1 HoRk O, T DL G 5 — S5 A0 RES IO AS T S, X 7S B — 2 1
pirpiae /. mH, BRG] 0/1 HERERE Jel > F W i g IR, TR A B BRI R
WA WA AR EASRNEEEEY%, R ORREAKTI S —ANEERE. W 2(d) Fros, FH Lk
REAIE P 7 R A R X EEL DR A5 B A A 2 AR FH B S0 0 1) A o B B 7T~ A T VR A A T T o) 2 0 4.
[Re AL AT IR, I B SR BTBE LI 5 B RE 7). Chi 45 M4 R TH B2W2 K il 2 45 B
RO 5% 3, 383 T 5% 3 1A [R) A6 U 1) S 44 BB .. Zhang 55 (230 75040 A0 AT NN € I AT
B, AL R 22 AN RE R bk, R A R bk b 2 18] P 1) R gk AT 45 S R ), (B SEINZT7 58 7 ZEAB el i A
PR HAEBA 7 e LR

FIR R ESHHEFIT RSB, BRI T HOE G R BE & AT (1 YR 1) D7 VR AE S R D EEC ) L
BERBONEH, (HHA 52 3 AR T N TR, 3R mE R LG s E ]
FEVE, WFFTN 513 R a0 60 B RS IR A5 S R A e A BB ) LI A G o I TR 43 5 R AR L 565
{GIEIRAEE S (channel state information, CSI) FN# iR (carrier frequency offset, CFO). {E G4k H
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AL EAE Wi-Fi R QR R SR, Wi-Fi 822050 v] DARYE (S E IR BAER U B A R 800k 1)
A SIREE R, B TEERSE R (CSI) HiIE TR (received signal strength, RSS) B4 53k
HOHE EURSHA FE v, BRI S B RAS (B BT R BLBCIE (5 B A R S, SERESER
Al T SRR Wi-Fi P BB E AR (10 ZigBees W) 2| Wi-Fi 15 AP0 B BGEAS. W1
Kl 2(e) Frax, Wi-Fi 5HAM O AEEEE S )G, Wi-Fi a7 S fEEIRESE B a4l R
B, TR, REEERSE R, 8523 TP B 680 my 1 7 il fg i o 74 BEE B 0/1 L
F5 U 7RI FE RS B S B IDCER (5 I, R S ity 75 2 A B B R S Th %,k G kR 2K
BT 2 #7519 (carrier sense multiple access, CSMA) HLi#il], 5200 Wi-Fi [1E 5 8@{5. PR 2T
AAETHIE WILR, To B4 1 AR B AR A HAR Y 2 DL A OS S AR 1K) 22385 3 280N H 1T fig 3 B0
it BRI HAFAE T8 Qi 2 B AE 5 b BN SO S BTG 215 Re i 25 R RS A i & T
E R A HAZLE 1 A AU, T2 Wang 55 221 @k i 5 8 AR, R [0 4504 LA A 1) 0 AR 4500
HilME 2, I SEEL Wi-Fi 27 1) S A P ) BG5S

25 ERTIA, BEOREETHE G RIE AT DASE I e A VB B AE , (H H HT R T7 RAFAERLZ 1)
(1) 38R A BB (2) #9077 S 7 25 I 545 (3) #7077 29I N 1 #sh v s
(EVi=vix:ch

3 FiEkMEBRIBERA

BEXT AT S AR R ELIERIE 15 BORW FBLRANAEAE R o AL, AR S 1 S BB o ELBBAE £ B
HEZR, WnlEl 1(b), ELAEEHE B e A DIk I LIRS B A5 5 G A A IR X LRI 15 SR AN A
SR AP EIBOE SR, Bl 6 410 A A IR I ELIGOE 5 ) B8 0 2 AR A BEAT i ) 1
i, FH T e B 200 PR AL T AL s A S 0 ) A R A i 8 SRR, ol AR 25 5 S S XL 1) ) 7 ) A0 0 oA
BELBRIEAE, {5 iR AR R A B0 B ZURFAE AT (5 B KR ), FeA kB B2 BIR KA IR 55 i) A
Y3k W ELIE A 3 i A R 3 S AR AU R S AT TR A AAE 5, AT S i SO RS, X A5 4R e 1
SRR BB A5 R A k. (ELE SR 5V SR R & v (B AR RE 0 o T e, PR AN IE T 1
RIS M A3 I, 55 45 (A AL A K I EEL IR0 155 R P AR E (-5 R SRS AR AT B A, A 4R
B RIS, & ARt — 2D SR . AR 23 Tl VR ) TR 3 Fob S Mg A2 BB ) EL KO 135 i AR A0 45

3.1 HIRAKNFHYEKMERKRBERA

AN CAT S R B0 I ELIDRIEA5 T 72 VA0 D9 A L 20 P S R B ) LRI A B0, IR HKE
3 P K T AR BT R e (5 B R B, Ak R T I RN AN ZESINBUS E t. AE g
SRR I ELIOE A5 BOARAZ O JBAEN, R i A 3 R 52 B e 4 ) K it R I TR L A SR FE AR,
ALY SRR IE FRY T A0 558 ) B 26 TR AR, PR A0S 08 335 T JR R R 1 ) R SR B R A5
S, AT FE WSR2 B it

ETHR RS ERE TV, A SCHE T il 6 (I SRS AL, 38 3 522 ol A bR R e 1), #s
fEARWUA I Rl A% B uME BB, SEOL T A i BB AS, H i T3 T Hom A RS e, 15
TE R A AT Ak B A AROK IR i, 2t — 2 3 i e v A5 A it A D9 £ AR A (1 4
%, i 3(a), AP I P KA B I SRS AL AT TR 1, R AR A ) A I 8] (A2 RS 5 9 L. X TRk
g, 3B R AN A B ICRI RS BOR, RN B R B B A S A N R RS T 5
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Figure 3 (Color online) Cross-technology communication of packet level. (a) Patterns of packet timing; (b) patterns of
packet sequence

B, i BRSS9 E R R (received signal strength indication, RSSI), & I# & ) RSST
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5«17, Bk, FETASRI AR A ), el vl DORERAE B HI(E 5 30T 20 4L Af . AL AT DASEN 2256
—IAE B R E AL R

ETHIREFFEHESHITEB). 55 T R8N OREA R, B T4 65 FRHE K 7 Pk
FLIRIEAE KA i 2 e K e 6 B A N B8040 L 3 1 B AR . b T e i 7 AR — 2 Al B
FP BRI A" BEAR T 4 HR LR A5 8, XA )77 308 s 17 A DBk X EL R85 B BT RE 0. AR SCIR]I
M FH et 0, P B A AR U A ) ) B AR R AT A5 S ), an &1 3(b), MR L () MKEE L (2k)
A 0/1 LUkE, BHAE B gm bl B SSUBE /R i il 2. Bl 8 i R NS 5 B B AR IE AT (5 0 B2
WO iRY. ZE T8RP SRR, AU & 115 BAE S 1 B R ek &, ORI mT SE 1) S A4 Ik I
HHGEERAE TR,

3.2 FESRMFMEKMERKBERAR

155 R A A IR X ELIDOE 5 HASE AR DL M oL@ 15 W SO B A5 5 SEBL LIRS . ML T
A FHRELASE P O 5t R HEAT 15 2 A IR, 15 5 2R A0 SR K DB Do) EL TR 15 A i A9 B IR KT

155 B SEHLE 5 Z0 A A MU BR W) ELIRIE (5 10 2 207 3%, Fiz 0 RB AR, 7 438 i e e 42 1 e 4
LA AT F 73, BV S i BB T, 45 3 I FR) I e A S 47 A RE W 0l e K T 2 W e IE T 922
ORI M5 5. anIE 4(a) s, WA A& R e o /A5 B TR BRI EE 2 HARE 5, il i ) TARE,
FHE S H AT DA A B e A (R BRI RS S AR BRSO . R i AR R R R, AT AR
Af 748 73 R LA RS S 3 3o WA v F) I A U, AT e D e . BRI B, R TS SR SR A IR R
PRI 135 7T LA S AT F 0o 266 Y A TE 2R BOR [R5 (A A

BIAnSEB Wi-Fi 3] ZigBee 7 M YIHE M ELEGEE RGN, £ Wi-Fi Kk, (5 5800
J7 ARAFE] Wi-Fi W3R B RO, (875 28T X SRS IR T R L T ZigBee {5 5 HISS M.
RPN A Wi-Fi IR i A& B TE R, ZigBee SCHRE Wi-Fi W) Sk G455 73 A1
JRE 8 A A 7 2, T AT AT 8 7 g R D I I ZigBee HART SRR I, EIBAN A GIH) ZigBee %4
Paml, FFAE ZigBee $3HA S i VR AH LA AT RO T b A5 S AL, RIS B EAR 14 2o 1 i, U =s
FR A% fan e P 15 2T S B R B AR, I S B AR e 390 R 1RSSR EE i ], LA
L2388 1 A TE G A5 58 S T R0 iR, 4 Hh e A o e 6 T AP 2R I R H RS 5 B R i 7.
G E R IR, (2 ZigBee V1T XA TUARBLUSI AT CAERTHEFRIE (6, ik A s Bt
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Figure 4 (Color online) Cross-technology communication of signal level. (a) Cross-technology communication based on
signal emulation; (b) recovery of emulation errors; (c¢) diagram of chip-combining coding; (d) decoding process
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(0 1E SROBEAT A5 R, 3K g — P3G TS B ZigBee B TS S LM) S A MK I ELIDCIRAE 1) B R
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ZE PERRT S RINER D 77 S 4R, LS 50 81 S BHE ORI TR . R EIRZ, AEE
SHRUIT BLSAT 128 TEEE 802.15.4 SrAEFTIUE AT — fIums S &, TR R B S f75 3K, B
HRAEGETHS 2 LA 5 RS TTRER A0, 28T AT 5 SRS TT R 5% 2. X IR B 65 R A A ALL
FHRANA R ZZ, ASCRI M TEEE 802.15.4 FR#EFTHLE B8 BEHL 51 PR A A2 A L, 1€ T oo
A gmhs 7 3 W 4(c), Wi-Fi A% i A8l 5 SR T BT S <07, WIAE K ik R v i
55 0" TEAARE 8 MSTT/E AT S (S H BN 8 M5 TT), X ILBINFF S “27. X T ZigBee
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Figure 5 (Color online) Cross-technology communication of symbol level. (a) Cross-technology communication based on
symbol construction; (b) cross-technology communication based on cross decoding
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Figure 6 (Color online) Anti-interference coordination mechanism based on cross-technology communication. (a) The
scenario; (b) coordination based on CT-CTS; (c) global cooperation based on CT-Beacon; (d) CT-Beacon format
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The key technologies of cross-technology communication
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Abstract With the development of the Internet of Things (IoT), a variety of wireless communication technolo-
gies have come up to meet the requirements of different applications in communication range, energy consumption,
delay, and others. Because of the heterogeneity and communication barriers of different wireless communication
technologies, heterogeneous devices can not communicate directly with each other. Due to the lack of information
interaction, widely deployed heterogeneous IoT devices suffer from severe interference and the competition of
spectrum resources. Moreover, the communication barriers between heterogeneous devices also limit information
sharing and resource integration, and it needs extra overhead using the gateway to realize the communication
between heterogeneous devices. Therefore, the research on cross-technology communication is put forward. It
does not need gateways as the intermediate device for protocol conversion, which provides direct communication
and satisfies the requirement of communication between heterogeneous devices. This paper first systematically
analyzes and surveys the research status of cross-technology communication. On this basis, the key technologies
of cross-technology communication are proposed, including packet level, signal level, and symbol level. Then, the
proposed technologies are demonstrated for the anti-interference coordination application in the field of the co-
existence of heterogeneous IoT devices. Finally, the prospects for cross-technology communication are discussed
and concluded.

Keywords Internet of Things, wireless network, cross-technology communication, wireless communication pro-
tocol, digital modulation
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