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H 20 W LUK, SRV N RTCZ0E (5 AR O R/ R 1T Z M, H2 T HEiR
B 1) RO 5E — B 49 30960, L3 Bash 45 Bl 55 0EH] T BE#C 20815 M5 B —— Pl
13, B AWGN (additive white Gaussian noise) {518 F n {5188 FH Ge % v] 5 H R # & i 2 A
/o HRFEFRE R, A RF TR 7T Jo AR &M A RETE R th g 3 T k. SR, PO
AR R 1B HREGE TS5 RN RO R, S RA ER#RA B R c4&mE &
Gt, NI EE O T RalOT BT LA RGvERe AL, G4 R 56 T 1 75 AN iff o 1k 14~ i
PEFHU A T~ R B A THE(E HEARSE D01 HOR T Brse b E MR i, fad K428k
LA R GERR M B T B KA Rk i, DAAS W HE 1 RS b To 485 BRI B H S H.

P M ATBR R ZB ST, — 7, RA DB T T T 2 REEXT Bl LB 5 b aa. Ho,
Zheng 5 M2 F WAL T WIRA TN N 2 RERSM IO A S, I RARX L T & RE RGN 7
AR RGMFERNERE. Lin &5 6 LR AN 2 0 BT 15 RO s 8 T2 1, 090 1 2 R 2Bk
o385 1 e R PERE. Forouzesh 55 181 B0 T 3D IR B AT B Jo 4 3d 15 1 sg i, ELAATE
RAFEBUN AL TR H A (Rayleigh) SVA(SIE N, BT 1 I RS ORAM #1022 2% 8] N LW 75 R 11t
TR, MR T ARG 2D PR SIY, 3D R U REAE KT A B N 4E R EIR LR ST RE R IR, AT
SRS AT AE H AR . SR, A5 R AEAE B AR AN B AR T IR (Rice) (G TE, 3D P AL
T e 1 B AR RN R 2 — P THOK, I O FWif= 5 Be 2t AT E 3RS Rl T, B3E T 3D SOk
B 2 R HA 2 5 MK IRRENS S B ROTE 218 (5 10 A FHR NI A

F—J5TH, TR ZH A% & T R A AL E I ARy A8 DB B R T AR IR
MIARA 53 A0 [ 2 ANET 01227 SR RA T FE AT AL TAE A B R8Oy . 98 b, SEbridfE g st
TR R IR T B ARG B B AT AR EAT R ORHE S, MOy B A7 & -7 s e R R Re. bean
AT R RIAKTT R, i T EE B R RS TR R R O A 2, JLP AN AT RE e R
AN S R, I TG 7R A4 AT A R DR AUE I AE A BR A T A EOT R SEE AR EOTI, R
K HUR A BRI = B, B8 B LA T el (ke IE S I HIEAE (S 5. ik, mfe X —ME 0 E
20 7 1RO KR A B P i 0 SR UL M 3R 2R 96 s i T 2 368 135 I TEE M 1 9 2 0 B

B IR A I8, AR ST S TR ST A AR R P AN B 2, M T T 3D R UE
RGN b 7 HOT AU ITERE, #ES T RGUE/NFRIRHEZ. X, 4t 1 I EE AR J g R
Wi I NIA S, SRAR 1 45 7€ BT AL BN ) R G R RR A AL i) L. #6325 8 31 S bRz 5t
HICIR R KN ST L BN AT R RIS T, 6 UCGE SC T BB X X — B i s YR f A, JRRct T
R RS, BUa, B BRI T TR RS RS R REFN A TERE, B AT 18 RS
SIEINE . R AN N 5 G0 2 SR 45 32 B HOus BRI DX 52 0, O SEBRES IO 200845 R Ge it ¢
SR E R 7 HIRIR S

2 RpEHE

KR E—AFET 3D WRBIE FATRMELIEE R4, WE 1 s, B85 Alice. A%
WH F* Bob, PLR AR ER BN ARMARERNFTT Willie. HH Alice K451 F 1 RZFEF (uniform
planar antenna array, UPA), {KATHI 5 M ILECE L x M HRRZ, RE&SEICN T. Bob Al Willie 34
BRER, FFor e = 4eFii b RET IR geMERe o dr, 2 LL Alice AR RS =4ETH RIKAAPF 5.
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Willie

1 (MEhRFE) ET 3D KRMEH TR LBERFRE

Figure 1 (Color online) System model of downlink covert wireless communication based on 3D beamforming
B A 8 i SR vk, B

K. T -
_ o — 1
hllZ KZ h(lZ + KZ + 1 h(lZ) ( )

Hr1, 2 € {b,w} FI/R Bob B Willie, K, F/nEuli 571 2 B3 K BT, h,. FRo-5AHNARER HiE 5y
B, hg = (Rl B2, . hM] ~ CN (0, Insyr) FRoRHFIZETE Sr 8. 54T UPA L2544 (181 n] 43

haz:a(ezvsaz):a"u (02)®ah (92790'2)’ (2)
Ay (az) = |:]-7 ej27'[% sin 6 PR 7ej27T(M_1)% S0 ’ (3)
ap (0., ¢2) = [1, QIR cosfesings | of2m(M =) B cond sin %] ’ @

Hrb, ay (0.) M an (02, 0.) DHER ha. KTEETENKFDE, 0. W o, Romd i 115 5 2 1
P EAAACT LA, Ad RN RENEE, N RARBERBK.
5 RE BTN BB S R 4, WEBHKON N, U Bob M Willie RIS 5 AI4—FRaR N

y:[n] = V Pda by ws[n] + r2[n], (5)

Hi,n=1,2,...,N, P RRBEIRINZR, d,. FoRHEE 5T R 2 ZIERHEE, o RoREEEER T,
w FRIEIE TG ASFERE. s[n] FoRHEui R4 Bob MIALVE S 5, RIRIE R ANH — AL = e i A L 4 4,
B sn] ~ CAC(0,1). ra[n] ZERH5 2 = MTTEN o2 MRN8 ] ~ CA (0,02), T Willic
T HE P T (AR b, ELIR MR 54 A o) B
1
fo2 (z) = 2z1np’

0, otherwise,
Hrb, 02 FoR Willie MRS 7K p KRB A EFRE H p > 1. M AN E I A AE 1S Willie
(RIS M LU AT B8 2K T3 S A I T 2R 45 e Ll B 1190 WG DA — s MR R AR A I 1R, S RGeS Bl
(SE MBI =k e i

o2
iffgxgpai

i

(6)

3 HMMERED T
DNFE B HTROT AT IPEBE, AT B Yoo 48 1 8Os A IR Hh i I B9 — o Bk 96 1), 2
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TRERNPER RS 7R E LR TR T RBOTBUE SO R R R T R . &)E, S
T AR Gidm/IN T LIRS MO R RSO S UUAS I T PR,
3.1 ZRigeE
A S A R AR IR B 1S, e HTEOT Willie HIARITT . Willie FUUE 5 AT Rm N
rw(n], Ho,
Yuln] = { VPEER wslnl 4 rlnl, o, (7)

Horr, Hy BoRFEMRIEBRGE, RZN Hi. HTEVEXTTRA T 2SS, X {E15 Willie ToIEE
I W RS 5 o0 A SR A T BB S FOAAAE M. (BsE Willie RERIEBERTBE, BEi H e g 2
BAER A RS EAGIE 7). 3T oIS, Willie 75 3E4T 40K )k

Pt LS % (®)
w = Yw|||” 2 v,
N3 Do

Kb, P, Fn— AMEEI NPT %, o LRI, Dy s A e Sl RIS, )RZ N D;.
Bt Willie Joy2A5HR1 G T 33l A& S BRFALIAT AT S 5045 5., BRI — A A BB AR 2R Pr(Ho) =
Pr(H,) = 0.5. 3T Willie A W) 25 Pr(Dy [Ho) FIIRAEER Pr(Do|H,), FAGHHER ¢ ATRRN

g = PT(D1|H0) + PI'(DQ‘Hl) (9)
HA 0< <1, € =0 KA Willie 1] LATE 4 IERA U 2 FRHCEAS, ¢ BulIE T 1 3RonFA i 45 F ek
AR 7. B, ¢ XAEFRON M.
3.2 NS
T RS HER RN, RATERE Willie SARIETE, BI Willie £ {5 SFEALE N —
oo, H Willie 2 S i BAT I TTBR FIRE /7. BB Willie FUASESE 2R 0T KR A
0, 02 <v<P,+02,

E(v, Py, 0,) = { (10)

1, otherwise,

Hr, P, = Pd; 8 haww|? R Willie BRURFRIMES 5 Th R, R EER AR K AR (maximum ratio

transmission, MRT) T4, B w = HZ%II’ M Alice 2 Willie FE5 RS 1E G 35 Ay (20)

Kwagbw +gaw
ol (Ko + 1) (K + 1)

B w]* = (11)
[k

Hol1, gauw ~ exp(1) FoR Willie f U (5T RI43E, gr, = STV P[00 J5R Willie £ £
EREEE R G, @ = 7'[% (sin @y, — sin6,,) F7~ Willie 55 Bob HI/KFFHALZE, © = W%(COS Oy sin pp
— 08 0, sin p,,) s Willie 55 Bob [T ELMIGLZE, ||k, || 9IRS 2045 (RIBEHLAS &

BT G850 HT, AT Nakagami FEP4UTRISERRETE, HSCHR [21) AT, |hy,w]® AR Gamma
AR &, 3BTRS 3] P, ) PDF (probability density function) A

o () Figon (£2):
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2K p+1
Ky Ko Gow
W= TM(Kp+Kuw+1) "

Z i, o2 F P, 3BT EII LI BEHL A E R Gamma FEHLAS &, i H 0 (10) 741, ¢ AR Bernoulli
S3 A, DRI AT PA3E— B35 Willie (PS50 HER Ay

_ — > 2
b, RBE o =k, RIEBH B = kP, P, = Sttt pys,, — (Bt
K

v = [ [ eo.e) fe (2)d dy. 13
&) /O/Of(va)fw(x) v, (y)dy (13)

1 Willie 4 VBRI TIREO RS 7, TSR R B, B
5* = mgné(v). (14)

H13C (10) A1 (13) A%, 2 0 < 07 /p, A &(v, Pu,oy,) = 0, 5 £(v) = 0; v > 0z /p, 15
X (13) B3

éo) = [ N / " foa(@)def, (n)dy + / N / T o )defe, (n)dy

/oo /pai v—02/p ru—y 1 ) )
+/ / dz fp, (y)dy, plon S v < poy,
0 v 0 o2 /p 2z lnp ( ) /

_ (15)

v—02/p ru—y v—po  ppol 1 )
/ / +/ / 271 dfow (y)dyv v 2 POy,
v—po? JoZ/p JO o%/p) “T NP

BE— R (15) KT v RPUFEME R, BEE SR [6] 5 T a Uil 1] BR AHE B R %, ] 45
B E AT TPR A AN E R BT, B o = po2. AR\ o* B30 (15) FETHEA 5 RIA] 13 Willie
B/NFEIRAE R, tHRLR Gt/ R R

_ (p=1/p)oy 02
*(P) = 1 z dy. 16
ew = | i 0 (1) (16)

4 R X E

7 R8BS BRIy 7 o JCVESRFNEOT R BN AT R ) — R, AT B R A T R [X X —
T HIRS R BE PR T br A H R 28 G P T s FO) AR RS I JBfble. 15 245 ) 17 JE (30 3 S 13 v I Al 2 A X
RIEI, - T HORBSHCS i S AL R U Bl T AR R AL, B, W UCE SCT Rl B X5, I
BT CBRMMEL AR A R A CRTREMELA R R AL BRI T R R R SNE. SR, X
EE T PR B2 R N 1) 52 2% BE ARG B P

4.1 BERRRERPEHTER

FEIEAE ARG B P RE VA LRI, S5 3 A R P TR 70 ) S e 1 G A R AT T S,
NHE X AT L CAT Alice & Bob U TEN 1A

K, - 1 -
h, w= e *—hgw + 4/ e 1huzw. (17)

_|_
BT 205K MRT 4wt Alice 2 Bob HISERUEE 250

LZM}(Z) Jab
h,,w|? = =——bT7ab 18
‘ ab | Fk’b 1 ) ( )
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Horp, Gamma BENLEE gop ~ D(LM, 1) FosH P EEBEGH] 2> B 55 0 Bob RIS LR IRy
W = Yol hgw|, (19)
Hrh 5y, = Pd;ba/og R~ Bob HIFRALZIEMELL. S8flith, 7T H Nakagami FEV&UTLSERT TR, T ~,
SR Gamma 73 A7 IRENLAR &, #F—2 A5 PDF Ny
S kv
R=(5) Ty () 0
Horh, IRBHE o = LMky, RIEESHE B = ky /3, ks = (K, +1)°/ (2K, + 1).
Z I, Alice 2 Bob B FATEGIEZFE A LR N

Ry = logy (1 + 7). (21)
BT v BIBENLYE, B8 Ry, AFAE RSN, iR P W R nl RoR
Pout = Pr(Rb < R), (22)

Hrp, R Fom HARIBEEAR. i3 Bob MIASZMEFEAE LR, AT — P pow N

Pout (P, R) = Pr(logy (1 +v) < R)
2F 1
- new

/231 (kb)LMkb A LMy —1 . < kb’y) 1
= = L exp| =L
0 Yo T(LMEy) P\ "5 )
Y(LMky, (2F — 1)
_ Y@Mk, 27 - 1) -
D(LMky)

ﬁ\:qj, Gamma, [Z[i{f[ F(a) = fooo e—ttoé—ldt7 Z:%é gamma &i& T(a,u) _ j‘ou e~ tra—1q¢.
4.2 BARKELERHEEREE

T BOE R HAREEER R DRI SPHPER P WIHER pow, TRASELE (1 - pow) R, W2
RGFEHANELIR . FTEEEL HOR R R N DA 2R B K R i ik i RUOA oK el &2, B

max 7 = (1 = pout) R, (24a)
st. &5(P)>1—¢, (24b)
Pout (P, ) < 0, (24c)

P < Py (24d)

KA 3 AN GAF R e AL )8, FS b AT DB R I 55 544 2R R A AR, (Hsbr b
BT A% = R U B AR BT AN AT BRI, DR FRAT T i S R A A 1) R T A A A S5 SR 6] BIAR
A i) o AT L, AT n KT P BRI . T poue SR, 110 € F poye FBRT P LIS,
DRI Ay SR 1 oK I BRI & %, SR RS ThE P ORI 2 3 MR BRI Dh . i P* )5,
B R-08 R — 00 (FH pows — 1), B 0 = (1 — pout) R — 0, RILAFAERAM HR RS TR R i )
K ABET R fdtT NAEECE RARMERTS, R Jed@d TS24 (24c) BUSEHIE R 10 R RA, H
W EXE R e (0, RA] WHETH R R, RK1E R M o, BRI M AR FES M E I EE 1 FR.
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Algorithm 1 Search algorithm for maximum covert throughput

Input: Covertness requirement e, reliability requirement §, and maximum transmit power requirement Ppax-
Output: Maximum covert throughput n*, optimal transmit power P*, and optimal target rate R*.
1: Transform the covertness constraint into an equality, and solve the integral equation £*(P) = 1 — ¢ for P2 through
binary search. Then, obtain P* = min{PA, Prax} under the maximum transmit power constraint;
2: Transform the reliability constraint into an equality, and obtain R® by solving the integral equation pout(P*, R) = §;

3: Set the searching range as R € (0, RA], and obtain R* and n* through one-side exhaustive search.

4.3 RREWXERERERE X

EX1 (BB XIR) CRIRGUHTRRBIEZR o0 ATEEMEEOR 6. ORI IFHRER Phax M
Bk A R EOR oy, A VETRNEOT AL EAS BT, € LRSI SS XN Bob Bk B X 45k

AreaD (‘T7 y) = {(903 D(¢))|T]* (l’, y) <n,¢, 57 PHlaXa (xba yb)7 T} 5 (25)

Horb, Arvea(z,y) = {22 + y? < r} FREEMHIMS X, r RIRIEIRS 428, Bob TEARXHESGT7 1) ¢ €
[0,27) BHES D(p) &, AEFRA (20, wp), 0" (2, y) F7N Bob AHX} Willie 7T (,y) B KRSl A it i
BAR, e EARMESRAS Areap (z,y) HIMENTIN. B 5 BRI T 5% 1 BB #OE X 38— i
RE, AN R 1 K Willie A7 T IRS5 IX WAE S AL BN R R KE#GEE * (2,y), B5E
i B R gy BEAT ELBCHI TR, WE 24 BT Willie PITAL A7 B 2 75 0] B i i (5 44 sy, Be6 K Willie fi7
Bl PR RGRSS X, G BIRSHOR X IR Areap (z,y). $SE L, F% 1 BEIRGENS LLBORS ML
KA 0* (z, ), ERAZ PR INERR SR 55 R, B R AR P& TR0 Ak
FRAR S D7 R, SRLVA RN ) 52 % P A vy, ARV B bR — A R SR SR DR AL 2 BAT v 0 AR O R
I DX S HE AR R, DRIk, i 2 o 2 Y 0 i DX 3y 3 1 e I PR R SR, R 7 vt — A R &I
R 72 FERVIR IR 7] 52 23% F52 0 G i i [X 3 1 2 %
B, BT EVE 1 EABRHELI A (24b) BUEEI T R M A MR TR, DR RA 1A
i Bl — PR A 2 5 ELBO HE B A Bk M 2 ARCBEAT 54X, 3 L SE A8 A X i B F) ik 135 6 LU A 1) Bt ke
PELYTR 190, FRAPE A5 M LU RS B, T8 5 A0 A5 e L iy
1

T =p— > (26)

Hrp, p RoRBEEAHEREH p > 1. 2 Willie BB 2250E B LN TS RS, BY 4, < A 714
RNEG R SCULREHROEE. 95 b, BEIREE T M UG 1) Bl e 20 ok By g 5 B R OR 1 Bz
MR T %, B S = M RERRiOE(E, IR RERET. v, 5 & MREOCR. CM v, = P, /02, H
o2 Fl P, 43 AR EIY S BEN LA B A Gamma RN &, R T (P), £ (1) N2
R (16) PR TR, AL e 22kt A 15 2 E1h. AL IRATEZ 2] Willie PSS
M b 5 B R S 06 GG &, BRI

i KyKwgow + LM (Ky + Koy + 1) P8
7e(P) = =@ 1 1) (Ko + 1) o2

(27)

BB, BATIAE T S fT (58 (E R 22 K A5 M LU BR Rl Ik L0 SRR T 550 2 A (- R W ) A Rt 1 24
RZIE T Hrep, e 17— Fk 50 LU A RO R R 2 A, BRI

17w (P) < AL, (28)
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Covert throughput # (bit/s/Hz)
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|
0.5 o [
| fao £ | I | .
0.4r Il | ——\pvsR| "
19 0.2
0.3 0 s=001 [[J7o=01 | T vk dos
0.2 L 5 0 0 l l 0
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2 (MEhRKE) &N FHRREE & MBESET o 3 (MLEhRFE) EEREEIER pou MIRKELE ¢
KT ERHINE P BTz (T BRER R W khsk
Figure 2 (Color online) Minimal average covert probabil- Figure 3 (Color online) Connection outage probability
ity £* and fitting factor p versus transmission power P Pout and covert throughput 7 versus target rate R

Horp, p AWARE T, B0 BT AR 2 R a0 (24b) AT (28) HUAR S BRSL  FESRAS RS AR, (R
RARTCIRIRAR IR R 3, U9SR 5 B IS R 7. ik, BATIRI PR 7 B 1) R A A O R ok R
1% p PEUER, WE 2 B, BT RAS € MBRHMIEZR o, BATATAPUEGE] (&, ) AR,
1 (0.99,110) F1 (0.90,11). F5ZVEBREMZ, UG RGBS A2 W KPR E R . SEHT
N FERGSHRN, ¢ @ HEEHRE, HEE T EARRAEMA; MY Willie 7 BRILR, 256
iE p KT P HVRAEIZEST doo ARTRAR, DRI AT 3 ABLAE J2 3 AR 55 DX PR SO0 T B A R ) g JRLTRI RS,
SR TR A T M LU RS 0L & ) B R 20 SRR B BB INEE: 1 I ) 2% B, R AR 2 4012k — E UK
L.

A, BATVEAR IR 1 T S L R I R R AT i, BEARTCVESRIG KT n KM
B Runax MIECEARATIR, (R HBUEM TN o 5F R FIZRM b A5 3, Wl 3 R, AXER
B, 0 A — KA, powe KEBUIHEFT 0 88 1, XA R I—/NELIX (A A M 0 2JRIEEIEE] 1. % &
B2 R G AT SR SR H AR, DU 6 = 0.01 F1 6 = 0.1 J9l, 2 BISRARTTHE pou(P*, R) = 6 13
B R® =32 M R® = 3.37, MM Ruax = 3.24, XTI pd® = 0.0192. B, KfE o MRBET 6 5 poi
FIRN, 246 < phax [if,  R® < Ruyax, BEMA R* = RA, n* = (1 —6) RA, W AT AR 501k 1 b
B3 Mg RIGE, 24 6 > pha, A R > Ruax, B R* = Ruax, 1" = (1 — p23%) Ripax, SLHT
AT LLHE— A R85k 1 B IR 2 AR, Bk, FAT5E R T AT SR R 2R it AR fi k.

BT LA A A fa AL, FATHR o B b X IR R R AR, B 2 .

SR, Bk 2 SR 1 WAERE IR CFRmMEL RIS R A AT FE R R R T X
1 s AL AR AT TR A BT, AEANE R R AT TS T SRR S AR S . B AR
K, 5 1 B ARE SIAE T o BAR “EHRIZSRTTREL A A0 IEUE IR S5 X A UL &
BE BRI g PANTT T SRAFE P (R REEAT 1 th, BARANAT G oty 2 T — 2R, (HAR K
& 7SRRI TR 28 55 2 sl AR T 0 M powe KT R ZRAHTZR A SRS DL R BB A EE
B, B E T ABEREZGERE, 0L SR T S SN P R I SOA FERARSVE RURG B . AT WL b Bk
FRT N 1) 52 23% FEEATORS B8 2 2 VS U AT & BRATTRO BN, 5 S0 USRI i 45t BEIRIE.
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*x1 MESH

Table 1 Simulation parameters

Channel model Antenna model at Alice Antenna model at Bob and Willie
Rician fading with K = Kyw =3 LXxM =8x4,T=30m, Ad/A=1 Single antenna
Beamforming mode Service radius of base station Path loss exponent
MRT r =100 m a=3
Position of Alice Position of Bob Position of Willie
(0, 0) (30, 30) (20, 25)
Noise level Noise uncertainty level Maximum transmission power requirement
02 =02 =-30dB p=1.1 Prax = 10 W
Covertness requirement Reliability requirement Maximum covert throughput requirement
e=0.1 6 =0.01 m = 0.1 bit/s/Hz

Algorithm 2 Lightweight search algorithm for covert threat region

Input: Covertness requirement e, reliability requirement ¢, maximum transmit power requirement Ppmax, and covert
throughput requirement 7;.
Output: Covert threat region Areap (z,y).

1: Calculate the fitting factor p through image method. Transform the fitting covertness constraint (28) into an equality and
LMo2 i (Ky+1) (Kuw+1)

 pda (KpKuwghw+LM(Kp+Kw+1))
power constraint (24d);

compute P2 = Then, obtain P* = min{P?, Pmax} under the maximum transmit

2: Compute the numerical solution of the maximum point Rmax for n, and obtain the corresponding pJi3*. Next, obtian
n* = (1 — pR&¥) Rmax directly when § > pi3*. Otherwise, when § < pJi3*, transform the reliability constraint (24c)
into an equality and obtain R® by solving the integral equation pout(P*, R) = 8, as well as n* = (1 — ) R®;

3: Traverse the whole system service area with the position of Willie, and calculate n*(z,y). At last, obtain Areap (z,y)

with the comparison of n;.

5 {HESH

A E BN BRSO KRR i RO Bl X8, DL R S5 AR RS B R AT (1] 52 %
JZ 4 ANTTHEAT 07 B SL8, 7 RGRIRERERE . SARTERE, AR IRSEVETERE. JoReik A WIS, 7 K
SHBE LR 1 Pos.

5.1 E/NFHIREREER

HAEBATEL K 4 7 17X RS RRIERERI R . FA TR I RN PRI RE R ¢ BERE A A
WERRRE p FRIHIENE, HIGOGBHZBETE T, 2 p =1, MIRSETERN, f & =0, U/ S
AN E AT IR RGNS SCIL BRI O AT SE. 3 oh, 3K KT o2 WRESRTT &, H of MIR/NEARGE
T & W EF, IXUd B S A G i MR Bl 75 ZEARH ORI A K1, e ok, IR I SR A Dy
PR RIANH ERERE IR /INEE DIE G Willie RS D1 BE.

Kl 5 Jon 1 Willie A2 T A FIALE I RGBT BIERE R, v IRE & tHHES R EmYE, H
R HRORS B B R B, B FE R & I BRI B &tk BATH Willie 7 B ZIFZ BB Y 1 x 1.
AHERIL, & BIFRIXTEARRBL TR BB M X, H Willie #EELL Bob, REH & MIRILE, X
PO LM XS S RE R, AT Willie BYRERALI S IEFHI . T35k, I TEORF AN, 2 Willie
BT 557 i XSRS, R GERa v RE AR BCZE . T2 Willie FEBCEENT I, Alice I, H1 1 &80t #:A5
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Figure 6 (Color online) Maximum covert throughput n*

versus noise uncertainty level p, noise level o2, and maxi-
mum transmission power P
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Figure 5 (Color online) Thermogram of the minimal
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Figure 7 (Color online) Maximum covert throughput
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2, HETRKEI IR Puax BIBRE], 07 AEIEK, BRI E P TT DU K Poa, BE95ETT *
RI_ERR. F34bh, BESRIE MRS KT o AT SCBlm MEAR B, (E vl e P 0T S A5 S B [ A O AN A B2
Wi, HK o2 WaBAR o7 1 LR

BE—2 D, B 7 48R T ARG AT FENE SR B R RO B R B A e B KIS B S T AR A
K e BEUSIRTT, X 5EATEMINR—EL, BIX R G RIRa ik 2R G0N, M F 260 T RGEFTREE 2R
Bl ORS8N, o Bl 6 S RIS, SRR L ORAFIEE, FE A R R T AT 3 Ao 52 rh g
K pour KT HAREZ R HIZK T HARRE, SSBEEAE T 0 5 HARERMKME KL Ruax FTA R plax ()
KANKZR, Bl—H § > poax, o RIATHRUG BOE. EE - 52H0E, B o Mg M@t h T2 0
BORRE, RTERRAARESR R FHERXAAZK, WS ERARMAR o KR ZEIREER.

5.3 [RmE X

BT 4.3 AN BT B BRI B X S B R, KRR 1 BN S A, AT e s
K gt 7 AT v 0 R (0 B R B i A ek 4 T S KR i g X3, T 8(a) FTois, F RALKAE Jyon HEA,
XF HEaM AT T — S8 32 AR G S B0 B U X IR 2, B 8(b)—(h) Fas.

Kl 8(a) HAERN T KRR MEL & o B Willie £ BRI # 7B, A Bl bl X I E AR 4T
AT DA B i B XA T FEIT Bob HUEB 7 M IX, B EORBEAR, B NiZEk 7 XIS 5 e i ook
H, AT Willie X H00E S AN E 1, 16 A6 2 BRI 2SR MR SEME R B B R R DI R AR AN, B 2%
FE <. FAATRURI, 2 Willie AT 55 X IRE ELAEEIT Alice I, n* HARXS U, X735/
HH IR 55 M R LA R A 5 A A AR R AR 40 AR 32 B

SR KK 10 £ )5, SO0 KRRk R X R anE 8(b) Frs. bl K, = K, = 30, #LEE(E
SRR T ZRETE, PRBIEGEEMER D, REWRF XN o B TR, Rz 4h, 1t
1D S i i P DX 38R 1 T AR, AR FJR T Willie RIS TE 3 7 1 25 gp BEFE S dp )
AR EEIRTIE R 1 0 A EMIXCHIBONBEES), S n KIBCE, BT T R PR E U X 32
LA,

Kl 8(c) F1 (d) 788 7 REIAIFEANRZRAYL. 1 R A AR, A H S5 #R K EE N Ad/X =
1.5 IS, AT DU S0 R Al Jal i DX 38 /N 3t o T b R R AR RE 045 31 14271, Al AR R EE 51 e
B EARAE R T Ak, RERFEAH 8 x 4 5 FIHIFES] UPA SUE N 32 R ZZH M35 )
ZANERES) (uniform linear array, ULA) I, ] DL I RG il BUM X 4500 AR K. 1K 2 1T 2D SRR A
RETE/KF 7 Il it — & SR AR 68 0, LAY Willie FEUT B304 8817 T3 A48 53 77 1) b, Willie #2081
SREEAAE XK, AT FE n* B, XL 8(a) HTTE H 3D W AUIE XS T R Ml 3 1) 2 A 35
SR, XS IRATHE AR — 2, R 238 R 2o by i RS AT B SR THECR R FR e ), I HARIX
SR LA A5 5 BE BT R, T A Ath S A AN AR AR 156 100 T 28 280 4 /)~ s i JB X3 ) .

B 8(e) 1 (£) FET: T MR P BB BREOBAN . 7T LU B, 24t TR 2] 02 — —20 B B,
n* IR ARG AR R AL, (B R Bl XU LT A A4, B M 2 i SR I8 15 R G R ME— 31k,
W Willie f2 THH AL E, 1K o2 #HEAF T RG0ERBMAIEL R, W EEZER o 1 L5, Fik
X ARG EE T XM AR T IEE AR S, 1K o2 WK o 1) B, (RERE RN IE P I
S, FRm U X IR A A, Toh, AT ER IR ST p = 1.5 B, Willie IERAA I XE 2B 2
FER, BT AR5 R A AN E 0T Bob HESIREME, DRI AT DA A SRR i [X 2 ] S 46 /)8

e, Bl 8(g) A (h) 73 Aea AR T RG] SEVE SR MBS # I 2OK. AT EEE BRIz F] 6 = 0.001
N, ST 3 X S S 0 O A B M B R B =1 21 e = 0.01 I, BRI DX 38 B SR 388 K. AR AR Ji PRI 7
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Threat region development of covert wireless communication based
on 3D beamforming

Yuda LIN'™, Liang JIN', Kaizhi HUANG' & Qian HAN?

1. PLA Strategic Support Force Information Engineering University, Zhengzhou 450002, China;
2. Purple Mountain Laboratories: Networking, Communications and Security, Nanjing 211189, China
* Corresponding author. E-mail: linyuda.ieu@foxmail.com

Abstract In order to evaluate the unknown and illegal detecting threat intuitively for real-time covert wireless
communication systems, the covert threat region is defined for the first time and the corresponding lightweight
algorithm is also designed. Firstly, a system model of downlink covert wireless communication based on 3D
beamforming is constructed with Rician fading channel and noise uncertainty. And then the optimal detecting
performance of the enemy is analyzed, also the minimum average covert probability of the system is derived. Fur-
thermore, after obtaining the closed-form expressions of communication rate and connection outage probability,
the optimization problem for maximum covert throughput with the given position of the enemy is solved. Finally,
considering the actual communication scenario where the enemy’s location or distribution law cannot be obtained,
a new performance measurement called the covert threat region is defined, and the corresponding lightweight algo-
rithm is designed subsequently. Simulation results verify the system covertness performance, overall performance
and the performance of the proposed algorithm, and show the influence of main parameters on the covert threat
region, such as background noise, channel characteristics, antenna structures, and system requirements.

Keywords covert wireless communication, covert threat region, 3D beamforming, Rician fading, noise uncer-

tainty
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