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XBIA 56 £4, 5G Eit, AR RN, ZAERM, WEER 2

Bi% 5G (5th generation wireless systems) & i ] S HLi it R4 (beyond 5G, B5G) Frif il
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partnership project, 3GPP) fEH ARMEHE L T 70 ZH 5G TR, FEn[ 8 3 Mg, B RFE
) B LA I M AN T SEARAT A @S . i R B 3 SRR R, 5G HEARFRiEH
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SRAFAE: 5G H AT SRR R

M 4G K (long term evolution, LTE) R4 Z &R AMREI U, F 5G Release 15 brif A il
T, CHMAZHARMERT TN . KM F R 5G ZaHORBT 14, SCHR [5] 4T3 Hr
T 5G M IR 24 BER L IR IH L s R AL P B RA R 22 4w K, DA PR B8 2R AL Oy
HAL, B4 T 5G RN BB, TR UM 5G AR T TR, BFYEZE 2 A B
BHINE . MY 24, AP BRAVRS, DU HTT 5G BIIX HRBEHOR. 2018 4F 3 H, 3GPP K Afi
5G %4 R15 55 1 MrBebndtl, STHR [7) RHZARAEEAT 7 VRS RIME L, /o8 10T A 22 42 200 S L
AP, SCHR [8] S45 T 5G kM4 RGUBER B M L2 RSs, M T 5G L& LA moRT
RIEMIAG TSR, Jth T — R 5G L L VAR REM BT T 0Wr, &G, B4 T 5G kL4
B R AN AR T7 1), SRk [9] Mz B8 LTEZk L (software defined network, SDN) 1 4% T fit k& U,
& (network function virtualization, NFV) HIF MR T 5G 2Pt t 1 iX Lapb bl i il vy 5
A5G 24 KRG AKTT ).

TE_LIRH) 5G AR TELRIR R AT I, AR 2 e br e A 583, — L8R 3 5 Rk
AL 2018 LU, BEE A RAR R — Dt UL 5G 53 EAT LRI — PRl G, T 5G %4
FORFFHE SRR L. 2019 4F 11 HARKBEINEERIZEH R 5G Kax BRAT LA S O
5G ZERRBE KA, 21 T 5G LA R G 2 AU LA S AR SR M 2 AR T 58, VR T
“DAam O 5G AR R Y. Jr EE B ER AR IMT-2020(5G) #E#EA 2020 4F 2 H
A RAT 5G LA, R T 5G REEOR . SR 5 ko AR 24 XU, 3R T
AP AR IR ). SCER [10] B OGE T 5G 1R IHT D BE R AN S BB A R 1
KL, BLFEPIELN . 13245 21 % (device to device, D2D). ZEEEM (vehicle-to-everything, V2X) Fl|
U, JFHVEAIN 18 5G 22t . e TR M2 Wi, 4l 7T R TT R, ULKH K 3GPP
5G W45t D BE AR HOR B — LE T TR e 1) . SCHR [11]) e Ve AR M el T TR
5G LA L OFRMSCRFHOR, AR AHL  WELEN 5G b4, 31 TR & 56 &E
e AT EOR I RBEIUH , IF4R T ARSREIBE T 1.

R 5G 2 RLRIR T AN 5G T TIRE « HTER TR IE AN [F) A FE A T 41 R SRR,
FNR R 280 . CARHELL A R BORFT IR N 37 580 AT T & i S 45, 2020 48 7 J, BE% 3GPP
R16 FRAERITRES, 5G NR H I AR MEE — IR S, ASCIEAN R T 3GPP S bt b H &
B AIEAE W 10 A G R I LAl b, 2 A FEHAREE T 5G 4% i i) 22 42 1) j, 58 49 M bk A 6 ] R
TP RNTEAEBN 2 A G 5G F BSG TR, FFrm WYIBLE L MR, DAL R R I e 22 4
ARBEAT T RS RIEBGE# A FRIGE B iR & H B, $E6 5G A BSG #2242 iUl il A7y it &
GiAT R A5 R SR . S UIE, DL BEFARIRL S 1 ORI 1) 22 4 by (8. THX X e 22 4 iy, SAT 1
5G LA WAEAREDE. M LTE, 5G MRS HIK R . S IAEDT A E MR 2%, o 1t
W (R RE A7, RIS B4 5 1 R P T AN B 7 0 445 ) (0015 8 A8 FL AR 22 4 (121 TS — S5 A 22 4 U DA K
WA 2 ARZRR P AFAE R — L, — LB i) 2 TR R ELR . P2 RN 2 22 e BORPER R
R4 feJa, ASCHR I T ARRIKEEIRTT 5G J B5G A I AEWT 7T T 7).

2 5G MEREEM

NSEPLBAE R G5 B 2 e, 15 5 E ORIEE(E RS0 E 8 RIA R sT e, kTR 2R

2) A 56 KA RKBIEF RIE. D& LR 5G LK R, http://www.wbge.com.
3) FEME BIEEH P &IMT-2020(5G) HEEA. 5G %Ak, http://www.caict.ac.cn/kxyj.
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RS BAEAL S PR A Bk, BIME B Ase B0t i TR sl B EE R E, NseBER 3hiE E R
Gi b BAE AR 22 4, bR 1A RN SE R DAAb, 34 5 S W 2% 0) A T B 43 M a8 BEAT SR A,
L P RHEN B P B AT UIE. A, Bl KK 5 S A BEEOR A SR T T, B0 BEAA B By th
ORARZE , I i B et A AL AR AL EAT ORGP 508 5G BTN, SIS D BRI 2
5, 5G KIMER M CRIFEL 4G R, Bk, Bt 5G M2 eHlHIn, & EZMNRGHA L. 5
BRI SNE, RERARYIX 4 D REMSHFRREME, BEELRM, TERNZE
JEUS.

2.1 RGEXMMEmIEH BN

RGBTl RGEAE TN S P B I AN, H AT ARG A SR TR EER T
AR AR SS (denial of service, DoS) Bifi, BAMS W X 13 A e TP a% 4. @E ML
RS R A, B = A TR 2R LT A%, AT R OR BTG R T HURI R R AR P TR R A
F A AR U5 ) Jo e gy 18 Bl 2 B T PR 200 0 TC 2R F A R s B T
T R Be T Hias 141, a8 0 vl gm A B A T 2 H T 4% SR

DoS Bt H i 5 W0 —Fh 22 2 sy, 3 B B2 21805 M2 TR IR IR 5%. DoS Sl T+ B
A0 ) 2 B BRI R R, Bl FH R & 2 5 B 2R T BORE )R Bl M 4% 45 5 . S R IR &
MARVFIERE TR, 515 H bRk FHLEM 2 ok it IE % iR 55 sl st R VT in), SR SRS RG 1T 1k
Wi N B ot R Bl E R AR L T WA BUIRSS SR AE M 2% B FR (NPT e, It 32 3] DoS I
B, A2 A A A I, W] PR oA AR 4 i 55 7 (distributed denial of service,
DDoS). DoS #1 DDoS #Bx& 1] LAEAS[F]JZ R (1) F 30 Bk, SFEPEE . A8 A5 (media access
control, MAC) JZ5, {4328 N Refe it iRk 2% (151,

5G MZ& 5] N[ SDN/NFV 2% U] 1R, (1545 Gt PA IR SR AR ST 8, F P E e
Xy BIRATAAL S 2% AL SE DI RE S R T 5G 2% i Meti i, Boahi 38 mT LA DUBr AR H7 B
NEEEREAT DoS Hl DDoS By, 50 5G W4 1A R, 7E4% 0 W, Breh 3 n] LUR 8% I A (1) 8
Rz oy, R AT R I B AR A R IR 25 ks B 58 A OC A FEERANIM, Mo mT LRV
BUE & B TR E PG 545 632 P TEIEAS 6 R (R A 52 s, B0t 38 v] DA A TR (0
Feul) DOy e B 251G R R, B P GVEEE N 4. RO 2 i, Bk vl DUl I R 1) R
FHFR P B 25 KL 7 17 3R AT 5 8010 54 i 28k 1161,

2.2 (EREEMEIGHIEA

5 R S M R ELEME RG IR B B AL e B . 1 E] N (man in the middle,
MITM) Briti 2 5 W BB E B e BV i Bt 7 3, 8 a0 T R 8 428 1) W9 A BV E 3845 T 22 1) ) 3E 5 3 3,
AL BSOS SOEEE S, BT RSN R, AR ] MITM B 07 32k (18]
IR T —FH WL E) MITM 277 X, B BREE2h P 035 (international mobile subscriber identity,
IMST) fifi3fds. IMSI 3R & /e — M, (EXds & see ki 7 /19 IMSI (5 8, DUMERREEH] - BIAL &
ZIVTHIEECE A . SCER [19] WHE T MITM Buadi &A1 8 — A1 B (1 s 40 T 200845 o i) S A0ifl i
FEAE RIS, 24 BT A B, MITM B 3 7] AR BT 4 1815 .

FH P TR 1] THT £ 23 B 0 5G A% Co I PR B SRR AAE, B4 P T BE 00 R0, 45 BRI S A 20t
SREBE [ ARG, (H PR SUAA ST RGN ZE (5 B e R R TR Bk, RS TT RER]
PARy MITM ek 5 Beak () B AR, FEARZ LM, Bt mT DA F 10 28 Js ) 45 A 190 24 T B 28090, AT 52
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SR e R, ERL AT R, Bk v DU IS D& 2 3 1 HE (mobile edge computing, MEC) [
RERE H IR B, 3RS P A N TG A IR A R4 R 16l

2.3 HHAEHIRE RSB

KT B IAIE, 815 9 28 AN EEOH 8 A5 I 2% o () SEAA B e AT VGIE, A7 I R 2E6HE BT UGE. H
F1E 4 (user equipment, UE) 5818 BLSLAK (mobility management entity, MME) 2 [8] [ H A E 2 A%
Gri 53 2 A E AL i E B e R, AG LARTRIE 5 4% o, UE Al MME 2 [ BLUE /& 72 X7 i
fEZHTSEPLRY. AG LTE #% 55 M 28 1A E 5 % S PSR 25 T X AR B B 1Y 20, 78 5G &g, AN FR
% UE F1 MME Z [R]BJIAE, 38 75 2R 4518 8 18 55 55 = J7 2 [B) B9AE 2117 H. 5G 2% o (1 g X
SR T AR FRE I, XK GE T 5G RGH 2t (HRET 5G Jog 45 i1 s B il H Ak
R IEIRZEK, 5G IR FRIH BERE L U AR TN A ZE LR, B4k, T 5G W% SRR i sn 7 —
BE ORI 224, 5G W 2% HEAT AR B IE B [F) |2 2 8] B DD R E.

EATFH 5G SN2 4 BT 70 6045 W 25 D45 22 A0 5 g eI 23240 &5 7230k [22]
O AEE KL T —A 5G M YIHAENLE] P 22 i T2 2 S E S AR R, 7T —
Ui (next generation NodeB, gNB) W &SI A7 7E ) 22 AU I AT DA -5 B A AIAS 3l 1t B 1)
fiE (access and mobility management function, AMF) H1 )% 45 Bt #2, AT G5 gNB 2241k
T e 7™ B A BB . #ESCHR [23] o, AR A 22 WU IE T B Tamarin 1% 5G %24 H AR xR R AT
VA RGHIVEA, — S8 0 B DGR AR B P00 A AT DAARRIR, T AR A W B R E

B, AT DLE I S SR B AR SRR KA UE e B 7ERFE K I AEAE 24 53 4b, 1E3CHR [24]
e H TR K ARRIRSF (subscription permanent identifier, SUPT) A& ¥, Yo o] LA £
RE S SUPL AFIIIGE, #5444 SUPT il Fei [, K shHE T SUPT fIERE.

5G PAIE PSR PR 22 4 Jg AN A0 355 P ISCIR IR, 252 T X 30 oA PR T 18 i 1) 7~ T B B e SR 1)
LA 2. TR R AAAE, 8 BT U B IR R e 2% o] ) R LU AR 28 U B L
R B EAR 2 RO SR [27]) A TR T R TSR R R AT R AR 2 A g, 22 HOMER /AR
X FR IS B A BE I TH R 2 2 BBk . & TR Grover FIEXTHEA HAGAR 2R I A hE It 1
e BB T OOIE, AT AR TR > AL BRI ROR, A B TP ERR R, AES-128 12 R 2 BE
IR 27 EF A Shor % K AR MR AR K A& R0 IR 7 73 A0 A7 BRI ot 4 1 9
BOMBURTHER R, X RSA SRR NS VLA ORI B BT, fE B e e v, — el E (5 4
A B AT 2252 BN BGHE BT B MITM Bidy, —MRIEHL T R G20 IR LU L2 A5 A 347 L B 5E
BNEAILE LRI

FERZ A, Ui mT DALE RGN 18] Y A8 ) KB B A A IE TR 3K, (A3 3B e 46 ) B A A R IO 5
FUEFI O, Buk #08 7] AR 803 s b 1) 22 AR SR B H bR FH P 1 S e [l &2 1230, 7EdR N
W, ke 5 ] DA BA 2 vkl o AR M 4 1% AT MAC Hbik, SO Bl st SLI £ 43, AN
11 A ke HeAth M ot (161

2.4 [RIAMINEZEMFRPEIRE R B

FALRAPLE 5G WIZ% T2 — MR KHI BN, X2 5G MLk 5 M7 5 1 2 B, Lk 2%
FITFBE. 5G 2% b 2 (BRI S8 T 2 KA NRRAAE S, wblEdds . S, LESE. — B
To 0L X L BILSE A (B RA BR3Pt n] RO PR GRSl T8 2R A N FHRE e, e R 4 P9 25 AR
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AR 122 AR, WREEIE LB LT, SRR MR, JF AR E R E R, H AT, G S SR
Gy AT A W L B KR DR i e T =X (81,

I H A A B, AR IR RS R ATIR N, B3 W BLREOU FIEEE R H AT,
Eo—MhEET 3R - fEff - Bk I RER I 7 3 281 Gl i R AR B R T IS T S O
BERE B &0, FRISEEME B K 265 BRU0T. BT 9 i e b oy W 2 8 OB R 1 U7 18
BEWESN ARG R, PRI g3 W AR & . T — 28 BAT 4040 B DO A 1) 3 3h G5 Wi & A A B SE AR
BINr Ay RO~3U FESCHR [29] HhR T b ESH MG, XA 2 A i o L R G
PIFH, 18 BTG G, AT AT B B F 0 T4 ) 2 58 n 3 W 077 i) IR R B B, T n 23
W7 AR RS M L, 1 RRE B T R

AR BT g — R s Bl B, B30T s S A R UAUME 5 (R I R A BRI AE U (R AL R
WEEE R, XN P AT EIIEE AN, G S, W 0wl #fi s (E 77—
LERHOCAE B, T XA AR AN 5o mi S5 5. ESCHR [32) b, PR R 1 25 T R 80E i el 42 41
BOR G FEFA ORI 1 K HTEAE B

FEAZCo A v Ui T AR 5925 B W D BE R AT 53 W B 20 3 A1 -5 RO AL B SR 38 15 7 Oz
BB EEMENER. AN EP, Wb n] DL Ia) X 2% i s i sk i b B (address resolution
protocol, ARP) yH B 1% TP Huhik [ B A it S w A ik o Bt (191,

5G MBS L BTEOR, LARCHT S L SIN, FEAE P48 TFOME, SR 0E A5 3 CREE I [R) 47K T
W 2% B B T, (73 5G WS TS 52 3] DoS 4 FahBudy, H1 7 B4 5 2 BIME 18 Beite, AT 20 &
G RE . B VAR, BLACH PR RACRYR . L 215 sOr AT 2 F P TE SRR SR B TR 14 n 7 He sz
F| MITM Brah B XU, 2515 B 58 BE R R P, 1T 5080 #2908 B AR M 7T+ SR s & e SO R AL
PRI 5G RGEHIINE SR B T RO, K 5G 248 M RIZ G 5R 5G RIS 3 IAE, I
LT I 5% o St A A4 B A T e SRR AL S PR OR3P

3 5G &R25H

[fX; 5G #1 B5G H RTHIG I RGEA AN 5 B 588N B A UEFI B2 AL AL PE LR 37 7 T ) %2
A, 5G W25 A RN 22 A SRR N . AL LTE, 5G W48 B3R & . 5 4 IAIE 77 TH 46 5 n
Bk, WOR THARPIBGERIRE J). RN 5G9 2% (0088 2l VA0 0 28 33 0 130 58 m SR % L& R 5G 254 1)
ok, IF HAEE T F P TAIE S 7 ) 4 [ (45 S A8 LI 2 4 112,

5G ZALNFEER U TR N L L 120 AR AR P4, ERZEM T LAy R 2 s 2 A
fE¥ 2. MRS 2 Z AN A G B, LUK 5G 240 6 N eeaid, Wi 1 Fs, H
(D)~ (V) 73 3R R I NI X235, F P 3k B AR P 3R AR S5 HEZE (service-based architecture,
SBA) I8, AT WA ATAC B M TR 1 R oR. 3GPP ARAEFE S AL e LT AR % 4T
RE, XU TR S G 1E— MR T 5681 5G 24 4eky 12,

5G %0 AR AT AT 5G 2R A — LA R A4k, — 71, 5G 0PI TR
TEHL G N EATIEE ), SR 7T RS M 28 284, LAY 2 2 EAT ML R IE 5 oK. RIHAE 5G %448
BTG SBA A g LAORIE SBA S5/ (1) N 28 D (Al ()2 43@5. 53— 71, 5G SEHL 7 A% LAl
FEN N g, 3 2 B AR 1l I A0 U HA A N R B SCRESEILIS E R RN RS G — &
5. [N, 5G HE 3GPP #AMESLIE SCRFERTE 13E 3GPP #a NZEH, JRR RS — BN AR
%. Bt 5G BN Z 28 1 IRFEIE 3GPP A28 5. AT EEMNEAEB R AR R
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Provider Application E
application stratum '
Home/
Home serving
environment stratum
Service
SGPP AN «(I)»| network
Non-3GPP AN Transport
stratum
- /I\; .
n (S >

1 (MEIEKE) 5G REFREWER

Figure 1 (Color online) 5G security architecture overview

B GIE. %4 NS A SRR S 2 18] 1) 22 4, DAL P 224 4 ANJ7 TR AR R 5G4 2E
Fe P — B ) 22 A T RE.

3.1 (FEEREFERER

HT 5G IRBSHERPIEH, 5G ZaMEAER WA A TN, A H USIM A 3)
W45 (mobile equipment, ME) 415, P25 M 475K 230G (active antenna unit, AAU). 734 20T
(distributed unit, DU)~ H0HIT (center unit, CU)~ 245 DIFE (security anchor function, SEAF). 1A
UEAR S ThAE (authentication server function, AUSF) S U UE 4 77t i FIAL 2R pR %X (authentication
credential repository and processing function, ARPF) F14—H#E & # (unified data management, UDM)
AR WA 2 PR, FEHT B AR, B B 1) 2 B AT, B Ao X R A 5 B A A A
UEIEFE, JEA A P AR AL (universal subscriber identity module, USIM) B % /0 o 5 176 1 5 75 22 5 R
B2 7,

5G KPR R 5G FAEBRIMEZAI, 5G KK/ UDM/ARPE Hh, HABIRA= 1
HHIHAFAE SEAF, AUSF Al AMF . UDM AJ ASEEL S AIEFEdR A2 e, P AR IR AN & i34
GMESETIRE. 5G B R IIREFHZIXEE, DAV TEE A TR,

3.2 BHHAIE

5G FAEPFIAIESREL, —FloR B A B 45 U7 7058 301 I 26 R 45 BE 0 20 A T 1 2 DGIE, 53— FlOR AN
HE 9 75 B AT I —GGIE 2 7R LTE S GE 2, IMST 76 LTE W48 s A2 A7 0
BEPE TR, R S8 T SRR ARSI B TAE 5G LS R R I KR4 I ) SUCT, 7
EMER %S TE UDM/ARPF HR Rl i 25 (1) SUPT #H4T S 40 MIE, Wl 3 Fior. 3+ Suct M
SUPI 1] 5G F G EfFR T IMST 2 55 7E TR 858 ) RS, (A B I B it — VA, 3558 T Sl
UE %4,
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UDM/
ARPF

AUSF

SEAF

B2 5G EEEE
Figure 2 5G trust model

UDM/
oF SEAF AUSF ARPF
Registration
request
With SUCI Authentication
request
With SUCI Authentication
and SN-ID get request
With SUCI
and SN-ID 1. Decode SUCI and get
SUPIL
Feedback
authentication 2. Choose an
results authepncanon
algorithm
e« — — - —— ]

3 5G XIANERERF

Figure 3 5G primary authentication procedure

3.3 RELFTXSQAHEBHINZ BHRE

BT 5G M Ve 3GPP Mz, 5 H AT CLSCREH 7 20 5li@id 3GPP AldE 3GPP M 451
5G Mg rRyEM 12, Ktk 5G SZRFZ M NG R4 BRSO, I LTE A SR 2 M %4 B R
B

TE 5G MZsH, SN T PRES WX EE, BEH P AEAE A JLREHFZ 3 (public land mobile network,
PLMN) Z [AVE8JF I 224, 5G A2 5] N 2 210 R LB (security edge protection proxy, SEPP)
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Fz 1 5G 13} LTE KL £1EE
Table 1 5G security enhancements over LTE

Security aspects 5G LTE
Trust model Composed of AMF, SEAF, AUSF, UMD, and ARPF. Composed of MME, HSS, and AuC.
Using SUCI and SUPI for authentication, EAP- Using IMSI and TMSI for
. AKA and 5G AKA are necessary authentication authentication, the authentication

Authentication
methods. Secondary authentication can be method is EPS AKA and does not
carried out if the external data network required. support secondary authentication.

Security context Additional security context management in the case Does not support multiple
of multiple registrations. registration security contexts.

Security between Ensure security between PLMNs through SEPP No SEPP.

PLMNs and N32 interface.

With more flexible mobility management,

operators can decide whether to perform Xn or

Mobility N2 handover for a specific gNB according to the Mobility management must be
security features of a specific gNB. Xn handover done through AMF'.
is only switched through the Xn interface

without involving AMF.

User plane security Additional optional integrity and confidentiality No integrity and confidentiality

protection. protection.

YENTERIAE PLMN JEID ) SEAR, NEEPASANE PLMN Z 828 i BT ik 55 215 BBl N 2 204 121
SEPP &t 52 B Ry, 5501 B AV E R I M CR Y, A ELGIE, SRR A 2. X A2 i
(R TR 58 5G 2% )24, DL 2 P FEAR R PLMN 2 [A] S ) i F vb ) 22 4 75 3K

3.4 BAFREZ:

FH P AR I T (4 73 B A2 5G A% R B EERAIE, TR I 75 508 I 2 A R itk R 4 FH P T 2 4. 1E
PDU £if @ i firh, SMF FE [f] gNB $24t PDU 215 S °F1f (user plane, UP) 24 3K0%. UP
ZEREHAT NET PDU < ih T f JTo 4 EE Ak 2 (data radio bearers, DRP) AL UP ML MHERISE
HENEORIP, WG9 1 P 2 A

5G ZARMHFHE ) SEAF 4522 4 Th RE T ANHT Y& 91K R UL LT SUCT A SUPT /) 5G 1A
ERE P B RO AR T S NIERI 224, Bk T IMST 55 BAE 2 DR i R 2 1 XK. Bt SEPP %
ZIhResEE T PLMN Z (A5 B e B AL v, RN 3858 7 H - 78 PLMN [RBEAS 1 & 0 E %
4, ORAP T PRI A T IS 24, P 2 A NRAE 5G RS P AR 2 B R L T
BE 7 TS B S BEEFLE PER Y. S HISR UL, 5G AR Rl 1k T ENRT 5G RGN A
JBH, DRI T FH PRI 2% (R385 22 4, HARXS T LTE 222 smanE 1 s,

4 5G 1 B5G MZEHAMRHAR

TEIA 5G ZAZEMERL b, N TR 5G ZARe )], W WIERE « N4 2 K B 2 43 il idk AT 14
THALA. 5G YIBRZ 2 A SR BN £ R THE E PR e 1 SR THE 5 R IR B R E ML, H5R
BE RGN ZAeVERe. ST H TR 2 2 2 MR OFE R RIRIE . igid. S THA, &
RePL TR YL . =K POBE R Z M A\ Z i (multiple input and multiple output, MIMO)
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S LR A A R RO BT BRSO S LU, ORI A R T REAEAE ) 2 AR, S
W% R e ar. N R 24 LU P 2 o ol BEXS 5G 22 Jo N I 5 A R B 10— L8R, £E AN R Y
23755 N A R IR T T SRIA B sR R L e H . X R LR Z AR e RR
M, BUR AWML =2 2R A&, W] R R 2 B HOR 5 W 2 2 2 2 SR 4L & . AR
Sy, HXT 4G M4, TSI ZERRHORE 5G M B5G f Rt EHF &3] D2D, V2X M
) SR

4.1 YEEZR%

DUAE IR B0 AE 22 4 1 BEAR TN 26 IR 25 H R DL R — S AR DR 22 APl B T I 1 2 2 BARAFAE
THEE R HHE PR S, VBLE 2 AR AR UME BARAERL N ELAT, 3 o [E A 1
BENLHERI A G IE S GV BB 2 T 1, GRAIES B e atEi. S ikl b, Y2 2 & A0 118
SR IR, T DA A FE RV IR AT L), RIS, B30T B ST AR 1, (AR T LSl
AT FEREAS B3 eah, @R AR R, YRR 2 AR IE AT DR 18 1) AR RIS [F] ) 22
AT SRR TE MR B RS AN S A B R, W3R 2 e T SRR A AN B, R itk 20 4
SR ARE TR A, B AT R L AR 3 BRI AR R A TGRS . AR TR B RESL TR
PACTRE L KPS AOCEUEE MIMO.

4.1.1 GERMEFFNFRLRD

BRI 5G FESCRF 64 K 64 WIKIRERES, XA KB AL 1 BRIE IS 175K, H AT
IR R H EZ T HIIRBENLE N . TP Bl msilE 8, URFEshPEALER B3] i T 2 RERE 710
PRI ) SR, A O S HR 2 22 A A R0 AR P01, 22 2l B8 6 2 FiRAE 2 RERECTT 1
bR A — AN HE A 0 R A . ORI T DS AE SR B0 7 TR A 5 Dl A 0 i i 92D HAt 75 17
IS5 Dh 3, SXREAERY 10 B VA R TE (5 M LA TR I AR T ST (5 TE RS R L, AT S B 22 4 1571,
Kl 4 P, FE3CHR [38] 1, MR IR T — MR & S EBORIB A FH075 &, PR m BA Gl & 1
KAL) 2K P 2% (B R 22 PR RE. RN IR 7S 2 ORI i — FR I M B R = ik #
SCHR [39] R, AEE SR Tl N T 7 A B 1 B DL ORI Ty 5, SRy 58 T 2 (IR AR B IR
RLRMRTIE T, BRI & HACR HE 5 TR, MR R BR B2 4 i S S0 15 B 2 AP RE.

DR AL P LR % RIS RCR AR bR, EELR 24, (R R E SONRD 1E

oh B AR TE AR PR LUREEL, I8 S PR AN R S 20 A DR 35 A A IR R 1 PR, BT
RIS 2 RE 08 22 4 ] SEHE S 21 B AR S0 R IR T 2. T 5 iE, R AR
C’s:C'd—Ce:log(l—l—i/fi>—log(l—l—j%), (1)
d e

Hr o RRIEBGIVIHEIE MR E R &, Cq M O, 733 H b P E1E A GiUT{F 18 Shannon 25
&, Sq MS, 73 alFes B AR P RGBS 5 DI, N M N, 23 3137 H AR PRI G Wi 25 f e
The HOl & 5 v i i i A H bR B P B T AR 3158 £ (15 TEIRAS (5 B (channel state information,
CSI), 21 Ur & A H b A R AL S . BT A BOR BRI AR AE, 210 & S 5 Th &
s/NT BARH P S S ThE. B AT LUE ), BEE S./Sa HIIZETIRCIN, 550 (5 18 2 5 W,
AR R SRR K, TR DR 1 BB T

TGS EARAE Z 1 SUMEM A BT 2 MR, W2 B = 2 2 A Rugie B9 24
Gt 2 Fi [F) I A% 4 22 S HUR IR 2 Bttt — ORI, ORI IE 2 T4 % B — R R 1B 0. T2 AL 2
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Achievable secrecy capacity and eavesdropping channel capacity
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Figure 4 (Color online) Beamforming secure transmis- Figure 5 (Color online) Beamforming for confidential and
sion eavesdropping capacity

SR 2 AN F BT B AR 5 — IR 2R, JCHE M T 2 e e 2 P viin. 4k
THHBUR 282860 2 AN RERS, —ANEE AP B94E 50T DU g i 78 2 18] 2 3 2 AN M7 1) 75
T8, I g 2% 04k, TTRLE [ (S B IE 4 2 AN SR BRI, TG W 7 A O i R AR
PR 22 UL STk [42] BFTE T 2 /NX KU MIMO RS TLIHZ RGN a8 A E MR UL R, RS
DT AT R #5075 ) 22 4 N AT R R AL S0 77 SR IR T AT k.

H BT 9% T AR A 20 65 3R R BIE 7 B U2 T an e 3 il #E 58 36 CST MEESE3E CST B AL T
 HAE TR A I — A TR AL AE RS, Liu A1 Poor 3 $2 H IR B MEAR RIS (secret dirty-paper coding,
S-DPC) A LA R F KRR E . SR1M, T S-DPC MR Ztk, 76 1H5 o ASZI, (R AR X4 1
TRgmAST7 ZE N T SEBR. 9 7 FRARTH S R B B HLSE PR T, T T B Tl B B 2k T )
BR, o) SRy A8 43 A0 IE MAS T8 SO T 2 N T3 2 22 A A v (44,451

4.1.2 ENIHzAK

S L HARGE SR SN AL AR B 1) [ th REs S, W R D AT, 15 2 iR T AAE
FUAE BRI A T UE S, A TG 57 R T ol S E AN TR IR ] DU R B
WS IE R, AT AR P DB 2 22 4 18] FEZ Bk dk R0, XU 4RE IR B B Rl
PAE 5 RIZ4E G 2 A LARY 5 I Wy B 2 e Ak 171 ZEWIR I 2 o) SCRiR (48] 484 T —Fh A4
MUTHAR, AT R A AN ARAL T i B RE L3 B A a2 70 o, R 3790 (8 A i R e
R D RAT S, XRERE AT LA 3 W09 A RSP 35 B 7T DA R AR B W & eSO e bl X e diepL
TOHTREE IR T S ] DU SR B R 2 Ak, Ul UA% S IR B 0 S 0TS A THETE,
B TE I ZRTT 50T CARIT L B3 W 3 A TSl L 2] B Wi 2 /T PifE i 1oL,

4.1.3 FREMTHAKEER

B REPT T TR A BT IO Ze A8 n] AT AN o] B0 ) TPy, FIRTR B 2 > Ak
FE BB IR MR (RS R LRSI HMGE. B AT R Repi TR B RAAE Q 22 B,
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S 2] DAL FOAE Rl g 2 3% 51 SR [50] S A RITC R X 2% o 10 58 4 PEAS Bl I 2% 1A%, Kol fa
TRE T RREE R, M Q A3 5ksy MR RSB U5 7 5s. STk [14] #3F TATIEIER 2
HERGEPAAAER R RET IS, 32 T A VT INCL i fEIES B Ol N S am il 22 ST
Thashil gy %, STk [51) ATRBIFR T — DA B 2%, DL AE & B Ay s Il R B 4ok
I D WCER N R B SR T TR, RIS IR T — M E S U7 el vh TSR A TP 28 4% B T AR 22 2 5
1%, T Markov ZFHEALR BT LB (E R o — AT 1) 152,

4.1.4 ZARFEBEMAME MIMO

ZKWEGEIERN 5G HH—NEEROR, CREA AP m RG v, AR B RE RT3 R RS
At P O T R B BENL) LATHESS T oK it a8 I 2% R B 2 22 4 RE P4 =K e
YL 2 R B 2 4 (591 DL R R WG 5 ) 24 2 4 P B ) A 2 AE 2 - (561,

FH T2 KU R e v, R — M B 81 BT AXCRAR IR, vT DA S RIS MIMO $ AR A 45 & 520
FEAF(rEAE PERE BT d i e R A K SRR LR, KAURE MIMO W] DASR At i R Fl Re s e, LA
[ SCRFEE 2 P, 8 R85 5 A BRI T S 7 A 3 72 2 Bk, 1 B, KFIEE MIMO 7] L2
EHEAE ) At B8 B TR
(1) R5E3E CSI £ H /7 MIMO P 2 22 4x 159,

(2) VCHC IS 2% Tl g i A Il N 0 75 1 22 /N X 22 4 KA. MIMO A% 77 € 421,
(3) RHBL MIMO H 4k 2 45 b 22 4= 185 1 Th 2R A (8] 4 i (601,
(4) FDD KHIBE MIMO R FATEE I ZRIETT 2 K& T4 61,

(5) TDD F40y5 G X0t T (50 5l B 2 4 KB MIMO &4 12,

Y E 2 A R P ERA RE A AL A R 18 5 5T 58 1 2 S MR REE R 1 2 4, 1X
FE L, R T RER L 0 B AT IEAE A T SRR ), v AR B A4 BE RN BE IR 2, Bl
R B RH A ORI R IR R DA TS A T BRI SRR . Pigmit . AR THEIAR, PLROR R
MIMO 7 ARHZF XS TEAS B AL T SEHUEAE 224, B RePr T AR N R A 24 2 1) 5e50 15 5 LA
Je Q 2221, a2 SRR 2 S ORI B E BT SR SR A A T Bt B R 2 S RE R
WAL, N TR REHEES KU MIMO, X TH RSV EH ARG R e YiEE < 4
N

4.2 MBEZR:

P 28 2 2 e i s A SR DA S B SUMOR I 9B 45 22 42, — ELLARHGE 5G4 [ B j SR
t. 5G M4 22 A EEEM ) fr (03], SDN/NFV (64651 0 B {4y 166] 25 5 44 SR ANYIE 1Y 58
2577 1hi (67,

4.2.1 SDN/NFV S5MEIHZE

SDN 5 NFV j& 5G 2% 1) H 24 R, SDN 3 i 45 1)1 015 2o -1 TR ARAR, SEIR 1 0 X 25 1 4
i, ok T RE L BE AT YnAE . B RE I 4% A B (081, NEV AT DU i SR (AR S ThREHR A, A
W 2% 15 2% D REAS FRAR BT AR, SRR PT AR 4 ROE L, SRBUBnI 55 i PRI R AN 45 (09, 5G
W25 T LR B P 75 5K, 8 B TIER] EE. Z2 AN R U 2% 1R 4H B T o 22 A KR UL 45 1)
¢ (virtual network functions, VNF), iX%& VNF 7] PLIE T UL B AR N P SR 43 e il 1) 75 SR AR 45 (701,
WRE8 ) v S A 1) F P SR o K I 28070 v AR S5-I, AN & MR RE SR, 38 2 FH P 22 2Rk N
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AN BRBITIN, ALAF 0 25 10 A AAF 170 k), B A% T 28 U0 v 2 A B0 10 SR AR T M 28] ) ik g
R S A3 DA TIE A B A5 A B FROATL 8 P DR R J 42 o [ g (631,

SCHR [64] X SDN 224 5 TH IR A AT T AT LEIR, WHs T H SDN HEZL AT R (1 22 4 PR3 s AN
HE BT SR (1) 22 A PERR R, A AE DA T2 H ) FH ) 2 Jat & R 4 R (7Y FIIX B R R (72) fig e SDN
LA L

EEXF NFV 2242, SCHR [65] /M40 7 NFV AELERI S8 22 i, JEHEH 1 B ix 2o i i fie f: %2
A WS, SCHR (73] R T PR TSRS e A AR AR I 2 H S NFV/SDN 5G H2 N\ X844 22 42 e f)
(I BE X AT LARLKT NFV HH ¥ 4B P 3GPP TR 33.818 74 Al TR 33.848 (75 i 3L 1 155 W 4% Th & i
AL i 1) 22 A R IR T iR AN 22 A R IEANTE, 08 T REFMEXS 3GPP ZRMFRISAMA , LS 7 A0 57 )
JEBH) AR, H TR T AL 22 4 ) L SR EE T O 3GPP RS 45 7 i AT 22 4= ORI 7 V%
12 53 RZAF B 22 A OREA UL B AE, 23R 257 i i) 22 2 R IEE AR S 3GPP W BE R 2% 7 i 1E Ak
I FEAH R, (R BEAN P 28 77 i ) R 2 e — AN 2 R [ JT 1 (security assurance methodology, SECAM)
Z0), T LAREAR 28 7= it PP Al (1 B2 A 1 1741,

EEXS 5G PIZg ) Fr vp 1) IR 2% 22 42 22 53 1) R, SCRR [76] e 1 MEE I 22 B AR B L, JREsr
T AMEER R AT B PR AL A R 25 ) B IR S5 Be g T R OB, SOk [77) $RE T AN EE TR
B 25 B RSS BUTE LRAE 5G A% /U iy 21 iy 2E 1R F 1% 150 T F SRR B4 DDoS Btiti. 3GPP TR 33.813 1631 Hff 7t
T ) P R U7 ) S AR AUE AR B TR T AR S 2 2 IR AL I R . W E% ) 5 EPC FLilH 22 42 v
T, AR HAth 55 X 2870 ) R 5% BT T8O 22 4 e et 05 U0 v T 22 4 B8 9 183 07 = b ) i i 22 etk )
RER R,

4.2.2 BRFARIP

BEFALRAFAE 5G P25 & — MR 2. ARAEREAAE SRR, ATELKE 5G M4 ALy
NEHERERL A B AL, DL B AL (061 R R TURBLUH B A A ORam 5% 78 AR B K AL fR g
B3k 790 T CRAP R RS FL. Ar B REFA TRAP T VA OG- 2 1 B AL A R B AL B R A R4 75 B0 Ar B
AAERI BB ALHEZR (81 MSORA 75 SRR IR 5% o B2 5 SR 2 18] i R BB BOR 152 BRI 3GPP TS
33.814 WHIL 1 5G ZRGE Y 5 A B 55 VB AE 22 4 1A, BRI BUM BaRL DR3P 45 22 4 SR B 1) i, 4
VLT R T S B3 ORI B e, SCHR [84] 4R T —MERE Sl Gt S rh R T R HHE IR 4
FERSTIE PR 22 4 B B R R B 4 — B 0 B o ) Ly

4.2.3 FERIRARFIAIEIE R

BEA TF RN SR IS, R R B TR, KT B PR R R IR . R
4 3GPP TR 33.834 X} USIM FRAZM) 3GPP KA R A2 5 ¥ Hb4T T 7S, HAT 5G PR K
A K 72 128 81 256 £z, BT UE 1 gNB Z [8] FEHE L2 PR A 58 B R 47 1) 582 SNOW
3G, BT 128 A7) AES FIET 128 Al ZUC Sk, THOM K 2 B ik & i AR, i F e 1 %55
Wi, TV 2 H B, BN TR A BB 3 DA IE ) 2 4l TE ML T Diffie-Hellman 53 (K% 81
A S iR T 5 (67

FEARH A 3GPP TR 33.841 ¥Hili 1 &1 1HE AT eI BRI B AT 5G R GEH AR IO 3., [R]IN PPl
TR SR R 2, R R B K B G N B 256 4, HE0HIE T HPURMERE. B E R Shor A
125 S AR RRT AR O A T+ H R 10 e A0 A PRI s A [5 f 2 ob 0) B On B T H SRS, X XS
I IR MR . Grover HyE AT LAFR FHA i 4 43 S RCE, BT Grover HVEANREA Rt
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ATIEATAZ SR, B A AT DUIE 3G I K B SR /b R0 T RPN SR B . AR T R 2
T 256 AL HIINEE FIEAMUSIZ R 2 5G HUE(E Bl 2, M HIE R REAE 1A 3~ — AR 20 I 2%
(B il 2. (RIS, b T30 2t 2 O AR, 35T 256 AL 0% S0k 2 38 I & 45 1) g
LR, e R @ UORGH B BRI B K E AN T 128 A BT HioR % 3GPP TR
33.846 MM Ft T 75 5 SRR A AR 00 T a7 38 5 S i DA UE SRR 98038 T B4 B0t « 3 el T
i SUPT Ifi 5 B AE DDoS Jgii 4 (241

TE B A P UE 38 5% o — AN 38 B2 1 77 ) 3 A2 2 7 1 O S50l (g k. Oy SRRkl i SR SR A1 1
IMST 15 B REERERFH F BIALE L Si0r sl E m P B8 5G RG CAAEFT Oy Bkl k47 7 &
Kbk, AFE SUPT BRyRa%, 702 R AN S HEL SUPT. {E i SOy S5 3l ek B P skt B i ek, A A
FIBEE] AG (5G AN FRVFFERY 4N 2G /3G 48, ISR RT DLl By, AT S 8UH - AL ER. 5G
WG B B, 1278 r T e SR VF R P AR USIM R E 3N 5G W%, 598 n] REdit 2 A - TMST 15
B YHMA AG/5G Jai2E a5 X, T A 7 H N SR FR AR MEXT A P g AT X R ], PRtk i v Tl e
ARV EIR] 2G/3G W%, TSRAFAERE R Bk I mT B, A — S8t 50 i A7 B X SRR AIE 1280 F
B 4 1850 (105 AOR{RP IMSL 3GPP TR 33.809 THI X LS A7 7E 1 Dy 5 3k T o 4 TMIST #3528, #F
F T A IR BV TE S AN B A DR A 7] R DA B 9 A 5% DRSS P 5 7 i ok 7 5 (861,

B T ARG AR 5, JE T HLE8 2 2 W S i IR 2 — AN S EL B 0 07 ). SCHR [87) $2H 1 —F
FIFH P EL 2 & MR S 1 5 AL 88 2 ST R B B0 IE 7%, 358 N TR RE 51N B IAIE CASEELSE A 201
ZAEMRLE.

W 2% J2 22 4 E AT 5G T 51 N[ SDN/NEV Fl 28 1) i B DA BT S0 25 84k &
I, SERPERI . B ARRIGIARSR T 5G REHIE BRI LU 2 7 H 7 i RE
53R, AEFERE KT 5G ZR G i 9 28 Be ek A G W RS, D] I 75 22 39 114 DX 4% 22 4 5% s SR AR e A
ST TN BT, A BN R DA B A FE FE AN RE ST A 7oK, R AR XS BRI
oA, PRI 75 B8 B 0 25 JR00k DR B K B 35 AR R B 1k 2 SR B B

4.3 NAEZR%

IS 2 2 4 e DL P s o iy, BEXF G 2 0 I ST AR B ) — L8453 AE, FEAN R BN
s N B FE IR I BGE T RIA P R R 7 e H . R = R 2 MR 2 e R4
B, BRZANMEZ LRI, BAREYER Z e RS WA R 2 2 KK A & N5
FEX 7y, 5 N Z R REOR I 5G/B5G 5 4E D2D, V2X AR 4.

4.3.1 D2D/FEM

7E D2D JlAE 1, B 0 75 8 i L 3l B T AE EOEAE, U] DAZE 5G HH s AR F AR, 34 mT DA 4%
MR G (R R E, N T BB AT MR, D2D B K Sh AR RE U5 ), X AT e A T
Ui e A B8, R AR EE T D2D HiR, H Al A 42550 4 A T I 55 7 58119 22 A .

H AT D2D 224 FIRF I AR 32 8 251 D2D 815 2041555 189) | 2L T NOMA #h At D2D
PUT-PUAEZE 1901 5L T BB AR B A5 2 i X 17 Il 28 1) 7 S8 DA iy D2D FH 7 B R 2% i £ 191,

BEXT VX 122 A3 i /R, STk [92] $EH TG T VX R RRER L A4 DAIE T 2. 2020 4F 6 H
R16 P B 3 REEIH RIS 3GPP TR 33.836 40 HT T 355E V2X (enhanced V2X, eV2X) RGiIEREEH
(22 A RIRR A, $2 T W FE M 22 A R IR FA SR, £106F VoX HFaf GEHI LN UE BRESEH, SCHk (93]
T ID FENLE SR TR, BT VoX M it R AT PCs R, AR FREEN
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LA AR RV AL MRS, TN 5G R17 1 eV2X i I R4k BRI 7T, Ao il

\\\\\\\\

4.3.2 PIEEM

BT 1oT 1 RRITHER AR, Bk 5G 10T B4 24 k5% 7 E s B . ik 2ol n 2
loT W& s —Fhg LI, FTEATT 4 0T 5 s Th 3y AL dmya Bl 8. sCik [94] )z F T ToT
TAMIAHRHE T, Bas T INENLE] A5 224 . AR B HU R R 3 RS BE S O BOR (AR 7T DR, H
HTEEXT ToT 24 MR oG RFID 22 bR 75 (9°) | Wik 22 4 rh 4k a5 501t 196 DA R BE T gt
TR O HARM A 3GPP TS 33.163 & X T 4% Hith D 28 52 BR (W AR A ik S AL 28 SR AL I A5
WA BT IIE(E 2 R, A4S H TR 2t N & H T BURS « S DGERPLE M AR 081,
AR5 3GPP TR 33.861 Wi7T 1 £ 5GS % £f EPS CIoT / MTC ZhAEMI 241, i ASE AN
4. CloT [ EPC-5GC HUl, LARARH 5G HRES 75 SR SR 38 55 1) 2 A 199,

R R ARG T YR N4 5 2 R, BRI LA 5 R, /R A6 3 5tRe AU
A 2 A0, D2D BN ASE VT A ToT I AR 2 i E B S5 R M40 5 B e A th i ok 7 9T
(IR AR, o] 78 B IR A2 BR K- 0 45 Hh e DR P 22 4 SR R I8 2 22 A T 9 1D A

5 REMREE
AR AT ST, 4SSO AIELE . W2 2 IS RS Ak B5G 224 AR 52 0 75 T #EAT 7 A48,

51 YERZRS

H AT YRR 2 22 T 58 EEAFAE A R, — AR WL R 224 O FUAEAR KRR B BBk T ) W iy
TCEA T (TR R SRR N AT T DL KX 5 I35 S PR (B S . ZE R S IR BRI I 50, BEAEIEIRAS
Xof I ) B BLRRURR, S SOAS [ I 5 45 T 22 e 0K, R S A T 0 Al B2 36 R T 170 2 T8 e ) =2 40
s, BT k= 22, SBORFH T FEEZ R AR, SEREERERSRI. H iR 2 By
JZ 22 AR AR B AT ARG 5836 10 CST 8% ) ASRAFEE 4 CST A7 R B7-290 53— il RUR W) B 42 4
BORBIMEE. KU MIMO 14X THEARZ —EX I8, — TR 5G YWHE 2253 E KK
Pt (RN SR GiUT & R R A 2 R R DL R A X T gk, 23 3858 57 r 25 (193 W i 7 1400, 1 HL H b
CBl 7 — MR BET DA, Bt (8 F v 2 A2 A0 80 B o 2k F a8 AR 224 Al A o 2 FELPA 58 R T b2
T PLsEmE 14 N T#EE (artificial intelligence, AI) 5 5G [k & & AK 5G/B5G IR BT, HFF
R ELAE 5G IR AL SR A BRI 4 O R o B i ) B R A A S (100,100 LT AT IR 2 4
MARIEIE AT DL o AN [ B B s 28 FH 0ok s 5 B2 L B, )58 B 0 A B A s, 04 6 TR 2 )
PRI, RE I S IAE BT GB(EAT AT AE. S X H AT JE 2 A ST AR R ¥ ), B
BT 2 22 A FE R ARAE B 1R, T N T R SRV SE et o 2/ 8 A5 B R HERA Al v . KU MIMO
Pl < A THARSE YR BOR IS PUT- USRI 2 W P Z 22 A 7T i 27 ).

52 MERRE

AR L8 J2 2 4 B A HTHOR < BB, USRI S E B ii 4 K BL SR K& 715
KR L AR WL AR AEME S LMK TG, 2R 055 3GPP 5
4F 3GPP M2 Z ARl & 2 T BN AL L2 TGN, 2830 FEAAT 0Bt R (Bl & 2R T
FEME8 1A% R AN Bk 102, (RN B IZ 48 AR T TSR I 25 th Bl L L se B Ak, DA
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SO NIERE BB, T X ey, BUA I 4% R &% R E B I Rl G 2 4, W R 234
FHRIEAT 5 AR Y ¥ SR S B0 22 4 A — AN BRI RI 98 77 1. T P9 AR 22 R A T RS AR AR R N
RAFAT BTG B IZ — . N AR BRI A% Lo (45 X 2% LA ) R R R 22 4 U 9 7
APz IR R R ST, 2R R STl BB 2R A b B R A A 4, IF
VAR R (Y 22 A B Y F i, X 75 ZEAE B TR 2 S RS B B = e Pih. BT R EE R R M %
TEAERR Y A% O W2 AME AR TR BAR 2 IE AR LR 5y 22 A AN OR3P 2 A A 108, (B i
TR LR S Ut 2> (45 ARSI, RIS BRARH P ARG, nfr P P AR e 22 4 7R, M3 T
TARAENR 2R B P A5 AR TR SO AR R WY 48 = 22 4 () E LT S 07 1.

5.3 NARZE

B 5G 2% HEAih i 1) AN T 5E 35, PRI St 2 70 (o — AN o G, dn AR L
ST A, T OEI M B4 70 0B I TSR, T 2 DR RS2 BR A DL T 48 B B AORS ja s R I ) 22 425K
W% B A I 22 2 B 9 ) B (1041081 X B BOR A SRR WK I 2 4 v v B 82 A £ 11061 e R
WIS 5 T R 2 AR, DRIEES 56 REME R #0242 R B3 5% 1071 I, ¥y 2
AT LI B 22 4 (A RO 108

LR LR, ASCHE RUS4SS T 5G M1 BSG )& Ao FUE e, I (1% il 5G & 422044,
PAR 2 BRI FUBUIR 3 AT, MR SIARHEXS HSCAIT FUREREHEAT 17T 2 A BT, & S A SCMRS 21
GiH A 15 BB SIS BRALGRY™ 4 DT, 8T T 5G LTI i) 2 A gl FLk, Txt
XL, 5G 2% 2 BN T EERA, FIRER IR R . A B0 AIEAIE & R M 4% %
7T, WA RTZEVERN BAREOR T R, 5=, MG TR A WL R 2 RN R 7 e iR
HrotFUE R AR EIIR. B E X R K B5G 222 A B ST 7 I AT 1 I 48,

RT RS IEAE S DA, A 5G 2B E R L EEORI L EE AR 7e 2 R IT, Frés 45X
i
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Abstract With the commercialization of fifth generation wireless systems (5G) and their development in vertical
fields such as the Internet of Things, security issues are increasingly gaining attention. This paper provides the
latest survey on 5G network security pertaining to potential threats, security architecture, and security technology.
The survey begins with the potential security vulnerabilities of 5G, which can be classified according to system
availability, information integrity, authentication, privacy, and confidentiality protection. Then, threats and
attack methods encountered at different levels are analyzed. Subsequently, the 5G security architecture according
to relevant standards is briefly described. Based on the threats and security architecture, security technologies are
reviewed based on three categories of 5G and beyond 5G (B5G), such as the physical, network, and application
layers. Finally, the survey concludes by presenting observations on potential future directions of 5G and B5G

security.

Keywords

Qi QIANG was born in Taiyuan,
China. He received his bachelor’s de-
gree from the University of Electronic
Science and Technology of China, in
2018, where he is currently pursuing his
master’s degree. His research interests
include 5G nonorthogonal multiple ac-
cess and 5G physical layer security.

Kaizhi HUANG received her B.E. de-
gree in digital communication and M.S.
degree in Communications and Infor-
mation System from the National Dig-
ital Switching System Engineering and
Technological Research Center (NDSC)
in 1995 and 1998, respectively, and
Ph.D. degree in Communications and
Information System from Tsinghua Uni-
versity, Beijing, China, in 2003. She has
been a faculty member of NDSC since
1998, where she is currently a professor
and the director of the Laboratory of Mobile Communication
Networks. Her research interests include wireless network se-
curity and signal processing.

366

5G security, beyond 5G, system architecture, security threats, physical layer security

Gang WU received his B.E. and M.E.
degrees from the Chongqing Univer-
sity of Posts and Telecommunications,
Chongqing, China, in 1996 and 1999,
respectively, and Ph.D. degree from
the University of Electronic Science
and Technology of China (UESTC),
Chengdu, China, in 2004. In June 2004,
he joined UESTC, where he is currently
a professor at the National Key Labora-
tory of Science and Technology on Com-
munications. He was a research fellow
at Positioning and Wireless Technology Centre, Nanyang Tech-
nological University, Singapore, from November 2005 to Febru-
ary 2007. He was a visiting professor at the Georgia Institute of
Technology, Atlanta, GA, USA, from October 2009 to Septem-
ber 2010. He is currently an associate editor of Science China
Information Sciences. His research interest includes PHY /MAC
techniques for 5G.

Su HU received his M.S. and Ph.D. de-
grees in Information and Communica-
tions Engineering from the University
of Electronic Science and Technology of
China in 2007 and 2010, respectively.
From 2011 to 2012, he was a research
fellow at the School of Electrical and
Electronic Engineering, Nanyang Tech-
nological University, Singapore. He is
currently a professor at the National
Key Laboratory of Science and Technol-
ogy on Communications, University of
Electronic Science and Technology of China. His research in-
terests include RadCom fusion systems, sequence design with
good correlation properties, and physical layer design for wire-
less communication systems, such as filterbank multicarrier sys-
tems and cognitive radio networks.



