E R} (5 SR $51% HA: - N qm R
RERE FEREE 20214 5146 9 M 1540-1558 ¢ CHIERFEY ekt
SCIENTIA SINICA Informationis " SCIENCE CHINA PRESS

®3 (R
ET BiaE R R E) R R A E R E

MRid 23 SRELT PR, EFT, KRR

1. 15 B TR RS M4 23 0] 22 445, #6JH 450002

2. B LR 5 ekt S E K e i =, M 450002

3. B E ARG E A% IR R RS [ 5K 1 s S50 =, W5 FH 471003
* JE{E/E4. E-mail: qiuhan410@aliyun.com

ks H 1: 2020-07-05; &[T H: 2020-10-08; #:52 HiYl: 2021-02-10; W% H R H H1: 2021-09-14

E X RRFFES (S 61502528, 61902447) BEEhIiH

WE BEESAZEEBRENREHRZEIE, B4 BiEEAT AR 85 £ R W 4
BHEERHENIRGYN, ReBAZe KT aTHEBHAG) T EE. BHBEEERTTE,
A BETFN T ETENERA R EIEBAT A, UER KB B ER T ERERET U, AR
H— AT Bia W B A % b E AR R AT BB B AT A TR, BT et
# (Bayes) BB ME S ATHY B8 HGE L E NG, AT X BT BIBRIAAT AN G E TN, K5 ELH
REABBBUESANBHERTEREN KR, RIHEEMRREHE, XAZBWAT XNt HER
BiEBH &R EEFN; RERITEEHSEH 7&, UNESTRTANEBRATEN. £TH
EZEBHNERERTA, ZREAREH KRR L ERBAME ST, HREBHATHETF
BB A, T A B RS R GY RE RO ZeE RGN ERRERSE
KR BB E L, BIEEATA, EEER, et

1 5|5

IR B S 5 AR 55 7 B AR B R G S IR 25 1 e A T SRS AT, AE D ELIE X A 1 i
1) % R Gt 0 2 A RS s M BB s 4T 22 o E 2 [, 2% YR (autonomous system, AS) 43l
ML BRI, LSNP BGP (border gateway protocol) 1 5% FLIK HIE. RN H 6 15K 7
A E e ASHUAR AT 1) DX 4% Mol 3 BRI BT IR X 266 (R IRRR A 418 Fa B 45 1 % R AS JS R0 A Hb % pH SR e s
AR AT AL, L, E B R G2 — MEE RS, L F RO BGEE (BEM) ZENEES
PME. SR 1M B YRSk ] BT B 45 2 A v b o R 121 AN RO [R) ) R 2 Bk 2l BB, v s - v L R 2 25 R
RO BEAATE R RAFE A R i 2% . B ARART g Db AS BRRZ R 4T 8 . BT BGP 6t

SRR Brit, BRsE, MG, . BT R ISEME (R 2R ph (5 A AL b AL (5 BRHE, 2021, 51: 1540-1558, doi: 10.1360/
SSI-2020-0215
Chen D, Qiu H, Zhu K J, et al. An inter-domain routing reputation model based on autonomous domain collabora-
tion (in Chinese). Sci Sin Inform, 2021, 51: 1540-1558, doi: 10.1360/SSI-2020-0215
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Z SRR ) AR R AN BRI S AT AR H . AS AT A IRSR, RN LI (A € 1B AT
AR R A ) 22 AR i e 22 A D2 B0 e AN FR K.

AT FLER IR AR 8 R — B T F VR B I N R R, R BT AS B B S B
HIRAL, W P GRIR o7 BRI DR 28 02 2 5 2B A s (B AR R 2R, B SR R 45
BETER NANOG? . HFr HEM oY &5 HAR BRI M A GEEE BGP “E{5/E” (blind trust)
SR SR AT LI H AT A5 B AE NG I, 1 VRS i 0] P A 3 A U AL o 00 1 vk s b R S 4R
T YA A S5 8 RS A 5B 8 g SR IR E (KM R (reactive) fRIRTT S, HLA% H R IA L HE B i A
FIRBRYE. 7 2019 F HBRNE W IMC _EARITAR S @ 347 5 4R NANOG W44 2 5
HEPFFIZ S BGP i th &, 15 0 BIRAT iR — e Bl E, B B RS ST R A ERA
BRI, SN BR AT B AR BRI AL T IR BT (proactive) F %2 AR EAN,
AT R ST b SR, BRI AR 3R] b B IR AR U7 ¢ 81 OB AL RN, A B
TR A % R G B 2 4K

FEHLA O o 7y A 20 415 s B BB E L, T R AR BRI fI 5 A2 B, fEToLIE A
PRI S5 AUEAS 2 T2 BT 5 R O~121 0 A AR B R S s 6 e 2R 48 205 =X BV R A B A 32
&, AT B R AR ) L SRS EAT e S R 4. FE T2, Chang &5 13140 g —
FEET 7 52 BGP % H8s Geit 7 i i BV AT TS R B AR bR 5 B IR IR W AT AL 1%
77 ST N it eh AR B ) 8 R, T BT S B 2R G T P e 2 B T SR A 0 A 5 e R A
JE. — L6 T AR Do~18] R A AR Z AL AR, SR BG I A H 23 R 7 SR H bR B IAT 915
B, SEREETEI IR A AR, BUA BT T AR T S B A 5 A B AR, DL
B IAEAN R[] BAT A Bl 824k, AKX B R HiE & i 1 i R 4F A RS el B3 o [F =X E
RBIEEREITIEART T H IR R G5 Hth RG22 708, a2 3n 4t . shasifl . il
R, MECLORIEXT H AR B IR I8E 2 R A I HEmR L.

ARSCHE H—Fh T B RS [ R4 AL B B S B (AS cooperative inter-domain reputation model,
ASCIR). H%e, f£% HIREAMEE & H s BIGEAT NG HRAEANE & 1T 200 R0, SR U (Bayes)
JE R AT B TTE, X B EAT N T ERE AT AL VRS RS, B B RS R B H U Y RO Y
SN AL, S P R R S R AR S A PR S R R A BUE, & BB IREGE S H AR BRI
SAE PR AN SEIRIR A S 2 SR HL A AR EE, 51N TR) S8 o8 o VRS IE S 7 AT NREAT <1
17, A B BB A 0 WG A B R Girh B THAE BRI EE R, ASCIR 5 BGP 21
SR, ABAPAT BGP HRAN BGP 8 % FEE A% X, BT WK B RT3 20 e T g &
. ERIETIRYE A R MG 2 R G, SR A UG TR M 2 15 (e ol D) i
HIRFFA1E) T EAHF A PR

ASCE 2 T HAHRHE L TAE, 28 3 1945t ASCIR MEIR, 28 4 WA B EE S EWIER, 5 5
T AR REETE IR, 9 6 TR HSER LR, 8 7 Wi AR, 58
ISEio'

1) BGPmon Blog. BGP leak causing Internet outages in Japan and beyond. 2017. https://bgpmon.net/bgp-leak-
causing-internet-outages-in-japan-and-beyond/.

2) BGPmon Blog. Large scale BGP hijack out of India. 2015. https://bgpmon.net/large-scale-bgp-hijack-out-of-
india/.

3) The North American Network Operators’ Group. http://www.nanog.org.

4) Internet Society. http://www.internetsociety.org.
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2 MxXIfE

B0 I % P R G S A BRI AL B0y 2R, — SO 3T I M a2 M i SR b 7%, 53—
FNFHET BIRBUE AT 75 M 25 (1) 73 A X7V

S BE G ELHE R Routeview, RIPE SEAURFE AL B A, J T 1885 > & 7%
X ERIR 1 S0 AT AT ALY, Chang 55 81 21T AS-TRUST L, PAEA H IR 3808 &5 47 4 1
BT (MERE AR08 6 B BN ), 5T 03 0R] 6 e 30 X 7 e 28080 F e vk 0 A, L& BRI
fEMH; SCHR [14] 42 T AS-CRED, #1xf HR B AT 84T N REAT FIERE E BAL VA JF 45 H B iR 8w
WAT NP TTVE. ASwatch W M7 sE B L T HR S . BGP Bt A A H I IP M
BERE R Ak 3 AL, A8 BENLARAR B2 50 2828, THE BRI I SBE 20 B, DSOS BRI S
BR [19] $2H—MH TR A R BGP MR SIAEE RS B-secure, 2T 752 BGP BB 11 5 2%
BIBUREEE B 5 M Z 2, DLE1h BGP AW WS . Arouna 55 20 $2H—F BGP #ERE(E 2T
i 53k, T H BGPstream REER BGP i 284, Bid i 5/~ AS-path PFERER € . R BERS
Hom SRR UK 3 BRbR T3 BGP BERR 15 2MH, JHEH BGPPlayJS BT 1 w44k, £ =UIgn)
S E AL TR AL T BRI SEAT ARG 2 B & (R E B B 7k 2 B AR IR % & R
T R R T T AR R B IR EAT B AR b, B ECRE 4 T 2 B R AR SRR, SeBR A
HiyE VR O AS BEIR I IE 1) 4 JR Bt IR B30 10 SE R A A BT — B I A, A5 75 SR ) St DA
PRAE.

o3 A1 30 B E S B AL & B e b R 3 =5 B 07 SR BRI AT (S A VRO, SCER [15]
i th B VR IR 2408 8 T 2 [ S AT R R T R4 5 BGP R A Jische, 1EEMH % P2P MR IEL(S
BRI T oA EIREE S, fEESE S M RN Z iR E SR T, BRASH
SEVE M B AR AL T . A U6 SR T IR B e A ERE AL AIRS, 2T L AT N
ARGt a5 IR, I AR B AR SRR B IR R AT NI RIS B, (HHAE S B A UK YE B G
AT N E /B RO HEAR L, TR RE B IR EAT A TE S, HIEEE VPO I SR I A S ),
AT EEES H AR E VR S0 AT O LUK A T PP, 0 A1 24 SR 5 2 S i DLORAIE; SCR [17) 48 T
T 7] R AT X 2% R FE 2R A5 B AL REILH] ReMSA, £58 1 RURIMIE K HMFFLZ T HER, K&y
RN AN B AR 5 20, BAR ReMSA KSR 2%t R G/E NN ST T ) Bk
55, 12 ReMSA FFEEHRTIERIE] B t R Ge e vt HAS 28 508 e 19 s (A) 52 2 S 0K 3, B fSe 31— AN B
TR — ASE T, N T H PSR A 200000 R B9 R B R4S Hh T B 2 SR
FE, MELLSLE. BRAE D8] 57— (a1 45 7] 2% B R S E AT A TMIRS, 8id 27 6408fE 17 06 H AR
T REAH AT DASEIL H A BIREE AR R AL, IR0t TEARAEE R LS. TMIRS B EAE TR T
e BRI AN [R] B A AR AN S5 A PPl B VR I HE 5 AT O 0 e 22 B BB, AR Y A B 5
BORLE AP FASAT IR A b 1) WAER, 17 S B b X 485 VR 80T R TGRSR A VA 48P B S 3
170 U %07 R HME LA

i b DU SRR 5 R B T 16 B (1) 52 RS SR 194 BT B S 2
FAPE FE bR DAVE o3 R 2 T BRI LR S 0; (2) BFIEIE BE RS HR IS BT
ARG A R A FIE W PEAME LLERAIE.

5) Huston G. BGP in 2019 - BGP Churn. http://blog.apnic.net/2020/01/15/bgp-in-2019-bgp-churn/.
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3 ASCIR #5i£

3.1 [oRRFEIA

EVR AT A RUEE A TR BRI SRR 5 IR I8 M B b5 S A 50 B A 5 B0 ¢ A B 2 e DL 3l
o S EEHLRIIE B R IEAT B I AR AL (T B VRIS AT SRS S A R B R H %
SRR, BT E 5 A R IR AR AR ), AT TE IR I VR I 2 IR, TN AT RS RE . i
Ik, A A BOR B DR R OCRRE R R : (1) WnAT @ ST BRI | TR0 A R KEEZ TS
T 21 ) B IR AT N RS @5 S S EACTEART (2) WTEA i th 5 S A BRIGO0 T SRICE #i 4 /AL
A E RSB RO

Nk B IR T, A SCAE A 2 O BEEo0 B IAT AT AL, A SRR, B R RS — A
SR B ) SRAT i B AT R B A 55 P REVE I 2 AR AR 1) 7RISR BR Y R G, BRI IR Al
FE 5 Fotl B IR O S S AR I, KRN R R S AR B VA BB i P 2% RS TR T TR S TR S
(A8 5 MG R Y /U8 S LA, AR B R E NP 1, AN L VRO
TR P RS R 2N e AN 5 5 22 e SERPIRAS AT A A RE S, BAL 5B S 2 M AR
B ARSCAT X BRSO T AT O EEAT W AT, R TSR I S VE TR TR B R IAT S R
et

FAAh, K BREE R RIMSE RN 25 BRI ERE G = (4, E), AREZS58R
B RS, EAESE BRI RIS RIER R R, W a € A NI BRI, e € A NPT
BRI AR WENE A T, e fREAMBBINKRE T o FEHRCCESE, B o £
BT T AT 052, RIS 20PN Bval(e, o). BT ZEHIMIE 36 H SIS SN, e S5 T A
A R A HEARAF BN Eval(e, o) BARRYE. KL, e 7 WAL ET S0 o FIAM BN, 4
R R BB WA B N O BEEE T R, BOR T R AT RS A CARJE T SRR o MIEEE, B
R 2 MEE RBTINER & R 15 2 2 R AR EEE] R W1F1E, Reo BV BRI e £EI ] 5 1] T
X BRI o AT NRATEAERE R EALSIR. 9 7RG E R ) T b o et ST U I OUF
i o FEI ] LT B, e A EAEARR B AW T H21 Reo 5 T 201 o CEILIEEIT
ARt FL SR (52 P HEAT SR

RIH 45 5 0 _EIR AN SR )RR AT R 3.

3.2 ASCIR ZiEHELE

RS IR T B VR [ 3R 5 A ASCIR 2 AEHESE anE] 1 . ASCIR 24 E
FE WA AMEEEN S 2 REETH.

ASHAF B AR XS NIASCER 4 711, FRIEEE T 2K B EE SR AT R H AR B VR T A
WAEE AT, AHEE B UG Be S RAER B, FEUIZRIT BL, BRI T A pr s th £k
#&5 Routeviews IP 48 & &SI B IR AT A GUHHRFL ) B IR REAT IR /R W AR 2L, KEAR2E1L i
ERIAT NG HRHE AR YIRS, {8 BEALARAR 2 SREREREATAT B 22 20, AR B IR S W R4
IR /5 H oy RS FERRIERT BL, BIRIE T A B R ) s i b s, SR I H A B VR8T N Gt
RRIE IR &, R HA N BRI W S F IR /57 00 284, 49 B A ADWL S 18] F4 00 b ) B Y 38 4 IR
/SRy SREE R, b M R ST AR A O 8] LU AR AT DA DU gk, 58] H AR BRI A 5
BT

ERAFETH R X RS 5 11, BT 2REE RS IR RN B s B i At
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/ Local reputation quantification \ / Global reputation calculation N\

T N

/~ Training phase \

| |

| |

I | Routeviews prefix-to- N . Random forest ! . .

i | AS mapping dataset Labeled statistical supervised learning Normal/abnormal | | Weight calculation of AS

| feature vector of - — — — — — — = update events | repuation evaluation

| ’C> i ; |

: Local historical ) AS behaviors classifier | l

\ routing data ;

\\ ?::::::::::::::::::':::::::::::_1':::::::::::::::I::::: < AS global reputation

- - NN aggregation

|/ Operational phase Statistical feature | | Normal/abnormal \| i

H vector of AS | update events — Local : l

] i llection cighte: reputation

: behaviors collections P

: routing data Update active statistics | evaluation : dynamical update

‘\ time ratio ,’

N — e

D ettt J J
Bl 1 ASCIR BHEIESR
Figure 1 Logical framework of ASCIR

e NN M he A — o SO VRS IUENY T . R N N
BV, IFERE HAR Q@A PSS ER L TS B A AT S 0. B Yokt B R e g a] il &

G HBERR B E N E BN RO 23R, 9 BVR IS B VR 2 BOBCEE; SR 5 1R &0 J& 719 e
XF H AR ERI A A A, <8 JE 1 s 4RSS AR ISR B VG I8 AL PEOY, IR S BHE B
AR B2 PP R, BEAT (R INAUR &, 4921 H b B IR AR 2 ATOUEE T 8] 8 ) & R E e fon st &
TN TR LR 2L, 23 H AR RO @ L RS 2 E A S R R G 45 R, S8 5EH H bx B a5 2.

4 BREIEEELER

BEIEE B B AR T AR VPN T ST 7 Z B AT 58 B SR R R |, HLRERE St 5
TR AT AR 5 AR RAT A PTAB REFE TIN5 1 B0 B IR S8 T JRRAE ) AT D9 73 2R 45 R
VEREE RN, R DU 5 30 ME 22 70 8 0705, 5N T8 S A 800 Ta] L 2 & LA R & B VA
R AT IR AR A RO SR BRI 3R AL BRI A R br, F T BRI 5 250

BIRET AFFE

WL BGP S Rl KB I RFAE TR bR 28 T4 BGP 58T % e A SR 0L, DA e e ANk ) 2% i
RGN AR A, FHAREE X A BRI AT AT ZIE . A N8 0 BGP H TS BYA
R AT O AE T AR L TR BRI S DT T AR AL, SRERE S I BN FR UK IR /R BGP H
% (announce) FHH([Fl (withdraw) 17 A ZE S B G THRRAE. B, BE HIG N TR R TN B4
BA S AR 1) P RSO b LU A A, 3G iy TP Mk s () A AR Bl T BRI
AURLRIAT Oy 32 B B IR W 24 (A 0 1 . AN SREmE B ) IRBh I, 2B & A48 . S0
ET [¥]) [ B 45 7 T 2= 2R B LB AN [R5 2 B VR AT A 191,

N TR Z RN T BT B R 5 2 MG DL BAE N, FATH B IR IS P T RTZE (AS-prefix) HI4]
G AT FARAT . Gl BRI o AETS p XITHTSE o' N (a,p) B (a,p))
PRAN BB A 0 RIEATRAESR IS 2028, FATIRE 7 7 D EIR AT ARHESE %, JF A BGPmon $24Ht
i) BGP A 15 rh gk T gk ) 6 2 4 g AP o L P 1) B % ey BB B0 R AT T & (i 2 o),
DA ] B VRS T AR E S I & B, Bk,

o Hi5H ¥ E (announcement number, Anum) F& H G 5 B T4 T 55 10 %0E.

4.1

Kl 2(a)
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107, 1.0
0.8 0.8
0.6 0.6
5 5
o4 — Total © 04 ! — Total
0.2 - - Legitimate 0.2 - - Legitimate 0.2 ‘ - - Legitimate
00 @ — Malicious 00]! ® — Malicious 00l © — Malicious
0 500 1000 1500 2000 0 500 1000 1500 2000 2 3 4 5 6 7 8
AS9498 announce number AS9498 withdraw number AS9498 AS-path length
1.0
0.8 S
w 0.6
8 04 i
’ | — Total — Total ’ — Total
0.2 | - - Legitimate - - Legitimate 0.2 - - Legitimate
00| @ -~ — Malicious 00l ' @ — Malicious 00l I ® — Malicious
0 1 2 3 4 5 0 250 500 750 1000 12501500 1750 0 500 1000 1500 2000 2500
AS9498 AS-path edit distance AS9498 AA IAT (s) AS9498 AW IAT (s)
1.0
0.8
w 0.6
®
04 — Total
02 - - Legitimate
— Malicious
00l I ®

0 500 1000 1500 2000 2500
AS9498 WA IAT (s)

2 (MEBARFE) AS9498 1THHHEST (2015.11.06 10:00~11:00UTC). (a) EEEHHE; (b) WEEH
HE; (c) EEBEKE; (d) BERBES; () EEEHER; (f) EEMEIER; (g) HEIEHER

Figure 2 (Color online) AS9498 behavior feature statistic (2015.11.06 10:00~11:00UTC). (a) Anum; (b) Wnum; (c) APL;
(d) APED; (e) AA IAT; (f) AW IAT; (g) WA IAT

N AS9498 1E AT Jy IS A BT S0k B AR, AT LA 2% B AS9498 K H B R 7 B N
VLT E R

o HAIEI B HT 4R (withdrawal number, Wnum) 45 H VR0 3 H AT ST 1%z, B 2(b)
N AS9498 1 H AT IR P BT SR A Bl B i, W AR BN B AS9498 VAT R AT S R AT
IR IZE I EA S €| Pl

o EHHHAKE (AS-path length, APL) $& B GO 3 H (AT ST & IER AR BE, AT S A B
RO AT LA, 18] 2(c) FaR T AS9498 17 W AT NI ITA B 4% B i - S BR AR, AT 4E 3] AS9498
B AR RO R AR A

o HEHAHEIEE (AS-path edit distance, APED) J& H 8306 5 H AT S & g 2 %2 RN
wAL, TR EREOR R R A R v 1923 B R AR g R B A S R T A E RN
TP EERME (Levenshtein distance). U1 ASa 73 AI7E ¢ N5 ¢+ 1 B ZIAE B 7@ 8 T ASd 1)
T HRIRT S IPAERAE = [a,b, ¢, d] B g1 = [a,b,d], W] APED(ry,741) = 1. B 2(d) JEZR T AS9498
FE S AT NI E S B P A0SO S BR A g 4B 0 B, AL 3] AS9498 . A1k Hi SN S B Er A
R B A G R 2 B AR AL R B

o HEEHBH (announce-announce inter-arrival time, AA IAT) & HiGEXE—HIMEEL S
FAT e RN [R1 R, T 20 VA4S A AT A BN A ARAE 1. 18] 2(e) RN T AS9498 TEFHAT N
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WG BT A2 AT B E AT NS TR (ARG, SRR A T AIERT AR, W ARERT R ER 5
1) oy B k.

o H5HFIE]FE (announce-withdraw inter-arrival time, AW TAT) J& H A3 F— H BIAT R 5% )5
PR R (] [ B, AR B VR OB I B TS 1 nT AR R [ & 2(F) BN T AS9498 TEF 84T NI
X BT H 28 1T 28 A BE] B TR (DB, Rl MR 2] AS9498 AN XS # 4 ARERT 44T T B & MRl .

o FFIE % H % (withdraw-announce inter-arrival time, WA TAT) & H 638 [F— H M7 S0 A )5
PR IS [R] (] RR, A3 B VR IBOB AR S H RIS S i) M. [ 2(g) S AS9498 7E 5547 N X T
A ETER PR B A AR, PSR R AS9498 UG 4 AEVE AT SR IEAT T Rl & HAE.

MR 3R A, $REH BRI A . BRSO L I (R BE O T AT ORI E IE S R
A Z R B E . BT B IGEE S [A] 5 S N I8 20 R AR 2 A B A, LU
BRI R 2. Ay SRR B /4 S N RHAE AL, i F AR ENS B v 305 AN I & it
HEIEZE DA 3 MHEERR: 5 5 Bah. 5 95 B A3 Kix 3 AMABREEBAFHE
) B, MRS THRAE I R R, R R 17 AMRREE R BORFAE 1) 8 TR s A s e B G
AT N Z B RHE R &

T UL E HR AT NHRHE, % RIPE T H 4L BGP B I MRS b 2% B Va 0k H I 7 52 B
Hﬂﬁj‘JiUﬁ\j‘Jﬂf'ﬁ%ﬂ/ﬁ‘ﬁ%é\, fENEBEEZTENTA. AT RouteViews BGP monitors #{HL
(1) 1P HEEAREETD FENIRIE, X5 A BGP 224 541 A 1R] ) 5 HH 50 3 5 AT R 284K, 1 Il 22,
BEMA 2015 4 11 4R SH) BGP i H 5B 8o T SR IR B IR EAT A G THR-E 7 A 4y
G I LA 2 Mo RS, RILBENLARMR EVERE NS IE B B VR AT N AT E M B 2 4E S 5 &
FReE, BA S o 88 Rk, H OBUr i TIA BREAT 2 TAE R 61 bR i B AL
M (random forest, RF) & ik 4] S B AT 2 S AR R Ay 2R s, HET 2 T A | R AT NS E S it
a0 B B AR AT 2, A IRUER R N 0.9872. £ ASCIR H RIS 21t HE I, AL iR T
SO A o RS IRAE NN, SEBR R B T, 25 B VRS A A I 7V B VR B R AT
IS Rt A S A
4.2 DNMEGIHEETE

AN — PR T DU S 3R R 2 4B ()15 B B LTS BQR (Bayesian-estimation-based quan-
titative reputation), F T ZIEl B G 8E B H A . G R K SETT AT N AT{E .

SCHR [16] Fa i, BYRIEGR S E S — N IR S R AT A R A RGBS, SRR
AR Beta 7340 125 BFIRFPE. Beta 00 & — PGS VEMER % 040, BEHLE R X RS o, 8
() Beta 2M HIET £ARHN X ~ Beta(a, B), HNEIRSE o, 8 Yo B3, — bl T @50 251K
3% (Bernoulli experiment) 14 B IHAEZR IHE R 50 A1, Beta 4047 FOME R % B pR B0n] NS R % T &
NN

M1 —2)f7t T(a+p) . B
[Tl —np-tar D(@r(@)" - 0<w<l a>0, 820, (1)

H Beta 72 LRI E(z) = 295, 3CHR [16] K CA1E R IRA BT IR /57 % IREE DN Beta
BRI IRSEL, TS IR IR (B iZ BRI — IR E & &R R 1Eyiz a3
VAR,

6) https://www.ripe.net/analyse/internet-measuments/routing-information-service-ris.

7) http://data.caida.org/datasets/routing/routeviews-prefix2as/2015/11/.

f(zle, B) =
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SR1M BGP E I i BB A% B mT A A5 B, BRSBTS o 1 A 4 R T 3 2 4w 16,
SRS B RO TE] S YR UK O AT ORI ECE L R SRR RS AOC. R BIR AT A E
TR B AR AR, AN EZE 8 BRI T IEH /58 S A OO, 3 5 SR S A0S B BT
R [V i BR AT RS B ZE R 5. BRI AT 51N BER S A 280 ] B 2 K B AR Ak
ML, D9 DU e v AR, T 220 i B BRI S R A BB K™ A R S

VA A RS B0 BRI A B A SO T i 12 S o oL T 488 F) Pk I ), AXER 2 I SR B S i R
SEHT I A RO [F) 5 L I T) e 39160 B 3R AT AR Dy DU G OB T T4t R S A RSO T B
. (update active time ratio, UAT) 7€ .

EX1 FH A B0 A E A

UAT(u.T) = Do e AA IAT(;) + AW TAT (u) , @)
Forb T WS TR) A, w eI R T A B bR VR ORI SR SR, XS H VRS R o
PRSI HE (AS-prefix). AA TAT (u) NHHTHAF o #5251 [E] [E g, AW IAT (u) N HE
P FE 5 JE AR R I (R TR) . R BB S o AER TR T W — R B 5 B SR
I 1) ) B SR AN B SE A o AEI TR S T I RGO a], S a7 ) B AE RO SR A o
TERFTE A T (A 2 T 26, id 9 UAT (u, T).

FEHEAT HIRIBAE 2 BT, B B Ax B SEN T JE I T R I IEH /84T o A, I
TR A o B BE T A LA A 8] b ZR A B AT IR SR, AR D DU Gt (5 245 1 5
Frm . Mg RN T b BIRIEERI0 X SR I R R (U ) BI5E X

EX2  FE IR R L

(UF)= > UAT(u,T), X €{G,B}, (3)
ueUx
Hrb X R EHTRESIRE, ¢ ARIEFEHFAES, B REAFEEMEMHES, U R
RATWEERS AE ) T WRACN X R RS, UAT (u, T) NAEAEERS IR T b 3 A w (1
BRBTE L2, ¥ U BB T BRSSO 280 T e 232 VR R, 88 & o BT SE T A AL
KA, AR BIER R T P X RS HA IR SR THREL, 12 (UF).

T A1 AN B EIREAT o AT, A B RS BRI IS 18] Y P R L R SRR S N IE R
WEMES U SREEHEMHES UE, 0 G B0 R R (Ug) f (UE).
B TxE H bR ERITE O WS 8] JE B AT R LS, FRAT TR FH 20 1% E YA 38 — YK H IR SE R
FA IR % L R 3L Beta(a, B) RS o 5 8 WEWT:

o= (UF)+1 B=(UF)+1,  (UF). (UE)>0. @

2 p Fon AAREREUT —UOR IR R R SR, IRYE (1) 5 (4), HARBIRERIE 2 Hon]
H p 1) Beta BE5 3 R ER RN

L({UF) + (UF) +2) W) (1 - p)Uh)
(UF) +)I((UF) +1)

., 0<p<L, (UF) =0, (UF)>0.

()
EAIEN — VA IR SR SR AT T ACR L B 29, RIH5E5C (5) RO, R RA
45 ASCIR A BRI AL TR AR A E L.

6 (01 (UF) (UB)) = ¢
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EX3 (HRIEEERMIEDR) 4 (US) M (UF) 7 iZSAER A T hyPi iR e R4
WCRIHEPF U FIR I o A R IE R SR A IR THXECS 5 SR S ROINBL R T R, BRI o
HIEE RSN o(pl(UF) (UR)). T BRI e XHEFOY IR o FIERAEEVFNEN

(U +1
(UF) +(UF) +2

Eval(e,a) = E (¢ (p| (UF) (UF))) = (6)

K LR Tk, B IR T AR HE A s FE K B B % e 38 15 B s, 6 S8R B B bR B VR B EAR
HAEZEN EFERR. LI B EUE BB bn &L VN B VR S 0T B a2 8] AR S B
ZH R BE T B YRGB AT AR L A AT R KA 2 T A R, BERS AR R A R E
TR IAT R .

5 BREZBEEE

FEIER) b AR e, BEAS E R IECET A RE LU S AL SR IGEE 0 M5 2., RIS ARt i by B3040 45 21 1)
PP B VRIS A A s R PR . S8R el VA )0 s R S ASHE 2 A, W] DA B
AT RIBCE SISO 8 1 IRIE 4 RS S R G 4R IHERTE, I8 I 7T B 6 )m tE 5 At
GREBRENR R, BB R WA B b B 6T R R RO, AR & 2 BIR T R
PR EVR I ATV A O T B ORISR IR (8] B ROAT v RS, BB TR R B, R L E
B TR, WAEEEAT IS

5.1 SRR E

A by VR IR IS 2P A TP R M 52 SR T L MO B RS R IE 1. 9 T 3REU VPN B YR
BAT NS, P BRI R G AR BRI A UG 200, M2 5 BRI A
BEEA B E RGN EN A 2 R R A & R M 2 0 2 T fBGE B R B A& 1UA % tH R4
(PSR, RZ: 5 E YR IR 28 H ) s B R AN B A AR

FEET RS A B% B R G0 BV IECT R SR L, BRI TR AL (customer cone) s ]
KT EE (TP space) FUEREEEEL (degree) I N A& s BT o 8 2252 1) Jg 1 1260, (H Wi A A o6
TAREE X B GG B A AR AT 708, B AE A S B 50 BERE R ML AN, SN T b
YR RS B AR A HA B 2 RO &R, AR 2015 4F 11 H % £ it 4700 &=
AT, TSGR N TR A R T IR R AS9498 K H I TS I B VR A HUAN A R Y AS9498 4T A%
fIE (AS9498 & HIBEHTR CH AS-path FRIILAD AS BRI AS), X B A & 1 % B A RIPE $#24t BGP
H A (s (B] () B, BP 5 ming SRE 5T AS9498 K I I A SE T A SR AL AS9498 AT ANFIEIIHE S
B AS AHUAT R RRRE B, TIFKONAFIERE B (feature distance); B¢ J5 7 BT 52U AS AR
TEFE B 5N TR 3 A& 1 [a] R AH G 1.

o NUFE U EESR HIGIHAE MRS HEHERT (Internet service provider, ISP) 5 HiAth B V6488 S #
AN E. R P ARG T B VR ISAE IR A B HH 2R G TR SR A X 4 nT kiR S5 I RE 0, 8 T VR IR
J¥ (AS-ranking). &l 3(a) &7~ T VP H G IIRFAEEE B S5 AH M. 1 R 2 AN, TSR RIAR T HYE
WEER PR, NIRRT BRI Z P B TR AR HUREAE BR B )N,

o FIAT AR AR H VAR I A] A B Rk =X (R SCHER [27) 40 HrdE B BRI A T MR W AR
i e ER IAE IR A 2%t R G AR E N E RS, B 3(b) s T VR BRI R B S5 AE R
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FRHESHHEES; (c) BREERSHIEES

Figure 3 (Color online) The correlation between AS local feature distance and its network properties. (a) AS customer
cone and feature distance; (b) AS IP subnets and feature distance; (c) AS degree and feature distance

AT 7 B, AT S A R BE BN I PR IR IBUTT X  F AT A 5 B AR R -1 38 7 M
BRAEEZ.

o JEFREES H GRS A B th R GEh 5 Hoh BRSO SR RN, 9 R IECTT R I 4 4
NEPE ERRRG T, WA EEO R A EE RS fEAR. B 3(c) R T PR ER A HURHIE
PR 5 AR L PR TR RE R, T MR 1) [ Y A PR B (A 7 KT IR PR A i i B )N

BRI AT R, BRI B A TR S AR A B R G BB R R I G C R
b, Koy BRI AE B e SRR ZE A K, AHE B AR 2 8 e TR+ BT =Z 10 B RST & 5 L
IR X WYL BRI RIS B R . RS BRI SR, A E ASCIR & RfEER A5k
i, G BRI SR B E S VAN OB 2R, DL Sk ER IS B I P K B AR T
Sl 45t A b AN A AT SR PE A B R
EX4 ARH PPN
Degree,

maXg,,cA {Degreeam} ’
Forb A BT ER AR ISR G, a0 N A S0 P B ORI VR 380H5 14, Degree,, 9 @, HTE

FEPEHL, Degree, NVFOY HIAIH e MHER R, AHIPNBUE o AR TIFI BRI A e FIPHE L
FEARE M 2% P Y LR L.

(7)

Qe =
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EX5  ABJE N
B Degree,,
> ken, Degree,’

Hdr N, AT BRI e 28T A S 5N INEEE BIREEES, Degree, N EHIGI o W&
B, kN N, EEGFIIEE BRI, Degree, N k WIEREE, B, RET e WA THREBIRE v K
5 PP AR A B R

Bew (8)

5.2 =RIEEREEZX

ASCIR ) R34 R 5 2 BRI A R XI5k A % tH 5B, 78 P2P M &l E 5 R4
7% EigenTrust 28] Fi3Ea F3AT G, AFT P2P WL iR ) SCAE R EAT A, BRI BB 4T N
XPASL, HAS B 72 82 57 sl W R b o A e HugAe b, VG T BRI REERE
% (global reputation aggregate algorithm, GRA), T [A135k 7] % tH R Gt L Prifidt T EigenTrust 204 35
R b A B B S WSR3, DALPRIIE 2 R (S 2 E R AER e, EEESREE T, W B
AR A0 2R A58 A 1 1) 75 SR 4 8 TR G R IR, AR5 0] 045 25 W0 [R) I 285 v 5 AR i &0 9 779 A
KTV BRI E E VPO R s, A IS 30U B VR I8UR AT 28 B3 2 071 ROk e 52 B VR A
G R BRI Ak S 5 AR R SSRGSV R, BRIARIR E R AR E BT EEE
P IR INLZR & RS k.

HARH, 2 REZ RS ERWEDE 1 R, SiEmAEHE B REBES M EMNS GA, E), 1F
B e, BIFM HIGIH o VLAH e TREMRESRXBIE K. BRWIEMER e F1 o DAMOFAEE
SEMEMNL ¢ BRSSO SRERBIEAMVIGEREZEIIM, B e MREREMEIRICA True
FAE I 4 R EZ N RN A TN Eval(e,a) (1~3 1T); RE VLT BRI Q FH¥ e
NBN, WIIEH R EGRIR b (4~7 17); B, THREERE, BRKEES T IR BIREAG] Q F A
(1 BB I AN E RV IR T, T SRR R, M S AL Y o« R HIRE
BRI AN AR RS, ISR & W B 2P, RS SRASHE 25 PPAN SE 3T A5 251 A
B (8~17 17). &), KRG GV BRI e MRIEAMR T HIREEE & Py A o 5 B 1F 0t
BX o M2 REEVHY, UEREGR ISR E RE H 2 REZS N ISUE IR ] e SREUK 2 R E 2 0P
(18~26 17).

W S5EIFN BRI o ARAZHRHRERBETRESGERN V, HET R PERELRES
TR By. Bk 1 VGG, A2BAEMS 5 AR EYARICA False, FIEEAZ 575 1
N BARE S H IR B iR 2 A — Rk, BNBAVFIH BRI (a1 258 O(1). BB HFEIITA S « AAZH
P SRR BRI AL VO ERINE DL, X AP BEAT IR AE N Y O(V). Sk RAE— A5 s A
I A AR R AT 4, AR R R 2 R A — IR BT A 8 AR R K
Z N O(Ey), AT RGBT R EESTEN NN OBy). FIEE 1 KigfT B R EARINE
BN RN OV + Ey). HAFEERRZ, BA1ET BCP BLMEHEXHEE 20000 4> E G0k H 3 H i@ 5 1
BB R B E AT T S, 90% BRI @ AT O BRI B IR RIS ZE 200 MU, E A
I 300 NI E R, BEASERR T 2R E R R G AT 2 i E AR IR B AN St KRR
R o (B NERL ¢, W kA RIHRE BRI E ST AE R S G R P AN (1 - o),
H 0 < e <1, R 2GS PN IS8 02 s, Seik (28] sl SR BHEREE (Markov
chain) a7 A1 (MR MR REE B 1 500000 [R5 25 3R 6 45 SR Uit
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BX1AS global reputation aggregate algorithm

Input: AS reputation cooperative network G(A, E), evaluating AS e, evaluated AS a, aggregate round threshold K;
Output: Global reputation evaluation Reg;

1: for n € G.A— {e,a} do

2:  n.voted <« False, n.R(n, a) <= Eval(n, a);

3: end for
4: e.voted <= True, e.R(e, a) < Eval(e, a);
5: Initialize voting AS queue Q <= 0;

6: ENQUEUE(Q, e);

7: Initialize aggregate round k < 0;

8: while Q # () do

9 v <= DEQUEUE(Q);

10: Initialize reputation evaluation feedback list of current round FeedbackList < (;
11:  for u € G.neibor(v) do

12: if u.voted = False and u and a have interaction history then

13: FeedbackList.append(Byuu.R(u, a));

14: ENQUEUE(Q, u);

15: end if

16: end for

170 wR(v,a)F*D = ayv.R(v,a)®) + (1 = @) 3 fepecdvackrist £

18:  e.R(e,a)* D) = ace.R(e,a)®) + (1 — ae) P meG neibor(e) Bemm.R(m, a) k1),
19:  Calculate § = |e.R(e, a) 1) — e.R(e,a)®)|;

20: if 6 <eand k > K then

21: return e.R(e,a)*+1);
22: break;
23: end if

24: k<k+1;
25: end while
26: return e.R(e,a)®).

5.3 EEENEISEH

N T AR EHR IR PO e S L P S2AT D9 5 S IR S, R A5 2124w 18] B 1 Al B R IS
BV A, RS O A R EAT SR G, ShAE RO BRI AR . (5
PN B AR VAL B IR AE PPl B VR BAT AT BB SR 2 AT N IR O R AR
A I I AR B T AR RAT A AT 1

FOE ARG L O TR A R AR I 8] b SR, TR A R R 2 B,
IR IS sz 1729290 H A {528 SR VA IR R BT X F R AT AR e it SRRl %
G0, AR R SBUR B IGIER W AT AAER [H 4R 2 R BRI f47 9t 10, B R Gk AR i
AL I 2 T KR AT, (AR B A BRI 8] FR AN R AR AT SR R S0 9k E IR IR AE
DNRHC B S IR D S A A B AT O, (BRI [R)SE ] o S W AT O BONRR E . BEXT B R
AT AEI (B 45 FZ_E AN RAT R, ASCIR HOAGE E VP U 3 24 S 7 i AR skt >R et (1) 72
EVRIAT 9 rh WIS e 6 2 T30 D0 S AT N SE T A A B (2) 41X B VRIS SR F AT Jvd FE AR
(3) #tXF At AR A 3R 51 R B A HAT N B A& s I RS AR vk, ASCIR £E BB =& PP IS
NI T8 32 Uk bR K, A5 VA 0A HE S B AT DN i PO P (LR A 5 R 46 P SEAAR R 2 AR DRl T o i
THERA AL A, I 38 1 e B [A) 38 B, 3220 D/ BT 30 5 AT D xS A 2R RS2, 38t e B VR 1K
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BV Z BIRIC B SRR AR RS2, ASCIR RIS 2520 25 5 37 I B] 282 95 ek 50 S n
TEX6 N Ik b A

D(t)=e DI te [ttt e<T, (9)

er’e

Stk D(t) MtE ¢ B BES A SR BB, ¢ A ¢ AN — UK 2 A 523
WAL 050 9 ¢ IR AR U SO 21, ¢ 0/ F RN T 6365, ch S
R TR B S T

R.. = DW)R!," + (1= D(t)R!

ea’

Horb D(t) I E IR R, RET Dy b I T MR EE ORI P BRI e XHEI BRI o LTS
EVFOME, RL, NAEZHTI A ISR ¢ B %, e M2 REEREEIESIN o BEEFO R
{8, Reo AEFIEEE, ([SFEME NS TR i &L RS O 55 S 2 A5 S R U,
EIRAEE NS TR A E VPN RENE B B VR R A ) SR RS 25 5 B VR RSk AT
NG SRR, O RRAT IR B a3, Wit B R0 S R W AT VT IE G, VP B A
SRBENS EER oAt B VG R B AT S BRI S B AEE E, $0 B VR O R R AT N R — AR A

(10)

6 {FEXW

AT A A R i o 07 R 4R P T S BGP HAFIT RS, 73 HI% ASCIR {73 p Y
hEERIER . EREEREFIEAE S SR AN R #EAT 734

6.1 FILHINS R

5T CAIDA I(H] 2% th4R 4 84 A1 RIPE I H $2404 1K) BGP B ¥R, a7 — A1 S5
N 51779, AANECH 219733 BT ELES IR AN, SEbRIEE g RS 63100 AN B YR, B4E 9000 4
WG FVAR IR (transit AS) A1 54100 MEJE HIRIK (stub AS). R 20000 ~ 40000 4™ H A3 A AR5
53 BGP SRR, HAR BRI 2 SR TR, O T ORUEAT Z 00 28 0 41 H 745 s 35 R
7E BGP SEHRSCH, F R I B8 SR YT s AH OGS P DATEAS 2 3R A B 2 O AH B AR, FRATT 7
MANFIB B it BGP % b £ Hp 3 BOE A5 R, $2HL AS-path W I Al AS MEES —; AR5
M CAIDA $REERYIRIE]HS A RS« AS K REFHEY LA RouteView BGP monitors $2 4 (1%
M5 E3K RIB ZE4E0) 4R IUE B8 B AS MSEE G —; e Wi & IS SR M B AT 3. X 245 40
SRR SRS TSR LURAE T 2015 4F 11 H 6 H 1 AS9498 (BHARTTI Airtel Ltd.) BGP #fF5
1 5, 25T RouteViews F1 RIPE RIS $2 AL [ 52 EL S BGP SR U 0T AS9498 124 RAS
HBEAT A Hr, S AU PPAL HAE 25 B AR A DA R AR SO BB I A PPN 5 4 SR SR A 45 R, 4 s BRI
SRR S 2 R E B B B AT BIE.
6.2 [EEENIBHREYEMEST

T VA ASCIR H DU {225 BEALHE AR BQR 99720k, 4T3 2015 48 11 A 6 HARA
AT50 M. AS9498 B FHAFIT M ZURESE 10 /N/INEF, N T A0R0EE H 21 AS9498 1E S AR B AT A 11

8) http://www.caida.org/data/active/ipv4_routed_topology_aslinks_dataset.xml.
9) http://www.caida.org/data/active/as-relationships/.
10) https://www.ripe.net/analyse/internet-measuments/routing-information-service-ris.
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Figure 4 (Color online) Quantitative evaluation of AS9498 reputation (2015.11.06)

Ak, WEEE PR EE 24 5 min. AT HRA 4.2 AN I E 2 &4 %S AIRS 16
HEE T E VAR AS9498 BIAT WIS BE AT A AT LU, Wi 4 B,

MK 4 FIEH, HR4E BGP BN BHI AR TFH 0 AS9498 7F 2015 4 11 A 6 HHFHAF S RINEEME
BRI EILT 05 : 50 UTC A4, 6 4E 07 ¢ 10, 10 : 00~11 : 00, 12 : 40 1 14 : 40 UTC fEAE%L
VASZAE SR PRAR RS I, 55 IO 25 2R R BEIF IR 14 ¢ 40 UTC, Z e A EZEET 0.5 T
. AR¥E BGPmon 25 HI 2015 4 11 H 6 H AS9498 (BHARTI Airtel Ltd.) BGP ZhEFIFHAF4Rk 1,
MR 05: 52 UTC, AS9498 FFER & 15 KEAJE T A HTSRE, 85 758 T R AVEAS /N rh e 48 8] i 1t
MBS AT, B3 1440 UTC &R S — M iw 8. Bl 4 1 ASCIR HIEZEEMIEIR BQR 1
A G ERE YA, XK ASCIR [{E 2 &AL 7 1A 7T DLR B B VR ITE FA R B AT
AEREE AL,

XTEEA T 4 a3 BEA ASCIR 5 AIRS 6] i fffE 2 S Ab 77 vE T HAS 211 AS9498 {52 PEART,
AJFE AT ) R RO 7 IR LE 00 : 00 ~ 05 : 00 UTC FHAE KA R IE R 47 8, MHET AIRS
{52845, ASCIR HMEE R IR BQR AR AHIEFETE K, Ref% 5075 M Hh S e B V6 3807E T8 I 405847 M
Ak 7E 05 : 00 ~ 15 : 00 UTC WIS HAT A, W35 378 RN ZI LR R, (H ASCIR-BQR 15257 1E
REERT = RI/MRE T BEESR 7£ 1500 UTC Ja S KA 51, ASCIR-BQR B8R 1 T IR
KT 0.5, Be5 FAAE B ST W AT B BB BB BAX 43, 1 AIRS 52E T iR RCR, 55 F 4
] A 25N FRE . B R AT AT, ASCIR MR 224k Fabr BQR Aefs 5 nvER ot H br B3
WAL T ARAT 9% SR A B 1E 5 B B R B RE S A [R B B AT gk AT %1 .

6.3 ZREETESYMEST

N VPl ASCIR, HE6f 42 R {5 201 B 1A 20, BATIE I AS9498 1E MBI IFAN BRI, JEH AS6762
VERVEMY B ¥A I, £15%F AS9498 1E 2015 4F 11 H 6 H 03: 00 ~ 16 : 00 UTC HIE% AT NATE 255
RESHH, 3% ASCIR 2 REEREHL GRA 5EESEEH LT IAE.

NT Pl ASCIR HI4RE 2R EHE GRA FIA KM, AT LT T AS6762 1E 2015 4F 11
H 6 H 03:00~ 16 : 00 UTC &/NEFTE] 7 H KA ASCIR-GRA Hik5 AIRS 16 F1 ReMSA 7 iy
GERE DI AS9498 SV, Wl 5 Fian. Bl 5 9 Global view X B2 il 25 55 T4 5L
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B 5 (MEMFEE) BRBEERSEEBRMES B 6 (MLEMFEE) BIRBIEEEMAEBNIESH
Figure 5 (Color online) Efficacy analysis of reputation Figure 6 (Color online) Efficacy analysis of reputation
aggregate algorithms update methods

a3 AS9498 FEAFN WL GL I [A] J] $ o (1) B H 15 AT A5 B RAE 2 E, AS6762 view X i 2 A4y
BT AS6762 TE RN AS WREI AS9498 6 HHil 54T A1 RIS 2ME, nTWEREIW #H A 28K, B
B[] 8 A R 6 AS9498 AR HILAE 2V 5 4 R AL M AS9498 {5 ZHE M-I 218N 0.4039, i8] AS6762
A A M E T2 3R AS9498 I E SAEZORAS. /B AIRS Al ReMSA H PS5 KA 5kt
SHAS6762 1E NV BRI AS9498 B A 1M AT R A 4 RIF 1S AS9498 & R E 2 E I Z#14.
AIRS 1 ReMSA X AS9498 {115 28 5 -A B 1L &R/ ] & B b 5 4 JR A A AS9498 {5 ZHE -3 2 i 4
A9 0.4065 5 0.2600. ASCIR-GRA XJ M. HIZE R ASCIR 4 a2 A 5% GRA fEA N [H]
AR B R EEEE, SERWAGEN-FIYZEN 0.0811. ASCIR-GRA FERA4 RS54
JRfEE I ZEE 5 7l ELAEFH REMSA, AIRS HHHMEE RS EILEIZERD T 80% M 68%. Al LLE i, F
H ASCIR & JRifE 5 RKE&FHIEMA R FEEES /5 i &E3E15 2110 Global view (5 2HE P35 2 /), H
B OB EE, AL REZERAFIERS TN B I8 1S B A 5 410 15 2 0P

N T VPGS EBh A T OTVER A B, TRATE AS6762 1E ATE E VAT AS9498 7F 2015 4F 11
H 6 H 03:00~ 16 : 00 UTC HATRI4F> M LI 7] J&] 5 045 25 0P A 586 6 SR 4% 8] It 4682 11 S = 5
AHEFEMEEME, 5 ReMSA 7 HH (G2 508 7 vE AT LU, Wl 6 FTow.

Kl 6 JE/s T 1E AS6762 LA N2 H ReMSA 1 ASCIR HI{5 28 B8 J7E%T AS9498 [r)fs 2%
PEM BT EH A AR (X B ASCIR HJBUSH R B E N 1 h). Al W3] ReMSA KI{E2H
B R AS9498 TEREANIT B F L H 5 2T 4 R P AR, X2 ReMSA H [ 7] 3 3 bR 54
PR A IR RAE S R R, R 08 BRI W AT NIE SRR, S ASCIR S B H 45 R,
£ 03 : 00 ~ 05: 00 UTC MIIER A ReMSA MIHH 4 AR, 24 AS9498 7£ 05 : 52 LR H 1T AJG,
TR BRI AS9498 [R5 2 R E A TR P18 T+ IR A AR Ak, FFAE T B I 1) 16 55 0 4 P 93 /N 11 34 =
AT G HTAE B R FZ 00, X B YR IO 2L e W AT AT IE FE R .

MBEVEAN BRI A FER, SR8 R G E VR BT R HE N T TR s, B VR O S AT AR
HABERFRE 2 2ET], N H & & AR BN — B A VAR TTEE ) B iG 8, SR ME 0T IE w2
B WP BRI A L, A SR T 0PN BR80T SE R I SE I RS B 20PN, Refig i B A
R 28 65 B 03 5 BT B i o P SR GG, B AR TR 5 {5 B IR I VR B L R ML G R, M S 2 e
5 TRk A % B R G AT AL 45
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7 Wit
7.1 EREHENO)RRL

ST BRI BAE GE, QT B 16 G A i b AE AR A AT PR £ 1
FEIIA) G th R GUH, 2 BRI B 59 5 SR I RZER R, — % - BinEik Tiagm A
IRESR B R AR SS, 51— 7 S E W BRI TS 2 0% 7 BRI CREUCE 2 25tk
fii. K2 H BRI AT YA 22 R Mg I L LT R BRI HL. ASCIR 42k % b 15 2153
L2 5 BRI FE SR R i I S A RR RS R X 7 BIR K, SR RE s )
H A A BRI R, v kB B B w . e W R Bz NESRIEANSH. M T
JZEHIIEE T RIS, 15 2 RENS BRI A b ) 2 4 B B VR IR A, BRARIRIC B, A 55 22 4tk
RUMARGEN. B, RMEAERA BRI AL T, BB RE &S 5300 1Ak, %
RGN BRI BT TR B W ASCIR BB B i 5%

7.2 THMEIEERE

SEPrIgka] i thIZAT AR, R S R AT O AT REAE DY 1 R L H ) B R T
FE, HHIE T SRR AR PP T . Qim0 51 R 1 IR AR 22 T AT DR AS 1 2 Juk ] it e
FOER Y AE SR B vh 7 5 R A e L ARAE SR (6] SR BLAGIRSR, AFRER S BUN ARG
AT ONAERT [ 25 P _E 2RI A R AT AR, B il B I AR Mo S = 5 KT, (He
FEL 5 VA I 8] AR AN B AR AT BB 59k B VR SRR R D B AR SR AR DR B A J I e LA
SEHAT N, (B AR 18] Be b i SE BT AR B REE. [RIE, ASCIR HH{E & 3l A BB i ik i 4L 5+
TR STATLAR] 5 I TR 38 R B B RE A M AN R SR A VR R W AT 9 R B B VR S AR A R AN LY
B, 1 X IEH BipE SR AR, e LB IEliE TR, RIEESHAERIE
52 {E PRI

7.3 EEIEM AR

) HH 3 48 A7 AR S6 4 00 RIS S T 1T BE 250 S8 400 - H VR SR A B VPATY, qeT SR {5 A i b
R VPN R P IR 2 5 SRR R I E B R R R0 S 2 KRG Ao, o 70 5 xt
S 5E WAL B B ARG B 2 T EigenTrust++ BY, GroupTrust B2 2577
F.IXELTTEGINFE T L EAE A PE ARRLRE B0 R 5 25 VPAN T RAS BE VAl L W BAS B AL IR A 4%
HE 2 R AR i, DA A A BEIE 2L 8. R B S 2B M2 5 5 iR 08 # E R T B
[F LGB VPN O T N %%, 5 FRBE T & S = B A L@ M, R BigenTrust++ 5577 2 1%
PP R 5 v A0 T 3R] 2 B A AL, A, IRk X HesE DU L p b BB, mIE I )
e84 TR 52 3] 7 3ok R) 2% p 2 4 (80 Ry A S5 2 R Ak B3 [ OGE. ASCIR 55 7] #% R A5 2 A 2l ]
HSEXPEEER, AR S 5 JREREE RN T A, SEELE RIS B BT AL

Aoy Hr TGRS B AR GE A R S AT VS BB A FREEREE, 32 T ASCIR, W& H
TR AT O SO A RN KR 2 T T BRI B VAR S AR b, DL BRI AU AR
ERNZ DR 2 REEREEVE, A B sESE R AT NG TR 7%, SLIRg R R,

1555



Wit 45 T 15196 Jal i [7]  dsl ) e oy £ A 2R

ASCIR M5 RALTEPRAE NS S B VR IRAL T-ARAT N B BRI I 1 i B R Bk AR AN R B A7 028
fE; BENS SCBLAE B VR A LS B2 IR 0L T I R RS, IR0 Kk SR W AT NI IR S
EALRATIRT]. N DR ) s b A5 AR TR F 0l 8 B s S B VR OB PP S T R b
T,

SEHk

1 Wang N, Du X H, Wang W J, et al. A survey of the border gateway protocol security. Chin J Comput, 2017, 40:
138-160 [E4F, #L224%, T30, & WA PRI 2T A LER. THENLER, 2017, 40: 138-160]
2 Giotsas V, Luckie M, Huffaker B. Inferring complex as relationships. In: Proceedings of the 2014 Conference on
Internet Measurement Conference, 2014. 23-30
3 Kuerbis B, Mueller M. Negotiating a new governance hierarchy: an analysis of the conflicting incentives to secure
Internet routing. Commun Strategies, 2011, 1: 125-142
4 Konte M, Perdisci R, Feamster N. ASwatch: an AS reputation system to expose bulletproof hosting ASes. SIGCOMM
Comput Commun Rev, 2015, 45: 625-638
5 Nordstrom O, Dovrolis C. Beware of BGP attacks. SIGCOMM Comput Commun Rev, 2004, 34: 1-8
6 Testart C, Philipp R, Alistair K, et al. Profiling BGP serial hijackers: capturing persistent misbehavior in the global
routing table. In: Proceedings of the Internet Measurement Conference, 2019. 420-434
7 Chung T, Aben E, Bruijnzeels T, et al. RPKI is coming of age: a longitudinal study of RPKI deployment and invalid
route origins. In: Proceedings of the Internet Measurement Conference, 2019. 406—419
8 Chen D, Qiu H, Zhu J H, et al. Research on blockchain-based interdomain security solutions. J Softw, 2020, 31:
208-227 MR, BR&4, AR IR, 4. X HUREH R LE IR B% th 22 4 U S B AL, R4, 2020, 31: 208-227]
9 Resnick P, Kuwabara K, Zeckhauser R, et al. Reputation systems: facilitating trust in Internet interactions. Commun
ACM, 2000, 43: 45-48
10 Ishmanov F, Zikria Y B. Trust mechanisms to secure routing in wireless sensor networks: current state of the research
and open research issues. J Sens, 2017, 2017: 1-16
11 Sharma A, Pilli E S, Mazumdar A P, et al. Towards trustworthy Internet of Things: a survey on trust management
applications and schemes. Comput Commun, 2020, 160: 475-493
12 Ge X H, Chen J Q, Wang C-X, et al. 5G green cellular networks considering power allocation schemes. Sci China Inf
Sci, 2016, 59: 022308
13 Chang J, Venkatasubramanian K K, West A G, et al. AS-TRUST: a trust quantification scheme for autonomous
systems in BGP. In: Proceedings of the Trust and Trustworthy Computing, 2011. 262-276
14 Chang J, Venkatasubramanian K K, West A G, et al. AS-CRED: reputation and alert service for interdomain routing.
IEEE Syst J, 2013, 7: 396-409
15 Yu H, Rexford J, Felten E W. A distributed reputation approach to coopertive Internet routing protection.
In: Proceedings of the 1st IEEE ICNP Workshop on Secure Network Protocols, 2005. 73-78
16 Hu N, Zou P, Zhu P D. Reputation-based collaborative management method for inter-domain routing security. J
Softw, 2010, 21: 505-515 [T, 48MY, ABEHR. J T 15 B LM B30 B i 2 AP R B 7 vk, 3243, 2010, 21:
505-515]
17 Lee J Y, Oh J C. A node-centric reputation computation algorithm on online social networks. In: Applications of
Social Media and Social Network Analysis. Cham: Springer, 2015. 1-22
18 Xia N, Li W, Lu Y, et al. A trust model for the inter-domain routing system. J Comput Res Dev, 2016, 53: 845-860
(A, 2546, Blif, &5 — Mg 3n) i i REREARRRL. TN S5 K&, 2016, 53: 845-860]
19 Sankar A U P, Poornachandran P, Ashok A, et al. B-secure: a dynamic reputation system for identifying anomalous
BGP paths. In: Advances in Intelligent Systems and Computing. Singapore: Springer, 2017. 515: 767-775
20 Arouna H A, Metongnon L, Lobelle M. Reputation rating algorithm for BGP links. In: Proceedings of International
Conference on e-Infrastructure and e-Services for Developing Countries, 2017. 352-357
21 Gill P, Schapira M, Goldberg S. A survey of interdomain routing policies. SIGCOMM Comput Commun Rev, 2013,
44: 28-34

1556



FEEBE EERE 515 B9

22 Zhang M W, Li J, Brooks S. I-seismograph: observing, measuring, and analyzing internet earthquakes. IEEE/ACM
Trans Networking, 2017, 25: 3411-3426

23 Guo Y, Zhu J H, Wang Z X, et al. A multi-characteristics-based method for evaluating the security situation of
interdomain routing nodes. Sci Sin Inform, 2014, 44: 527-536 [55%&, 5’%@2%, TR, 5 BT SR AR ) i
MR EIE T T EREE: FERE. 2014, 44: 527-536)

24 Breiman L. Random forests. Mach Learn, 2001, 45: 5-32

25 Ismail R, Josang A. The beta reputation system. In: Proceedings of the Bled Econference, 2002. 41

26 Tozal M E. Autonomous system ranking by topological characteristics: a comparative study. In: Proceedings of the
Annual IEEE International Systems Conference (SysCon), 2017. 1-8

27 Nur A'Y, Tozal M E. Identifying critical autonomous systems in the Internet. J Supercomput, 2018, 74: 4965—4985

28 Kamvar S, Schlosser M, Garcia-molina H. The EigenTrust algorithm for reputation management in P2P networks.
In: Proceedings of the 12th International Conference on World Wide Web, 2003. 640-651

29 Yashkina E, Pinigin A, Lee J Y, et al. Expressing trust with temporal frequency of user interaction in online com-
munities. In: Proceedings of International Conference on Advanced Information Networking and Applications, 2019.
1133-1146

30 Fan X X, Liu L, Zhang R, et al. Decentralized trust management. ACM Comput Surv, 2020, 53: 1-33

31 Fan X X, Liu L, Li M C, et al. EigenTrust++: attack resilient trust management. In: Proceedings of the 8th
International Conference on Collaborative Computing: Networking, Applications and Worksharing (CollaborateCom),
2012. 416-425

32 Fan X X, Liu L, Li M C, et al. GroupTrust: dependable trust management. IEEE Trans Parallel Distrib Syst, 2017,
28: 1076-1090

33 Bellini E, Iraqi Y, Damiani E. Blockchain-based distributed trust and reputation management systems: a survey. IEEE
Access, 2020, 8: 21127-21151

An inter-domain routing reputation model based on autonomous
domain collaboration

Di CHEN"23 Han QIUM?", Kaijie ZHU?, Qingxian WANG"2 & Junhu ZHU'2

1. Institute of Cyberspace Security, Information Engineering University, Zhengzhou 450002, Ching;

2. State Key Laboratory of Mathematical Engineering and Advanced Computing, Zhengzhou 450002, Ching;

3. State Key Laboratory of Complex Electromagnetic Environment Effect on Electronic and Information System,
Luoyang 471003, China

* Corresponding author. E-mail: qiuhan410@aliyun.com

Abstract Interactions between autonomous systems (ASes) in inter-domain routing systems lack credibility
authentication. Establishing a reputation model to evaluate AS behaviors can provide constraints and incentives
for inter-domain routing management, thus improve the overall security. Due to the autonomous distributed nature
and incomplete local routing information of inter-domain routing systems, existing reputation evaluation methods
cannot perceive AS behaviors in a global perspective and reflect AS credibility dynamics accurately. We propose
an inter-domain routing reputation model based on autonomous domain collaboration. We first analyze statistical
characteristics of AS routing behaviors and establish a Bayesian-estimation-based AS reputation quantification
index to evaluate local reputation of the target AS; Then, based on our investigation of relationships between AS
properties and its local routing information integrity, we design a weighted reputation aggregation algorithm to
compute global reputation of target AS in a multi-domain collaborative manner; Finally, we introduce a reputation
updating method to penalize ASes with continuous malicious behaviors. Experimental results based on real
incidents show that, the proposed model can effectively aggregate local reputation evaluations of participant ASes
and capture AS behavior dynamics in different phases. The model can be used for abnormal routing suppression,
security event source tracing, and provider selection in inter-domain routing systems.

Keywords inter-domain routing security, autonomous system behaviors, reputation model, Bayesian estimation
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