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A RIS P AN BR R (1) R E B LR (WS M IRuE A& yLE]) of H TP b N2, (HXEE
iR e LUl IS KRG W& AR AN NHZ I R S, (i) X0 U5 0] P30 28 i el B AR T s it i T 2L By
¥ ARVFZE BV RGIR T HRBIEMA N, TIEME RE 2R N, ST E R, F 5Bz
FEHIAE S A THENE L RISt B S R, JRR BB

FEFS TR S Al B AL S5 2 1, £X0(E BB RGN, I 45 R EE0H T 7RI
AL 61 22 2oRAAN T T~ Brabdr i) (1011 2z A 12,181 S5 . (H15 — 42102, (5 BB
RGP ) BRI A 22 Bkl 020, Xt R A SO T R0 o) . Aok, AT S5l o e 4 45l
o] f FREAS T ORE BT SO, 251k, SCHR [14] £HX M B AL a8 GRS EMEL R4, FIH P
AR B HIE T — N T AW 2% 4 il 4. SR1M, B T30 28 H AN B P E AT 88 Mot it AN
X G, SEOX R T VEA BRI R A BE AT AR B B L. A, BE X R 4 R 55 Bty Bo~19) | lREs -
Mg B X 201 BEAL 25 Boek 21220 FER R V)2t 230, oMo [RISR AL 2 a4 SR g he . AN
(A2, FE 4RSS Bodr . CIRFS — Mt By o BEATLIN 28 Mok | 208 7 17 46 50 s A0V i 0ok (0 A Joit [X ), fef
IR TR R R BRGSO, BRI A6, 5 538 R AME 28 ok b 3 Mt (24~26] ) {H 2
B0 Bk ™A% IR, AN s A B AT R . 4R, S — B A BB AU AE A, A sk [27,28]. R,
SURATTT N, T SO B M RS0 5, 22 AW AR ARSI BT AR 2 — NS BRI B & A Pk 1 14 17
R ST AR ) S AT AT s TR )15 T8 T P] RE T A2 A S U, 22 e AR A i BT ) AR
EVRUF FIWF 5. 1K A SO TAERIBE S BN

F— 5T, BT ELR N E A PR 2% AR 1) IR R, 2 5 i R 52 21 T T i o 12981
Be SRS AR RE R AN A B2 ) Rg B8] RS B T BaiEE, el ldiEid Rk
2 LI B BB R ). AR fA RES M B S (1) W R vt o T 4R Ay
J&; (i) RGHAERM2A (Wix Tlk) w32 2R, (i) b T RGHE R4, W A4
W WU RORAS. DRk, AR SO A ) 0] R R A B A SRR L

ARSI FUH A TP B i Tk () B HORS ) 2 A5 B Y B R G ) 22 4 A ) R, 32 B 5Tk
G T

(a) ARSCHEH T — Pl B 2 A Im AR 7 vk, 107V il . V)4 sk BRI S LA Rk, wT
TSN T IH R G

(b) AR SCHg 2 A A2 ] o) G A M SR ARIRAS SRASHAEE 1) R Ak, P4l &5 B R AIE M PA R 4E A E
AL RS “PID” BMREMPTSE ). EAER I, BRI ) 8 O Frf 5t 18260 {H(5
BRG] “PID” BUMEBEIFAREAS BRI

KRR LS. RS 2 W ERIAZ G, 55 3 WA TR A E 2 AR, Rl e
HIZS W TE. 56 4 W TR B A B RG0S, IG5 5 TR

FFSURR. AT FoRFERE A ECE. X T4 ER p,g e N Hil2 p > ¢, C FoR p B ¢ IAHAEEL
diag{sy,s2,..., 50} KX AFEFEHEXSAHICR AN 51, 80,..., 8,. 2 card(M) Fl supp(z) 7 HEKR
5 M REEBMAE o BSOS, T FoR1E B4E800 B FE [

2 [o)EE A
2.1 RGN

BEIGE T2 aEh R NE 1 P, BEAFETEH R G g /37, #ik 245
BAE DU 2 4, B R G WA S SR I, I SR s A R . A, AEBVR G ), S AL
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N .~ 1 Switches
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Figure 1 (Color online) Secure control architecture under malicious attacks

TR B O, DAHRER RGUERAE R 2 4 BB, e 4 ) 2l 1L I AS W 4 B i (5 SR ZPAT RS, 1%
O W R i) R 4 2935361l 3l 5 28 T REAS S8 A AT 58, S R 4% 1) 3 R PAAT 3% 2 R) 22 6 (1) 2
PEATRE 2 P . b, Mo 2l B S UL fn B, X AT e 2 PRIR R G il 1 e A SRR I
LA REIROA R, Reeipds TiaEmiE U, St m e i, SR R IG5 K (k),
PLORIE R S8 AR MR R IO e . AR5 — I 1, Wl 6 s 15t a5, BHER 3 IO ENE 1 Rk £l
HIRA . VIR S(k) = {s1(k), s2(k), ..., sm(k)} WHZNLEIRE, T8 B 2R A i bl et d
B8, B ¢ AL Mo B A5 I, 2Ok BB B S AR G

AR R L, mRER T PID” BUEEFAT Jp(k) < Hp (koo k, 0w, x(ko)), Ji(ko k) <
Hi (ko, k00, x(ko)), Jp(k) < Hp (ko,k,du, (ko)) (VEIEIE WAL 1), IEFEHLADRE 2 0 R4 i AR
P, R IR T — Mgk R a8 K (k), FF HiEak ) S(k) MEEHITT M “IF /87 IRE.
BREL Tp (), J1(-), Jp (), Hp (), Hi(-), Hp (") BIE XCHAE (10)~(12), (18), (20) AT (21) 4. Bk 1 4%
S RN AR — AR 28 (B Sl YT OF, — 1 IR AR IR, ASCRHA
(197732:5 25 D )3 M B 4 ) 37381 G ALk 2 Ak 25Dy M B 47 i 1) 3 T2 RELARL A8 ) 3 e 42 1) 25 SR 4% ) A
T E AT R AR A, AR SC T PR3 ] 25T 0 R A2 [0 285 3845 AN o] 5 B B 35 0 3

ARE2 il E o(k) PR T ARET 0 NEE: (a) 7 lfkn o(k) RN & (b) T
RS 0 &, VR, SRS AT REH A A BRI R TIBE1EE 1. Rk, N T RE ARG
MR B e T, v(k) I8N Rl o A, X 2 A SR B e a7 2. tbdh, ST 83 nT LA
IRAEANFRAE, FHATRE2 T (k) FREA 5B 5T &L

2.2 HWIEHRIER
BB E AR BB I 2R R

z(k +1) = Az(k) + Bu(k) + B,w(k), (1)
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H ke N RRB, 2(k) € R PRA R, w(k) 2 [uy(k),ua(k) . .., um(k)]T € R™ ZAEFH Tzt
FIEHIE, A, B A B, NOXSEHE M. A, A& w(k) e RY ﬁ%%aiﬁﬁju
BRi&1  w(k) ARG A B, RIAFEENTEE 6, > 0 15 |w(k)| < 6.,VE > 0.
2.3 YRR
HE 1 HEIFK S, S,, ..., S, AR
sty = J i) TR G AT S, A,
" NULL, #1555 0 AN S TP,
o “NULL” RIR¥A B 1w AL 5.

N T RIS, R si(k) € {0,1} KAWIRTFR S5 1) TF/R7RE: (a) si(k) = 0 FonTFxR S 4k
T I ALE; (b) si(k) =1 RonJhR S 4T < R ALE. A, TR (2) BT E R

’Uiki, Sik‘:,
vsiu«)—{ ), ity =1 3)

(2)

2.4 KRR
B B RE S B2 St i BB o SR A58 T b A Bl A8 A&, Jo Bl vl ey
AR, KRS OL T BB HEAEABGEAE 5. BRI, BB R A6 806 e (k) BN wai(k)
JERIESG AT A (E LA 1), B
) — { vailk) + k), si(k) = 1, "
NULL, si(k) =0,

Hof (k) R B RBEHEHEENDLE « MBEEE LR E S (k) BRBEER v, (k) B
JETE RS S, 5 ¢ AN IRIEEA SUR e R, BE B0 vl e, dohd MEANIGEE S . fEBISE
Hr, BRI IR, Boah A e N s TIREEE 1. B R IX R, RSz i A,
EEan STk [7,8,10,13,14,24]. MRYE FIRSLFRE I, A SCBBEE 2 BRIE amax DITFEFE S S A AT
F ARSI, H BT AN AE R LR A M G T, F A anan BEERE 2 M LLAR
PRI, AT, card(K) < amax, H K 2 supp(§(R)), €(8) 2 [61(K). &2(k), .. &n(R)]". BB K
NARFIS A EA . ST RS R, HARRIE &(k),i = 1,2,...,m PURLRIERK). B4R, K ]
SRR 7 T R4 i 2% R PRAT 45 2 7] E‘J%Filﬁzfs%ﬁ?’iE‘Jﬁfﬁi@LﬁﬁéﬂﬁEEﬁ%A. H T 9 4577 T R P 2R
i, IRAEARS AR P IE AT 55 KBTS 5. AUk, (k) TN A S S E R 5L, EAEIE(T
[EESL Sith

2.5 PUTHRRE

BOEPAT SR R HE 5 5, i R B R GE S, B0, ST 885 o, Filan, anig
B0 ANIEAE IEIE A B AR, A T R N R, BT S T RR N
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TH, 455K (3)~(5), TLMEE]
ui(k) = si(k) (vi(k) + & (k)), i=1,2,...,m. (6)
I, 48 (1) Wbt DE ST R4
w(k+1) = Az(k) + BS(k) (v(k) + £(k)) + Bow(k), (7)

HA S(k) £ diag{s1(k),s2(k),...,sm(k)}, v(k) = [v1(k),v2(k), ..., vm(k)]T.

TERES &(k) ORI LI SRA IR G0 1 0 B EBRAT A B 14041 HOR S R AR S R B I

A4 HTEGE T ok) EEEARIE R PR el 2% S U6, AN TR R ZEMITRE R,
eanteda (v (k), o™ (k)]T. FEXFEDL T, 5P LAR A SCRTR T VAR IR M EAR e, SOA A 2% 18
FEHT v(k) BTSN
2.6 IZFEITHISE

TR S AT S AR ZA amax MEAEEEE 2 2Bt I AR @5 w1
B A RV AR RN, BRIk, WBHH A EORE, A 55 ¢, MR SGE 2. REMR, ME
T Yoime O, AN RBUE s IR . B R SGE R, B8 MY G Ik A h e 3 Al I S Y A, i
BRGAA —ANHEERAT . [TEERRE, BT BEHE R A EVE, &2 E— ML ki
BAEM RGN K (k) MR B S(k).

HARRUL, AR Yo5mee O, Rl BERIBG I, F et Yoimee ¢, MR BUE . Ky, A4
HIWE T C{1,...,m} M card(J) < amax. A TETICIZ, 50 THE T P HEEEEPCREL
HE BRI I ARG EE R 2RSS, 42 Ky SN R, Kb ] £
{1,2,...,m}\ J.

FET WA (4), @R AR W R

H R K (k) € {K3|J C {1,2,...,m},card(J) < amax}-
B (7) R (8) LRI FAIER R GEvT LASIA Jy

2(k+1) = (A+ BS(k)K (k) z(k) + BS(k)E(k) + Bow(k). (9)

2.7 WitB#r

NTIRBIEEHIHbR, MRS (1) MG REA (4) i R o B %,

BRi%2 XTWHE JC{1,2,...,m} Fl card(]) = amax MERES I, DAL RS R4,
REFEEH (A, Bly) WIRM RS, MOk, (x)|; RARTEFERE « o, HEISTERS T H 51 TR BB A R

IS LSRRI R AR RAT IR A ama MEEBIEEZ LGN, v(k) BEA amax N0 R
B Rk, ZURFIRM m — amax DARBEECH IS BAEE RS BUbrT 0L, R 2 REE RS
[ D5 2% A

ERR6  HEW 2 WAL amax BURT RESH (A, B), RIE RSB AR, 5 amax WTHRLN
RABERP DB SH . B, ama TLLUBER RESE (A, B) FoCAHE. Hik, “X%E
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AT FE P 2R AN PAT 85 2 (M B 2 amax AN IEEIEIERT, FTRASRRIE R 2 B2, 1A,
Amax FMEBUR, BWE REAELGE N2 A6 B8 TR, ama. REFE R GHER B8 = B 1) g
77, HeT BRI, AR SR AT AT RS HE RS J13E BN, B 2R % 2. SRR o] i
CHR [7,8,10,13,14, 24].

FERET OMMEE 2 FTLUE H, A I8 A2 Mok 038 45 808 1 R N U B KRR p, 1 RS (A,
Bly) XA T £ {1,2,...,m}\J & HER, Kb JC {1,2,...,m}, card(J) = p. & p* N KM IEE
Hop. TTUMRE SHIIGAE amax WU {0,1,2,...,p* ) HEBATEREEL Hoh, (S —1RH02, IR
FE 6, VK amax BTN p*, MRS RGAELE T2 210 e

% PID #5618 &, ACE % E “PID” BUTERE, B 7E SN T £ 6] H AR,

EHIBRR. EE® 1M 2 T, Wit REUNEEE K (k) MR S(k), R HTH RS (9) £FEEr, H
BA—EPiseh e ae. AR, Ik € N, B TIEW k > ko, HERETRFS Jp(k), Ji(ko, k), Jp (k)
HI A T 2ok, Horb Jp(k), Ji(ko, k), Jp (k) I SLA0F.

(P1) “ttfs” & (proportional-type, P ) PEREFEFR:

Tp(k) £ ||lz(k)]- (10)
(P2) “F537 & (integral-type, I ) MEGEFRAx:

1 k
Ji (k ;k) £ ____ - xT(T)Q:E(T)7 (11)
o k—ko+1 T;g
Hr Q >0 R4 ERBUERE.
(P3) “Z43" M (derivative-type, D &) PEREFEFR:

Io(k) = [|lz(k) — x(k = 1)]]. (12)

ERS M THEMES (k) RBGEH BRI, ERMETTRER KM, ZLIRK. ERXMHERLT,
G & BRI H 45 T BE 2 S BUR GOSN RENCEENE AU — AN/ ISR A, AT S BUN BAR AR AS TR RE.
N TR ERTEIL, A BT R XSS S Bl i 2 e ik, A R G R IF B
PLACEPERE.

3 BRI B AR LB T

I 2.6 NFIFTIR, B RBHEHIE A Ky, Ak, Ky A T B R oL T S S
B I IS T R R B e, T T P IR W A 2 B R E R, kA
a K (k) AN K.

DIk B S(k) K F-T-385 B8 R 4 Bt il A5 i, FERHIESeh 5 5 A0 b, filan, 58
— i L S, RISz R ) A AN PAT 2 2 TR 2R 0 AN IR I g T e, R, nTRAMER (6) A1 (7)
AL G si(k)(vi(k) + &(k)) BREAPEEX A, FEXFEOL T, s:(k) IR EIEA si(k) = 0, ff
13 si(k)&i(k) = 0, NP LSS5 & (k) BB R,
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ZR PR, WIARBATRGE J A BB EIE S 1 H T A I A5 IE R A2 3 Bk, AT Lk
TR K (k) ADIHER S S (k) DOE Sy 4 BAR R
{ 1,i€l,
K(k) = Ky, si(k) = (13)
0,7¢el.
H=X (9) A1 (13) AIAN, FERARTE AL (13) T, IR RS AT LS A
a(k+1) = (A+ BS()Ky) o(k) + BS(R)E(R) + Buw(k) = { A+ (Bly) (K)I) } 2(k) + Bow(k), (14)

Horb (Ky)|! FonEmbE Ky b, BATSEES T RIAT IR HTERE. 55— 5T, AT VR 5 i
WERRRE 2 S50 T S FRTAE R card(J) < amax 1 J, SEAFTE— DI N IPIRAES RBBE 2 K (T) £
8 A+ (Bl)K(J) /& Schur f). HEEIX— &, REEAE Ky ATLMRAESH (K| = K(J) InLAFE.
TEIXPER R B 8 Ky #61F, MRS (14) Mfe R ERRIE. thob, N T RN RS (14) H
B RIFHEHIERE, 7T LIIET Ho B0 Hy #HBSKET K.

GOHT R, WS A T B I TE A G RN T R I T A e B R, RS i K
AT FEE R4S, HH YR % S(k) ATRi EBehE S N0 o TR N B B, JRA TR A
FEIXFPERAE S 00 T 1R 2R G L.

EIEL BRI 1A 2 T, HREIEIXE [k, k] EHFRRSG (9). WR KCIC{1,2,....,m}, B
AT € [ko, k] BTN B AR K (k) MYIHREL S(k):

{ 1,iel,
K(r) =Ky, si(1) = (15)
0,7€J,
Ky IR 2 SRR, i1 A + (Bl5)(Ky)[®) /& Schur fI. B4, M3 RG0KAE “PID”
IPERE, B 2 (18), (20) A1 (21).
WA B K CJ C{1,2,...,m} Fl (15), °J1§ S(7)é(7) = 0, V7 € [ko, k]. T72&, 2N (9) AI4fEH
2 (14), AP

2 )

a(r+1) = {4+ (Bly) (K)F) o(7) + Buw(r). (16)
HEHRE
k—1
w(k) =A Rz (ko) + 3 AT Buw(r). (17)
T=ko

SGER NI NI o e M DA

2 Hp (ko, k, 00, 2 (ko)) . (18)

k—1
Z Akf‘rlew

T=ko

T (k) < [|A*7*0z (ko)|| + b,

e D RMERETEAR Jp(k), B 513

k—1
(k) — x(k — 1) = AF Mo (ko) + Y A" "' Bw(r)

T=ko
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k—2
— AR g (k) — > AR T2 BLw(T), (19)

T:ko

Jp (k) = [lz(k) —z(k - 1)

k—2
(A-1)) a*7B,

T=k0

< || ((a = 1)A* R0 1) w(ko)|| + bu {

+|B||}

éIT[D (k07k,(5w,$(1€0)). (20)
BRK, BE T RVERIRIE Ji(ko, k) = t901 S 2T (M) Qu(R). BN (17) FI—LEHIR 5T, W15

1 = — RO T — RO
Ji(ko, k) < mh; |27 o) (" 50) ™ QAP0 (o) |
S h—1 h-—1

k
— /;(; = hz Z Z H(Ah—Tl—le)TQAh—Tz—leH

=ko T2=ko T1=FKo

+

20 b T
w h—71—1 h—ko
ol

2 Hy (ko, k, 6, 2(ko)) . (21)

ER9 AN Hp (koo k, 6w, z(ko)), Hi (ko,k, 80, x(ko)) A Hp (ko,k, 0, x(ko)) WA KBTS
5 &(k), FTBL “PID” BUPERE (18), (20) Ml (21) &HLMdm. bk, fEEHE 1 1, RHE A /& Schur
(1), WAHUEW] Hp (ko, k, 0u, z(ko)), Hy (Ko, k, 00, z(ko)) A1 Hp (ko, k, 8., (ko)) HIAG FHE.

WRIRERE 1 AN, G el LA K (k) A S(k) PHIEICGHAE S Nz xt Gorp, ) «PID” AP RE
B2 (18), (20), (21), HH RIS RS BG5S T008. AN, RT WK UL, AN HITE L
A IE A2 B Wk, R 2 B M. R, B RE 1 BN R DAL e AR B R e 5] A 4 s e
WA, M EAE B IE R AN, Wt K (k) M S(k)? e 1, R AR PEAR B e B W]
i/ (18), (20), (21) 1EAFRHE, SRULE R B HEEFE K (k) A S(k)? FEHE, EEEHEM, I
VHAEAR LG B8 7 45 IR

BNk, KRR AT AR R — I 2 B S AR 28 K (k) AV ek S(k). %6, Mg et — MK
N Z?Zg" C3, BIFA J1J2d5 - - 'JZ;%X ci PLs TR 3 ASH:

() I #T5,Vi#j Hije{l,2,..., X CLh

(i) J; &2 {1,2,...,m} BTPEHEHAL i € {1,2,..., X5 €} Al card (J;) < amax;

(iii) card(J;) < card(Jz) < --- < card(.,]]z;_zi,gx ci)s
Hor ) J; RoR e R f 38 AT 28 2 [A) W] RE B O @ (5 I TE AR 5. 1% 41 Hh 16 70 2 AR it et 1)
SEE A H B 2 A THE T

BT 75 110205 - Jysemax ¢, A 1, FHRLEEIHF TR K (k) 1 S(k).

L0 EENE 1, IR RHE 8 S HUR — N A L X TR BRI R FE N R
MIMAE—E R BRI T B v mT e P, v T BT A R B, mI i AR & 7 56 vk 142 Sk
Sk 9 D i e 38 2 2

96



FEBE EERE HS51E B 1

&% 1 Secure control with selection mechanism

Require: Closed-loop system (9) under Assumptions 1 and 2; Given sequence J1J2J3 - --J

Yimex ofy
1: Initialization: ko = 0; k = 0; £(0) = 1.
2: while k > 0 do
3: Let J(]C) = J[(k)
4:  Select the feedback gain for the system (9):
K(k) = Ky (22)
5:  Design the switching function S(k):
1, i€ l(k),
k) = " 23)
0, i € J(k).
6: if “PID” performance satisfies
Jp(k) < Hp (ko, k, 6w, z(ko)) »
J[(k‘o,k) < Hp (k‘o,k,éw,ﬁ(ko)), (24)
Jp(k) < Hp (ko k, 8w, (ko)) -
then
ok +1) = 0(k).
else
: Uk +1) =4(k)+1,ko = k + 1; % Prepare the reselection for K(k + 1) and S(k + 1).
10: end if

11: k<+ k+1.
12: end while

EI2 EIRE 1A 2 F, BEMFA RS (9). RN K (k) AU ERE S(k) HEE 1
5, WAGFIE—NEREE b e N EGXFRAEM k> k*, HEREFEIR Jp(k), Ji(k*, k), Jp(k) BB W
HFE:

Jp(k) < Hp (k*, k, 6., (k")) ,
Ji(k* k) < Hy (k% k, 8., 2(K*)) (25)
JD(k) < HD (k*7 ka 5wa‘r(l€*)) .

MR RESRE KA D WS TR K B Juda - Ty oy, T AR, AR
(58 MR K, 8L I, =K, Hh 1 <h <m0,

B oK, FATRE L SAETRIE supyey £(k) < X255 Ch,. MKIRUETR B, BB suppen £(K) >
Soimee O, VA 1 BRI, (k) £ 0(0) = 1 FIFIGRAE T, G218 £k + 1) = (k) BUL(k+ 1) = £(k) + 1
HEAT ST, W 0(k) RBIEE. IR, WA supyoy £(k) > Y 0me O3, MA—EAFE—ADFHH exisr € N
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Secure control and proportional-integral-derivative performance
of cyber-physical systems with sparse adversarial attacks
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Abstract This study investigates the secure control problem for discrete-time linear systems with sparse adver-
sarial attacks. The adversarial attacker is assumed to have limited resources and the capability of manipulating
a certain number of communication channels between the remote controller and the actuators. For the designer,
which channels are attacked and which are not are unknown. A novel secure remote control method is estab-
lished in this study. This method consists of a control law, a switching function, and a selection mechanism.
The selection mechanism is designed to help select a proper feedback gain for the control law and to produce a
switching function that prevents attack signals from entering the plant. Under basic and necessary assumptions,
the theoretical analysis shows that the secure control problem can be transformed into a state feedback stabiliza-
tion problem and that the resulting closed-loop system is stable and resilient to proportional-integral-derivative
attacks. Simulation on an unmanned ground vehicle system is performed to verify the theoretical results.

Keywords secure control, cyber-physical systems, sparse adversarial attacks, switching strategy, attack-resilient
performance
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