E R 5 AR %51 % H: - N ,
RERE . EERE 20214 FE51E BT 1199-1216 ¢ CHIERFEY ekt
SCIENTTIA SINICA Informationis ”~ SCIENCE CHINA PRESS

.I:sz @ SrossMark

o REIER & 0 B HE B & MR FARIF L

IWE, WA, ETR, KRG

1. RSB R ENUR 2 SRR, 1% 710049, T E
2. School of Computer Science and Engineering, Nanyang Technological University, Singapore 639798, Singapore
* JE{E/E4. E-mail: xuebinren@mail.xjtu.edu.cn

Wicke H 1 2020-03-31; &R HH#A: 2020-05-22; #:52 H #1: 2020-06-08; P44 Hi AR H #A: 2021-06-22

E X B AR EEG (HHES: 61772410, 61802298, U1811461). HE #1554 (HHES: 2017M623177) Flrh de sk AR H k.
%9 (AES: xjj2018237) EEIH

HE HERBAZTHNBERNERAGMEEFIERATEAMNBE LFHEN, €7 F
BT 5 5RFHRAEE. AARBRFNFAELE SRR, HZH M ZROHE RN, K&
MELLEIBAE BE R, T2 BRI BB SR M. B, 2T w- FHERZLRA, AXRET —
FBAE BB S ERERRA R L L AHHE AdaPub. ZAFBRLERET L ERHFHEE
X o SFws Ao B 1 o ROAR B B 1) 3R 2K SR e A 5 ST BUHE R B R 18 A (AR K 1, TR B U A
S8, B REFBERNAS KA S K 8 E R HFERASE, ATRIET AR ALF 895 B8
EREHFR KRS T RERA . WA, RS S RE T — A E M B R PR A R R AP AL
HierAdaPub, 7 | & % AL & - e H w6 & /MU 20 7 Z UURIESIER A . KEHEEZR AT F
FAEFRAE T BriR b IR AL R AP AL BE 4% 7 R SRR IR AL R 4P B9 I B, BB B B BUHE AR M.

KR HERAN, BEEEN, Z40RA, HEAXNE, ZBEXA K

il

1 35

B W B X R R B AR 2R, BRI R SE (crowdsensing systems) Fl| FH Se ik BN Aok 4=
3 A SR ORI A A7) B T S O O, AT T R R e S ) AT A B ] 1 TR,
P T RIRE MRS R . Web i Vg il o SIS W0 A5 5h A8 P56 b BB IR, Gad KRB 12 40 M0 23 B b 2
G, Refig el B IR B AR R IR 25 S HERE, AT 7 (8 AT W AR i B SR, R R AT 045 -
KT RTATARA PR FAR B4, B, GPS R B AR . RN RE SRS S5
PRI EGEE HEAT N, B2 RAMRMESE R, — B e ya & 2 2 g 50l H , #2™ 5gbh H -
MIBRARME B, EEZ R A 7= 22 4x 1501 BERRE R 2, oy 8 I 43 B 25008 A 00 2 (R FH T B) DG B, mT

S| T, M, EERK, 5. A B0 i R A 1 50dE B S MR RACRI LS. o ERE: (5 ERE, 2021, 51: 1199-1216, doi:
10.1360/SSI-2020-0076
Wang T, Yang X Y, Ren X B, et al. Data-adaptive privacy-preserving mechanism for data stream publishing in
real-time (in Chinese). Sci Sin Inform, 2021, 51: 1199-1216, doi: 10.1360/SSI-2020-0076

© 2021 (PERZE) it www.scichina.com infocn.scichina.com



TEREAE: T 1A B A A AT B B & SRS AA PR L

* Spatial —\/\/\

G 3 m
= o E ......
/’ Temporal
Aggregation 04 server Raw stream

Privacyipreserving

3 .
@ g Spatio-temporal
Data

1 correlations
yelp% request

Spatial ‘W
\ / Temporal
. Sanitized
Decision Publishing ‘

making stream

Data analyst

1 (MEMFE) BERMAZHBRAMEEREN I L REE

Figure 1 (Color online) A general architecture for privacy-preserving stream aggregation and publishing

DASRHE S R A AU i B AR M BUBME B, ELRE & B[R] 388 n, BRRA itk 22 UG 1 2 32K R AR 7~
I, BT ] 1) BB U S I R AT B RS AL PR L 2 B A Z B S ()2 .

ZorBaAh (differential privacy, DP) 1011 & HAi#) 2 82 1 —FPBa ARG, TERHR I R AT
S 22 4 BRALI A PR RS0 (12 18] B2 (event-level) FRFARI ' 2% (user-level) FafA. A # N
J ) FR A SR A BERA ORAIE, 1T /5 5 B P BN I ) B BT A SR (B FADRIIE. b4, SSBSFATR
YRR FEI A B FATT LU T J6 BRI 7 5, 1 s B AL ORI I FH - R BeFAH) L Be LA 17 PRI ¢
WO T SEIUE R AL S P R AL ) R AP HTE, Kellaris 25 04 32 T w- HHZ R R
B A DLE TG IR s HONIESE w B ZI N A B AR R FARIE. BT 220 R BEG, B E RN
50 350 A T A I 2] () 5 A D BE AL e 7 SR S B RA DR . SR, bR T EHE i sl s M ot ELINE 235G B
B 5] HER IR & SEERIIENRZE. ik, —S R ESRE T FAST 19 RescueDP [17),
PeGaSus '8 ZEHL, B RAEFEDE . /2 IEAR 5 . AR S 7 V3 mn B 0 1.

SR, O BRI ML BE A sl = i 25 A G PE 22 3], 5307 5 8 =2 8 i s (19,200, 205k DAARAIE
Bl EaE R 1520 SR SEiRIg e A s PR 2. TR, ASSCER T T T SRR B A S R A O R
B & N B AL ORI, B AR DTk an T

(1) ASCHEH 7 —Fh s B B R R B R IR K AT AL AdaPub, BEW AR B & B 1) 77 X
oK SV B IR I 25 A DG 48 SRS AL ORY A, INTIAE & w- FAF 2200 B AL ) R IN4 rm R AT L
P Y. [RIBY, ARSCE— D4t 7 T [ )2 0 56 B AL S B B RA TR 3 K A (1) 50 H B 3 R L
HierAdaPub, ] FH &AL E AL 73 e 55 W Sk dpe /N 75 5 22 DRAIE 1 R AT BOHR It AR 38 FH

(2) AT 1T 2 EG Ay I 4ERE R 53 5% DimParti A 5 & R 1) AR [ 3 8] 2R 28
5% AdaCluster K27 ) 22 ERUAIR LI 25 (A AN R AH O M. AR ST v VAN 77 ZE OBV MM Tl e S
SR, Re AR B B T 1 B A AR A B S R RN B B S A, T LR LRI S T S A O
FORTHR T, ol M P AR T2 v H5eaf 25 F 178

(3) A SCAE FLSEL AR A A B Lo BB AL AT S B0 0. S50 45 SR AN ) A1 B B
B v BRFA R AL LA e i B SR . b4, AN [R)B0H B 1 s 4 SRR e B 1 B v ML
G TR 2 AR, HAE S M e sE . S B0 RE R K BB i I AK TH e % 4 A Rk

L1 R TS BeHHLE AdaPub 5 SANLEIZEAS B A B EuiaL. 7T LAE $, AdaPub #Hl
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Table 1 Comparisons of related methods with our proposed mechanism

Algorithm Privacy level Dimension  Stream scenario  Learn spatial/temporal correlation  Data-adaptive
FAST [16] User-level DP Single Finite No/Yes No
BD/BA [14] w-event DP Multiple Infinite No/Yes -
RescueDP [17] w-event DP Multiple Infinite Yes/Yes No
PeGaSus 18] Event-level DP Multiple Infinite No/Yes No
AdaPub w-event DP Multiple Infinite Yes/Yes Yes

L

p | M

* m m A]l A]Z A]3 A]4 AZI AZZ AZ3 A24 A31 A?Z Aﬁ% A,M A4] A42 A43 A44

E 2 (MEREE) RAREGHEERLXTREE

Figure 2 (Color online) An example of hierarchical aggregated stream publishing

HIFET AL w- FAFHZEDBSARIRTER T, REWE RIS 25 31 SR 46 B it i) 2 T8 RN TR) AR Sk, JF HLSEEL 1 4k
Yo BERE, Ao LA S A A S I

2 [e)EEHR R ELA IR

2.1 [O)REREIA

A DE Fos t NZIAET d AMIRE T d- EFERRE S, HHIRESEERTA S = {51,850, .,
say. W U AT 53032 P A 54, W DY iR —2%005% (u,s,t) AEIK U x S x T HH
—MNEFHM, R u R ¢ LTRSS s B afr RoRERZ] ¢ A TARE s B S5, W
ok = |{(u, s/, t) € Dt =t As,' = s} JH:, W2 ¢ /) d- gERAEURRECR RSN X = X7 =
(5,252, 25) T, d- JETRIRIBANEHR MR R N X = X5 = {X{, X4, ...}

BEAh, A — D A E G AT R IR G (hierarchical structure) 181 (1) 5 -& 504 i I B AR 37 K
i, Wl 2 iR, —NEE o RREEES S TE, Bl a; C {s1,50,...,8q4}. W%t 5 KE a;
AR RSN o, FFHGRAL o =3, o, of' BEERSE A= {ar,a2,...,ap4} I, W ¢ BFZI
BEBIGRERN XA = (28,202, xy DT, HHERBEEIRRERN XA ={X{A X3

g5 b, ASTHIBEFT IR R H AR e ééﬁ%%ﬁﬁ%éﬁiﬁﬁﬁ = {X{, X¢, -} (BZRE R X =
(XA X4, ) B RAGIRL w- T e ZHBRAMEBIER R = (R, RY,.. .} (R = {R{, RY,...}),
FELRAUE R AT BHR RO Y. A SR HEIAHXT R Z (average relative error, ARE) SR & R (5
AR 5 W i 2 (8 A S vk R 25 DRI EAR SO 14, e R

. |~Tt Tt}
ARE Xt aRt d Zz 1 maX{l‘ta 6} (1)

Forb XA R 933 2FR IR BRI AN BERL DRI Ja (BRI, SRR 0 PRV BR ZFE AT IME 12 .
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Figure 3 (Color online) The framework of the data-adaptive privacy-preserving mechanism

2.2 E7RRFA

Ml S, = (D1, Ds,..., D} RATREIRRIES S = (D, Da,...} 76 t WZIIHRIS, F D, F1 D]
FOFHADHORE, W - FPRR e 25500 R, 1019 & Ui .

BN (- FHG o ZR) MBS A WL o S o ZHWAN, WT A i
HAEA O C Range (A), FTH 11 w- HIABEURIHISE S, F1 S, A MBS ¢, #0362

Pr[A(S;) € O] < e - Pr[A(S]) € O], 2)

Horp Pr RoRMER, e VBRI, JEW, e U/, FRALORYRE RS sy, (B8 AU PEBRAR, SR IRIR.
45 € R R TUE ANGURE 2 5, B8Rt (Laplace) AL 122) 35k 1) 25 160 45 S8 0 BEATL Mg 75 S 0
ZESYIAL, VNIRRT A (Lap(Ag/€), AURELRE A A = maxp, p; | f (Di) = f (DY),

3 HEEBEREES T LR BIE B ERRFARIPHLE

3.1 IR RIS

B 3 s 1 ARSCHR H B0 S N A FEAA R ILA] AdaPub AOFEAKEZE, EEAHE 4 MR
(1) T ZERA KRR (2) BOE R (3) BIER R RPN EIZRE; (4) B 1.

Sk 1 R T AdaPub LI RAR TARRAEE. H5E, AdaPub HLHITATIE T 2 S0 A (4R X 7y
S (AR RIS 2), REIRIEUR P R, 17 Py AR p T BIERSTHEZ
A INRLE 4z e 7 S S DS E) p b — 4R S Gt . 9 7S w- SR - 293
BAA, LR e S AN Aw /ey, BT — 2R BUIRIC R AW — B, RIBURE A=1. H o
AN ZI P RS AT NI S BO R, MR A Bl T Z i /MEN 202 /€2, Fot e, R TR RT3 sh
RTS8, AdaPub HLFIHAAT B &M S ARSI () S5 (BRI R WAL 3) ke I i
R[] AH S . A% 1 28 8 47 o, AdaCluster 592050 24 i S F2WCR A B WL BT 3 B2 1 I 2 3047 2R
K, FRIRBEER of. w5, BRI R of, AdaPub HLHDMES IR X = (2},47,....2H)7
BEAT AT AR B, JF AR i T URAT MR S Bl RY = (rf,rd, )T

FRR, ASCTEAIA 41 AdaPub HLHH A YERE S 70 AR B AT 38 R AR (] i ] 2R AR B

3.2 TEMEXMES: ETZERANEEINIEZX
AN T PR T 2 HE A (4R LRI N, BENS 1 B A A G v 4 R 3 F)
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Algorithm 1 AdaPub: privately adaptive stream publishing in real-time

Input: X% = {Xfl, Xg, ...}: d-dimensional infinite stream;
Output: R? = {Ril, Rg, ...}: sanitized d-dimensional infinite stream;
1: for each timestamp t do
2: Execute multiple hash-based dimension partition: Py = DimParti(R‘fﬁ17 9);
for each partition p in P; do
Compute the sum statistics of stream in p as X = Zkep mf;
Add Laplace noise: X? + XP4Lap(Aw/ep);
Average to each dimension in p, that is, #F = Xf/ Ipl;
end for
Perform adaptive cumulative backtracking time clustering;: Cf — AdaCluster(Xf, €c, thref, 6?71)?
k= median{:?:;? |7 € Ck} for each dimension k € [1,d];
10: Publish Rf = (rtl,rf, R rtd)T;
11: end for

© X DT

Algorithm 2 DimParti: multiple hash-based dimension partition

Input: The last released stream R‘Ll7 space mapping functions M, the number of hash functions g;
Output: Partition results Py = {pl,pz7 .. ,pl'])‘} of d-dimensional stream;
1: Obtain the prior estimation: Xtd = (2}, :ff, . ,if)T = Rf_l;
: Perform space mapping and obtain d-dimensional g-bit binary vector matrix Vx4, that is, ()_({i)dxl M) Vixgs
: Obtain the initial hash table 7 by selecting unique value in Vjy 4;
: for each g-bit vector v; (i € [1,d]) in Vg4 do
Store vector v; on corresponding bucket of 7 based on hash value Hg (v;);
Obtain partition result Py = {pl,pz, .. ,p‘p|} from hash table T

end for

: return Py;

[F]—/Ml . R 2 S A A% O AR, R AR 250 It 2 1) mhoRE AL P 254 8 e A [R) R BR SR (map) BRAZ
% (projection) RAEZJ&, TEHT I 25 18] v AT SR 2 AR R I BE 2R R FFAHALL, T A B A AEABL ) B4 A
ke B ST 20 AH R AR R R AR /)N, B AAAS FH i 7 (] R B %X (space mapping functions) & SLUTF.

EX2 (FEBG A 5E AT SR M = {mi,mo, ..., mg}, FABREL m; (i €
[1,9]) W@ HURTXMNRE ~ (e [l,g]), HERE 7= {r,n,... T} FAETEH [0, Range]
ML EL RIS 5350 A1 1) g ANBEHLEL. DRI, AR — DB R E m; € M E SCA— A HITAE v 2
BRTHRE 7 WIRREE, B mi(v) = 1o < 7], HH, my(v) RAREINE o FEATBYST, Range IR
—HBIER G a8 A THE R KA.

9T DR B AL G PR R 5T NS RSO — IS 2 R R AT (AR 9 24 i Z0 i S B A e, B
S R, =ty T, Mt — 1B, B A A — B, B ¢ — 1
2 B 4E BRI 25 N Py = {p1,pas -y pa). WS =1 0, A LI TFEEPITRE T ZEBRAT
HeRE Ry B, A G e FA R . 5% 2 $IR 15T 2 B G A I 4EFE R B, = EAHE 3 A
PR (1) IR 4T ¢ N d- EEUR IR B THE X R 4R AT R R g- L
R R, WTZE R —AS d- 4E T BERIFERE Vi, (2) WIZAMIG AR BT RS EVIIRIS AR T
A 29 MBS, MR SORFEFERE Vi, THIME—AEVE A R P B MR BT, TINS5 0 R,
(3) FET IS AAEIATHERERI 73 ARIEVE A BREUR Hy MHERE Vi, TR—2% - WS v; (i € [1,d])
AT AT, BT RAE Hy (v) BIE o FEBIEAER T XN T, 155 ¢ 48R AER R
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Algorithm 3 AdaCluster: adaptive cumulative backtracking time clustering

Input: d-dimensional stream Xtd = (:Btl,a:?, S ,mf)T at time ¢, privacy budget e.;
Output: Clustering result Cf of d-dimensional stream at time t;

1: for each dimension k € [1,d] do

2: Compute the corrected threshold thref;

3: if t =1 then

4: Compute CF = {t} and set CE_,. = open;

5. else

6: if Céctate = open then

7: Compute deviation value devf = faey (X[CF_; U {t}]);
8: if dev? 4+ Lap(Agey - w/ec) < thref then

9: Compute CF = C}_, U {t} and set C%,, = close;
10: else

11: Compute CF = {t} and set CE .. = close;

12: end if

13: else

14: Compute Cf = {t} and set Csl,ctate = open;

15: end if

16:  end if

17: end for

18: ¢d = {CF}T,k € [1,d];
19: return Cf;

Space mapping Q_(;l)dxl M Vixg Hashing H(v,)
r AN N
[10] 1[1]1]1]--]o
5 Uniformly distributed g 1l1f1]1]- 1015
7| random mapping thresholds bl 1f1i]1]-To
- T
s TRRARE 111-~1/i
60 |82|21|79|65|-~-|2||Mapping> Ljoj1j1]- LIl L0
62| L[O]1]1]- il il Rt I v
|100) 0]0/0[O]- 0[{0[0]-]0 =
| o ) ) Hash table 7~ S
ﬁXt d-dimensional stream olololol— m

data at 7 timestam . .
P Binary vector matrix Vixg

4 (MERFE) BT ZERFNEER D UETRLRGIE

Figure 4 (Color online) A visualized example of DimParti

RIS P = {p1,po, - .- ,P|P|}-
K 4 JBoR TRT 2 mERA LR BRI RE. ¢ BZI - 480850 X2 = (10,2,...,98)" &

Aok 7% [ Bl S M A e 4 2 i, e ) 20 BN R B0 b i, (10, 15) R[] —H P, (100, 98) FE[F]—HHN.
3.3 EEMEXMES): BENRREMEREE X

ANTAE T HEN BRG] 25 AdaCluster. B, AdaCluster 55K 7 o8 41
KV RG-S . w22 pR AT DA & — H AR 5 P EIME R Z. B CF R 2400 ¢ i
XS k (k€ [1,d) 4EBARmBnt (8] 2G5 5, W) cF Hh ARSI [R1EIOR . I £ 408 Uit 1) e 22 BR R e
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k
k ZJEC{“ T

x>
! CE]

faer (XCE) = ; 3)

jecy

Horp X[cF] Foni cf i [ABON B BRIV &, (CF| BRI, — B &, 2k 280
faev (X[CF]) BUNES, WA X(CF] v B T3 51 041, BIEA B0 A I (A FH S

ST d- EERR X = X4, X4, TE, AR ¢ TR X BRI, AdaCluster
St S HT RS b I 20 v AR VR T P 22 B AR S K O 2 BE S B KNS R BN
BB, F% 3 B/R T AdaCluster HIER BRI RE. X THAE RS —4E k € [1,d], AdaCluster 5
R E BRI 2 R R A E Dy — AN, IR ERIRA N open, B CE ;. = open. IR open I3
7N AT T ARSI IS TR, 28 el X BRI, 4742 LR AP .

(1) 24 CE o = open I, THE G FTI ZIEAR S b — A i (B L8 R i w22 BE 5. O 1 Sl
BRALOR, Xof i 22 BE BV I8 hr e 7 | o {22 BR B BBURRE N A ey = 21181 HESRATIEEN e /w,
o e, S T IR TR, Gt SRR 7 i 22 P B8 /N A thoef, DU BTN 2010 A b — B 2% 5
HHTIZ) ¢ WIFER, B cF = Cfy U {t}, B EBRIREAN open. [z, NIHE HHTI ZIVE N — AW %,
R BEBIREN close, BRI ¢F = {t}, H CE,,. = close.

(2) 24 Ck o = close I, ELRE HHTI 2 ¢ AF 09— BT RIER, e E S HTIREN open, B CF =
{t}, H ck,,. = open (W%% 3 5 13 M1 14 17H7R).

N T ORIEEE FE R, ASCEIE TR PID BtiRZE 16 Aerrf A5G TAFATIR e B SHTE 3T
BRI, 2 PID 15 225 I sl =4 R AL TR /AN, DU R DASHE T e AR Eh R ZE AR OR . A N, RIS B 2%
B8R BB T 3G DA R R /AN, ANTTT~F o o B e 7 (Rt 5 & ZESSCHR R AE T 2 ¢ FR) R SE B A )
N thref = max{1, (AerrF)2/e}, Hrb, 55— Z1 1 RAEMWIIEN thref = 1/¢.

4 HEREBRERERELFE I R EEE B & NMSFARIF LS

A1 28 R VR 9 B RA PR A0 L. 10 2 DB R AT, J5 L B it A2 4 AdaPub
HL L0 2 VR O e (E R B3P iR A 25 18 802 VCBCHR A ) A A2 1 45 R 12
— 7T, SR UCHHR R S A T A AR D, VBB PE R, ELREFUIX S AT SRR I 2
BUBCR IR AR 2, WA E VBRI — Bt 55—, R R EER R L S (R
JEIHT 580 R, B A UL P M LA G — R A A ER .

i, AR SCHE R 1 E R B A (RSB HierAdaPub, 2 UOSU LR — 26 1F 2 2 46X
RV, SR P T 2 S )24 S ) 53 S ok s IR R At SR 5000, ARAE 20 A T FR AR SR
BEAb, BRSBTS AR, HierAdaPub IR KAl T 43 R Sems ke e ML ah it 2.

L i (i € [1, H)) FoREUEHR IS @ AR (M5 550, R TR ERRBULA 4.
BLPERFH AdaPub HLIRIT, JZ2 VORI 2 IRSAL TSN e/ H, HORS R BI85 2500 2, - 2
T 2E 5 BLREORA LI 2200 T 28 UM TR 2 R b, DRI 8 AR 1. — IR AL 1
L B SRS L% 1 DB (R S AR LR VOS2 A BB R TSN €, DBy 20
V= i e i BB = e M = (/) € R

§00% 4 /R T HierAdaPub HUBIEGRRIEAL. 226 THEE VRS ERARA T . 205, %
SRR AT 15 1R 2 AR, FFRIT AdaPub LRI &5 2 1 2 4 SARREAT A0 2. 15
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Algorithm 4 HierAdaPub: data-adaptive framework of hierarchical streams publishing in real-time

Input: Raw hierarchical streams X4 = {Xf‘7 X?, ...}, privacy budget €4, the weight p of hierarchical tree;
Output: Sanitized hierarchical streams R = {Rf, Rg‘, b

1: Compute the optimal privacy budget allocation €*,i € [1, H];

2: for each time ¢t do

3:  Initialize R{* = 0;
4: for each level i € H do

5: Obtain p;-dimensional stream X1 of the ith level based on weight y;
6: e;:ei,eizec/H;

7 Perform R}*=AdaPub(X}, e;, €, w);

8: R{ = RAURY

9: end for

10:  Publish R{;
11: end for

R 2 t, MRS 5 BEERIE S R = 0. )G THE o, B3R — 20 - 4R
X[ B, BN AdaPub HLEISIH R - 4ERFIEHET X[ B, Bl R = AdaPub(X/", €}, €k, w),
H l THE A REHIBR IS BN ¢ = ¢ Ml € = e./H. BJa, THEEFRY G MEBIRRES,
Bl R = RAURY", JFSEI RATKSFACRY 5 1 2 IR BEER Ry

5 FRFAMEFREZRMSH

5.1 [RFAMES R
FEL BV 1 PR R L w- TR e, ZETEEAL.
MERR  MREEE 1 P 5 4T, B ZIRRTUERA 6, /w. WRIEZEDRBRIATHE EH T, &
B 1 BRI R /- ZAMAR. AR w IR S e = e o 6 = cpon.
BRI, AR 200 BEAA P 45 BmT AN, S0k 1 dh b S h s id AR 2 w- FAFL €- 200 FEAA.
2 Hik 3 (Rl AdaCluster 5E) Wi 2 w- K e~ Z 0 FEFA.
WERR A A = {A, Ay, ... Agy RoREVE 3, H A Rorxt s i E5FERS A AdaCluster AL
Rltk, MM A B - gEBERET, WA
PI‘[.A(Dt) € Ot} < PI‘[Al(Dt) S Ot] o PI’[Ad(Dt) € Ot]
PI‘[A(D/t) c Ot] = PI‘[Al(D/t) S Ot] PI‘[.Ad(DIt> S Ot] ’
FEF— A P A AL BT — MRS, TR ¢ AU @ 4HIAVECREE Dy R Dy AT B AT
i 2

(4)

PI"[Ai(Dt) € Ot]
Pr[A;(D';) € O4]
1 3 A, XHEAEBURIUL AdaCluster WUBEBIL e /- JEAPRBAL. H12HRAASE XCATAD XY
Tt WARAHAEARIE Dy M Dy LURAHIEE R O, T, #HTRRMEIERSTE A; (i < [1.d) #i 2

Pr[A;(Dy) € O]

F e [1,d], Pr[A;(D’;) € Oy

#1 HVj#i(je(ld]),

=1 (5)

PY[AZ(Dt) S Ot] < eEC/” . PI'[AZ(D/t) S Ot] (6)

A (4)~(6) T PrlA(Dy) € O] < e“/¥ - Pr[A(Dy) € Oy. WL 3L e /w- ZHFEAL.
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Table 2 Datasets used in experiments

Dataset Length Dimension Total count Average count Value level Sparsity Fluctuation
Flu 427 1 9787 22.92 Median 0.0679 Low
SateFlu 389 51 5599045 282.22 High 0.0364 Median
Uber 212 32 2312991 340.95 High 0.0015 High
OnlineRetail 374 1298 4423432 9.11 Low 0.6841 High

Syn 500 100 24580115 491.60 High 0.0097 High

A, HE 3 BRIETEAE R w MNZIEE S04 e, = €o, e e, = ecfw. B, AR 2253 BRI
PG e BRT A, B 3 TR w- FATH e ZEEAL.

EIE3 HiE 1 (B AdaPub L) 2 w- FHH e ZFER.

MERR  AR#E L 1, AdaPub LA LESS 5~8 4T VHAERGAL TR, fR4E 2] 1 A 2 DL 22 73 B AL I
PG e EAT AL AR w I ZI N BRSSO € = ¢, +e.. Bk, FET 2250 BaAL 5 AbHEJE ) 231 AT
A EE LR w- FHR e ZFRA.

EIB4  HiL 4 (R HierAdaPub L) 2 w- R e ZorBaFA.

WERR Bk 4 RUESS 7 ATIHFERSRA T, PR w BN H TS AN RSB FA T 40 )
& e, M€l = e./H. BT 2200 A6 € BT AN, ATE w 20 F T P0ah A0 3R 28 S B ph U5 70 i
el @4 el =y Floe.. Fk, B 42 w- FHH e Z5ER.

5.2 BZ=ERESH

PRAE % 1, TERRANIT 2, $r 32 7 P 2 A 75 P (1 B 18] 52 24 FE 20l 02 O(|P|m) FH O(d), Forp
[P RYEFERN 345 RIS KN/ T d. AN, DimParti B (R A1 5 24 2 O(dg), H ¢ 2
WU SR A H /N T d. AdaCluster BT ZETHER/NA (Cyr, RO TRIAAS A O 22 2 25, et ] 53
£ O(d|Cl), FHH (Clm RBEANEHRI LR BRI/, 25 ERT%1, AdaPub HLEITE)E ]S
FEN O(|Plm) + O(d) + O(dg) + O(d|Clym) = O(d|C|m + dg). H. HierAdaPub HLi I8 8] 52 45 N
O(H - (um|Clm + ptmg)), Fert H R JZIREARIIEE, 1 72 JE R AN E AR 55 K R

X T3 (B 2% B, AN SCRT LT B AL DR AN 75 BEAE AN I [ 4 5 e, DR PR T %
2R EAR RN Z ¢, Bk 1 N B LE RN 5 I P d- 4R PRI X RIS E P (3R
5 c. P, B 1 (B0 AdaPub Bl BT RIEREN O(|Plm) + O(d) + O(d[C|m) = O(d|Clm).
BT LR M, Bk 4 (B HierAdaPub HL#]) B TH R Z4EN OH - (11m|Clm))-

6 SCIUIEAl

ANEWNZR 2 Fros 8 EXF BTt BRAANLE AT PPl Flub) Bsiie sy b T B st
N IS G TT, StateFlut) ZHEHE X 2 H 51 NHbIX BB ZU A S5, Uber? i 2
Xt Uber FEUG£E 212 KNS5, OnlineRetail®) f&XTE LA B 1L 1289 M H AN & &
GitHE. Syn BOUBSEHUERML 2, = 0y + N(0,20) TP, 3k 2y = 500, V' FRFINF (Gauss) A1

1) Flu Dataset. http://www.cdc.gov/flu/.
2) Uber Dataset. Kaggle. https://www.kaggle.com/fivethirtyeight/uber-pickups-in-new-york-city.
3) OnlineRetail Dataset. UCI Machine Learning Repository. https://archive.ics.uci.edu/.
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Figure 5 (Color online) Visualizations of the protection for Flu stream (e = 1). (a) w = 10; (b) w = 100; (¢) w = 10

FEFTA S8 rf, AR SOASE A P AR G 5 72 S i = B FA CR AP LA (v . BRI LN, AR SO
€p = 0.8¢, ¢, = 0.2¢ H g =20, PID K EN (K,, K;, Kq) = (0.9,0.1,0) Fl n = 5. $Ah, ACHE 6
SEHAEROR TR B AN S0 ad 109 1%. JLAMATL 2 B0 42 HE X I8 1) SC 2 AT SR fR e 5.

6.1 HHERRAFRIFKF LB ATRCRT

B 5(a) 1 (b) SRR T RIRBAMAS S T, AdaPub HUHIS Laplace LRI B AR .
ATBIE $I, AT Laplace B, BV SO Ry BB BAGRT (B w = 100), AdaPub HLAIHERS 1 (7
B R A BRI AR %y 18 5(c) JBZR T AdaPub HLEIAHE T RescueDP A PeGaSus fiE85 5 hER
S 7 B 5 A MR R 02D 25 A S8, A RescueDP Al PeGaSus 76 b BEHCHR AT 40 76 B ke
5 0B 25, T B2 T e LT T30 765 28 SEBRACHRE. AL, AdaPub HLRI
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6.2 FRFALRIPHLHIZA AT

K 6 J7r T DimParti HLHI 240 g BRI TERISEN, Forp g s A R84 mTEUE
FY g = 20 B, PSR ZH LR SR AME. Bk, fERZEIR, ACBNEE g =20. B 7
Jeer 1A I 4E LRI 73 Bt DimParti IR DA AR A AT BRI 00T A R 22, B 8 A1 9 3 o
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Figure 10 (Color online) ROC curves for detecting jumping/dropping points on stream Flu (L = 10,0 = 50). (a) €
=0.01,w=10; (b) e = 0.1,w = 10
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Figure 11 (Color online) ROC curves for detecting low signal points on stream Flu (L = 10,6 = 300). (a) e = 0.01,w = 10;
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Figure 12 (Color online) Correlation analysis between original stream and released stream (e = 1,w = 100). (a) Pearson
correlation; (b) Spearman’s rank correlation

* 3 BAEZXWERNERBIER

Table 3 The hierarchical aggregated streams datasets with binary-tree structure

Dataset Dimension # of Aggregation Height Weight Sparsity
SF32 32 31 5 [1, 2, 4, 8, 16] 0.0036
OR1024 1024 1023 10 [1, 2, 4, 8, 16, 32, 64, 128, 256, 512] 0.3715

* 4 BENXWERNRRBIER

Table 4 The hierarchical aggregated streams datasets with quad-tree structure

Dataset Dimension # of Aggregation Height Weight Sparsity
SF32 32 21 3 (1, 4, 16] 0.0053
OR1024 1024 341 5 [1, 4, 16, 64, 256] 0.2851

W AdaPub AL A % 2040 BERS 5 5 I
6.3 ERBIBRIEFARIA LAHHI AT

A/NAINF HierAdaPub HUHIBEAT RO PEEAY . ¥ StateFlu [)5 32 4EF1 OnlineRetail f)5 1024 4
Iy IR SF32 Fl OR1024, HAit BCEA = ORI Y SUR S5 8 11 2 i i, ansk 3 i 4 o, (&
WARTT SN — 2. FES2I T, AN 09) 5 PeGaSus L. AdaPub_NoDimParti AL AdaPub Hl
HIHAT X . 7R LB FA TR, Hier AdaPub HLHIRFH S M0 Ba AL TS 20 e S et 1 Hodth 3 AL #0R
B SIBEFATRA > B S, 1 13 Al 14 W T HierAdaPub ML EASHHAT — ORI I SR 458 (1) )2
VEHE TR GG 48 B /NP P B AR 2. B 13(a) AT 14(a) (T AE R 22 204 [R] B AL G RE T
TR E/NFE 13(b) A1 14(b). X AR N OR1024 FIER M B KT SF32 Hikim. R,
ARSCHT R Hier AdaPub AL RIS A B BT 80, 8806 CR IR 4 i i B O M. SR AR S
$2 () Hier AdaPub HL BEE i DL B8 VUM B3 1 i) @, B A S 2 1) S5 P 12

6.4 EAIZITATE
x5 A6 AR T AEBRFARSHLHIE TR R, Jork a F0|A| 43 5 2R B i i 4E R 2
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* 5 SXEIERL HHRFARIPULEIEZITEE (s)

Table 5 Runtime (s) of privacy-preserving mechanisms on different datasets

BD BA RescueDP PeGaSus AdaPub

Time complexity O(d) O(d) O(d?) O(d|C|m) O(d|C|m + dg)
Flu (d = 1) 1x107° 1x107° 1x 1073 6 x 1075 6 x 1075
StateFlu (d = 51) 2x 1075 2x 1075 8 x 1073 6x 1073 6 x 1073
Uber (d = 32) 1x107° 1x107° 4x 1074 1x 1073 1x1073
OnlineRetail (d = 1298) 2x 1074 2x 1074 3x 1072 7x 1072 7x 1072
Syn (d = 100) 5x 1075 5x 1075 1x1073 9x 1073 9x 1073

UCREHART T S Aot i EEFA R HLE AdaPub #1 HierAdaPub RES87E ] 252 TH R AT EL
PV FHYER TP N 4ERF T2 IS AT I [H). 2T 5.2 AN SUERH, AdaPub ML)V #E
FE T AdaCluster HiEF DimParti Hyk. BTS2 E g = 20, Rk DimParti B0 8] V4 #E SZBR
BN, B AVEFELE AdaCluster B032: b, WEEPRIS R E 4458 O(d|C|. + 20d) = O(d|C|,). MEAR, 1E
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* 6 SINBERBEBERLHHRFARIPHHIEIZITEE (s)

Table 6 Runtime (s) of privacy-preserving mechanisms on hierarchical streams with binary and quad-tree structures

SF32 (Binary)  OR1024 (Binary) SF32 (Quad) OR1024 (Quad)

Algorithm Time complexity
(14] = 31) (1A] = 1023) (14 =21) (1Al = 341)
PeGaSus O(|Clm |4]) 4x1073 7x 1072 2x 1073 6 x 1075
HierAdaPub  O(H (pm|Clm + tmg)) 9x 1073 6 x 1072 7x 1073 4 %1072

Khrdz st , AdaCluster LRI MR 2R 5 e 70 A AT, DRISE AT Bhigdk— 2D BR SEkIs AT I 1)

7 B4

ARSCHE TR BN 2R G P ] R) 22 4 RN B T SE I R AT B S SRR AL BRI AL, BERE H G
I b 2 ) R0 43 A SO T T 2 AR DG, A PR T e R 8 40, R A S ST R IR 1 AR AR
Y, I IS R AN A RS BRAh, A SR T R R OB TR SN R A (D 1 R R
R, 2T B IR IE R SRR E T T s R RA TS 2 L SR W, AT fe /ML 75 T 22, K SL e
g5 BB 1 AT TR AL CR AL BE RS TE SR AL R AL RAE I AT T A R = R AT BRI F R 1. A
FRIRIT 95 P 25 A B IR A1 2R 5 rh B4 R R S R AR AR AL T 8 I BARASRAE , X 500 I At T 25 e
RGN R RN & B EEE .
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Data-adaptive privacy-preserving mechanism for data stream pub-
lishing in real-time

Teng WANG!, Xinyu YANG!, Xuebin REN'" & Jun ZHAO?

1. School of Computer Science and Technology, Xi’an Jiaotong University, Xi’an 710049, China;
2. School of Computer Science and Engineering, Nanyang Technological University, Singapore 639798, Singapore
* Corresponding author. E-mail: xuebinren@mail.xjtu.edu.cn

Abstract The real-time publishing and deep exploitation of data streams in crowdsensing systems have signif-
icantly facilitated people’s daily lives. However, it also seriously compromises the private information of partic-
ipating users. The existing approaches are non-adaptive to dynamic changes of streams, thus are vulnerable to
low data utility. To address such concerns, in this paper, we present AdaPub, a data-adaptive mechanism for
infinite multi-dimensional stream real-time publishing under w-event differential privacy. No longer predefining
parameters, AdaPub seamlessly incorporates two modules DimParti and AdaCluster to learn spatial and tempo-
ral correlations simultaneously in a data-adaptive manner, thus ensuring data adaptability of privacy-preserving
mechanism and greatly improving the data utility of the sanitized streams. Moreover, for hierarchical aggregated
streams publishing, we further propose a data-adaptive mechanism HierAdaPub that leverages an optimal privacy
budget allocation strategy to minimize the total perturbation errors. Extensive experiments on real-world and
synthetic datasets demonstrate that our mechanisms substantially outperform the state-of-the-art solutions in
terms of both data utility and data adaptivity while achieving strong privacy guarantees.

Keywords data stream publishing, data adaptiveness, differential privacy, spatio-temporal correlations, data
utility
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