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HE XE#lLwshdtErEer. oM ERXEE LI EXNMHAFP G, DA ERS BN
FHHUAM E LW — B — K. BATE K ek E A XA E A R ] DUE AR E B R B
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X BB I SEAE R M A BE O, BRL “ bl F1 AT EL Rtk 2 A B IMERY
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i) e A i — M IR T 5. BT IR MRS 1) R AR, V2 K LR FHTE B T X SR %
Pl B0 IoT M4 671 AF A7 B By7 Hoin St == OF Fgd s 10 4%,

IBARPIVR, ABE Y8 108 5 00 (10 75 %€ 1 (fuzzy identity-based encryption, fii#f Fuzzy-IBE),
Fuzzy-1BE fift iR VARG R Gerh— X — Infg s ik o) i, S v] DL — s gl p, R E s 5EK
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Wi 7 48 T XV A 25 oo Ja R 5 AL A0 ) 2 1) B 4 07 5

JEVESE R ZEE— e YE I AT AR, SRBI T — X 2 BONAR . #E—20, Goyal & 12) £ 2006 42 H
VT RN L, A I T B B RS I N % 52 (key-policy attribute-based encryption,
KPABE) FlJET- % SO IS (1 0% 53 (ciphertext-policy attribute-based encryption, CPABE), CPABE
A KPABE [ DX A AE TV T 4% 61 S A 1% 73 0 & 1% S0 2 % 9. ABE R 4H4L T %% IBE
50 Ja P B B N %, MR U5 1) 45 1 SR (access policy) T J P4 S IS H0H AR B (1) 07 1) . EH
T CPABE HE5 SCRI i) 428 il SR — — X 2, R B T A A Ak b o aes 548 1 77 T SR 42 1.

X HeBE B S ] — B DR 2 — M ANE ZALR I . H TR, S 22— Hedi 2k () 4
-+, 2005 4F Kim Cameron Bt H 787 S 4Lz 13, 58 LT —FE U A O & 6 70 R4
BAE IR b, Sy BRI AR AL O A UG T b AR 25 rp O X ERBE it f T IX — 8k, X
AAEAE FHAERTFRIN S SRR R B K P A 2R, 0L 55 B 1 S DAIE R BEAH 5 1 N RIS 55 =07 (505 A,
Rl HEAE X B b B Al & T Baga 1. V1 2 N i oA =00 %5 H 2L i (public key infrastructure,
PKI) X LS AL B fy SCfp 1410102 178 mAn S i 07 18) S50 5 e A, 4 5 4 B 44 BL B, 31
DTS B A 5 B B 315 B ORSP Ba R 8

AT7 R TTHRAE T, $eth 1 — AR B (0 3 1 DXCERBE AN 25 oAb S PR S S (1 U5 e 42 1) B 4 7 58, X
A 1) 25 OB VE B R EAT & 2 5, 255 T TRRAAES 73 ERER R | — FhoRE T X HVBE I S B0
TR, G I By M RS IE, B Sr X HEE b S A B 7 (S AT T ek, dl I e 1 2 A — X
Z RN AL, o X HRBESR AN Hidfs i U7 ) BB A B, AR AT Dy DX ek b i A S P 3R £ 5 4 52
PRI 73 == I H0RL B [l 28 i

2 FEENR

ST B 2 T B 21 [XCBR B RN 002 M A ) TS S R, 2 A PR U T 4 ) 5 AR AR T 5 R s
(1) (t,n) TBRFRES 4> L, WG NAAEAR) CPABE FZ AU+ ) CPABE.

2.1 [XHREE

[X B [ RE ST 2008 HE P AR (Satoshi nakamoto) $&H A LLAF TS, JEm R M —A~
OIS G &, JE 22 X HUBE B S 250 b B REOAN AT B0, AT IE SR i) 2
SR S EAERIEE S BIE . AAUESESUBCRECR R, R U, X HUEE AT DU 9 AR AR
VD MG 3 14 000 2L s P DX B AE — i, DT FH S 88 X R RS N T PR UE 2 1T ) DX ] e AN ) — Fofo 5
H. JEEEDIORSTV R O XS SR it T — AN B R S & KRB, B U XS T I —AS “tiE FURES
B $ATIBITEH LR BE A2 (smart contract), FFd I 7047 2 HR SV OR X B b2 ) —2k
Pk, 54 Linux 3£4 2 T Hyperledger Fabric T HY), S Fr LA HEEH mIEE S WM E R EESL, T
TC T T N T M, ARSI 2 BT Fabric #5#1.

1) Fromknecht C, Velicanu D, Yakoubov S. Certcoin: a namecoin based decentralized authentication system 6.857
class project. 2014. https://courses.csail.mit.edu/6.857/2014 /files/19-fromknecht-velicann-yakoubov-certcoin.pdf.

2) Lewison K, Corella F. Backing rich credentials with a blockchain PKI. 2016. http://pomcor.com.

3) Nakamoto S. Bitcoin: a peer-to-peer electronic cash system. 2009. https://bitcoin.org/bitcoin.pdf.

4) Buterin V. A next-generation smart con-tract and decentralized application platform. 2013. https://github.com/
ethereum/wiki/wiki/White-Paper.

5) Cachin C. Architecture of the hyperledger blockchain fabric. Workshop on Distributed Cryptocurrencies and
Consensus Ledgers, 2016. https://www.zurich.ibm.com/dccl/papers/cachin_dccl.pdf.
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2.2 EHUN W MR ST

ASCAE FH IR B RS B0 TARAE S AU R M Lt b, VRN S8 ) i — SRR G
LK (p1,p2,p3, G, G, €), o p1,po, ps BIRNAFERIREE, W G, Gr Z2BY N = pipops FHITEHEE, &
e G? — Gp NG H i e

o (ML) Vg, h € G a,b € Zy,e(g%, hb) = e(g, h)®;
o (ARIBAL) f71E g € G #1153 e(g,9) £ G FIIHTA n;
o (MU X TETAM g,h € G, fEE—NERUMFILTH e(g, h).
BB AN B SFT E : ANF R N R A G SR AU 5 45 8 1.

2.3 BiFiliESIER

EXL ([19) X —HEEILHN {Pr,..., P} A A C 2P SRR B T g
M1 B, C, IR BeA HBCC, W CeA —NHIFVFIZEHIEH A Z {P,..., P} BAEZE 75K
HSES, Bl A C 20PePan\ (3 A PRISES MO RBUE, NMER P IESFON AR BUE.
FEARSCH, SR Pyt — AN E vk, Wt Ui s R H 458 A B ERBURTES.

2.4 (t,n) NIRMEBESZEE

WRLIIREE 7 R UAA (n,n) BB 4352, JSTIOEE 0 A & TC A, 7E Shamir PO $2H (¢, n)
FIBR T )5, Ja et A — R A B AN ) G TR T R AT KA T Pedersen 2U [ —Fif
TC A5 28 =07 T TR AR 7 253 DA e X R 0 B Sk FH 40 T8 1 23 A B0 ) 2 oA AR 12

oA — T LS ZE, KPS 55 UERRN Pi=1,2,...,n, 155 BAG HE—Fx
W id;. BE BAEPMES R E N S =30 S, Hh S, N P BENVERKITLNE. 12 5% P
SBENVAE R A ¢ — 1 Y2 IR fi(), 13 f;(0) = S;. P tF5 share;; = f;(id;), Vi FR HARE
Rikts P, {2 53R HAL n — 1 DMRE 73 = sharey; B, 456 H CA B share;;, WATLLTHHE A
T A secret; = >y sharej; = 370 fi(idy). NHFE t M HEYMEPBRREME S b, R
B F(x) = Y20, fi(a), M secret; = Y0, fi(idi) = F(idy). BN F(x) & ¢ — 1 Br 25, Frilissdk
AT LB ik BA H (Lagrange) ffEVZER H F(0) = S, Bl A& FhE .

2.5 CPABE

ABE HIMES 1 g FLZE 2005 4EH Sahai M1 Waters $2H1. 7EiZ 7 &, %50 AL — @ e
Frinss, B EHE — AN B L, Y REET R SE R ET R TR ESET ¢ A
i, F P AT DLEAT R . 2006 4F Goyal 5844 ABE 43 T /M7 KPABE F1 CPABE ['2. 7 CPABE
T AR B MRS e, B SR [ 1) S G0 a2, iy 1) 4 1) SR mT LA Ak S U i 2 ) R 8 1)
R, AR CPABE 775 W OMUMR S AN 70 R Z AN SR PR, Sahai Al Waters $&H T 7E 2 Hh.00 3%
SR ABE REH ML, Bif5 Chase 7E3CHR [22] W28 — RGBT REMIME R T 5, %7 B ARVHMER
HR ST IR B T J8 1 I 43 R S8 I B EH, I 38 m] LU 2 AR d F8 e — AN BIE dy,
— A EME, RA Y% E 2D IE BN RIS E BRI d, AR TER A REff .

KA M 1) 2 H0 ) CPABE 7 ZAEERE O S 58 77 RigiTH, FIH Lewko 55 23]
1E 2011 SRR H T ZHAF O CPABE Sk, @it in A2 O FH P M (G lid o A sUR R N
JE T R S 1, B AT HU AT AR R, To R AT AE 2R =07 A NBI AT AT TS RN RS 1. G D
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Wi 7 48 T XV A 25 oo Ja R 5 AL A0 ) 2 1) B 4 07 5

N5 MNBERAR. RN TR RS, 1%L TP RSRE SO — P g RS & 5 #n]
DU 15 2 I W S, IRIERTX A 23R 0 8 CPABE 2 1IEH .

Global Setup (\) — GP WP IRE AN — M2 2S8 A itER Nt RgMH 2RS4 GP.

Authority Setup (GP) — SK, PK HUPIRIE 4 RZH GP RIIAIL — MBI Sk, Al
AR L ER A LB XS

Encrypt (M, (4,p), GP,{PK}) — CT M PERFTEALNHL M. iHEBHIHEE (4,0) RS
HGP. Yyl R R 2R R AR A S {PK). BEHn %5 CT.

KeyGen (GID, GP,4,SK) — K; qip WP ERIE A P E— S 35518 GID. )24 GP. &
TR ORI EME @ FZARBH O IRV SK, I8 v S 6 N T P R e R AL .

Decrypt (CT,GP, {K;cmp}) — M HEREEAENE L CT. £/ GP. AP MR R HE
& {Kiqio}. WRR PG EYE ¢ B5AT L0 s B U e 428 AR R, D05 4 S50 mT DU h 1E
BT SC M, 75 A 2 2R

3 HREGRE
KA H ARG E L.
3.1 TFSitkR
V7 1) 2 81 By 47 U7 R P 2R G0 SRR R M S R A S AT 5 2 R T s
o User: H ', MRS B (P B AR o7, ATk AT 4R A . WGIIE  Infid 2 Hdis 5 Th e
o Org: A, HZNH P ARk, HARThEESH A HHE.
o G,g: PFITffi W M RE S AR .
e USK, UPK: Hl /' H & Frfe B RS A .
e {OSK}, OPK: HZI A REAES HE H P A .
o ASK, APK: J&PEM I AHAREH.
o GID: AT LM P # A ME—XT M4 1D ARii.
o Attr, CT, M: G @M. 45/ A SO B

3.2 BRRENSE

PAATT SRAEAR SR X e i) (8 A DN, B ATRAZ AN 1 . B P AN R GUI HE A LA,
R FLAESURE T AT B AR (AN =) T AR EAN [ B €, () — S P AT LB RO, 640 4 78 70 5238 B0
ERBCE. ABWERZ T G, R S i R IERIAL ). XERBERE e & 2 ik, B&ff
i ASES L B, PATEAR R A WA PR RE . BARRIRAR T,

(1) AT$R: pra B B 23T DL X HUEE AN fE & 20 3R EE U (BRREAR T A2,
PR LRI GRS NP E INDITE. -4 € TG NI e A S B k- N S VR Ui Dl ] NS VAR S Al L ) )
WA B IELE RS LRE.

(2) P EM BIXBEE B B B kS GID FR3AT I 91ana A s BT R R4, K= AL o
Pl R

(3) Z M MEE MBI X BGE F: P [RIBEAT ST a6 A0 B 23 7 B e PR, i e A
a8 P BN o, TR 2 = IBIEN ¢, ¢ > n/2, BRI K S HAEE n -t 4
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. 6: Share content

* Blockchain-smart contract (1)

- £ e
AN

Iey |
§el e
; .

User 2: Register

7: Obtain content

) 3: Register User
4: Apply attributes
3: Cooperate

5: Grant attributes

I l " o. .0

i DE—

\

i

g
.!’ User collectlon in org

B 1 (MERZE) BRARE

Figure 1 (Color online) Universal processes

JUBN R R F AR IMER P P AR R 25, B HRA G RAL R HA LR, AT LEE.

(4) R e P a] DA At AR S M B G A BB R B B S pAE . &Y
FRIml o AVAE SR g, R RO NI SR E

(5) FF /RS T @bk Bl & B AT FI 2 75 I8 o5 ) PR VIE AR, e 5 3 (e A
FIME SH. B A ARIE M S8 A AT TR PR R B O DR A7

(6) P75 TP V0 Rr R IR U Tl 2 ) St Jeed Jogs P o vk 3l o o 49 210 S0 s R

(7) AARERAT: FP M DX BRBE 3R A5 A 70 2 08 5, 0 SR 2 5 SR e s s, DU mT 4
FH B S o P RL B R i 3RA5 W1 SO K

4 ETRXREMEDOEEEBOINEERSHNER

AT, 51 BB MR FE T DB RN 2 v JR A B 0 1 ) 428 1) B 47 J7 58 Dl T
(EWIES LSO *B")”Um?%?lﬁIﬂ#%JEfﬁﬁ%E’]ﬁﬁi/g* A, W RGYate. v
WRJE A AL KR A G HE R HE AL SUR TR o DL, 5l ke
I BRI A — 2

4.1 JEERISHHE RS
N TR HREE b S E R, BT 51 K BRI . 2R AP IR XESE 1), A7 =5 T
Fe JE VR R, A8 LG PR AL SE AR U5 [ 75 ) SR v SEBL T — B U B S0 O R, 5 AT T
DX ERBE ) B 13 7 S A L L4 — 20
o SRR, XHUBE I SR L — ELRBONE S, — X AR X BBE LRy S AR 4
fiff. PAKY; EAZ G I e AP eE 1, B8 RSB bE; SR BREE b, AR5m3A s oA
EE T APHRASL S A M AYIEI0 T EIEIR RIS, L )@ 298 B AR IR 2 — 5
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Wi 7 48 T XV A 25 oo Ja R 5 AL A0 ) 2 1) B 4 07 5

73 P 7 BERL A AOE R, UG — AN T 2L, AR T S R . BRI AR TS AN T R s R B
A RS 5 42 11 2 G R 2R, AR PR 1 (PT LA 8 2 A0, 1 AR B bl k&
KA A5 A5 ] SRS P R IR L (GBI e TH4R5 5 R SRS A X B g SR PRI ),
R DA DX BRBE ) B o AL S0 S A

o EARMARE T OAL. N TG X Bk B B BAT K oD, A7 SR T A e e P E Y
Jrg, B 7 HAR Al /58 O AR JE MRS T R B CA LR BHIE S IE R 25 =T A IEN L 5C
FRIVBR AL, AAFAEART O AL N, R I S AR A A 25 P JE PR B S A S, e KA
JEREII S S M RS, AR R S AR L w9 1 TIBR A R, K e s —a P L
JEEITT 1 22 P 3K R SR LRI LR, A6 45 S0 SR PE B GERE B I se 4 % ot

o RS, AT RS, ML GLMMA, B i 5 B2 41U RT DL X HUEE o 3 253 5
B 5 AT 0 Sy ik, IFRYE B 5 IR S JE IR . e P H R A, AR B
A IMEA REXT HLIRA K, (B F O TR R & B Jei:45 A 4 L R i 4=
YERIRRE . I BANE T Shamir R 4> 207 G, SEALRES R ARIEAT — K, S BA%E 2% 57 75 2 SR A k.
AN T S A 5 2 50 T LA 22 A FORIRALAL AT J& B A R 125 Atk A .

o EYETCF WU X TR 2 HANKY B MEF RS T7 5, AT7 RN T By @k R 2 UM JE,
R AR P 3 0 AN 75 B A A AR LI 8 SOIT A e bk 5 V38 BE AU AR RS 0, T s 24T A
R XCBREE X 0 SE AT WIIREIE B i AR RS E B R R, 3P, AT LGS R e S 20 BR HE A
AT SCHT AR P R 1, DAMOR SR 7€ Ja 1 1) 4 SR 4R Sh .

L LR IRS R A 3.2 AN RSB Y A A AT AR X B A LT e X B A AT AR, AT R
T PHNIESE N2 JE AR AE, iRk O B ST SR N 7 F P BRRA AT A 3 2 e 4o el B gzl 8
B WIS AR, BEHIE T ARG B 00 A3 TP 3BT DU S A AT PR 1, JF HLAT DL dri e B E
7 T LA 388 2R B A

4.2 IFEEHEI S0 REOERAET
4.2.1 BRGHEKL

Global Setup(\) — GP: #E RGHIIEH, 1L —DIEMERE G, I N = pipops. WAILSH
N OGP, 855 N NG, WEMTT g BRILZAMNETR ZiRFE— A asI ke H - {0,1} — G K4
J ID AR GID B BIHE G Hoc s, (e8I RE B s A 2 SEA AL S

4.2.2 RAPVREERBEMERK

User Setup(GP) — UPK, USK: &4 /5ME— ID #riH GID [/ BENLERBENIEL o € Zy, R)E
AFF UPK = {e(g,9)",GID}, ¥ USK = {a} 1EAHFLHA.

User’s Attributes Setup(GP) — APK, ASK: X P AR R BT B YE Attr,, F P BENLEBEFENL
B oy, € Zy, RIGATF APK = {g¥% Va} 1ENBIMEE A, ¥ ASK = {y, Va} TENIEVESEALA.

4.2.3 ‘AAVIIRERBMHERK

HARFIVIIEAE ] Lo AT #2: Org Setup Al Org Mix, 7E Org Setup B, AR A7 ZH 2R % 52
P AEEME, ATERE SR HL A pk,, IAAE Org Mix A2 H R Be & LA TE A
H OPK. HAH @M AE S iR LI FE 2240, B Org’s Attributes Setup F1 Org’s Attributes Mix ZH .
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Org Setup (GP): & B &4 FME— ID Fril GID MIZHZRH n AN, FS 1 ID ARl £
N GID;, HBEE (t,n) [TBRFRE 7 S HILMN ¢ {H, 40X n AN ZEAT W0 D BT I E:
o T4 User;,i = 1,2,...,n (WEFFRIRRERINE AATE 0 AP FEER BN o € Zy
VERNFLA LR 7, ImAMALMETTLLRIRN o = 30 oy SREEA User; T ZBEHLIEI—
Mt —1MZIX fi(2) = a0 + iz + ..+ apa2' ™ IR £(0) = ap = ;. TERAD User; #I3 4
5 on M PER share;; = fi(GID;), I M Al FFIEALE 70 F45 User;,j = 1,2,...,n,j #14, H
C BH A7 sharey;.
o 3 User; #IEIIAR n — 1 ANPGRS A CRIRLE 7> 55, T osk; = Y2 sharej; 1 opk; =
e(g, 9)°%. ¥t opk, WL EEA L AT LEE.
Org Mix(GP) — OPK, {OSK}: & feA LB A& GID BFIHZ NG MK opk, ZJa, A
BEHLIEEC ¢ Aot FRRE 7 =2 JE BT 1A
e(g,9)* = e(g, g)=i=1

GID;

(g g)ZLl(OSkz‘ ITj=1 ;i o, —dm0;)

e

t J
[T, GID,; —GID;

opk; : (1)
1

t GID ;

HZ&¥ OPK = {e(g, g)*, GID} AJF EHE.
Org’s Attributes Setup(GP): ZHZUEPEM A S WML, n AN BT 0 N D R AT
HE.

o il User; i ikt —MBENEL v, € Zy VENHLABUSVER T 7, 2 MIAHLR MRS AT LA
KomAN y =0 yi. PG User; FEHLEI ¢ — 1 r 2T fi(z) = a0 + a1 + -+ + apq2t™ Y, FffE
1 7:(0) = a = yi. WIFHERR sharey; = ,(GID;), IR ILRAS EE IR

o User; {LEME 225, 1 ask; = 07, sharey; 1 apk; = g™ Jf¥f apk, W B EEAL AT
k.

Org’s Attributes Mix(GP) — APK, {ASK}: #Re & QIR A 11 apk, Z )&, MrhEELE
Wt I
¥ = gZZ;l Yi

. . GID,
_ gzizl(aSki [Ttz GID; —GID, )

t : GID;
j=1,j#i GID; —GID;
= H apk; ’ n (2)
=1
4.2.4 BHIFEHAFPEMN

User’s Attributes Auth(GID;, Attr,, USK, ASK, GP) — K, qmp,: /' User; AR F User; HIiE
HEJRIRYE Attr,. User; JEISHIE P09 GID; T authage, o, — g° H(GID)v JE[EI%: i,
F PSRN B E I B RS K q, .

4.2.5 BEIFHLAREM

Org’s Attributes Auth(GID;, Attr,, {OSK}, {ASK}, GP) — K, gm,: 1} User; AJ[A/ZHZH Org H
HHETEEE Attr,, FIERERZLE Org © ¢t MBS 5REIFE. AT User;,j =1,2,...,t 8
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HHER A GID; 1A authag, ci,; = ¢°% H(GID)*%= iR [EIZ5 G . HFA 3RS ¢ 4> auth 2
S VB S & 1t FAH

K, aip, = g*H(GID;)Y"
= gXi=1% H(GID;) %=1 Yes

GIDy GIDy

_ 923:1(0519 | (A W)H(GID-)Z;=1(aSk” k=1, om0, —d107)
- 1

t Ht GIDy,

o k=1,k#j GID; —GID;

= H aUthAttrw,GIDij : (3)
j=1

4.2.6 M=

Encrypt(M, (A, p), {UPK, OPK, APK}, GP) — CT: N 5%kH, MANSE 05 NHSCH R M,
—A 0 ox LU HIAERE A FUE R REAT B 28 R L X R p, WABIRIFTE . A4 &
MR AHUKRE R AT S, HhikFE AL s € Zy M—MBEHLAE v € Z§, K s 2FE v
M —AICR. FHEREMNLNE w e Z4, P HE—ANTLEN 0. BEXT THE A FRE—1T A, &
—/NEEHLEL v € Ziy, W SCEEMTT LR IR A CT = {Co, {C1k, Cok, O3 Yk} }, HA

Co=Me(g,9)°, Cix=e(g,9)" " elg,9)**®™, Cop=g", Cap=gle®m g v,
4.2.7 R

Decrypt(CT, {K, cip, }, GP) — M: TEfREEEF, NS 5% 3L CT, F P ULEC Uy 45
RSP IETE { K, cip, } WRERATFSH. MEEERTFENE v, € Zy, VE, 7 Y, wi Ay, =
(1,0,...,0). ZJaEWEF—AT k, 115

Ci - e (H(GID;), Ca i) Je (K pr).aips, Cok) = € (g,9)™* " e (H(GID;), g) ™.

PR REE X ARATIRG BB HEAT T M RS, (B AKX Y (Ak - v)wr = v+ (1,0,...,0) = s F Y0, (A -
w)wy = w - (1,0,...,0) =0 A LIS 2]

[T (¢ o9 e (r1(GIDy), ) )™ = e(g,9)".
k

REATLICRIFWISOHE M = Co/e(g,9)°.

5 REMS

ASHTREA G H LRSS e ATy S HR LI 4 g A R ity B 0

o B BWBGHRNZZ M E A H G W I EEA R T B CrIME. £ miE R
HR PRI B B I 2 A B 5 nT DL A TS R R AU 1 2 B B B LA P P AL
.

o WA o ] N TS i A T - VAR A i A A ST ST B R RS R A A £
P&, AT B U B

o BRI BERICAR (0 R M I B R (RN HUIE I 2 2B A S AR P I B AR A LUy
st Al L@ I 4 22 2 K E AL S B
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A5 MU TT T AT DB B R Bty 156 A7 RAEHT 2 b B % S =231 A RTASIE],
Ry B ZE R I AR e o LR — IR A A, T R R o — A P e R AL R T R AR . I FRE IR Y
LS T AU FTR R GID (e A e, UERIMEAT 2 P &, ik R R R
i SRR A GID ) R AT e, DRIl AR 3 AR i 1 P A2 24T
AME—¥ GID, HiZ GID "I LLEHEAE AP AAT T XCEREE L, BT BAATT S b i (e 5 48T bl
R AR A, 3R (8] AR 5 Kt T LB I XI5 9 A BAREAT Inas. wp 1e) N Joik il id Bl 2 H sk 5%
i IR A ORIBRL ISR, 280 SCELPUH RN Keddy; f)a S R AR IR BGE AR R 5 AT R P H
FHGE, FI AT DA A TF AR A 3 JRVE RS B AZ 53 KA B Ay, AR AT LARSRE S 445 2 LAOR PR FA.
T B A2 B R AR 5, H i ARl I AR Fohn s SE AN TR PR RN SRE T ORIEE, Bl
RS EZ M ERAE R, METURERE G

6 FHEDH

AHTRE = N BB B ThRERFEXS L L TS A X LE e SE i 1 4 AT T 3 A 7 SR g gk
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6.1 HFHHERE

Kim Cameron £ 2005 FHtHEH T 27 5 47L& N, Dunphy SEHLESCHR [24] HXTEC 4T T 4 Fb
FoAh 758, KA, AT RAEZENHEZ T IR T

(1) User Control and Consent: AJ7 T, 5H FAHKHIEEAAME B0 FH & 1t B0 2k 47 % bk,
B 7P AR E ST R R, B A oAb AL B SR 52 By AT DUOd I X R
SOFEAT I, R e e s S e tE, Of s R B ARG T H A S R E.

(2) Minimal Disclosure for a Constrained Use: J& % i3k i) 4H0RLFE U 7] 4% il A PRAR S b e e 17
D] B 47 B A 0 5 T AR A5 B i e, 9] o N S SR 2 B A B IR S B, 00 R I AT RAUSCER 2 £
A AR AN S

(3) Justifiable Parties: A<77 2, F P [A) AAT T4 58 AH G B 045 B RUESE B O 5 4 ASRAS 8 i) &
Oy Je P BCEA MY 55 55K, S ERAE R B B AR S By 347 A & SR 55 S, RIEAE
FEAT- RN GRIUH P S5 5.

(4) Directed Identity: A<J7 G 7w DL 2 {4558 B AR SCR ML BTRL, AT DLEHAY R HAl
P R IF RSB PSR

(5) Pluralism of Operators and Technologies: 2 M7 ~, F /7 0] SCRESE AR 2R S5 &,
XL FIZRAL Y B e B AR T AT (3 45 7

(6) Human Integration: fEAT7 &b, 7 #9535 B2 15 S 5 HPr 3RS i Hoft B 45 2
M, PR BA S s B, R Ra I E S Bl e . AEHRAL CA IEHIIAE, T2k
P90 A sUBEAEAR YR S8 P IR BRI R, S AR T S IR,

(7) Consistent Experience Across Contexts: oM F S35 5., #72 H S 0y J& 1 BT 46 44 1 ).
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Table 1 Functional characteristics comparison

Features

Ref. [6]

Ref. [§]

Our scheme

Central manager’s effect

Mastering main secret key
and generate private keys

for other devices.

Combine main public

key at System Setup.

None. Nodes negotiate the
choice of GP by Blockchain.

Blockchain’s effect

Provide consensus mecha-
nism like PBFT.

Save encrypted data.

Public cloud storage’s effect

Save encrypted data.

Save encrypted data.

Smart contract’s effect

Save, update, verify the ac-
cess control policy; save en-

crypted symmetric keys.

Execute business logic; ini-
tialize system, organization

and authorize attributes.

Role definition

Not obvious, all devices ex-
cept central manager are

users.

One certificate author-
ity, many attribute au-

thorities and users.

Include organizations and
users, which have similar

features.

Users’ identity

authentication

Identities are supported by
Blockchain and its consen-
sus mechanism, or divided

by business id.

Certificate authority is
responsible for identity

verification.

In different domains, users
can combine specific iden-
tities by authorized at-

tributes.

Access control on data

Smart contract saves and
updates the access control

policy.

ABE controls the ac-

cess control policy.

ABE controls the access

control policy.

Decentralization’s support

PBFT and smart contract.

Multi-attribute Au-

thorities.

User communicates with

others by the chain of trust.

ABE’s features

Centralized ABE, at-
tributes are confirmed in

system setup.

Decentralized ABE, at-
tributes are confirmed

in system setup.

Decentralized ABE, at-
tributes are subsequently
generated by organizations

or users.

SCHR [6] 75 BP0 AR RGP0 R, 16K Helrh AR A b O B 1. X
ik (8] AINT 200 AA SRRRZ I, RGP B R RS EAE— g, (R CA A
AEAA R 8. A7 it — I T oFol CA BUTEAE, FRARF P B 03 R P 7y PR
IR M5 O

FESCHR (6] F, 80 22 (RA RV TR U B S0, 4% P 0 B A 0 R SR R, S 2 4
SEIEIZ R, B 2R A I B S B L (LI B b 9 A 2 4 SR AR A TF
SEWIH, K25 B R AEER, AAEEUR I % TR 7 I S 5 th LA R RN TR
S P, AR U7 0 S I B B9 LA, SGBR R AL FUE R R Ry <E . A
i, R A G R BT k55, AL (ORI T P 2 0 A T, S 4 e 4
FURIAE R FR P (7 £, 100 % 450 o e B R

RIFF Sk (8], 477 S0 (0 AL R 76 B0 ARG L i Tk, 36 ELALALR i % PP i
RIITE 2 P, BT S L 0 S, ) Lo A ST 1 8, R et 8 v B 4L LR
PR A ATBEI. 5390, SCRR (8] FEG AA 19 AR HEREAUR AR, SK AR AA TR F A
SRR P T FB 8 (BT e L 15 R A, I B S SR i R I AR T b 25t
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Table 2 Calculation cost comparison

Steps Ref. [6] Ref. [8] Our scheme
Global setup E+P E+P4+tEr P
User setup — _ Er+E
Org setup - n(t —2)N + Er User: n(t —2)N + Er

Smart contract: tEp
User generate attributes - - E

User: n(t —2)N + E

Org generate attributes - -
Smart contract: tE

User KeyGen B+I|SHhE+ P - E
Org KeyGen B Org’s member: (3 + |S|)E Org’s member: E
Request user: (2 + |S|)tE Request user: tE
Encryption Er + @3|C|+1)E Er+ @3|C|+1)E Er + |C|(2ET + 3E)
Decryption P+ |S|(2P + Er) P+ |S|(2P + Er) |S|(2P + ET)

FER BB Gt M. AT R B AU T B S sl )@ v, fEJateys &KJaH) T g s N
IR .
6.3 ITEFHEITEL

1 I IR HUE 7 X LA T R 5 SCHR 16, 8], B R B EAER A K R Hus B 5 W MERC s
RBWEIET 4. BREA LA . LIRS, & (U] £ RIEENEL |0 Fomnes s g
AN |S| R P A Se bR BB AN, ¢ A0 on NTTIRBRZE > 25 RIS, N FoRBEIE LT
fefie s, £ FRoRfE G LINTREUE R, Er FonBE Gr LR EUEH, P RORWE MRS H. 458 1
2 Fron. MWARATLLE B, FHECTSCHR 6] &S b OB MEZE RS, SCHR (8] 7E RGVILE AN - H
HEMEH EREIN T IIRME S ZMN 2 7St EP IR, A T7 A0 R 2 i e 5 i A
[, SR FH B2 25 HhCo 9 Ja 1t 2 R gk AT sk, T DL BN 5 4% B K R/ S, (E2 BT 4H 2R M T R
e P B B 3 B AN [RITT (8 1 2. BON SR A R IR AN A BB PR B A B AR S5 A F P Al
K, (HAETT S IRF K.

6.4 SIIN{AE

AR 5 58 32 BEE R M LT H (R 10 8 1k B U SR AE X B AN IR IS AT I ], B AT LR
M. A FIZATAE Hyperledger Fabric v1.4 B ALIASIE T, Bl A&Z4a217 M. 18 EVNAF
N 8 G, CPU M54 i5-8400, 18 ] Nik-U JFYE Golang Phe . &ANBIRERINIZAT 1000 1K, N T Ik
PERERL BT SR AR, TEA FIBT [ BOSAT 10 IRFEEUR AP 354E. MR HE 1) & P48 202 BRI GS
BEFTH N AR 3 FioR.

F 4 DLTFEIFE0 LE R AR R S5 0 JE 7R 1 AR S8 500k (8] 75 T B PR B N Bag A7 i )0t b, o
UTBRARE 7> EEVEMI S ¢ = 2, n = 3, INFREI R KW ENE. v LUE BIA T & M RERHEHK B
fife 2 1 WA, TR B AP R T BN 8] AT DA A2 S B X B e A X BT A R I 5T 2 P sk
Bz S (] ] AR IS B 45 AL AR — 3. MBI SCHR (8] AE F I 22 MR FE TR, X RS
R (8] 15 A IR A PR B AL I B M B A R TR 3 ATy, HS P BRAUHRIE R ECE A K
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Table 3 Benchmark operation time reference

Operation Time (ms)
N 0.024
Er 0.157
P 1.464
E 2.019

* 4 BRBITRIEHILE (ms)
Table 4 Algorithm running time (ms)

Steps Ref. [8] Our scheme
Global setup 4.665(E + P + tE7] 3.440[P]
User setup - 2.195[Ep + E|
Org setup 2.152[n(t — 2)N + Er] User: 2.234[n(t — 2)N + Er]

Smart contract: 0.369[tEr]
User generate attributes - 2.032[E]

User: 2.069[n(t — 2)N + E]

Org generate attributes -
Smart contract: 4.089[¢tE)]

User KeyGen - 2.140[E]
Org KeyGen Org’s member: 12.492((3 + |S|)E] Org’s member: 1.693[E]
Request user: 23.884[(2 + |S|)tE] Request user: 4.085[tE)]
Encryption 14.652[E1 + (3|C| + 1) E] 13.090[ET + |C|(2ET + 3E)]
Decryption 9.365[P + |S|(2P + E1)) 6.431[|S|(2P + E7)]

* 5 HAMGHELRRE (t,n) BIBITESIE (ms)

Table 5 Org initialization’s time with different (¢,n) (ms)

(t,m) User generate share User generate opk; Smart contract calculate OPK
(2,3) 0.049 2.185 0.369
(10, 30) 0.342 2.162 4.117
(20,30) 0.657 2.179 13.788
(20,60) 0.868 2.178 13.778
(200, 300) 22.877 2.218 1151.472

T 77 P S TT LAY B R, 73 SN2 o T LG T 00 2 B — e 2 2 B R AL B, AT
R 2 B )

F 5 SR TPRBEE 2 S B B (¢, ) D7 ELF PO AR R BT R 45 IR B8 4RO,
TEF P R share ROIEREER AT DU PR i FIgfevk B4 526 n(t — 2) YOKE GID RITSHGE ST, vk 5 4
FEZI O(nt). M AT DA /A2 share B A F o B 5008080 1 0 sk FIgfevis B, RIS 05,
S FI P2 500 e TP A 1 opk, FOI IIRS S, 0% F— K B B SR I M3 3 A0 4 470K
TR AT LI 51, A 20815 OPK IR U ¢ 596, (HJR Y ¢ EHENAS, SE0IE 17 1 7 pH 22
FAULLG By GRS, S 24138 opk, RHEM X E) O(2) HIMIEMBEE S, B 2 BR TE n =30
FOREAE, ¢ A\ 10 SEHFRIIIE] 20 B 42035 OPK [0 145 S HAL At 48, 17 LA B2 (7 I 00 ¢ 75
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Figure 2 (Color online) Time curve fitting of calculating OPK with different ¢

* 6 FRIBMNETMERELSRNZITHRIE (ms)

Table 6 Encryption and decryption time with different attributes (ms)

Number of Encryption with Encryption with Decryption with Decryption with
attributes used all “AND” all “OR” all “AND” all “OR”
2 13.079 9.071 6.382 6.462
4 25.838 17.822 12.640 12.618
8 51.526 35.306 25.248 25.170
16 102.436 70.267 50.829 50.058
32 204.648 140.809 99.709 100.947

HRE AR R, A G T3 ZIRIR BN 0.02772 ms, —XKIUARELIH 0.1394 ms.

6 I8 VR R i v S B A P AN BT N T R S AT I (RS E B e 25 S, P LR 2
I 0 BRI AT I ) 5 4 B B VAN B R R O &R, AR TR DA Bk e 128 AN @ PR B AR RT £
N 0.56~0.8 s, FFESERREA TR, FEHIBAT I 85 U7 il f ) SR g B s fl i A ¢, <57 28
FEHIFFLE «B BRI E R Y 50%. RE PRSP b R A S R X R, A HE
e

7 YR

DX BREE A A A e 4R R — ELZ X EERE I SCSEAEAE T 2 T IRINE B BN R, A7 T4
AL R PR R PR T R B U5 I F ] S 7 S S L AN LA T ) B4 S PSR BCRIAAIE
TR T IXEREE ERIEAES T, PASEIES 5 5E LA RRA LS. T 5 b 25 1 3 S bR i L T 47
P, AN EAEAT O AU A N X S B 1 ) 4 ) A B, (KSR AR B B & B AT Ik 55
WHRNER, dEhaOom B S SCBU  RAAEEE KN E A > 2. e, I D RERE TR AT S
PiF S MR, A T7 ST ME DA B4 B RE & A D RE A XCBREE 51 N —Fogr 2L i S L, JF LAt
X FH P B AT AR P R U7 T 4 1. TR AR 7 S B8 T Rl (K 2 FH T, ASEURT DA X BRBE 1) B
B R FA R 17 ] P S A AR R B AN 52, 3B RT DO IXHRBE (0 8 SR L T B i I O 7 %6 R
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Abstract The identity system on Blockchain is defective. There is a challenge of how to verify users’ identities
and ensure the endorsements’ realities on Blockchain. The decentralized public key infrastructure running on
Blockchain can solve the above problems to some extent, but we can provide an identity-model closer to the real
society with the combination of the attribute-based algorithm and Blockchain. This paper proposes an access
control scheme based on Blockchain and decentralized the attribute-based algorithm with the identity. It uses
mutual authorization between users and organizations to get endorsements of identity’s attributes for trust-cost
links, and uses the attribute-based algorithm to control and share data on the chain for fine-grained access control
and privacy protection. By designing a multi-user collaborative attribute-based algorithm, it offers endorsement
capabilities for organizations in the identity-model. Through experimental simulation and comparative analysis,
the solution meets the requirements of the current universal Blockchain in terms of security and performance,
and provides a universal identity-model.
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