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HE %247 ERENRTENFAFARNRL BAEFAARL 24 T T EREMKEETWA
B, R E MR A S F T EN NN EAESR. XANTHCEETSBRATE, BEHTETRERLEN
WRZ 4, B ETAANTELZNBATELTFHE LR EIEE THRATZ, IEERTFHBR
FTRERD, RENBIER T RRERK, ZHAERBEETH L L2 5 AT EFANBER 1T
RHTHRATRERA RS T ENEG AR, AR CER TN E A SR FAR AT E
EAEEWMBER AR AXEARTT — M REERATHEIENFANBRATR, #—F o
T REXRFIRNTREAY, FAZHRIEA B HBEH LR LA XL TETY, H LR IER
TRAWTED N R ERTEER TLAWTERN, FAERE - IREFHEH T il aE, o
T RERFRERIOBME T RARE. BB o ASHA FEMAL, RIOBHOFTEREE
PiRE 6 .

Kiga wEZHFUHE BABHFA SRR, 28 - ## TairH, 28 - LR

1 318§
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MRS Pl BT (0 1 75 a5 1) AU 7 %

EZ IR R EZ M Tz — Bl B REIREH Goldwasser 4 DL 3 44 %322 5K Cramer
S B FOPUE B & BB BRI AT RE B T S 2 2 0 v R SO TR E— AN T E
) WAL N IR

H Yao #&H %42 T iME B )5, Goldreich &5 F/CHRFRE 6 FIHLER 1A U VBT TIRA
(ORI 7. A AT KT S R B TSR A A O PR T TR (<57 TR “HEr TTHLER) BUTHE, JRRIHA S
BAESANEAZ LT TIX PR <117 FEE ORI, UER 7 AER R AL SR [T E M AR AE R T
FEEREIN 222 I RS AR, (R Mo T7 52 2 N EIR BRI 22 2 it AT s ek 280 T
RetE, JEAREF R R 2 A 2 b I . RORRR T — SR R A RIS H 2 4, BT B Rt
BEACH R TR A R — R i F 1 RE RO 5k, IXREI 7 AR IR TH 352 A M oK s i AN i
H. AT Goldreich X F& H, FIIXHFE R T7 2R M UL SEBR 1) 22 42 22 07 VF 5L 1) B AN AT AT 1), B e 0 g ok
BRI SRR L2 T VH R R, NAZE T BRI 5 00 S5 A A SRR IR AR T .

1E Goldwasser HJTil 5 5 Cramer A1 Goldreich WAL T, B0 KW 5T 1 &SRS
2 I AR 22 4 22 U7 TH BRI, T ) AL A (R R R AL 128100 R R s i (L 120 R
fRge it oA 08140 QR R ok B30 ey 050161 GRoag o BN R 4 7 18] SR BB AU KB 2 42 2 07
THRL ) FAS BV SERTAT (g ok, T BAES) T 22 07 i B SRR R K . B AT %222 7
AMEJE B 22— A A ), B O3NS BRI A D7

EREZTIHHEAWANEEWN YR, — RS 5H S LWEN, 5—fiidtssy
FRREN. FWES S H LI PAT L, BRIl H SRR A (E B L TR
AR BT A R BEATLES, 7 PRSCRAT JE 0T B O AN B O SRS B AT A, K HE S A
Z 5EIRAME B, XTI et X P sh 8o A7 v AR AR TEMRAT 2 5 . il st
B (PfF D7 SR TR BB AL T ok 5 SRR, B AT RSB A R A s S LR 5 et
bR . HERZ LR R, 258 IR L), A0 I S A R 1) 22 4 P 2
A1)

G LR R LB RN (RRLEEFH AN S 5E N ), EPATRRRRE
MR B A DL E SR IUEAT W] GE R B A7 . W T B RS & 2 2R, — Bk BIR T 2Rl se 2
HE MR A, KIS RF S S2br, W RS E I, O MR N B 22 4 2 7 T B ML
FA o E B R e OIS PR S R e S B I 28 TG T S5 (R B RA DR B i) i 5 L %5 R4 7] R, 38
DVIREM AN GRS S5E M2 DG BHH T RTPEEBEE I 22 R, By
THI PRI FEIRAR /D>, V22 I JAE 6 R ABE AR R ATS SR 2 2 T v i

Wt TR RS 58 2202 77t E DU — AN 1) 77 2 e W o TR s 2 58 24
HIE L A 2 5 0 T IX R P SO] BER B A B AT v, FRAT R Le8% AT it B JE 1 it
MNTTASE > 9 SRR T 1) 22 A B R T AR Y T 22 4 g i .

FTB & 3 & &5 A2 N T E 3 Alice A1 Bob B ELEARA 1M & 2 /b [ i) @, W] AR A
TR LRI BB RN e . & 55 0] e 22 4 2 07 TH R AR L B A I, A A 2 4
2 07T SR AR R 1191, PR 1 T A Y N T A I R R R B R B S s
BX, AN BEMICEEER TG E S, A SO oTEkan .

(1) ASCE Jevert—Fh R 6 B~ S A N 1B 0 & S M, A4 1z i 22 4 DA
S S B 2 AT RE SE M B AT .

(2) FEF SRR | R 5 ] B R b, R AR R 73 F1E4% (cut-and-choose)
ARV TSN 1 E T8 S AP SO LR B AR 5 B AR RS S R i A 22
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FEBFEEREE BB B 1

G2 T TS AR

(3) M T BB S H W D IRER, AR SE — BUAEMEZE MR 107 Rtk X2
14 NI A 2 BB R T 22 B 0 R S L A IR AR, BE M R B AR
PSR R 2D LU LA R & 6 5.

AR HLT: 5 2 L8 10 T8 ST FER; 28 3 WA T i R e ilE
B — LSRR S P AR E 3 5 4 T T AR N 2 e 0 S R
955 PR BRI T 2N T S SORIEN T e 5 6 TR IR b 2
T WRALILE.

2 BxXIIE

P13 55 ) B PRV FRHS (garbled circuit) RRIIIE DL N A XS ES 5H 2P P0~22), X
PP BCR A 70 &1 — BRI, T2 Alice FIEFFRIEVFZ HLE; Bob BENLIE I A — i, 2R
Alice $TTIX L6 f s DUG A L IEWVE S50 Ja R T 53— B3 10T I BREAT DR TH B, I dar th 22 B 46
R AR TTVERKIGIN T 5 M L B A Rk (5 S 2% 20231 i HLAE R B AR Sy e — A
TR MR I A, SCHR (24, 25] B0 T FARSE T BRI PRI THEL R 28 VR 08 (5 R R 1, A
TV RIAT . J T A B P BB ARME AR D AR B AN LAl P30, AT ERR 17— L] B (10 47 7K BR AL
AN, EIRVE RBR DT IR ok Hofth 22 42 2 07 AR, SRR BB ANFTAT Y.

SCHR [26] FTTBREE /Y lifted ElGamal %9 REUH 2,y 70 RPN, 28R A 00 (0al— 4
HICHREA 0 K S) ARG (— R AR A BB EBORAE =,y [
KA. SEH RSO T ARAIE R, — @R RRES I I a2 5H MR EAT N, (HIFRA 4 d st
R S BCHIE O TR E S 5E £ L.

SCHR [27) BT B LB R B AN A @,y RN LERSF IS E(2s), E(ys), 25 THE X5
ARGE z,y, Fid R —DE SRR 2 > g, il B(1), W2R = <y, Wil £(0). SCHAIEY 1 30T
TEREZHHERZEN, ERX RN B 5% 5 R8N 75 58 4 AN H.

SCHR (28] BFFUAE—FhRR IR OS2 3 SEh PN BN B, %07 S 7 A S i Bl B TH SR St
ZZ5FHEALIE, JF HIR DB R SR AR LT W SO P S Ho T sh Bl th o 2 4
. XS IATHIRL I FANE, Frie 7 RAE G AN 375t SCHR [29] Sk 732k [28] 19T
VB, FIRERE FIBAL LB A SR K EE B AN R R, 123G T3 & T B SCH AN SR N P, 1
A T IS PSS AR ST DR R 19 AR [7). 5 158 B TS SCHIR (28] A7 VR REAT B0 B ox 1o
BEP ez 2, H R RS ORI &, SO IFRA it R 2R m B ARE . AT
B R B N I 0 S Y, R R AR SR R B AR R 1 e T S S A R
WRRCRBEAT T A, 5 DA P B LU R A S 3R 22 /0 Jit v 6 1%

3 FEEIR

R G A S UL E ) Paillier 205 R 48, R W WM 22 4 1 7 EAR IS 22 4P € SCHEAT
BEATTA 4 Paillier [TRRE Y R GE LA 2222 T iR AR E S

7



MRS Pl BT (0 1 75 a5 1) AU 7 %

3.1 Paillier ZME &%

Paillier %15 &4t B0 fyf it FR U~ Sh@ — MR ESH k, ERHA & HRMRE pg. 1TH
N =pg, A =lem(p — 1,q — 1), EFE—1A g 13 ged(L(g* mod n?),n) = 1, i L(z) = =L A8
(g, N), FAEHA A
TN m € Zy, HH B ¢ = g7 mod N2,
BREE L c € Zy2, THE
L(c* mod N?)

= —— 2 modN.
m L(g* mod N?) o

Paillier %% R G RMAFEI RS, WR1E L2 0, BUEM— IS0 m w1 BLBINE i 2 AN [F
RIS, A 22 W TR S0E RE S 1 5 X e 8 SO AN T E B9 A 2 1 A — WIS
Paillier F % R G0H — A HEFIVE BT RUINEFAE, 45 € R RPN &

c1 = E(my) = ¢™rY mod N2, ¢y = E(mg) = ¢g"™2rY mod N2,

|
c=cicp = g™t (rlrg)N mod N2 = E(my + ma),
¢y mod N2 = (g™ ri¥)* mod N2 = g"™1 (/)N mod N? = E(km,).

AR IET Paillier N3 BIER 224 2 T vHE MU A
3.2 ERAESEIHESE

TX HLA CHRIE W S O O 5 ) SR B SCHR [31] HEA BT, RGN 1 E T E £ Y
o T B 1R .

L G =1 ECN m 2 m RENFIEAEE, ¢ £HARTG, b 2 G FH—AIGEK. a = g%, 8 = A
BUE Alice E[7 Bob iEB] log, a = log, 8 {E AN <. 40 FIEH].

(1) Bob £ G HFENLERE—A r, 1 X = ¢".Y = h",e = H(g,h,o, 3, X,Y), Hp H 22—/
[ EA R AL, 3 r RIESS Alice.

(2) Alice TF& y = r 4+ e x x, g¥, h¥ I ¢¥, h¥ KILZ Bob.

(3) Bob $8iIE g¥, hv i H(g, h, o, B, g% /a, h¥/B°) = e RIT].

Eﬁ%:l\i. %j gy — gr-i-ea: — gT<ga:)e — grae — XOte,hy — hr—i—ew — h’l(h.L)(i — grﬁe — YBG, ﬁ)—’ru
gy/ae = X7 h’y/ﬁe = Ya iﬁﬁﬁ?&ﬂj H(gahaavﬁvgy/aevhy/ﬁe) = H(gahaa767X7Y) = €.

MR FEE T B R RIS o, 205 g7, b7, 7T BLHSE ¢, BURTLIGHSE g, (IFURRIH o, )
M g U 9o, WIS~ y, SR g7 /ac = X, hv/6° = Y. ALK, MR ARSI ix
FEM) y SER ] — € 5NiE .

3.3 TEHEAETHREM

BEBRAR MR G Lhs, ERA G MR, —BOR R BB N 224 (IO T2 st
BRI 22 A . R N 22 A W BT PR ISR N 22 e I W BT ME R RS 2. BEHIER i
T4 2 7 TR AR A Y T 22 A, A ZIE R A S AR Y R 2 A ) L R
BB N 22 05 TR % e 5E & Goldreich £E3CHR [1] FF 4 i A5E X, BARQT.
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FEBE EERE HS51E B 1

EENAIE R = H R AEN. Steven A Tom 3 HHAEYE » 5 y. MAIEEI TRl EME =&
(trusted third party, TTP) tFEREL f(2,y) = (fi(z,y), f2(2,y)). PATHBUE, ABAT501F 2] f1(2,y)
5 folw,y) MAMNE 2 5 y. PR SHTA.

(1) . Steven F1 Tom [JFRAEHE 73704 = AT y.

(2) $EMEE TTP BN, WS 5H B2 TTP $#etlt o, y. BEHNSEE R » 30& ¢
(IO, T8 ATAT W, B P8 PAT I BUELEPAT IR 25 TTP feft— A RARmA o/ 5y

(3) TTP 45 Steven KIEEHE. TTP HFEFIAXS (z,y) J&, MOLIHHE f(z,y), I fi(x,y) KIES
Steven, 5 MIIITE, 45 Steven Kik— MRFIRIIFFS L.

(4) TTP % Tom KIEHHE. W1 Steven NEES 5#H, CHRECEIE] fi(x,y) JEARFHSL TTP.
TERXFHELL T, TTP 45 Tom KE—MFRMIAS L B0, TTP ¥ fo(z,y) KiEZ: Tom.

RAS5E B T TTP #4538 CAERT fi(x,y) 246, BARMEA ARG B, B DA U i
AW R — AN SEPR ML R IL 2 5 BEAR BRSO [R) ) 2 V) FRATTHE B AN SEBR B %2 421

W F:{0,1}* x {0,1}* — {0,1}* x {0,1}* = — MR Z LN R EL, F(z,y) (Fa(r,y)) Bx
F(z,y) FIE—" CGEZA) TR, W B = (B, Ba) "RE B2 538 50K 1) — X2 2 00
IR, WRAEPAT IS R 20— B, (i € {1,2}) X THAM u,2,r,v &7 Bi(u,z,7r) =
u, Bi(u, z,m,v) = v, H w5 B; I, 2 2 HEERN, r Z2IEERIELL, o £ NAERE =3
BB REE S F(), BRAOTUXFER B = (B, Bo) &AW HZ K. EHARMN 25X MARHUEL -
FELAHENE B A THE F(z,y) BIEFCHN IDEAL 5. (2, y), € SCHETH S5 5—MBONEL », 4

IDEALFVE(Z)((Ea y) = 7($7 Y, z, T)a

ﬁ\:l:':] ’Y(fﬂa%zﬂ") %Xﬁu—l:
o W Steven VLN, AAH

"}/(I, Y, =, T) = (f1(x,y'), BQ(:% z, T, f2(z7y/)))7 (1)

;H\:EP y/ = BQ(yvzaT)'
o H Tom IEélﬁk%E/‘],

(By(z, 2,7, f1(2',y), L), 1), WR By(z, 2,7, fi(z',y) = L,
"Y(-T,y,z,r) ==
(Bi(z, 2,7, f1(2',y)), f2(a',y)), 3.

TEWMIEH T o' = By (z, z,7).

W AATE F D007 A = (Ay, Ap) &R SEPRBEIY 2 55 28 S0 1 5 A MR 22 10
SR E L. MRERITHGI R EDEH A A (e {1,2}) 5 1T Frile i sens— 2, AT
A= (A, Ag) RRT I 85210, R, 1IX> A, 2SN, BN Z (z,y), SN 2,
PASRNE A AT SRR (B T S FE N REALy a0y (2,y), € XN A (2, 2) Bl As(y, 2) ZIHIAE
T g

EX1 CHEEMR 2zt W TERESS TR 20 A = (A1, Ay), HAFAE—ME
HARBM X I EZ 1) B = (By, Bo) 1415

{IDEALF,E(Z) (x, y)}w,y,z = {REALH,A(Z) (x, y)}w,y,zv (3)
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MRS Pl BT (0 1 75 a5 1) AU 7 %

POV 0 22 H FoHA 2y, 2 € {0, 1} 158 |2| = |y| HH. |2| = poly(|z|). WIRASKAIRE
(3%, FRATHATLASE 1 & F (— 224 Sea.

1 OBREEM TR E X, EEEEWTITTERELT, 208 — 77 2 SE A G LRIEBMX
S ATATI. QSR T AR R, R RV 2 A ) (2 0CHR (1) 55 7 3 P606).

4 FIESAREY

PSR AR 2 2 2 T I R AN EE A, H 4R 2 BN 2 2 5 THE SR AE I e
RN Bt R, B iE Ul A TN R SE S 5 E ST A 2 2 A ).

Paillier % RGWIMA AN Zy. (Zn,+) M MINERE, 7R B IR 7 1,
R SREFRA T R A S B AL BR VT BA SC m #BAE [0, N/2) 2, Bl m € {0,..., N/2—1}, W 24y = 0 mod N,
M0 <a<N/2, BA—ER y> N/2. FEREXMIEIT y 5 o BINET TS, WRIAN z > 0, B4 y AT
AEAE A E. 3  2,y < N/2, W (z—y) mod N < N/2, W 2 > y; WIR (2 —y) mod N > N/2,
M 2 < y. FHZA FRHAT AT R SER R B & 55 i R 22 4 22 07 TS

FESCHR [32] AR SR 1R H B 2R S S bR i, R4 2,y KIS E(z), E(y) 1338 —
ANECHF b BIFLZEE b1, by, RAE b1 b ATRATFRHHEIER) b WRR 2B — MR RS R
(computation service provider, CSP). z~~Ff (cloud platform, CP) Fl—AN3EH72 4 1l (key generation
center, KGC). #R#f A Paillier J%EF HE VBT 5 AR BRI BR BE, 76 SCHR [32) B9 RARJEAE B, FRAD
S5 AT DR e I SRR T 2 A ) B TS S R B . TR, FRATTE SRR AL

1, if z>uy,
Fr,y)=4q0, if 2=y, (4)
-1, if z<uy.

P 1 X T2 538 Steven Fl Tom S22, (HUNR Steven Bi# Tom B EM, B
AN A 55 TR Su s O TR e 2 58 221 il

S 1 PSR AR R E T E S 1] R L

HIN: Steven 1 Tom HIHINTHIN ,y.

i F(z,y).

HEF: Steven IBAT Paillier M R Z AL REE, ERAGRIAH (9, N) H158 =,y < N/2 (EINGFAEAR PR %2
HIBEHLEL s 2 s(x—y) BLE s(y—z) /DT N/2, XA DUBIE BT 73 K N SRERIE) FIARVER A, JHEABAKIES Tom.
1. Steven FI AN « 5% ¢y = g"'”r{v mod N2, I8 ¢; Ki%% Tom.

2. Tom JEFEHT I FAHLEL 5,72 5

coa=cf- (gsy)71r§ mod N? = gs(zfy)(rfrz)N mod N2,

E co RE Steven.

3. Steven f#%E co 133 s(z —y), WR sz —y) < N/2, W F(z,y) = 1; WR N/2 < s(z —y) < N W F(z,y) = —1; R
s(z—y) =0, W F(z,y) = 0.

4. Steven ¥ s(x —y) 5 YF Tom.
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FEBE EERE HS51E B 1

5 EEEETEIMY

FRREIEAY R, BRI 22 0 i R, R B SRR AR IS R 2 4
BRI, SR IG 73 AT 8 S (T K 2 e MO e IR AN DML, BT o Ik e X o PR 77 Y 4 e, (56 7T 1 %
AT RIGVESS, B — B St 2 R I, AT 38 S T L e 1 77 N2 5

T 2 B A A L AT A BRAR U R A TR RE Lk, SRR T 22 A B BRI GV BHLE X R
(AT 9. ARG SRR T 22 4 () B SO AT B AR AR ip S TR 22 4, L ORAIE PR ARSI R Jo ik S 1)
WG RAT RAE BT O R TV S . BRAR POV BE I PR AT N 3 B D) (1) LS 5L
(2) SRELEIR AN, BFE SRR E A, (3) higF I (ERRE CFEMEEZ)E, Ik
2 5FF 2T LZRER). LRI A RIS EAT . BRI A, AT Steven F1
Tom AJ LAt ik w47y, A TGk RH L AH 2 20 e % .

(1) Steven BEWS It 1% ZAT A (MEHME IR Tom J2FuSL M) AIFEHFMED: (1) % » FEER
BENLEL r BRI, ANIE SR IE R BEALE LUE T 5 T 70 B ) Tom HOEUE. X MGG AT AE R, BIA
B Steven IEFEAT A%, HE Tom HEHFEMZFHILL, Steven BELIEM ri FHEIHERGEE. (i) EME%
Ja &5 UF Tom —/MEIRHT s(x —y) EHIVEHE, {F Tom 53] 7 H#AREEE. ThCAITRE NS K ILIX Fhol R
7.

(2) Tom 7] AESLE 12 EEAT A (X Steven & SEHT): Tom T cp = ¢* @9 (r{r2)Y mod N?
HIRHEIEFE ) 5,0 ARFEHLEL Tom ANFTREM ro FEULMME R, BOSHEETERR T ro HISZW. IR
s > N/2, A Steven A s(z —y) HIVE IR, fhghfs 2 E#H IS5 1817 Steven Z115 AN IE#f K
.

X T Steven HYF—MEIRI s(z — y) KIRREAT N, AT AR 773 R X A% AT e BEORAE
AT IEFEF, Steven FHZEHIRUEBA 7] Tom UE s(z —vy) B2 IEMITHE S5 R, (XA X
FEASFHIA R R Tom KE [ IEFAK sz — y), #AT DRI XAMEE « HI1E.

AT B IX B R AT N, AT A ORI EENLEL s B Steven A Tom F:[FEIZEK, #15 s
FFE P ESR, H Steven Al Tom #AKIE s BME, (A X AR s KSR T B EML, 2
I RESE AR B T A2 2 BRI Y. 5.1 /N2 BARBL.

5.1 Bl

AR 2.

F2 () GES 2,y FIEEARIEED; (2) SO ARER (-2 5 2 T 1w, (H AR KUK
By FEPATIXAN PRI, A0SR Steven WK, MUk BESS R I Tom IR G; WA Tom WS AEK I Steven
Y. (EWIE Steven 1 Tom #EH R, B L EAAUFHEX P OL R AT RER T H 22 4 P
(Z WSCHR (1] 5 7 & P606).

5.2 WMYBIIERAM

S tile —y| < Ne/2 5 silz —y| < No/2 WA GEARIERTE, #ig FIX— SIRA 5 M3, Bk
Ty, si, t BN 7 LU, A REAES N, N, RO 27 + 1 BRARRED AT PSS 2 25, 5
3N T EW L silz —y| < No/2, tilz —y| < Ny/2. R BEEERRTIR N, W R o e T
FEHEA H L, ULEH Steven A1 Tom #7E LA IR SL I 7 AT M. RELS 535 2 DLk s i 77 Uk
AT PR, B IE A 5t AT AARALE.
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il 2 EBERE T E & S

Eﬁ])\ Steven iﬁﬁ)\ x, Tom ﬁﬁj)\ Y.

Hid: F(z,y).

HEFIEL: Steven Fl Tom 2 AL H T Paillier 5 RZEMTAH (gs, No), (g6, Ne) FHHH w = g2* mod N2,v = g mod
NE. Steven F Tom A2 #k (gs, Ns,u) il (gt, Nt,v).

1. Steven, Tom 7 HERE m NENEL si,t; i =1,...,m) FENESZA T2 /NIRRT JFiT5H

(chs, chs) = (¢5°% mod N2, g% mod N2), (ci,,cb,) = (gfiy mod Nf,g:i mod N?),

IR AAG (cls, b)) ey chy)-
2. IR — kR BAE, Steven M m 4l (ci,, cb,) TAFRRLILEL m/2 40 (ciy, cb,), FER Tom ATTX LMY ¢;y. Steven J
E (t1y < Ne/2) A (g1 mod N? = i), R IAT T2, BB
3. Tom M m # (ci,, ch,) FAEREI m/2 A (ci,,ch,), 2R Steven AATKTBIM) s;2. Tom FaiFix L BH SR 2
(siz < Ns/2) A (gs'” mod N2 =ci ). QRIS UE I AT T —28, 5 W b
4. Steven Fl Tom 3 HIMEI T (i, ch,) Tl (i, ch,) BEMLIERE— (c{t,cgt) (e, chy), FFaniEil s € z; Mt e z:.
Steven 115

ct = Ey(stj(z —y)) = (c%t)sx(c{t)fsr{vt mod N? = gftj(ziy)rivt mod N2,
Tom ﬁ‘%

s = Bu(sit(z — ) = (ch)"(chy) 7Y’ mod N? = g3 Vs mod N2,
IR R AR R TT .
5. Steven 5 ms = ¢3* mod N2, Tom H45 my = ¢}t mod N2. A T¥ ms, me KILLITTT.
6. X5 F R IE B T VRIE B TH SRR IR 9, BNIER log, ms = log,, u 1 log,, m: = log,, v. WIRALAT—J5@A
TR, B AN I E B Y — T R TR
7. WIRHGESIE, Tom BT LA L(ms)/L(u) B3] sit(x —y), BRIEE s(z — ) FHAWH Fla,y), B8R B
Steven R, SN 71T Steven M UWBLIIIMEZE. Steven T LATHEL L(me)/L(v) £33 stj(z —y), BMIFE ¢;(z —y) I
I F(x,y), (AT RERE Tom K, Tom HUIIHIMER 5 Steven I BRI HIBE R 52 2 AHSE).

5.3 WMilHIREM

REM T, XU BT A 58 A R, AT A 58 A [R], X7 ) 22 4 U fr .58
A, BN 734 Steven HIRT BB SAT 9 S H Tom Hths (1) B AL AT BSR4 1) 52 0.

(1) ThidEE 1 DER Steven TETFEL (cly, chy) BT DAZUEAE A A B 2, (EAh AT GEAE A 2. 28
2 WIIEWARIA T, I FEAES 4 20 Tom IEFEH (¢, ch,) T o AREELH o, XFHE IR
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Table 1 Efficiency comparison of different protocols (the benchmark is modular exponentation)

Protocol 2 Protocol of [26] Protocol of [27] Protocol of [29]
5m + 12 L? 4120 4 8k% — 4k — 2 124L 1(L — 1)L(semi-honest)
112 662 2480 190(semi-honest)
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Abstract Secure multiparty computation is a focus of the international cryptographic community. The mil-
lionaires’ problem is the most important problem in secure multiparty computation and is a building block for
constructing other secure multiparty computation protocols. Several solutions are available to solve this problem,
but except for protocols based on garbled circuits, the existing solutions based on public key cryptosystems are
only secure in semihonest models. No solution based on a public key cryptosystem is secure against malicious
adversaries. This state restricts the resolution of many secure multiparty computation problems in malicious
scenarios. A solution that is secure in malicious models is highly applicable in practical application scenarios
and is generally appealing. Therefore, the study of the solution to the millionaires’ problem in a malicious model
is of great theoretical and practical significance. In this work, we propose a multiparty computation protocol
for the millionaires’ problem that is secure in a semihonest model. The proposed protocol is simple and easily
understandable. We analyze the possible malicious behaviors in this protocol and use zero-knowledge proof and
cut-and-choose techniques to resist possible malicious behaviors and thereby convert the protocol into one that
is secure in the malicious model. We prove that the proposed protocol is secure in the malicious model by using
the well-accepted ideal-real paradigm. Theoretical efficiency analysis shows that the efficiency of our protocol is
at least six times that of existing protocols.

Keywords secure multiparty computation, millionaires’ problem, malicious model, cut-and-choose, zero-
knowledge proof, ideal-real paradigm
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