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WE NBEFIFTENPMEREL XN REBRRNERLFE LR LA M, TEFELTRERFE
TWREZN, FERZATEAREEGE . TEER IR THRERERTHRA HEELERS,
B RAR. S a E3b B B, ASCHR I — M e 0 XER . ZER A PCA Bk 5 Rt v R E &R E
2% - KA (improved deep LeNet-5 convolutional neural networks, LONN) 184 & # AT &4 K. ®
HHATEELSN, KA HRINEERERE, EEXRABETREFIFTARASERE. Zhk
B, R BB AR TR Z A A kKT 3.2%, RIltEERF T 5%~8%.

xR NEBRELE RELEFMANYE, PCA, £ 4 %8, Bk #, Tensorflow

1 51§

I 28 37t B 73 R HOR BT FEAEAR 2 S AR AR 21 1 2 0. BRGdmmstine iz . H 1T 8%
B Z0 % i (quality of service) TRIFE . £ 77 B BE Y5 HLRI = 0 AT 45 0. Jm 4ok, A Gi e T
i 11 PR T P AT 1) 43 S 0732 A AT AR AR DK 2, 3 52 bR T8 R 8 22 1 IV R A
TEAE I AR P A AR [R] AR 3 S AT SR AR . SR (2] SR B I 23 REOR A AR E /) TCP M
UDP it 5 5 IR % Gt A% i 42 4 1 48 e PR 1.

HTVREEBKI (deep packet inspection, DPI) FUIR & /3R EA MEE S TR E. 27 1EAMY
TR TP ALk TCOP /1P A3k, 3B 251 X0 HU 0 f 0 20 R0 A 50 £ 8 ) AT Rr U 131, A V2 28
P T ARG B, AR AT A LU BRIA: (1) M T i s, (2) BIiEME 4w, SR EUK 4.

TR IR W HE, HLES S S BORT 2 B B R . BARITE R )E 5 IR ).
TERRE2E ), W58 N EEF|H artificial neural network ), k-nearest neighbour 61, S Ffr &4 [7-8]
ISR O] 0 R HAT —ou 2, BIX 0 IEE AR M GRE. Hab, i e A

SIAMN: 5KANET, e, K2R BT o R B A 2 4R 48R B K k. R ERR: (5 BB, 2021, 51: 56-74, doi: 10.
1360/SSI1-2019-0213
Zhang X L, Cheng G, Zhang W C. Network traffic classification method based on improved deep convolutional neural
network (in Chinese). Sci Sin Inform, 2021, 51: 56-74, doi: 10.1360/SSI-2019-0213
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genetic algorithm (01 22 43 2R B SR m) LR TR AN [R) 2R RS ) I 25 37 &, 0 DoS, Probe, U2R fil R2L
S Sy MU ER S R IR L 2 ST AT IR R 40 28, WISk [4, 11) S F B IR BE BB 4 A58, 1)
it P2P A& RFE A, BEAT IR E 703, IX AR 1 VR B 27 ) AR B 43 287 T ) RTAT 1, [R] i
M2 WY AT o O AT R DA R A ORI () B AL 70 BT 5 i | 702, IRAEAE R IR B ML A% 5 21 7%
TEMR 0. ARSI 7 B s S a3, B R STUR BT 5 S A AT AN [R) R 2 1) WX 2 i = 1R ). i A
RN, BRJE 2 21T F EAFAE LR JUAN A (1) AP, BI: — 2838 nIm A B 9 5 2 T HAh ),
T — AL 28 2 S VR TS R BORAE A R I S 40 A 1), X503 B0 2N R 7 R UER FERAG. (2) &
RFRHETEAE LU €, 8 REVESA BB R IR IR 2. (3) HRIENLES S 21 T 13 B2 UG )
S BVEAE R B 5 EAS BAU 1) 40 OB HANIE F T HARER AR, (4) MERTEAR%, ROV & MR EL
e GRS NI AT

BT BRI, T R UGR EHLAS S P 2 a) B, AR SCHRE R 2 R B PCA
(principal components analysis) 5% SO R FE SR A N A S G T E 2 25, B ) PCA
SRR o) B AT B4, R T2 e G DU FE2 1) 32 BEARRAIE, AT R s 1 Rl . T ek i) LCNN
(improved deep LeNet-5 convolutional neural networks) 434584 J¢ 75 (B 2 it & H A4 S AL [R] 70 A7 BI4E A3
SHL T 0 iR 0 2 U B R RO R 2 2. AR A TT B SR CICIDS 2017V, KDD 99 & CERNET
SR EXT LONN 73 281 REREAT VPAG, 15 tH A ST REAE TH RS AR U 25 2 07 T B BOR B 5

AL FE TR T

(1) PR —APHT I 73 KA g PCA SLE S BRME M A 45 & 3T M 48 i 7 38, SEgR i f2 h
SR W 28 20 1t B2 RN S B8 B kAT VP AL, SR R0, AR B Bum IR RS B2, b HAth [R) 28
H$dmm 1 8%.

(2) I PCA 73#r, KIL T SEmaker kS B2 BRI AR &, IOKIR = 1 ST R, A, 5
EIBATI N AE A BRAR T 3.2%, 752025 J7 TH A 1R K st

(3) FEAH R EHEE XS b —4E . —4E BRIP4 W 25 B RRNIR FEPE AR I 45 B (recurrent neural
network, RNN) 73 F5KE BE, R LA ST PRy Rar DA B2 AN 28 22 A0 1 LAt o A A 2.

AR SCEFELLFE 3 55 2 FTIRIRAH IR AR, 55 3 15 IR A SRR tH iR B 2 R AL, 5 4 IR
SEIHAREE . SIS R S S IR T, B 5 T REAT A IR .

2 MxXIfE

R VU2 R AN R O REAE  ARAE TR AT IP URIC SR, SEUR BT R AL 4328, AT W,
TR R — Ry SR i, BRI A0 AR AL o 1 1 5 i Y VT

FIRI, U8 TR il R B 9 A 458 22 S R 20 ST T S RN AL B U 9 2~ 14) SR Y
BORTF B ZAAEEE T3 10 KBRS IR 70 TEMGE it 22 21 7 ik, AR SCHIwE 7t i
SEMSIEAs I 8 v 22 S TREEAT AN R R B M 2 i 732K, S — AN 2 0 KL k1 EIRETT, Al
U R R Y SR IARSC AR, I EAMEAERIA L, B AT SIL.

FeT b 115 PR 22 T VE AR TP R SC Pl i s 1 AR RO AT N2 FH 28 3 iR 72 LI I
AT, 205 B A B R L, BEE W28 AR, ENLRTIEAE A R Z0E - BN 1 2h3 i
H RO 3R P EOZEAR LR AL. H AT OO 2B AR AR A RERLE 1 a7 B8 19X 2% 1 26 U B 2414 110 5

1) Canadian Institute for cybersecurity. Intrusion detection evaluation dataset (CICIDS2017). http://www.unb.ca/
cic/datasets/ids-2017.html.
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fcH [15,16]

BTN ITERR 7504 IP A TCP/IP A3k, I 20 S B AT AR . %R 3 B R BT
TiC P9 5% N2 FH 0 2 PRI 25 44 (signature), 40: 7E http #R 30, 3@ H B a2 %8R URL MIPRRAA L. 3¢
BR [17) A — A5 1 MROCHEAT DPL AR, SEELR R 7328, (B2 X PR R 1 25 H2 B
ARZE AL, BB IR S, AMEFEOTFEITHRIE SRICER. v T i DP T I ) — L& 7]
8, Khakpour 25 18] i FIBEHLAR SCHRM (stochastic packet inspection, SPT) FiA 121 it 7 —Fh i
SO, AR AR 1A RO R AT e A A SRR U E AR AR ISR T RE I
JAZALZE B AL ) i 2.

TR FIR NAE, G vt 2 2] R BT SR N R RTE, IR A B R K. e
RIZ S HOARRIRE 2 I HOR. IRE 5 2] FEG AR R R E R S THE BT 28 a0 STk [19]
PRt 7 A R . BRI R SR R B T AT IR R 20 2. 2T BRI N ROR L R 2
FeAREAS T A FASF S HIUFAE, 32 SVM (support vector machine) BT #5035, de la Hoz Z5 200 ]
i PCA 1 SOM (self-organizing maps) A7 NMZ I E 7028, SLUG2R B 072 B AT 0 my R U KG J2
AT SZELIT S AR, BT IR AR, artificial neural network [, k-nearest neighbour [0, 3¢ ffm) &
B8 FNpR A 9 I genetic algorithm 10 S ARWAR R T 712 N, H B BN I RCR.

T A AR FE 2 2 AE UG AR S BB IR S AL B [ AR E 2 A B AE DT RIS B V2 M RIS T
ANEE IR ROR . TR 5 SRR I 2Bt A2 AR AT, AN 0] f DA L i AT Al BRI AT S e P00 70 AT,
1 76 75 X8 3 B AT SRR AE SR ORI 2R, e ST [4] f2 B TRh 2 2% 1) 73 R 55002, WK-EML
(wavelet kernel based Extreme learning machine) 25% GA (genetic algorithm) $7 A SR #1225
ZHUE, AR AL e R e 2 R I M 256 1 77 RIS BUE. 1207 1 X 45 & i 7 SN SR
B0y RS B, RS AR 96.57%. SCHR [11,21,22] F T BP #Z MLKHR BT 025, R E AN
RIEEA 2. 22 BP (back propagation) FHZE M 4% USRS FE 81, 75 B A6 37 K E N (B4 Aefs 2
WGREAY HAR G BN Rl i, ik, BP M4 1z AL RE 7113 A BIORIIE, 75 ZR 450 a2 24
A R E M2 S 4.

T MR 2 28 IR ERIG, SCHk [23~27) 2T CNN 20 BEAY X I 48 I s b 47 7028, L
BT R R A SRE . e STk [26] IR —4E CNN R RLLE i R 2 SR A K BLAR R F , BiodE SRR
T 2017 & CPCT i Z8 /PRI s, /E# EEXF 44T T SGD-Momentum, Adam, SGD,
SGD-Nesterov, RMSprop 5 856 % T BB VEAE —4E ONN BEZY L[ 0r RAERA IS, $8 H RS T REE
% SGD-Momentum Ml Adam 7£—4E CNN R4 AR AL, SCHR [27) FEPEXM A CNN-+RNN
[P 22 X 2 A ALY 2RI T RedIRIS HELSEMEGURE, AT 740238, %30, AfE# i T iR EXURE
A1 E B X SR B R, DO ELETE 5~15 Z [R5 2 LAE AT BRI 75 (1 2 25 Mk g, 1
$eflt ROC 70 PP 25

I FR AT, AT AR AL B T B AN [F) B2 REAE SR BRI AN o M, AR =y T B i
(K173 RAERA 2, G EE T IK 96.58%, LU IFIZET7 A S BE 3R i 1 5%~8%, [FINiZ ] PCA Sidk ) ASiA A
BN R IE PR, WAFTTASREIC T 3.2%.

3 MERENLER

AL B 7 PR 3 ABEBAL G FRARBRIARSR, J2 BT RE X B BE AT oL i % ) HURFAIE S
B B ArAsi ke, 32 2 I 7> L RE I ORBERFAIL; 0 JAEHR, | F TR S R £ I 28 3oF 19X 2% it
2%, W 1 FR. R 3L CICIDS 2017 i NI VEANRIA 3 AT EAR Py 2.
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Data preprocessing module Dimension reduction module

' |

| | ™
|

| Flow filtration Initial feature Dimension reduction

: and cleaning vectors | process
|

| | J

|

|

k,: DestinationPort

k,: FlowDuration

ksq: SubflowFwdBytes

A

NetFlow
records

Dimension reduced
feature vectors

Reached
training rounds

Training with
DCNN
B 1 WEREDFIER BRI

Figure 1 The overview of network traffic classification scheme

Classification
model

Results -t

Classification
module

3.1 HIRTALIEIELR

PR TAL RN o A L AR AN — B AR B 2 L L ARy A A M E S
Ay AT A N B, T 15 21 E A AR 1) 23 2K 45

FERETRAC RS, 2 AT it . RIS VEAL I CICIDS 2017 #i 4, MGG 70 M
fEJE . R — 2RI iC S FRFE J& MR R A AE R E 53R L, TER— KN 170 IR RESR, /BN
R — AN, 3% PR ARIC K w5, T RS B R ARSI [F) R B R, 49 5 U Ak Ik
BN A SRIFRENE MR (R4 IR0 S%) 702845 5. KDD 99 FIVLFR44 ik Jit s it 1 254
M N [FT CICIDS 2017.

T RMEA PR, ASCRE HZBIRER 70 MFIEE R, &% H T8 aRHE, Wk 1 frx.
MY B A R R T A 1) AN [ T A R R A S S 4 2R 4 R R SRR, AR SO N B g
fE MIN_MAX JH—A 403, BREEECHE 6 B A ek 2 e o 380 [m]— RO b

3.2 FRAESITIER
ASCAE L3 Bl A BRAS SR AR B Atk _E S IRt (I AR R A [ Bt — DA R A A B, R IR i
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% 1 CICIDS 2017 S54RI
Table 1 Some features of CICIDS 2017

Attribute Features
Ports DestinationPort
During time FlowDuration

Total packets

TotalFwdPackets, TotalBackwardPackets

Total length of packets

TotalLengthofFwdPackets, TotalLengthofBwdPackets

Packet length parameter values

FwdpacketLengthMax, FwdPacketLengthMin
FwdPacketLengthMean, FwdPacketLengthStd
BwdPacketLengthMax, BwdPacketLengthMin
BwdPacketLengthMean, BwdPacketLengthStd
BwdHeaderLength, MinPacketLength, FwdHeaderLength
MaxPacketLength, PacketLengthMean, PacketLengthStd
PacketLengthVariance, FwdHeaderLength.1

Number of Bytes/packets per second

FlowBytes/s, FlowPackets/s, FwdPackets/s
BwdPackets/s, FlowIATMean, FlowIATStd, FlowIATMax
FlowIATMin, FwdIATTotal, FwdIATMean

Time between two packets

FwdIATStd, FwdIATMax, FwdIATMin, BwdIAT Total
BwdIATMean, BwdIATStd, BwdIATMax, BwdIATMin

Packet count of each flag bit

FINFlagCount, SYNFlagCount, RSTFlagCount
PSHFlagCount, ACKFlagCount, URGFlagCount
CWEFlagCount, ECEFlagCount
FwdPSHFlags, FwdURGFlags

Average

AveragePacketSize, AvgFwdSegmentSize
AvgBwdSegmentSize

The average number of packets in a sub flow

SubflowFwdPackets, SubflowFwdBytes

DK FEE 1R S BEARFAIE.

BT PCA, LLE (locally linear embedding) F1 Autoencoder & ITEIXLEH L PCA &
ZRPERFAE S IEH T B ER I, /3 RMEIEBAL LLE & SRR 2RV R 4 5% 0 B A1 AR 5L
I8 FEEURR, AN [F 1 fe i AR B0 8¢ J R PR 4 45 S IR R B2, Autoencoder /& — i JG B 2 > B0V,

LAY

>N

&%*%ﬂlﬁ%ﬁﬂ%m%%ﬁ], ﬁﬁ?ﬁ?ﬂ%%%ﬁﬂﬁm]@%m%ééﬁ%ﬂﬁﬁ{{]lﬂ%ﬂ E‘Hﬂ: Autoencoder ﬁﬂ)%ﬂ H—
ANER PCA 45 RAEF AL N B AR ERCROR, HRIMR BRI, BEREA PCA HikBA45H
R, AL RN, X 2 IR AT B PCA HEATIRLE, H PCA 75 56 4ERE T RS .

il 2, EWEBAHIRIA B N A PCA M LLE FE4ESNEMS - K RERT & R T /5. HIME
WA T 457710, PCA 2T LLE. 2T PCA WRHMEEEEFIEACE BT Rk #8CR, AR 1)
FaE MR, ASCiLFE PCA PFR4E.

PCA W LA Z T7TH 40 T EE M R 2R, R4 B2 0% o) . AR B 2R B8 IR R AR SR N0 m, 2R
YEIRFAE BN 1 x m, PCA FR4ERERE N © € R™>F ) RGHSAE W B0 5 5 B4 PEAR RIS B 1 x k, J0
FEAEFEED AN m PRAICE] & (k < m).

12 PCA BEX CICIDS 2017 HHaHEAT /04T, #E 56 /> FBLor ReB AR RE 93.1% i & 70 251
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Figure 2 (Color online) Accuracy comparisons of PCA and LLE in the same dimension

REZE 5. P ATIX 56 N F 13 HER 1 A IET 56 ANRRIE & M2 520 73 S 1 DG a8 1 R E0H 0 Sk K B2
B AERKE BN D R AR B A TN B IRIRE AE, [N AF 38 A PR N TR A 14 A
JEPERNRERZR. SGE PCA SEEX EE St 5 Rt DTk 3 (1 T & € AL PCA F 4R K N
56, B R REVEAL T PCA 1 56 4E5UR AT, mixd T2d84 KDD 99 RSzl il iRk
AR LE L, K 735009 19 H 67.

BIRIEYE S R T — M RHAE R, X 70 2KE BE AT — 2 e, (225110 0.0029, AHZEFLGU, HF#
YE )G TH R IR BEORIR AR, SR i 1S, 70 R AT I A EERAE ] PCA I AR
T 3.2%. ZHEMATEE, I PCA FRAEER K /> KA IS BN TE B . DRI AR SO oAb 22 /5 1 4
AT PCA FRAERCIR, N5 FERERL ) S N HHRs

N T IR A RHAE I G BRI, A SO T T — AN BRI DDoS 281 Bt R2K, BL A DosGoldenEye,
DoSHulk, DoSSlowhttptest, DoSslowloris, Heartbleed %5 JL/N/INJE. H1TH 4% DDoS i # ] PARRRIL
A, S AR IR R A, PRI S gy o R s R RN [A] L BRI R T e, B
SR B BRI AG AL. A28 DDosS, fEXH h Ul L5 Bttt /A 5 IR E SR, R,
THE AR AL AE B 1) B AR EALAERT = 28 it AT, @ — DR AR S A AR A S E A

3.3 ALEHR

WAL TT R N A BGEFIR BE B BRI I 45 70 R LONN (F] P 3RR) W A\ Hudh 2t
ATINGR, A3 X RER BB X FoRMNRERE, S R 20, ASC AR R NZR—MER P(5|X) 1],
H, X = {x1, 29, ., wn} R FHARR 0 DMFIEFTE, S = {s1,52,..., 50} (REHHEY m LR
BEREHERE A m FATRENE, RIAER 12— softmax 70 R EERFARATITHI. softmax 73
R P A X PRI n ANMRARHE. FEBARINAR B,

S(Sla S2y .0y S?TL) = argmaxa@hwz,..‘,wn X P(S|X) (1)
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KRITRIMEE R, o FoRBERRHE A R BEVLE RS 8. AR FE RS 1 R,

H% 1 Network traffic classification algorithm

Input: IP netflow data, random initialized weight and the threshold value: w, § < the integer close to zero, define the
accuracy €.

: Processing IP flows and computing the feature vector V;
: Using PCA for dimension reduction V;
: while not reach training steps N do
for each sample V'’ do

Forward compute the output vector;

Compute the errors vy between output and ideal vector;

if v > ¢ then

Feedback to the network, computing the errors v, Aw, AJ, and updating w and J;

© X N>R w

else

-
e

Forward compute and adjust the w and d;

11: end if

12: end for

13: Save the model and using it to test new data;

14: end while

15: return C = (C1,Cq,...,Ch);

Output: Different types of netflows: C = (C1,Ca,...,Cy).

LONN FE BN ZE . BRE. TRHEE (WRMLE). £2ERE . BB Ema. @5 H—EE
BAENEIN, R IR R O BN . AN SO (5 AR A A b 28 B2 A 3.1 /N9 R B A
NI EEE. JALY) LeNet-5 J2 4 111 ONN 2544 P91 KK N ERUE . ANBLE, BLERFHA
EIEREARN. GRE BN SERZ 3 MW S MHES A G T — N e B SR E
W2 713 I e B E AL E 2 & B .

LCNN 2 8 FB0E RO 2611 0¢ R RAE L MR R, &8 IB0E BRECE tanH, sigmoid 1
Relu. fH Relu FIERESFIME M E 2 tanH BRI JLAEE, (H tanH BREE A B S L&
I SO 230 AR SC CICIDS 2017 Qb B K% &, 2% I M U SIoE /& & — AN 2 0 H
BRI Z, ATCAZEE 2 7 B RE IR R Relu BREUE 9 AR S0 A 1305 e 4L

LCNN BALg ] Dropout pRI#F; 1 100 & K& BEACBAL I ZR R 24 2. i R BUE R A I ZRrb B AL LE —
JE LI B E & T oA 0, AH A TS KN E 35 70 BOGEAS /N 21 25, 1125858 1 DA S A
ST AR, W A A S TR T P57 BO~32 3@ % 5 B Dropout {4 0.5, AL SLE
I UEEL Dropout 1N 0.7 B AR 1 i 5.

4  SIGVRE

AL TOAE 3 BUNE, A AR, AR A SIS, B AT
(ARSI, T A AT AR,

4.1 HIEEIEE

RS LONN AR — e B 5 ) 1 0 JOE A, BORBIR R B bR 2E. A SCIEH 3 R ki
e SRR S MR RE DN VE. P28 H AT I I A AT . BESEAS . S URHIE T SRR UL A &
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i 2 CICIDS 2017 REXBSH (1)
Table 2 The distribution of different traffic types in CICIDS 2017 (1)

Network traffic type Training set records Training set percentage (%) Test set records Test set percentage (%)

BENIGN 1591082 80.29 682015 80.31
Bot 1358 0.07 608 0.07
DDoS 89710 4.53 38317 4.51
DoSGoldenEye 7197 0.36 3096 0.36
DoSHulk 161867 8.17 69206 8.15
DoSslowloris 4088 0.21 1708 0.20
DoSSlowhttptest 3834 0.19 1665 0.20
FTP-Patator 5511 0.28 2427 0.29
Heartbleed 5 Very small 6 Very small
Infiltration 24 Very small 12 Very small
PortScan 111251 5.61 47679 5.61
Sqllnjection 14 Very small 7 Very small
SSH-Patator 4044 0.20 1853 0.22
WebAttack 1532 0.08 627 0.07

Total records 1981517 849226

% 3 CICIDS 2017 R2XE S (2)
Table 3 The distribution of different traffic types in CICIDS 2017 (2)

Network traffic type Training set records Training set percentage (%) Test set records Test set percentage (%)

BENIGN 1612046 81.35 691001 81.37
Bot 2316 0.12 1037 0.12
DDoS 77003 3.89 32890 3.87
DoSGoldenEye 7187 0.36 3092 0.36
DoSHulk 152003 7.67 64989 7.65
DoSslowloris 4123 0.21 1723 0.20
DoSSlowhttptest 3697 0.19 1606 0.19
FTP-Patator 5431 0.27 2392 0.28
Heartbleed 5 Very small 6 Very small
Infiltration 24 Very small 12 Very small
PortScan 112416 5.67 48137 5.67
Sqllnjection 14 Very small 7 Very small
SSH-Patator 3768 0.19 1727 0.2
WebAttack 1484 0.07 607 0.07
Total records 1981517 849226

DT R DR T LA SRS, AR SO B0Hs R A, RIS REAURFEREA, Pl R A £ oS
FUNRZ IR AR SR Z2 R, BT DAFRATTA CICIDS 2017 ¥ 56 (A1 SCAREAT VISR, 43 BRI
SRR, IRJE B IR T OO, BEALARE 280 T3 2k BEATIATE AL . O 1SR SR I TERE, BEHLPT ISR
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x4 HIRERERBSTH

Table 4 The distribution of different traffic types in real data

Flow type Samples
Video streams 300
Audio streams 300
Browse the Webs 300
Pictures or voice files 300
Upload and download large files 300
Text-chat 300
VIDEO_CALLs 300
VOICE_CALLs 300

B e, & — R A RNk 2 M 3 s, 3 2 A 3 XIZREEAMNA AL KR » T7ER A T i 558 X
BrE, BI: 70% MIIZREdEA 30% M EE. £ KDD $f 5 k£ f2 o R AR B 7.

4.1.1 CICIDS 2017 ¥iE&E

CICIDS 2017 K JHT A JF 1 Canadian’s Cybersecurity Hub NZALMITFAEEHE4E (CICIDS
2017), 5 3100 JI MBI, MERA AR IER (BENIGN) Al H fi# WA &M LR E, B
REARN I

AU CICIDS 2017 B4 i & o RS a4, #1015 3 i B AN & A Ik it B 244k
ANERE R BT 0 BUEF R IR, A A R IEF R E .. BB B3, L AR i 58
P25,

ASCEBUZEAREE T 280 £ )7 4 BT AT B A P REVEAS , L BE I JE AL F IR REAS K ] 2w
AR AT S, BR8] 14 K e, BARSEUE LR 2 1 3 RS E IR
4.1.2 KDD 99 ¥iE&E

KDD 99 #3452 )\ DARPA1998 A HRHX 41 Fh AN T ARFE A i B 48 124 Z 3R 4E k5

T AN 2 [ 2 Ry g X R B R SR AEY 9 AR M E s, 2 1999 E241TH KDD 33T
KBRS, A CREEH 10% 1 corrected MPIRFEAAE A 2 HKEdi4E, Ik 311029 SFEA.
4.1.3 ELREREVIREE

AT KRR 3 R4 2 o [E 205 BN 7548 W50 AR N R M2 3 T 2 TCPDUMP
KA 2400 FMIKFICTE, —FL 8 25, MEN A WK 4. SZhri B RERME, KK A5 &R F 2k
SEANAS 2400 25T FHIRIC 3%, (BAE G 82090 R AE F o0 SE B s RF 82 R 48, S T R IAEAR B8, 06
EZAS SCBRE B TE R A 3

T B AY, A SC A IR CICIDS 2017 KDD 99 Al [ 2 & RHIF T 7548 W32 5 ()i
OB SR T T A XIRALE.
4.2 SLIUHEEEIR

A5y LONN @A LeNet-5 BRI Ok, B4R T: (1) M 3 MERZE. 3 Mibik
B2 MEEREE, 38 2. (2) FdE4E CICIDS 2017 Hjit 14 A5, B4 KDD 99 firH 38 N3
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Featuy'
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3 (MEIRFE) LCNN EEZEHE
Figure 3 (Color online) The structure of LCNN

B, BRI EEIE R 8 N (3) B A AIERZE LA Dropout BREL 1EEHE I LA
BRI G RIR— R Z, Wil 3 k.

AR SR WS R 70 T S48 1 2B RUZ RIS Z 8BS R 5L Relu, B T F%
AL A Adam BREL, 155 2R B 28 SN R 5L

¥ 1 EERERMANEEEH CNN BARE %S, ERET PCA MY EEGE T —4
1x56 MFEFEVE N B A B A G R SORIRA]. FTLAZE 1 2N 1x56x 1, fJa i 1 R IBIEE, BRI
A 32, K/NK 5x5, K stride (BRUZLERHET AT &S H N SR H) 1.

1 ZEBREHN 1x56x32, 32 NMEFZILK 32 M AL, B G il 2 s Kb b Ab B
AW E RN E R T R RS0 2x2, B KA 2. IBIEG UL, ihib 5 REE T K 58 BN R
i 1/2 (F)_EEUCE), BrLLES 1 kiifb il o 1x28x32. 55 2 EHRIEZ FEMLZE T, 5
FREBUN 64, KAMITR 5x5, BT AT AR N 1x28 %64, BHAIRIEF7 4T 64 MSAEH. 40 5 k2 i
KA AR B 5 AR A 1x14x64. 25 3 WERUISH BRI 5x5, BRZEUE 128, Fith
Ix14x128. 5 3 Ytk 5N 1x7x128. ARG 528 EdE s sk &8s Al R TR 1x7x128 K
AN TE R, A AN ERE IS softmax BREES R 2 2545 AR N .

4.3 SEIGEERDHT

ARG AR FE T Google JFIEARAFHELE Tensorflow B4, 3 Python ¥ scikit-learn [ PRI 5
PERERE . SEIGIAEIAN R RS #7508 Intel(R) Xeon(R), AN 16 GB RAM & 120 GB SSD ROM,
CPU /& 16 #% E5-2609v4@1.70 GHz, i % 2 &4 10 TB.

AN XS B S 5 SREAT 73 M OB, 23 BT 0 AR ST G RS AL S M ORI LA B 2 e L, e
i R ZERARAY, « LG R BB N 70 NS FE RIS A SRS 5 FL A ARABA STHR (1 AN [7] I 2 8 S B0
BEAT XS EE oM, R WA SCRLVE DB

T VAL G FERTIAE S A AN & R ER 4 B4 8 PERe, A SO 40 BB AL JUASH FH VPR
f8FR TPR (true positive rate). FPR (false positive rate). Precision. Accuracy. Recall. AUC (area
under ROC curve) K F1135:361 5f FIRVPUFabr i) oe SCRTHLEE % 2] 0 K1) 4 N IEARTEFR, (1) true
positives (TP;), SLFhrA @ 2K, AR @ REVREFEALL. (2) false positives (FP;), SEPRAZ i
K, EPAEIIRI > i KR EREARL. (3) false negatives (FN;), SLProAy i 38, (HAAMRIRI S Ay oA
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KEVREFEALL. (4) true negatives (TN;), SEFrAGE @ 28, BORWERARK eI @ BRREREAS
Bt BiRsE R BIASE VN R, Job o R B, i = 1,2,

>i(TP; + TNy)

Accuracy = SSTTP, 4 FP; + TN, + PNy’ (2)
Precision; = %7 (3)

TPR = e (4)

FPR; = ﬁ (5)

1 — 9 x (Precision x Recall) (Recall = TPR), (©)

(Precision + Recall)
Horp TPR,; R0 o REFEA ST @ REEARRILLG], BEGT 1 70 R REAE; FPR, &
AR AR @« RGP AE ¢ R ELG], BREGE 0 BORBURAE. Accuracy FRIRAL 1A 43 S IEH
#, Precision; RN FEE ¢ F 3 FHERF. FFAlHHT TPR A FPR A4 AR5 52 3 AR AR i 28
ROC BN AR FM R B S B MR RE VPN F AR 7, IMBGBREEIE (0,1) AR S KIEREBALF5. AUC
o ROC #iZ R 7 AR, BB T 0.5~1.0 2 [8], BEEIT 1 BAGESESE. F1 73 BUe il Precision
A Recall f)—FMINECT-2, B RHRAER 1, SAMER 0, BAK F1 2Bl 1, 70 Rk Rellsr.

4.3.1 1RBGEITALIT 5 FERHERAFA

TR SR 3 FAERL LONN, £ 0 A FGSFUZEU DONN, B [F— 58 2 5O R S 500
AR IATSLEG. SRIGHE 3 B A 0 AR SO FEEE 1 o FEMER R AT 5 L A #T.

AKX T 14 Ff DCNN 432848 43 HLL Cnn3_Al, Cnn3_A2, Cnn3_B1, Cnn3_B2, Cnn3_C,
Cnn3_D, Cnn3_E1, Cnn3_E2, Cnn3_F, Cnn3_G, Cnn4_H1, Cnn4_H2, Cnn5_1, Cnn2_J (LeNet-5) %7
WBEREE 250 GRS BRI RSHSBSHUA RIHAS 4 &, it Cnn3_A1 F1 Cnn3_A2
R BRI N 3, W& BB EUN 32, 64, 128, K/NFHIN 3x3, 5x5, 3x3. % Cnn3 A1 &
B 3 ANk J5 2N max BVBAL)E, T Con3 A2 B 2 AN, Cnnd_H1 A1 Cnnd_H2 R HAG 4 4
HBRE, FRE H2 e HI A 1 DMHLE: Cons 1 BB 5 MERUZ . 5 ML ZE; Cnn2.J iR EDZ i )
LeNet-5 A&7

F 5 TR FRE M ERLEE R, R ConA ARSI AR, A KRR G Z4. Conv(z, y,
z,1,8) RRBRIBH, o REEPLEL, v M1 2 REEFLRT, | RREBFRUESERPK, s L “SAME”
7. MaxP(z,y,n, s) Foanilhib)Z2 R KM 73, 2, ¢ RFMALZ P8R, o AT AL
BEIPK, s RF “SAME” H7E R, PCA FRIFFAE [ HE AT TR 453 M, MM ZR7m 5% i N B0 i
MIN_MAX PREMALEE, B 2 PR E7E 0~1 JEREIA, AR T IR mi AL 4 MG E. Seia 4 Sk, A
GE R AR AN B B 1) 73 R AT — 5 S

Kl 4 FOR SR EEMTERIRSE CICIDS 2017 LIRS RIER R, FI0 RUEriR .. HIR%R, L
K F1AA. MEEE 4 456 S8R W EE 3 NMERUZ M S BRME RE X B, s s m
R Cond_B1, %0 MM HAT 3 MERUZM 3 MLZ, ASHE 5. XFHAEH 4 MERE
] Cnnd H2 #iA HEESZEIEHZE 0.9626 H Cnn3 B1 HALE) 0.9658 /> 0.0032, H Cnnd H2 &
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Table 5 Some model structure combination table

Model Descriptions of concrete model of each layer

PCA-MM-Conv(32,3, 3,1, s)-MaxP(3, 3, 3, s)-Conv(64, 5,5, 1, s)-MaxP(2, 2, 2, s)
-Conv(128,3, 3,1, s)-MaxP(3, 3,3, s)

Cnn3_A2 PCA-MM-Conv(32, 3,3, 1, s)-MaxP(3, 3, 3, s)-Conv(64, 5, 5, 1, s)-MaxP (2, 2, 2, s)-Conv(128, 3, 3, 1, s)

PCA-MM-Conv(32,5, 5,1, s)-MaxP(2, 2,2, s)-Conv(64, 5, 5, 1, s)-MaxP(2, 2, 2, s)
-Conv(128,5,5,1, s)-MaxP (2,2, 2, s)

PCA-MM-Conv(32,5, 5,1, s)-MaxP(2, 2,2, s)-Conv(64, 5, 5, 1, s)-MaxP(2, 2, 2, s)

Cnn3_A1l

Cnn3_B1 (LCNN)

Cnn4_H2
-Conv(128,5,5,1, s)-MaxP(2, 2, 2, s)-Conv(256, 5, 5,1, s)
Cnns. PCA-MM-Conv(32,5,5,1, s)-MaxP(2, 2,2, s)-Conv(64, 5,5, 1, s)-MaxP(2, 2, 2, s)-Conv (128, 5, 5, 1, s)
nn5_
-MaxP (2,2, 2, s)-Conv(256, 5, 5, 1, s)-MaxP(2, 2, 2, s)-Conv(128, 5, 5, 1, s)-MaxP(2, 2,2, s)
Cnn2_J (LeNet-5) PCA-MM-Conv(32,5,5,1, s)-MaxP(2, 2,2, s)-Conv(64, 5,5, 1, s)-MaxP(2, 2, 2, s)
1.00
= Accuracy s Recall = Precision = F1

-

-

-

-

-

0.70

0.65

Cnn3_A1l Cnn3_A2 Cnn3_B1 Cnn3_B2 Cnn3_C Cnn3_D Cnn3_El Cnn3_E2 Cnn3_F Cnn3_G Cnn4_HI Cnn4_H2 Cnn5_1 Cnn2_J

& 4 (MERFE) CICIDS 2017 {RALEMH LKIEFRIFMN LR
Figure 4 (Color online) The evaluation results of different models in CICIDS 2017 dataset

MG ER ., BT R, SRVERE A BT N, B i 5 NMERZEREEA Cons 1, KILE
P9 RN ARAX 0.8405, TERE TREDTF, BRIBAT 4R G0t B HOE BR AR AL,

Fh, i 4 Con3 G BRRL, A1 ERER BRI R AR RE] 7x7, BRZEIE 2 3 128,
WAl Z 5 JE 8 RS8N 33 B, Accuracy {H TP 0.8405, Recall & F1 {H 437 T 2] 0.8405 Al
0.7677, [ AR AL IZ AT 2 ARG B HL 2188

ZE B 14 POERLEE R 22 5 T 6 B2 AT, RII T AR SO AL 4y AR AL Cnn3 B1 BEAY (ARSI I,
4.2 /M), HE AR R IERAZR LR FH 2 U LeNet-5 (Cnn2.J) $2 5%.

S AE FAEW]: 5, BB Y 7y R R R N 3R, R AN R AR TR 22, 4) 45 F
75, FHEHK 2 /> 5SHFMATE KRR HTL. X TE ;. EESEMATER, FHERIPGRYRE 21 7328
ROFR A, B TR AEE LD (T 56) FOFRE B St i AT 2R3, B0 BB BB T 215 21 5
FERIRCR, WA S LONN BRI 2R 1 EERE RA 32 NMERULEL, 7 R Re R R AF. A SCHE
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= ROC curve of class 0 (area=0.99)

ROC curve of class 1 (area=0.94)
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ROC curve of class 6 (area=0.99)
ROC curve of class 7 (area=0.99)
ROC curve of class 8 (area=nan)
ROC curve of class 9 (area=0.06)
ROC curve of class 10 (area=0.99)
ROC curve of class 11 (area=0.93)
ROC curve of class 12 (area=0.98)
ROC curve of class 13 (area=0.98)
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(Color online) The ROC and AUC curves in CICIDS 2017 dataset
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ROC curve of class 2 (area =0.99)
ROC curve of class 3 (area=1.00)
ROC curve of class 4 (area =1.00)
ROC curve of class 5 (area =1.00)
ROC curve of class 6 (area =1.00)
ROC curve of class 7 (area=1.00)
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(Color online) The ROC and AUC curves in real dataset

f£ CICIDS 2017 M E S REREEIEE K ROC kA AUC 18, & 5 1 6 Friaw.
2, B4 1) Conb 1 AL FUERG RN BRI, SR 7E A SCEHRAE CICIDS 2017 |, JEAZR B
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KDD 99 Real traffic

1.0

=LCNN model =LeNet-5 model =Four-layers model = Five-layers model

0.8
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0.4
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Accuracy Precision  Recall F1 Accuracy Precision Recall F1

B 7 (MEMFE) KDD 99 (£) SEIRERE () 7FXMEELL

Figure 7 (Color online) The performance comparison between KDD 99 (left) and the real dataset (right)

5=, B T Cond _H2, 159 HALZ IF AR — BRI 0T, TR, e hiith b 2 AR
B AR Sy SEHERA 2 R4S 31— e FE FE e T

SHTE 5 AT 14 KRR E 4K ZEBORER ROC ML #E T L FMAEEIE (0,1) X, EA11
AUC EWBEE T 1, PR SCEVE R o KA R R, BEARVERE LU F5. T ER RIS 0 R Wonds
R, X2 KAHHESE CICIDS 2017 FZRAMALAE 5 %, HHELT 100 2 5 %M EFEALOR N, X
F B EIE, a5 ORI, BT DU A U R A . AR 2 10 281 AUC A
e/, FE T 0, FIFERFEARBED M. A YT R E L EB BRI, RIREERLE
B, R RO FR R SR ACER R K H U, IR /IR AL B L AR R kb, TT DA AN T

B 6 AN, ARSCHEAYE CERNET LSRR EHIE A4 B 1) FAEm 2 Ry, Ui AL R R
SR TREARE A EEESE. B 6 (1S A 7 RE R CE 95.48%, 1X 2 tH T B R FEAZ A
H 2400 %, HHXTT CICIDS 2017 H# SR i FEASOL A, Ul B AR SRR R A s S 10 73 5 1 g
FEOARTS, B IE G W IR EE

NT IR A S A A LONN FIREE, ASCTE KDD 99 Al S 404 48 %) LeNet-
5. LCNN. 4 288, 5 FEBAI 5 KPP Fabn il T E4ixs b, @il 7 Bras. B Ea) R BRI 35 AN BE
i, A AEE A LONN AR HARH R 5 b [RIAE B AT B s A .

PEAMB TR B LE AR T AR SCELYE (our algorithm)s —4E CNN Zr AR RNN 73R ATE 3 Al
£ Iy 2R ERE. ANl 8 FTuR, BT AIAR SCARLV RIS IR 2 S R 1.

4.3.2 BE TFREMALEIER T LRETHRIFMN

Adam FIFTER R — AR THA B Al T Sh AR B SR 2 2 &, BT BE NS B
JEAE B A — AN TR OB 2, ARV — AR ER S5 BEAT B REAR K SR, DA A f AR A ), S AT
i HAE— OBA ) R AT M E VL B2 B2 R Momentum A1 RMSprop HU45 6, 98 L35 Il
I TT AT A A5 BB I RBOR. D9 TIEIBRATRMER, AN e 7 A RIS,
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Figure 8 (Color online) Comparison of three data sets on different models

* 6 AEHETEMULEEN LCNN REEEFNT

Table 6 The evaluation results of different Gradient descent optimization algorithms to LCNN

Algorithm Accuracy Precision Recall F1
Momentum 0.9198 0.8965 0.9203 0.9049
Adagrad 0.9010 0.8752 0.9013 0.8778
Adam 0.9643 0.9589 0.9642 0.9606
RMsprop 0.9553 0.9539 0.9557 0.9525
Gradient descent 0.8839 0.8448 0.8841 0.8533

6 A EF ) EAAFRIMIEA T (learning rate = 0.001), i FIAL EEARALEVE Adam FIRETY 40 2R
e AE.

4.3.3  FREISCEMLERE 57 X E AR L1

ARSI S SR [25,26,38] HHKIEALEAT X ELa i, BERAIE 9~11 P, SERAIEBIA SRR
RV, RAEASCEIEARE 2 BURHAB S, BAE @R L n] DUORAN A A L, %
BUE L i E K.

T 9~11 RBLSCHR [38] AL G SRMERE SR T A S SR, JR R R AR R B RUZ 0N 5, H
PLSCHR [25] 1 2 SRR A SCHR [26] ) 1 JZ 450, FIREAT T in, B0k 1 IR B AR k2% v
GREEINGRA B T4 e B 22 I 28 R RUR . (HASCRER R ] 3 2 A5 3Ly 1) 70 2B P RE, BERH
R BRI M — $ S R B R B0 A X077 P91, BeAh SOk [38] 28 1 R B R UL HuE N 96, 1t
W2 (G R O] DAAS BRI R 2B AL, A B T3 X 2y, (2R R (Y da S )i, ASF
TSR AEET S R Fr o I MR RE Y, (ERASCRHE R A, HAEMI 2R 75 ER AT
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Figure 9 (Color online) The performance evaluation of different schemes on CICIDS 2017
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Figure 10 (Color online) The performance evaluation of different schemes on KDD

=Our algorithm =Reference [25] =Reference [26] = Reference [38]
1.0

0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

Accuracy Precision Recall

B 11 (MERFE) FEISDHEFEE real data IS LR RET(Y

Figure 11 (Color online) The performance evaluation of different schemes on real data
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VEIRS RS BE ATk 96.58%, b H BTARML LAEFRTT T 5%~8%. AR LR IEARE 52 = B FAR S, (H
A5 AR AR B Rk, B2 A RE RS, AR SEBRIAEE R BEAT R .

FiA, RLE — YIRS A 2 AR BEE IR A 2 I 28 30 AT 1 LUAR, LB T 5 SRBRE T RS
X 2 RERE RN, I 22 7 60 78 40 E B AR SCRVE RE XS N 4 it s dEA T HER 02, BT R N A
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Network traffic classification method based on improved deep
convolutional neural network
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Abstract The prerequisite of traffic classification based on machine learning models is that traffic is independent
and has identical distributions. However, traffic changes in the wild increase the memory cost of these models
and reduces their accuracy. To tackle these problems, this work proposes a new classification model. The model
combines a principal component analysis algorithm and an improved deep convolutional neural network. The
former performs dimensionality reduction so that the key features affecting detection accuracy are found. The
latter adopts the autonomous feature learning method to improve the classification accuracy. Experiments show
that the memory overhead is reduced by 3.2% and that the detection accuracy is improved by 8% relative to

other similar works.

Keywords network traffic classification, deep convolutional neural network, PCA, multi-classifier, feature se-

lection, Tensorflow
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