;.ﬁl,: %_‘%‘:M % 5 ,H : - N S v
HERE FEREE 20204 504 HSHI: 1127-1147 ¢ CHIERFEY ekt
SCIENTIA SINICA Informationis " SCIENCE CHINA PRESS

TR Gngm
Bl & RPIAIEITEEIE SRR

GEE M BT, B

L. v R B SR FE AT L SRR 2 [ 5K s =, db T 100190
2. P ERMEBE AT T S TR S (S B RS =, bat 100190
3. hERFERRY:, JEE 100049

* JB{E{EH. E-mail: gin_yu@tca.iscas.ac.cn

Wicke B #: 2020-04-20; &[T HB: 2020-05-29; #:52 H H1: 2020-06-02; P44 Hi R H #: 2020-08-03

[ K E AR R (S 2018 YFB0904900, 2018 YFB0904903, 2020YFE0200600) Fl1E K H 4R Rl 4 (ikik5: 61872343,
61802375) LTI H

WE T E UG YR, BT BRI ENE, AMAREN L2 ERBRAMFEE
F, BELAUFARTMF L FNRERL. BECEEAWENLE, FTEAZZO TR, W=
Bl 22 AR, AR EHAAERECGRAZNZ P IS A ER KRR EZWER. K
XEIF KA, BREH 20 FREFTEHTHEARNF AR, GRT I EHHBELNLRTE,
REREHBEFAT EEM. ZAGER OO AXBEBEANTEHEARARR, R THTfF
HE.RETAGHHE. THHEN. Ix. TERXRSEFTEANEEZMRFHAULT G HE
X TR RS A HT R R, AR BT E, WEME W E AT R R 2R
FEE R, 2K, BRI R G HEE TR %A BB, DLRET TERTISE (trusted execution
environment, TEE) W Z N A 2202 WA EERR M. £ GHHM 7 E, & THARITE
REWREURFRERAZR, BERNEEREE, GRZLWHHILH . ZANZ 2 RBEIHNH .
ERRLIMARZABARAE—THARANEZFAA ERETAGUHHE. TEx. I XHEEEHL
=%, T ERACETHHEREN A LR, REEMEZNER. REAXREMTHT
EUHRKRB K EEY.

X EUE, TEHTHE, BN A E, METAGUE, TEHERF, TEE, TEXHkE

1 AEHEERMLR

BEAE R0 TIPS 3 T T SRR 1) S, 22 4 ek B, U R AR T 7 B
JBPE F P R RS AL P2 2 4. i, N ) R i 8 WannaCry, 20 7 KEH P I THEHUGE R {E
. J&WT (meltdown) FEAR (spectre) I, FFHTERF R AL R 28 oh BB T HBRIG, @ B2 E -1 & 1) %

Sl WEE, Xk, £, % AP RAEITEIER SER. REREE: 5 ER2E, 2020, 50: 1127-1147, doi: 10.1360/
SSI-2020-0096
Feng D G, Liu J B, Qin Y, et al. Trusted computing theory and technology in innovation-driven development (in
Chinese). Sci Sin Inform, 2020, 50: 1127-1147, doi: 10.1360/SSI-2020-0096

© 2020 (PERZE) it www.scichina.com infocn.scichina.com



O E A QU AR R ST R B SRR

Ak, X e A b 2 BRI TR & BRI AT B, AR RE TR B 2 AR R 20
R EBNBIET B B, W fE A R AR RS S BT AALE, MRE S kR, SRR TR )
& TN AHLES P ORGP R B AR 22 i T 22, A B RiTTHI I R AR AR 7] L

AMEHEME X, WEIEZ P Esh AR, SR E RN EER, REESINZEZ
FEfE, G —FhRE B HAT IS AT B, (REE T & BURRAE R 22 4, T S B0 AT {3 ARRS I R 47
RIS THE AT USRI T B0 () F 8 fe e, 10 vh B AR 22 AL, AT DL 32 Sl PRI R AR AT BRI 2
. A TAR G R B KIS B 77 X, TS TR DAAE St R AR Ja AT B R A
A, W] DR KA 2 Bk dEAT 30, Aefs 0 R4 e R S ek, Sz, EIHE L
BT H R TR 6 AR MARAS | = B e 4 el @ 52 H ), B AR T & SR R T AR A A
SAG AR A ORI SRS L SR AR, TSR EIA S, MR B B S %
2 i) J RSN T .

KRG X, ARIPIPA AR R, 1SO/TEC ¥l {5 e AN M. Z51-HE A/ #Es
I FRTEAT R A A T W0 1), F RE SRR B A — e AR B (BT, TEEE Kol (52 SCh Bl 3t
FHLR SRR AL ) AR 25 B T A5 A 2 TR e . B BR A5 THH 24N (Trusted Computing Group, TCG)
WS O Bl —ANSERE AT E 1, iR e AT N AR LTI 7 =X, SHE T R H k47, TCG
PTG TR B & @ R & B S NATE S8 (trusted platform module, TPM) #7511t
HHLRG ) A, XMEOR K B ArfS 2] 17 Pk A p A 5. AT RS TCG 20, # ] {E3
filt N LA 2 48 i 2, AKFE e A A S AN 2 % ARG ML R TS AT IR, B PR 2R G0 S A d R T
AT kAT

ERSMAZRIR. FAE 20 40 90 A, B A—2ert BN T MG R I BT E AR T £,
BT R B I B B B R LB . A B AR EEN L. X HR R T 1999 BB IT
PN I ET, TR E TR G B, 2003 SRS TCG , P #E TCG TPM 1.2 Bk
FTOAR 2, R FCEEE A 2R N AN, FRAE 2009 SR ZIEAE R 4 MZOFRHEHE)T N ISO
] prbm .

2014 4E TCG $#H 7T TPM 2.0 #iE, ML TPM 1.2, TPM 2.0 R ¥ £ i 5%k, [ w840
TRAZR, BAE RIERZEMAE T Z R, A, 28R A  #E v E T I EE
B AL EESS R, 40 ARM A& TrustZone $ AR\ Intel 27 ) SGX HiAAM AMD A& ) SEV
(secure encrypted virtualization) $ ARG, #/EAERAS A S2IL T WAERE &, o] DU B2 N $R 22 4 1)
PTG, IRBEFURFE P 222, IR 2 MAER S TN = F & .

WHEE—EmEERE X U, FAEZOEARE EAH . R4 EEBENEE,
RS T ETHRE I L S R R, A sEit 1 (CRETH RS G DR S Dy 4, RECE
R T FE T A5 R (trusted cryptographic module, TCM) HIRI{ETHEFHARIEK R, HEFREIATE
THE . WG 55 R SIS SEIL T RS Android R4, G LIRS FIREMARXRASE, /i
FEUEBA . AIE AT EAZ OHEORIE 7T B EUE 7 E A%, Bt IE 3 ErE T E Ok R, 75
B 5 OSBRI . EEE B RGEPTREERHEEH. £ LER3NITH, %4 PC. RS TR
HLAK . B RETFHL. PN &E S EAE R TCM, 5TEXFFHET TCM 1% 4R sh A G EE .
ENEPAT IR 7 1, B & e T e iiE 7 SRR 80OME. AR BT ST DI RER
AMEHAT G 224 N, X 2877 i IE A I AT R AR IEARSE T e . AR AR . RIfE A7 1 5%
J7 1, R HEARSE AR S E R 1T Akab T F—/KF. Bz, ik BARE & ZT, EH
i L A AE (B s AT A3 T S AU R 21
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AMETTEEIGRIFIHER. BEER ) BN I BN . TR XHUBESEEOR I R A R
H, AHETHRBRWITRE TS g5t (1) s E TR, Wt BA E N aE T (trusted
computing base, TCB) HIF5 3l A {E 7K 24444, DL R SEILNAZ IS AT I8 FIAS Bl B FH 1) 22 42 7 4 o B 22 () 1t
FLIR . (2) BEE R TR R, Bt m Pl 1 B A SRR A AR — A i 75 R R o e B
W2, FERITHAPIE TR0 TPM/TCM, H HMEDE T rETFER AR, (3) /£ {E75k
W7 TH, BB EAER . SR AT UE B 22 AR BB L] 2 1% 8 ) EE B AT e . (4) fE
Gz, Wl R A R AT AE S SR RN R L B B R 2 R SE I = & 2 P R
AU TR B R ) B A ) . (5) E RIS X HLEE DT T, B AL ) AT PAT PR BEHEOR AT Ry X B 44t
IR RS, gl ) FH R A 22 A LA SO R A, A T TS AT A (trusted execution environment,
TEE) fRFE X HBE 1) R AT 4

2 QIFNELMRER

SR AE THEC R SR AR T S T & R ANIE H B e THEsh vl E T RO K R 2R
2OAME TR BRI R ATE T REOR L e PR sk, BATEE . WESATIER . TR 2
AR L AR T 3 G SRR AN SR, R T ] {5 S AT AT B, AT 4R oR, RREER R TPI{E 1T
SR PRAR 5 T IR 5 ) 2% 2 (WA A (R0 B Atk 5 — T3 T 940 R S AP e A S RS AR A 5

2.1 TWEHEBLLARERIE

AE TSRS 20 thal 8o AR C Bl FERH T EIENRR N <&, E8RE
WA RAETHE LS S RIS AT I 1) 22 A0S, B a5 AN AN R B 7 1 A R — A2 ) FH A 3 7 B i it
Rk TCB w5, L TCB AT S ENL R AR SRR, H— MR ERETTE R
SRR & BUR B CRLIB T IR AT 5, DL R o, RIEH TR T CPU Bk & nim
Al TEE. X AR R T 1A H AR & — 300, &R E — A Z BB AR IE T E #i R R IAE,
TRAZAGAT AL IR T B AREEAT, R — ANl i [ A5 AT B AN AT B 5 ) sy fR e
A5, AR B REEA R E T IR R IE AT (E AT

BT EMNEAE R A EE KBRS T: (1) &/ TCB. BitENEd )G, &/ TCB i
HHEN ARG REEN 2RI iz —, &/ TCB b SZihfie /INUR 23 e iR AR T SRR R A 1) 2 4
et S ENL RGOS HEN (41 TCSEC, CC %5) #ok i@ ar /MY TCB VB it SML % 42 it %
Hix, /NUE OS. ATBGIE OS. /N EMHLI IS (hypervisor) 25 #8225 My B /N 264 . W] A 4%
1) TCB. (2) BT, (5 BHAR KRB TR Z A F PR EATAR, i P b R as | B 5 i AR aik |
WM CPU. B R ML (token) &5, XEEHERHEAR TIHENLEEAE, TZNH T PCL RS A E
PR, (3) TPM/TCM @ EAEAR. 2001 45, EBROIETHE B (TCG ®i &) #Et 7 TPM £
ARbriE, TPM 1ENBERGEERZRT PC. EilAHMN . RS 8% RET 2007 £ 12 ARA T
(IS TH BT ST B G ThAe 54 e ) @, g T3 A I LS R TOM. TPM/TCM, BT
W e KU, EFENL AR TR A, AR R AR 6L LT
LB B X R A

GG ATAR LS R R & & TR R R ST BT R, v ST R NS ITEENAEE KR
B R: (1) THAE RS ZRERGER TR ENL L2 B30 THELRE B AT & 2 4 0 8, 3£
20 22 90 AR Kent, Abyss, Citadel REuHEKF & FH 15 2 il -5 e, ST SALIY 22 4
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JE S AIEHE N AR, X F] (S RGBS 00 B RGUE 1T IR B, KB R 805 b e
gy —IAIBAT TAZ R A EHIAEE, 57— s 7 T2 R E I E R &, XManET
RGIRBEINE WAL SO 70k U7 SR 2 iR %%. (2) % TEE. 2000 £EJ5 ) XOM, MIT
AEGIS £4i, ¥R il X86 ZLM A2 3G s Scii Y CPU, #HRFE ¥ 7 B ML g AT R |], Y
AEBR ) (R ARRD RN B #2 n fR 9 1, RA RSN CPU A A %4, Xy Z5EHER
GUAHEL R A B m i 2 etk 2 i g, HERAR Rue N R F A EAFEE RS HARRE T,
NH#HEAEHE CPU. (3) M TEE. 5% H TEE £ 5% & AH FE % B SR, BAx @A K PC ~F
& BREFILFESWETE NBAN TEE, L4 KEH TEE A T rETHESER S — AN EERETT
). @A TEE ¥ @M CPU M TRe, fEHAr R 2 2 N g N 72k 5 . BuR A N2 & e %
PR & 22 4 ThRE, UK Intel SGX, ARM TrustZone 1 RISC-V Enclave. Intel SGX )% 45
TG/ Host #:E R4, TEE RS Intel CPU, FENH T m1HERSS 251224 N . TrustZone
A1 RISC-V Enclave [FIFEAEIE Host OS, {HER T{54E CPU 4k, T EA(G1E Secure OS, EEMNH T#
SN AR, (R L P RS0, AT EESE. XUIE A TEE FARSH L4LS CPU ZEMIRIE4E &,
FENHT AT B3l BN . Y 5537 BN FH 1) 2 43 5.

MATE TS R B IFE T, BATT LA, AI{EF &8 (TPM/TCM) 1 TEE A7 TH IFAT K
J&, ToNAhTE. AIEPATIREE A T nT {5 P G SRR, vl (5 F S e R4 58 I 75 2 TEE 97
JRAIE SR, B SR ST E AT R B, & RS R G 0 A 22 A IR 55 DhRe, AWt )= 4
J%, I AN 2 R R EE A Y TPM/TCM {S4EAR; 1Mt/ TCB 7E@H CPU 2244 Fi@id Ay
LB AL 2 A ThfE, $iAS 3] TEH TEE. AEFERN 2Rz, BRiE. alfE s e afit
FEFE B AERAE ] TEE A3 T 78R .

2.2 AIEHEELEFAHMLRE

FEEFE T REEISH LS E R AU TCG FIRED, I HAER % Philiin 2 4tk
IIMTAE TS AT T — 2 90 EE L H A R ) BT R

2.2.1 TCM ZREZROIH

AR 2004 4F, FREITRE 15T 77w F %8S 1) v S T LA D T R B HRIE AR, fE ST
G AT T L2 5 E AR EUR.

(1) AUBEYE . GRS T X RRE D 5 JEXT PR R AR 45 5 %550 07 2. 2007 FFRE R AL T (A]
SUFEE S G DIRe SRORTEY | TFE T A ERE A E TR EOR AR AR R SRR, B ERE
THRAAREEER TCG BORPRAEAR R A B2, & T E B B EEORB AR, (H2E TCM iR
JERFEAP LIS TCG BRI,

(2) TCM BR 1 XS R 65 S HI 7 S AMA R BIHTAL, 72 S TR P73 T 1 R IE R R A8
B, PR T SRR E ERMEAVER TCM AU, A EH E R EEE AU (direct anonymous
attestation, DAA) . AR IE W S5 W E THAL 22 SRR WM, IS8 rh BREAA OB B i« BB 3t
HUHIFIBGE AR R

(3) TCM # AL ERYE TCG MW BA BRI T, TCM N % HE 2 R,
5 TPM 1.2 MZE RS A BKZER, REMERBEMA TR, ELbRMAF, TCM %85
INEERES TPM 1.2 ML E R 40%. Kk, TCM M EA B & IR, FeilE i T &g
AL IR 55 s SR HS A PR A
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A 3R E S TR G AP S AMESS 70, T E A EE T RAR RG] 7 E st A ERR 1T
P FHIART. H 2012 5, TCG JF R LS M HARA AL I J7 2NATF SR [ s 553k, f£5 TCM
SEFRET, TCG tHRILT TPM B R ERKIAL, fF%E TCM Wit a5 B, 73 T TCM
R REFI AR, 32 T TPM 2.0 FRFRHE.

2.2.2 EHEEZIERAMNY

DAA J2 AT {5 T SATU R 150 5 A0 A P B AAE B B 3, X T T2 N A T PR 1
Sz TS RITMEREE SRS E B YGER R BUA 1 TPM/TCM BTG H#G % DAA
[ ThREANEE OB SCRE. FEATE TR RRUE B, e+ TPM/TCM L4086 K 6 1 4 S0 AdIE,
HARAAE T BE L VAEA R (B3 %) AP E O N, 2 304 s 2 2R, I B 4K
B, R,

DAA Wl IRFARLIL T RSA-DAA, ECC-DAA F M SCE & AR 3, M 2004 4E 54> DAA
AR, 2] TPM 2.0 #¥E . FIDO HARKIE RN FTH DAA ¥, DAA Pl &5 K B RF 2k oot
R, EHiaT5eE.

2004 EEPr EHRE T EAD DAA L BCCo4 B!, B @ SL T DAA WhGEA 4R I e T
7 DAA PMYAIIFRH 24 HESE, BEJG TCG ) TPM 1.2 & K90 7 i% RSA-DAA Wil 5%, H
SER I DAA Yl RAFTEN O R BRI, BEE 0 R #HAT#AT T — R 500, 2008 -5
T LRSW ik, Hbx B3 BN ET ECC R0 HH] 1) BCLOS /7 & 6, EHERIEH TET o
SDH ¥ ) ECDAA P4 CF08 7, 24 K FF L BCCO4 4% 90%, Lt BCLO8 4% 50%, #4254
KEE A H) DAA P03, #E—251TF 7 DAA ThSGHERCE, AJE4: ECDAA BF5ti65] 7 7, 2 H
Al TPM 2.0 DAA ThisCCRFIIMREME T 2 —.

M 2010 FFF4E, ECDAA W2 A RNE T pe s, Wh B Aol & s S R AE b S i =
BL10 &, cPS10 ) BCL11 [ 540t DAA Bl (A 2z & S B i H & THE ST T RE
Sudk, IS TR KEERE. 2014 4, FRAIESHE BL10 3EREE, SR 1T —A TPM/TCM 5 & /N K
5T q-SDH R H) ECDAA P SDH-DAA14 M 38224530 M 3G, FREE] 7 1G,. [Fr
BEFRE TPM 2.0 HARMIEEZE R FTRANE DAA Prist: DT T 22404 12 RpiiE R Bl TPM
2.0 MELESZIL DAA PMSAHE DAFETE L) Static DH oracle Xily, Biki 34 vl LLZ U AT TPM 2.0
(1) DAA Phid% OMIE X, # DAA h A2 4 5m FEFER R 76 bits, /NT- 80 bits FIFEA AR, 75
IR T SR AR B, AT 2014 SFEFF 4G E 3 32/ TCM ECDAA WHXFRAERIWIE, £ A DAA
PN 2 EHEAT T AL SO, ST SRR DAA PRSI, AR SRR T E RS
ZAEIARAERT B TAE. B TPM 2.0 ISO/IEC 11889 bRl KA, R ECDAA Wil ©48 58 4 ik,
HRTEER TR, LARTFEGE—CHER PR T DAA PR,

MATETHE DAA WU B FE i FE o o] DU, AT SR 7817 /R 7 BB DTk, FRAT 192
M H) ECDAA WMl BN T DAA PR EIARE T Rz —, R I TPM 2.0 H' DAA
IS I SEI R BB, B8 T RIS TR DAA WMSUN T B 224, S T A S TR IR I R JE.

2.2.3 TPM 2.0 2 M1

2012 5 TCG KA T TPM 2.0 $ARPRMER S, EEERVEHI N N AT E T EEOR. hTRE
A2 E B a5 THREARHETF 0 SR Z AR TEAL, AR THIXTH TPM 2.0 BOARZ 5 R Al {5 % 4 . RS AFAE
FRBE bR AENRG I S8 R 5 2 a1l AEIXFPF ST, BAVFRE T TPM 2.0 2 VEvrS TR, s 17—
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RN E B2 AR H R RS R

TPM 2.0 ZETTHER. TPM 2.0 PEALE e 7R ZEE L —NE8K TPM 2.0 21K R, /£1X
VR R, PEAEXT GO TPM 2.0 887 S LR FHSREI, 22 A VAN B3R 8505 2% 07 T b 72,
PLK B sh AR AR R RN T 5 CRA B sk Al T 2 vl B3 52/ TPM 2.0 &M aics) . B
WAL TAER HARE A —AN2 TCM 5 TPM 2.0 HBbfl, WNZEMIFRANE . Bkl . 22 ThRg . %«
AU A FE VAL #1022 e, AFRE TOM RAARAEF B ERH RS, 55— & TPM 2.0 %4
3T, A TPM 2.0 PhBCRIHE VoA ATE TSR A0 A I A B VP4 TPM 2.0 HEARBRAER 22 41, I
AR B bR I8 A 1 22 42 AU

TCM 5 TPM 2.0 BT, TPM 2.0 Y655 SRR B %0 AR A v 5 THEHOR SEa 7 2
Z—, AR TCM Z4ThEefER TPM 2.0 PIhRE 4, XA TCM Ml TPM 2.0 = #F &2 e
PVl SO T B AR L AT TPM 2.0 53E A 3 TCM AT 7 A 1047 ek, — 38 Bk
BIRAEWAZER: (1) FUEEZEE, TCM 5 TPM 2.0 —#F 5432, B TPM 2.0 A S0 s2Hl TCM
HVREH AN (2) LA ThREJZH, TCM /& TPM 2.0 —ANIhRET4E; (3) e s YL
kR BYIEELE TR, TCM 5 TPM 2.0 fEERKZER, “HIFAHE; (4) TPM 2.0 FHiEH
GANURAAAE— e RS, AT EIRAF 7 131 K8, TPM 2.0 752t — B iPAa .

TPM 2.0 ZEINEESHr. FAXT TPM 2.0 il 20 Tz & ThAEREAT 1 4T 22 4 PE A APl
FElsg TPM 2.0 SB35 s v i . SRBE RS 2 2 Dhfe. 9T # 7 m, JAT TPM 2.0 (% H
TREHAT T2V, R T A e R 48 0078 40 0 M 7 vE R 2 T # A5, A Tarmarin H
LA AT T H AT 04T, RIL TPM 2.0 ZAHEBAAE S BB HEE M. HA ML 2T, K
R R G 732550 B A OR3P 14T 40 M, R s BIE B V0B 7 TPM 2.0 %4872 IR D) R
Jea Aty O B 5, FRATTE CK BB R 04t 7 TPM 2.0 IR B2 B APT B2, RIN
B AT — 8 IR A Ra i, B v R 2 # 1 () Z {550 UKS (unknown key share) il KCI
(key-compromise impersonation) B i 6. HMAC AL 1E 771, FATLETHHEAS Y R FH 22 4 P s 56
IE T CryptoVerif 347 7 TPM 2.0 ] HMAC #ZAL, iF# HMAC #ZB(E 1l 2 N uEE 17, Senk 4%
BT, RN A PiEFE R8T T TPM 2.0 (RIS AL AALH], 83 Tarmarin H ) AL56IE T
BRATRIL NV SERSAZRAEAE TOCTOU Bialy 181 DAA il D51, FA 1A B TPM 2.0 36 sk
L DAA il APT AZ1E Static DH oracle KU (19 )UK 191, I H IS T @R DAA Pl SEEL AR
O3, A BEFE I S I6AE T2 ProVerif H BT &L DAA BI-SCANH A2 Al 1] B 44 1.

XL TPM 2.0 B LM A2 3] T BN AN R FEE G, FRATHE TPM 2.0 TG 517
fhgE R BYh T TCG, ISO/IEC 2 H FrbruE 2. filtn, TPM2 PolicyNV ] figi# 5% TOCTOU K,
TCG 5% 17 FAE H HPPAL & WLFFE TPM 2.0 B brbrviE gt 47 78T, B4, BRI Future TPM T
H TPM AR 20 daif AT TPM 2.0 AR LE T T RS IEE. R T/EMMUGES T
E w5 T B 0 7 KR, T HAREE T B BRI E TE SRR bR B4 R A sE 3, oA R B R
B 745 TH 0] I PR AT A5 T 5 0 3 TR

3 HEHERREAR

MEHHE RPN PC &, B R R =5 B TR PIB S590s, BARTE T
FIRZ DB A AL, (HHEARE O RAE T EREN. %48 PC MIRFGSSFEanETHE T G ET
TN EAERAE AR, v R ZOR Orps P AR . Bl LS AN S Bk, a5 TS r 6l
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Trusted computing applications
& v N
Trusted computing platform )
. (PC, Servers, Cloud VM, Mobile phone, Embedded device, etc.) ) .
Three cores of trust P Four key technologies
RISC 4 Gubunty @24 pug || M TresiZems
ARM Windows 7' 53015 Linux 22205 "Zephyr [| TCM  Intel SGX
Remote attestation Architecture Operation system Security mechanism Trusted
(expand external trust) | storage
\ Trusted security support platform
- - Measurement
Isolation c?xtecutll(m Afesifen — & Attestation
(ensure interna TSM protocol jiEE . Yy
security) policy
' (e-g., DAA) | TEE
Root of trust

(reinforce absolute

- Tursted cryptography module e

TCM/TPM MTM vICM QR-TCM

Two basic methods [ Cryptographic method } [ Formal method ]

B 1 (MERFEE) AETERA SR

Figure 1 (Color online) Technology framework of trusted computing

TS HAT IR AL LRI B I 75 ZE IR 32 & YRV HIE A, T TH 57 & i =) 1
BRENNEEER X 5T, AR EH SR E AR AL 2 7 ARSI w24y
RS T ERARAE R (WA 1 ProR). KB 5k A A 77 3 2 BAR B A, wE AR5
{ERR, 5 R RZO. "B REHET A Z AR IEER, 2ol Ei oK
HEM R 2 aE, S F RS B E B E AT IR, AR 22 4 SRS IR ) S it R 2 4
Biidr, I BTSN AL A . AR E T IR SS, Rk, ERPIEN) RG LA IRE
HEJT.

Sk BB, AME T EEARE R AE T RINEEA . = REEZL . TURREER.

PR FTEER. PR L 2 A S vk, ATHE TR T Sk AU
TCARUE AL B, 3B BRI AR T BV | T DA E M 5 R A A 5 5 0 27 7 R P DR AIE
). AT B R T AR T E TP & TCB Wz &t 5532 KA B stk /i TH, 404
PEAGRR BRI TEE 224 #0E KRG AT {E MRS I 22 A1k, I8/ T8 8 VB AR, sz, B0
EORBE G, TR T IR U 22 4x. B0 2 7 vk BRI O BEORBR S« IR s AR FH 1) v 5
P, T 30k 7 15 IR A 22 4 ) 1 PE R DR BR 25 R 40 ) B SRR R F 1 22 4

ZXREBEEZD. AEIFEEARE R =R EEZOREER . BBEHATAIZRIES, B 3 4
JRUMEE T AR TR S BEAE: (SAEREC AT TS o B8 B AT DR IE P 30 22 A e R ik B 4 e A5
BAE. 5 1 2 EEREDHZEREAER, ERBENI V55 PSS R B E R G i dt
S AE, &M BB AT {5 28 = D7 8080 F HARBEUEESE (0 4xd v {5, 8 R G20 rl S, R LAk
ANAEEMR _EH TPM/TCM AR ARAE AR, I AAGAE R 2 BRI B OR3P 1 B /N 22 A= D e 2ELAF
BAEDhRZ R, 5 2 BEELERRZHEEIAT, BERA RN AR LR §E7],
1M 77 E— T CPU 1R B 2 R is AT B DR S ARHS - HLES RO 1 22 41 . TEE /2 SEIRR B
THEERSARTFR, ERET R4S RISIRIEM NG S TEE & — /Mo E RG22 A% 4
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e R, © LHEAT AR A2 3 E R 5N, B £ RGO EE R D5 LE, TEE 5982
LA, 456 WA TUNE . bk . Bl AT R4 (data execution prevention, DEP). 5 T k%%
IR, TEE ICREW St B sk i) Rt a1k, AALIIEM 2 T TEE W& AR A IR,
RERE R FHTE AL I VR B 322 ) 9/ ARV £E (R T AT XURS: . SR STt & TEE X 3 5 4t 9 il 44
ITH RIS, TEE W] LA 3 R BUBIRE AT 2 A0 2, 7 DK 222 SR Al 3= R4 N %
FIRLFHFEFARES, I HXAME S5 REFI RS, 5 3 BEET LM% ZERZEIER, BRI E T
FEA B —Fhezz AL, B RIS TR 6 0 B 5 AR 99 2% 56 E 70 F B A0S, AL A (detection)
BUHLRAE RGNS RS RS ATIRAE R GRS, 1M AE T B S A E B L] S R G R TE AR AT
BEHATIAEE LN AMEIE ] B SIS PIRAS, 2 — M EZh A AR 22 2 pL).

PUR KRR, FIE T EERE R YRS A R D2 H 3 AHEHATIAE ERE SIEW] . /]
EAEGE. VYRR BOR A S A E TH R RO R W = RABG AL IR, T 2 N5 AN 1 FE AR B
AETHRAF G EIR 2 4. e R aR W@ ETH RS EENE 2, TR REWVIHEE; 7E
PAT BT SRR B 2 R () 2 T RS, TR RGBT AR, JEE SUE R 5 TE R BT E 4
TSR RS AT RA, IR HXAMAIE 2 5T RGN RTE, 00O/ AR ) I 28 SE A, AT5 A7 i
e WNER 2 2 I A, IRFE R GRIS AT N ) 25 SR BURE IR L3 PR SE B TR RR M B AF it 2 2.

4 AEHEROEKREIRRE GF

BEE 5 5G/6G P . N T8 RESE BT B AR B F 37 5 0 B, ] A5 115 1B AR 2 ANk
PUE RS KR, B N SR AR A S 30, FHBATE NS i EHE . PiE T E T,
AEPIECN . AT(E = AIE XEVEE 5 AN J7 T A (S THEROR RS R R 1 OB 3k R B AT VE AN 1 1) 1A
4.1 BHEEITE

BEE R 8 SAT  FRSCEEThRETERL BN R ALY 36 B, X S8 2 37 FH AU B 1) 22 4 R
O FE B BB ARSI, T2, Bahn{EiH BN AR, e st ARy 1 8 5 £ i 1 4 ST
R R 2B, MR R A 2 TH PR P 8 & 22 4. R AR s TS T E AN ATT R
— SR AR

4.1.1 BHEEHERARESR

S/EGHIERRAD . APP InE @ B F, B (G552 W) & & R A EEN
FRE, @ K M TEE Sz Epi ik R, el i TEE, StBF G 528t . a7tk bR
AT A% IE B RNz R G B 55 22 A Th e,

A AE T CHE L — R 5 kR NIST 800.164. GlobalPlatform ff] TEE krifE. TCG Ml (2
5 TPM Mobile, MTM, TPM 2.0). &F 25 HSM APIs (41 JSR 177, KR e K& M8 11). PKCS 11
25 DUIXSEhRAE NS, TR B —4%% TEE 2R TR, 845 ARM TrustZone Fi K. Intel SGX
HiR ZEICETTH (secure elements, SE) 5. XU E | SE FIe e E, SGX X, TrustZone A
XA, SE 0 DAHUAHK R o Py et Book FlER AR By, BB R BER 5  FHLH; SGX AT AR A
RSN By, ToVEHUENE T8 Wity 24tk ik, FENHESPERE PC M5, TrustZone
HREHUE R A iy, A B 57 B 22 A VEMI S, 32 2 87 A8 % sh At N AT

TEE HATC&Er= ARG 7T 2N, Hp3T TrustZone 77 %2 H AT HRIAT IFSBh % 452
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R, TrustOTP P 2 T —AMEFAR e FHLENZ A OTP (one time password) A 88 % 4 75
Z, IS TRELMNAE /0 iR, BA1HET SRAM PUF PSR A TrustZone AR T
—NEBETF IR 775 5 B, AL TR TR 22 2 2 W, B ARG, & RIEEMH. i
#1231 9 TEE AR T —F0{5E 1/0 B AL SR, 128 e ST HEBA I AT {E 1/0
B2, 353 WA Credohypervisor 1 TrustZone i ARfE PC A F & Lah it 7R A SEEL. HAth 7 &
A ZAETFHSAT 7% BY A58 S a7 480 290 20 Web W WE2% 24 WA Verify UL 261, 22
2T WA AdAttester 27,

4.1.2 BEIAEITEE RSN

H AT ) Al {5 T AR OB 0 O VR 2 B 7 . iR I-F 6 AN, AR AT Intel ~F
£+ ARM “FE M RISC-V “F&. (1) Intel “F& 4R T7 RO R Z, Horb i S0 1) 2 AR i S e K
%% (Carnegie Mellon University) Cylab 3256 % ] Flicker 8. iZJ7 M T LT OS M ES TCB,
o it N JEAZ O A 3 B3 N B shaS A5 A8, D9 N FHAR i OB AR v BOse R s IR 7, 15 &
RSUEWA PR OS 2B AIE. SR1 Flicker Xf R G HIIBAT R FEMAEUR, Xf T — Lo R Bk iR
AN TARESFFAGEH. (2) 2T ARM FEMEETTRA Graz K2 TAIK HFFHUEE T 77
E R H B AN ER Linux WAZIEA TrustZone 224tk 5, #Id 7R TEE S4T30 EE H528 T
A AE T Ih AL, LA Open Virtualization #EH [ SierraTEE B, H.S7FF OpenSSL %525 il 2% J LA
MEFE=ZTIREF M XHERGEEAN RGNS, (3) T RISC-V V& 1428 1 B4 KA B T 2# P
PEH R Sanctum BY, 7ESTILAL Intel SGX THREMIEEAL b, AN T X045 08 & T BB A n A v )
K% (University of California, Berkeley) #&HH 1 Keystone 32, Ml /EA {5 A (WHEAERS) T
BN —Fofr ] 2 142 e [ 25 S ) A A7 R S LR S AT e A TEE. BUARANIR J7 2 4E TCB. 1 g
AT REAEJT HI 22 550K, (HIXEET7 AR T IUAT 1 — Lol A 22 A R Mok SIS B G B s 37 RN 435 2 T
FHIBI 1, 7 LLERUE TEE R[5 N S5 A RE RGRIRE S, SRAMEOR I 2 e, (3 — R s = 0 3
i s 4.

FATEEXS TrustZone FRGE N AFEE SR VAN EBEVE ORI B I8, S 1 — M T3 R 3
AETHEAR RAEH SecTEE B3, e IKHIR B L. SecTEE EZHET CPU KM ENLE], HA
BRI 2 2, AT E CPU h A NI 51 2. SecTEE 53 FHE4F 1) %2 4 K (secure
enclave) FA RIS 224, AT DAHRGURFAUA Bt - R BRI, LSS TE BT, Sec TEE #4
i 7 —4 Enclave fR PRt 2 2[R E A RIEH) TEE 248, EAH SoC-bound $ATH 1 HIRE 2
HUHISEIL T VBRI A 22 4, JF HAE A RZ R M 1 T DLIRHTINE TE X BOMLA. B4k, SecTEE i&fgfit 1
F & WS TR IIRE.

4.1.3 WIERERSR

ZHRGR AT E EEEARERG L —, T M TR TG . HEZER
Geih 2 AR = AN TS, Sz AR R BN 2 B, IF HABASRESR AL n (5 TH SR ZhRE. AR
AT BOR YL T A5 % 5T 5, %77 UL A B EEA TCM it 2 e A8 F L, 2
SR EEE TR R B RGBT ANE M L AL DO AN IGAE S5 2 L], SEEL TN Z E RS
JR B IEAT I AR AR A it e g 407 RO, JERLF 2R BETHL PRI S 77 . TS s AR
i T TEE BETHEHOR, KA A BB MEVEM OS FEEME Android FFAEEEE, MURLFIEE
PIAYEFEIE5E Android REUEAT, J454 SEAndroid BEARFIRIGZE LML, fREE APP [¥I40RD 58 %M.
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4.1.4 ETF TEE WS RIPGE

£F TEE WA ENAREFRZEEIP. WERMHRET 220, Wil R EEHERRiB1T
RIS N FR P I 22 A ), 1Ko H BT S St 0 — DN E 27 n). fE35 TEE HhIhRef)ss 2, nifEit
HEM K, X TEE FIBGE AN E K. H AR s vl (5 B AR 7 B3 £ 2 se iy XA W
Ff: —Fp 2R TrustZone A% & e 25k, BhaIG N2 2 H; 5—M R HZEE N2 2 AT
B 8 1 o7 SRR YE T 22 TrustICE B4, %7 RiBIT S04 TrustZone 22 4 A1 A8
] Sy 3 368 1 5 1) 2 P B AL B B AR, vk T B TrustZone J5 % TCB i A ), HEEKZE TCB A
TGO 24 ThfE, AR AR 22 MR IF M. PrivateZone B5) Gl 7 —ANF TEE 1 REE 2 [A](]
PATIREE PrEE, &R B FIPAT IR BS T BUR S A, @0 iR T E SRR | PrEE 44
PE, fR P T 4540 TrustZone J7 AL L AMERIFF BT TR MHEE. 5 2 Fho7 KRN & CaSE B9
%7 At H TrustZone MZEAEVEN RAM HIE ARG T —NEET A RPATIAEE, Bk T TrustZone
TOIEARA A J3 sh By (1 1) . Hoth 77 RiEF Ginseng B7), HEBE 5 A& 2500, B AUIX L7 1] DLA#
e TCB 3R ) B, (0 I35 7 852 ORGP L FH anAe] 22 4=t FH A 1T {E REE RS S5 1 1) R, sl
77 HAFAE R SR

EEXE TEE N RURLFE RS B M ok AP0 A S 8t (1) 1) @, FRATTHE TEE 222484 B3R 7 —Fb
T T2 AR o 10 N R 7 P RS IR 2 AR ik B8 i ik A /N TCB, I H AR HE AT A HK
Pi ROP, lago ZE AL I, 1% 7 1EI0ZE T %48 TrustZone B 25 4244, 15 75 BR3P A BURR B FH #4228
A, KK RGE R TCB. [N, 224t Fon i im th 7 RSS2 AT N T e i, sty <4
TH S 1 R B OR3P

BT R EMIPFAZEE. SIS TR 2205 N LG B2 B3 nE 1) 5 — AN EE 7R,
T TEE BAR P22, Kb —Mut e B2 TEE /8 RS RIS, FHRIRE REE H
RGFPURN A 24t BildE TEE Rl — M Ra B0 F, o MR REE H 71T
B 22 A, R 7 B B R IR I m] DL R R B, b AT R A5 R SR B X NI A T )
SRS R LRI R BANF) ] LA A ORI W AZARAS B 7 R G R IR 15 5. IR AR AR
PEJT R AR TZ-RKP B, TZ-RKP FIH— A2 4 i ds R U3 AL IE g B0, JRaH P REE +
R RAERBTITIRERE, MO TEE SRt A7 I fAb 31X 77 2QnT DA b BE 1 25 2 iy
W Bts, SCE T8 (1) N AZ I 42, ARG T B ) s 2 5 T B K ) ek, (LB S5O AR AR LK.
SPROBES [0 77 Z i Fi X4 52 48 2 04T v 00 07 2 AT Ma %, AT AR S 1) 07 04T 7 0R40. 3L
AT T REH TrustDump ] 2 R IMEEIEARE M T A E TU Darmstadt $#2H A
% 1920 %07 SRR I R AP SRS R BUAS [R] 22 4 SRS PR 1/0 W& AT A, MR T ZBRIAEE A N3
TS AR I R, AT i B8 AORE BE 1 SR F 1) B 77, m DA 300 % B ARG AU AT N I i R0
1k HAth 75 2645 ANDIX 43 Free-TEE 4 25, ILH 1) TEE KRG HA T EAENZEMA KiEZ
e, @it 5 REE RAAMH A HIRCA R RGUIRESE . 1 B AT MAEE S AGE RN REE %
A A S FAT ORI IS, 33 REE WAZEGE W RethE RS (S B, Bouh A e kst TEE
()47 .

025N OS WAZEHE 28 root Bl ALK, LAIINA 2 A M54 77 S8 e A VEA i (1 o), JRATTR
FIBATI R R AZ ISP AR, 2 T TEE i8R 0S WIZI LAk R 2404 9] Geas 2 b
1E A% ARV ARG IR B 0. 207 R EHE RG . BN GRS HAT S 12
AT AR AN SR 3 AN E IR TEBEVEORT, A OR H AR 18 R REIAT 13 & 42 42 W (1 B2 AUARES,.
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4.2 METFIEITE

— HiEHE BN, X G s i i e 4= AL BRI R B T E TR R 2 A
P, Bl E s EEIE PR TSRS R E TETHE T TPM M— RIIER T E.
4.2.1 MEFAFETEARE MK

bEAE & NS KRR, B A SRR B T B DRAE 1) R AT DAE B U SRR R A AR g, I
A F T A 0 R A T R ) %85 R ARV AN B K T s PR R Bk 2019 RIS AR, FE R 53 DMETHURE
R HENL B2 200 s SEMBAES AL SGETH RN TR ERAT— 4, Bt EFHENE T %
G R EHUR AR H. 1994 4F Shor 401 $2 H T W] LLTE 2 T (8] P A5 250K A KB40 4 fift 1] 7L
SO H 7] R B o SRR, A5 TV 52 A I A B R R 5 B A OB 1 AR
ANFFZ 4, SRR REIR A AR FIR 2] T Grover 258 T REVEHFLI, (AN 25 5 vk, £5
T 3 8 2 B RSN 2 (i e

=PSB KRR T PiE T EE N R S R E. BT, R L E A2 H AR

GXTPUE T (quantum-resistant) Z A THEFT. 2015 4 NIST 247 e &= LWt <, 3T 2017 4F
THRAESE e &5 5L, BTSN 2 Srrhpr e

HRTHOA N A PR TR A SIS 2B T ARSI Ek . T RIS a3
T BB EE AN T 2 00 S ROT R I B T HESE. NIST AN, XMSS Fl LMS SR A3 T8
()28 24 R AR e A I — e R FE I B ey, I HL S 02 5 5 1 A i 5 W RE R IR () 41, L2844 FI S
B G IA (12524 EE A Y.

PLEFHEMEEH N S — N EARE T Z2W, A ETHET R, BT I (lattice-
based) YL BHAZE L UE 2 — DM AL AET Ot 75 TR I B AR R VA, TS SCREE
X TPM 45 5 T84 1 BLBE B A4 AE B P (L-DAA) W7 B . H A3 4% 1) PR i 1) BBl A oy B
PrE TR /), Bk, L-DAA AEBCN T — R E R 4 uE .

H A [ b X iE 1 a5 T BT 5T, P Future TPM T H i BARR M. Future TPM 2
R RS ) — DR R AL, BRI R B AR TR I ETHE S K3 HR
FSEIMMIA T Z A B TPM RAFIA KRB G E TR RGN Rt .

4.2.2 METFARHERREFR

PUETAME T REOR R RGN L SRS E TR EOR R R R/, ARZE TR T aE T
PR 2 T3 B APUE 75 6 SR A SCSEBUAR R (T (5 TSP G IR, BhAth, e HZ 5B 2L ik R
e AR BE ey it SR TH SRR RE.

AR HTE T H ISR B AR )5 e, Oy ER B R MR ISR EER,
JEPUE T S S AL ST REIE I A DR S IS THSRL R TT 1 Al (5 B R 55 1k R h i
I, MM NAZZ 2N R TS A IR S AR &, D AT (S TSR S5 . A BB IR R AL 1 R
SCHE. AERCIEA b, BATENL TR TR E T REORR R AN, T E A @A T A5 TR
M HIPTE T 2 B8 3R T PR TS T R CTE] 2 A 75 7%; R TR T E TEIE
IR ATE E AR T M T SCRFOUR 7 A5 S A AR N P8 FH 2 D AT S A AR S5 1R &R

B TR TR A RO, R o SRR T A E S S AT A4 T SRR
PR AR R L 140, 328 BIOS, Bootloader HAE A8 BRI Sk A B KA [ ek S & 1 (5 %
PSR . RAPTE TH M EES, R B RIE S . FEEIE R R — K HE: 2R T
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R RIS SO L G XOR/NEREPE 26 1, K2 HPTE T F W FE RS AT K B T3
AT RUBAL TS F ) RSA MG ith 2 55 S A vk, 2 B P S E A e, [R) IS B 138 AT 8 B B I
A RE 2 F OB AT A 7] R, AL, T TPM 2.0 RIYE I — Sz AL (G i n 2 092 (1) 389 i
BREELIRE) 307 Bt — 2025 A I ) AL

4.3 THEYIEL

FAE A 2 K T A TSR BR R F T I 110 24 o« ) 2% DA K% 2 S SR A R B AN P 6 A 11 22 4 ]
5, AR 2 A T R — AN ELET5 R TR R R I A5 A B A R T AE Bk I 7 TR
T E BN B R BEAT SR8, [N 3R T e B AR A A L AR R L 22 2R B 55 5 T 14 50
AT E

4.3.1 BERETRER

TEVIREIN I 5 b, AAAEAR 2 SRR 2 R BN TN # . DRI, 75 B R B I 152 4 A B (R R IR 1 1T
SRR R T S, SAEE A BRI ATE T E D Re.

H Al 32 BB R TVETFT LA CLT 3 Bl (1) SAMBBELHEAERR. 1Z 75
5INPT AAAS SO P B X iR N 35 A5 SR AR L AR R R B PAT A B e 7). JL AR 2 SMART L 1481,
(2) 2T CPU WIN RS, %R T MM SRY R CPU 54 LLSCF {5 24 ThRE. duy
RFZ Sancus ML M9 i, ARM $2H 1P B LR (ARM PSA), ¥t F %44 & TrustZone-
M BEARWIINT NN R %, (3) 4URLE NAE T 3. %7 7E R ERETIRA R &S A G A%
N AR AL (a0 MPU) |, SEEL— M@ RN AT E LR R, SPM 732 PO, TrustLite 01 1
TyTAN B2 2 Hrp R R M T .

BAVE ST TR — IR AN SRR & 3R T —F &+ PUF MEBERGEEMWE TR P Z TR R
VIR SRAM PUF MEFett: . ANAT g . ASHl FO &S K47 e S0t sl A 201 & IR 1R AR
BEHIRAE, AN T8 BN 2 A A A, bR R ME— YRR AT e . kA, SRAM PUF & ] BA
VERIRIR, R EERD AR 1 =y 2 A BEALEL. EH SRAM PUF JRAE MR & 2 HIE MR %A, I
DL SRAM PUF A= B iy 2 A BEALECN L0, AR 2 BIAAE R R, TRATSEIL T WIE I T SR B 1) 22 4
Tt INE s % mAREH S (S 2 TG S %SGR . TrustZones %4 J0EK SE S HEH TIEMH
ti, SRAM PUF fEARARAN TG E &R R v LLRIGE B %4 B0 SRR EMEERSE %%
AR METTETF B Th RS, Rk, 53 I03E & T8 2 BR 10k X 15 4%

4.3.2 FEIEERHLEY

BAFUEW] R —FE T RE T . ROETIRSEZBRAOIAEE T A R YA AT S VE R 53, BAFIERT Y H AR
R IRIRA e BT I BAF I, B BB BB A E .

HH TR B D 2 B, e A AR LU TR (R AR IR I 55 — 28, 5 5 2 S Fh s, i
7B A A7 B Bty AR R AR B . ARBRBGE . SPLIT-TLB Moy P4 &5, fFxbix o2z 42 ) j, 42
H — SRR R B A 3 LA I o AR FE , 3R TR AR B AR B (0 22 4. BRRIE I 759 7T B gl o A
T 328 (1) FET R RIAREN]. 2B B BN R WAF AT R AT 5, R A O BEATL P A7
i ARSI AOEAE TSGR AT N U B T S A, A SWATT 5], SBAP 56,
VIPER 7} 4. (2) BT W AZERENLIFETE. A A ANl e 44 ) O BE AL ISR 75 0 i N 2080 26 25 TR ) P A DX e
ITIAE, JERX L Oy BEHLE B O S R I A TH S R b, A1 Mot B JeiB A A 2 R N A7 2 ], i
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MAREH Yang 58] Memory-printing [59] 2, (3) B TUE B R BB AL I . FIR J7 V5 P B eR SR AR
FE LB TE I, 2R 5Bl B R RS AT R 1) TRERE AR, %SRRI T — Rl R, AR I6IE # 7E R UGIE
PN, Jebit — AN BEALAIE BT B3, IRz 8 (AR BENIRRAE) IR LR W3 B, AT 36E 4
W B, HAR Ry PIV 60,

T8 FH R IE B 3 R S LR, 1 HLORSES 2 B AR A 2 13 5. RAFE P T TR PR —
77 T A UE B 32 B A BRI AR, TovkRy RIs AT IR R S Uk, 0 ROP Miidi; 55—
T PR G P90 308 5 00, 5 Y e )T AL, BRI B 2 A W WM AR A 2 RO R s VIR 75 K, R 225
E ARG I EERF VAR, Rk, B ATECIE A P SR 777 [ (1) FRIRAE . SXIE I AMY
AR ARG ) e, AR IR IR A e e, RR S C-FLAT 61 F1 LO-FAT 192 &
T I A R O R AT B AR HEAT B, SRAh T ERSIEI RO 2. (2) SRERIER]. XMHIER]TT
EIE G E TR A, IR AR T R E L (S DL R . SR 2 SEDA 163 i
SANA [64],

FEBAFUE I JT I, FAT5ER T 3 T H 0 TAE: — 28Xl B i A N4, 25T PUF R ERE
AR MR T T SRR XA DCUE I & 2 A KA UE B 7 %€ AAoT  (attestation and authentication of
things) (%), 454 PUF BEARAUERARIEBA I O05, fe [R5 2 BN 20 3#% 10 S 4 D IE A 58 BE M TR B 22
R, BT A R E WA TTIE, R R, 3/ 7 — M TR
B RERTFIE TS, R T ARG IE W TV m] 3 R PR I8 =20 1 Bi%F ROP (return-oriented pro-
gramming) ST Breb AL, $RH T AT H AR HIGE L] 66 5R%N T RAHIE e S S R Ty
T AN 2.

4.3.3 RERBEFLHZR

ARG 37 AT DL A8 5 5 £ CL 48 B iR 0 U ) sl 55 44, 58 T DAGZE A 385 I (R RF IR BR R SR D g, T
Ja B F FEAN B A T il B D RE, RS A AR A R B RS B B 2 MR R TR, R TR AT

SR TR AN B B, ARG AR EET OTA Hhan RACHD ST A Sy AR A 22 Ak b, HAE N — A 5
A2 A RO T VIR I PR R B A 22 A o B S e R ). DAL, AR 20 S a6 2% R ¥t 22 4 i ARRS
BB % (secure code updates). ARG F 7 0T LUHAG N LT 4 28 (1) J& T HOEHIE B A0 58 5
BAFUE B AT ALE B8 Bt — N BRI B PAT IR, W] LI 22 4 AR S B A v {5 BB, M AXER
JE SCUBA 671 (2) J&-T A HEBR B BB, 1X M0 5 SR (0 S 2 S0 R AP B B iR E w4 LB —
A IREE, RS FE T RSB HT, JARERIE PoSE 98], (3) BT AR E BT, X R R
FE T2 A SRAG AV A T T AF B8 BR A, B b 28 = 7 e PR i i ] 4 BT, e e B 2 () Sz R
B ML AT PAARAIE 138 28 O AT B SRS R e B, LR R 2 E il (Fujitsu) AT TPM () ECU
BT R. (4) HET AR R, XM 7 R BN 3 A2 AR, BN AT B S AR
GAEAAEFIATT W HAT, 2 50 ) B SR A E AR . AR 2 SR [69).

BAMEH PUF ¥ e 8uise it 17— N SEH R R I AR TE B bl 701 AN T A4 22 4258
Jr A ES T A 2 A, RS RE T S PUF # B @ vEdh e, 187 17 &4, S, @idi T PUF
(R BEAL P A 78 T DARA DR 50T AR 22 5 BTV A T A (1) AR, A IR T AR HERR 1Y) PoSE %57 &,
A DL 48 2 2 B SEORTIN, SRR ARSI G2 BLMCAS 8, TAIERY ST & B S A, 7 1k
B RIREEY R, BEOINEGE AT SR AR BT AR AT S8 MR IR UE, FF AL T 0E A A 92 =y T A IR B
R
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4.4 WFEZ=

BEE S HAESAT S 2N, it 8PS B 5144 n) 8w H a5 8 k. Al E ot 2%
ST EM ST HEAM S A 2 &S HEHEAR, WU e EENVUEES B 7E TR
SEE B AN N ERTE S SRR L RBRIYLE A B Intel SGX HAR 3 ANJFTHIN ]
15 AT .
441 EWRIEFEEESR (VIPM)

vIPM (virtual TPM) #& IBM AT 2006 4 H A EIME TPM J7 % T, FERMH T EHMLIR
S G, R R SRR R ) — IE B R, vTPM 2 R AR (5 T ARG A 4. T (s
THES B R G5 &, 13 ATEHOR T DA U BE SR R 22 A fR B3, vIPM E BRI T IR SR
TR B AT AR, WA RIS AT AR I 22 Ak . AT REAE PE S I R, DA R SOMLAR (i B I il L e B A7 A
T AR AN A S TS T RE.

Open CIT &—FET vIPM MFFSz e 8RR, @I B B 03 F0JE TR 1R 1 45 AT Btk
ITEHIE = AR 2 4. %07 R Intel TXT BR, 7E RGN Fo Bl DURE B 45 28 [ R An
AR e, 1207 RR A TPM IREMEAEAR, J7E 2243 3 BEAT (. Open CIT H9J54:01H
N Intel SecL-DC, H HFr &R B EEMRELAIE 24, AN, 1IR4t A 5 M APT M
L IhREFE.

TRATTE X AP & S Z ST R A, 324 T 5T vIPM M RI{E BV & PG AT A 2
R4 WATRAE R ERAE T vIPM B, 8 TEEREE IR, R EERER, TR
FIM AR 5 2, 55 1 R TPM BT 3] 77 & VMM (15T, 55 2 202 M vIPM
H T hypervisor FIERNLRGIEATEE. (EULIERE I, FRAVEN W =157 G R SR (1 22 4 770K,
WA IESEEL T BRI 5 7 A BEE S . ThRERIEE 1. BbAh, A TEIEH 7 — A5 B ML & T
EoRBRAEHITRE, KA vIPM SRR E RN B EOR, 3245 T 20 HH B E AL
GABATIRA WG T L. 207 R T 27 G RSN 2 A UF B A0 2 4 B0 1), {4 iz e
TG T DL A AT S I UE R LR 55 25 107 & e B RLR (S .

4.4.2 [ERHEEEAR

EnTHES, RERBUILN et BA BB L MR 2N T BAeE B, 224
SR GER| Y. TREMPLEA (virtual machine introspection, VMI) A iE#EHE H, ok 22 a8t
BTN, A H 224 B LR I B bRTE F WL, VM HR I 32 28 A LA % 58
BRI . NREINEE. RN e B I P AR 7 58 SBCFI™ il SecVisor 731, SBCFI i#
bk B AR BN A AR Bk R A AN AR 1 A AR R AT R I, DR AR 7 42 R S8 B, SecVisor 2 —
A AR R A R S8 A AR 52 L (R /N B hypervisor, 127 RHE T RA H 2 fo i 4 a] LLEE
PR AT 25T VMI BRI D)2 e i A H br ML AR AE B RS, A2
RAENZIT . HAREMTTRAH Livewire ™) %77 E T LU #2145 8 I EHLFN N 4 (12840, 758 4 58
F R ] LA BT A .

FEMHLE GRS Rt BN, AR EH Terra 75 F1 HIMA 6], 15 BB IMLIE %,
FATHEH T8 H T3 R AR R B 2= il 8 it 2 Aas AT I B P v AL 7 58, R A R E B 1 77 =X
B FEEE. BT WS 55 (E B 1A SR AT A S MEIE B, A OR 35 B LI BT 38
BEAEAT IR A B o, 1738 R AL 4% B R A I B B TR s 1T
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4.4.3 EHT Intel SGX WE{EEFA

FT SGX ML THELR B AT AME S TR — MU R, A iR T ves 7)) i
1E = HIE T A AP MapReduce 185, PRIESS R IERVER € &VE. 18 Z0% B 22FE (Imperial College
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Abstract Trusted computing is based on a hardware security mechanism establishing a trusted computing
environment and comprehensively enhances the system and network trust from the architectural perspective.
With the development of information technology and continuous emergence of new application scenarios, security
threats in the cyberspace are becoming increasingly serious; hence, trusted computing is actively researched in
both academia and industry to find solutions against such treats. This paper summarizes the development process
of trusted computing theory from the perspective of innovation and development. The study centers around one
of the author’s research results in trusted computing over the past 20 years. It proposes a trusted computing
technology architecture that covers two method foundations, three trust cores, and four key technologies. Fur-
thermore, the paper summarizes important research problems in mobile trusted computing, quantum-resistant
trusted computing, trusted Internet of Things (IoT), trusted cloud, and trusted blockchain, elaborating on the
integration and development of trusted computing in these fields. In mobile trusted computing, the design and
implementation of a trusted execution environment architecture with software/hardware co-design is the focus of
research. Another two important research issues in mobile trusted computing are the runtime security isolation
and protection of the mobile operating system’s kernel and trusted execution environment-based mobile applica-
tion security protection. Due to the characteristics of embedded environments and limitation of resources, the
construction of lightweight trusted roots, efficient and secure software attestation, practical secure code update
mechanism, and swarm device attestation are important issues for further research in trusted IoT. In new sce-
narios such as quantum-resistant trusted computing, trusted cloud, and trusted blockchain, trusted computing
is also constantly expanding its application boundaries and playing an increasingly important role. Finally, this
paper looks ahead and discusses the development trends in trusted computing.

Keywords trusted computing, trusted execution environment, mobile trusted computing, quantum-resistant
trusted computing, trusted Internet of Things, trusted cloud, trusted blockchain
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