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Z—, HoF RGP AT AT R B A B S A e SEIRHZ IR R45 3 K I TR (0 Ab 3, 54T 7T e 51 R B
FILEPEOTE, WAL T2, K, JyORbE s 215 B h] R AT % &,
ZASEEEOR . T A 22 A ORI AR R BT TT C 51082 503, Il ekt o S J i 23 45 [9- 100,

TR R T RGUBAT AT SR AN R 2R A ROT Rz —, BN A S rmnd 51 245 B i R gt
BT RGN EN MRS W TREMBOR R IT TR A IT M8l o 2015 SEE K QAR E R G2
JRBHIERITH “wd 51 405 24 ) 2R G s s a2 W 5 LA 6, VR 17 ] P a2 i s R 44
Ry v IR 7 181 AR o Bk Sk W Al L s A 7 /N, 0 v 27 2435 JE il R g v () B s . 52k
WL AR ARAL /I 5 s 5 ) S I B 12 e [ O JRR R NI 9T 18 19~21) . [ A 30 el 91 20 B o2 Bl BOR O AIT 5
AR, 20 e 80 FFEAVEEE VU] W B ICE R EE S 42 8 I SEDUN BB B 412 W, T A
TS R A 2 W R G A RN R T, B T S s B G T R 5k, HAR I L ik
R BT /RT3 L K T VPSS CAF A 50 44 ik 51 4 ] 325 7o tho in JKOxk e 3 47 22 S i b 12
WA FIRIT T AN 55 B

N R SHE S AT I %A vl &, T i W AR SN Bas AT [ 2/, #isid seie s
D5 A BTN L7 1056 28 A 85 Pl A 1) N PR 36T 65 R R R Il 5 0. DRI, I P 38 E 1 65 PR il
A5 FH AT A SRR A RS o i LRI ) A SN 22 L it [ L ST R BB T AT 5 k. SR IR R IZAT I
2SS ET S ANA], #RE 2 WrBoR IR 5 Bl 75 B8 R gu iz 4TI 5 N itaT. 2R, — 51, B
A1 RS R4S A B RGN AR UE T & K2 DL 55 Rk s IR W s T A N E 2
b 2224) k> 7 A | 8 FL RN B B S BRI 5 () B, BUA T ) IR IS AT AT N R IRE T &
L 06 2 Gt & Al B ) A A AR B XA R GEIs AT IR DL I 22 R BEAT S B 017 2.

Fi— O, SRR SR R R s B S KBTI, MRS, SR L b i
A7 B2k, SRR 1R A AR R SR BAT 2 FEPERTARCIYE, R 18] _E A7 78 BENLIEAT {5 2R 1,
BUE R GRISATIRGS T I BUE FRIRAE R G IE W ISATIRES TR SR 21, S BOS R AEATAE IR X
PAMCRHitfa s P2 40 H R A, 91 28 22 3000 3 e B I iT sk AR as AT IR Hs , A7 A2 W1 R R A, X
NFEE LHLAAT N RGBT RS EE, TovE CRAEAR D R4 Wy S A HA AN 7] L 56 A R R
2 R, SUOM Y s s i s AT IR S Es A N Y S8 IE T 6, X Rp 2 W St AT D kB8 i Y 5 56
EAGE . MR BRI TR A, D SRS W BOR (A RN, PR T T S 2 I
S BRI NL F BAIE T & 0% 5 A o e T 47 2 JE ) 2R 5% SRl e S5 A 2RI o N P e

3 ER] R, T R SN 7 ) SR A R4 B RS RN R Z RGNS IR . AR
HRERIR T HEE NG FCBUIR, S5, 20 AT I T 16 SER 7 AR N T I D 1) R i, A R A
BRI 3 b L SE I A I SE LR 25 T — BB RTT 5 fm, xR S A B R 4t
B N R R 7E 77 1 3264 T e 2.

2 fAEIAR

2.1 HEEFEN

HREEE N A 20 tHZE 70 FEARER A9 —Fh il 7 AR, S A SR ATRER, B3 20
28 90 FARA FRAT I 7 FE IR A T PRI 7T AU — AN 1290, R N A T A T S B
KA, R FEAp RS N A HE SR SN B bR RGerh, H T M4 H bR RGEAETE N RIS OLT 1)is
ITAT . TR N AR AT 2y 3 28 (26~28], BEFRgifr: | BTS00 AN 405 LA e v N . k11
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PR N S 20 T RIS AT I T R AR B LS e (E R R R S5 R A HLAR 3 T3 1
FRGE AT WS ASADLNT, W e 00 3 W A AN T U 0] f i) @, OO 2 AR E NG ER AT, BT
PR REE N R H 2 T4, (AR T 58 SR8 7y, BFFiR M, A 2/3 Ml oizam o Bt
By N S8 AR 1290, 7 L P B N7 2 S 2R LT, T A R I R, BROAR LR, (AR
FEINT, AR T A AR TS 2R (1) A 12

FE] A T B NI FE A0 S F PR AR, 22 [ S E A 4 L RS . R e Re it 5
PUH R T I& RIS MR 07 B n) . EZE e T7 1, STk [30] 48 T — Ml T2 75 a
R A SR RIS AT S LA VI T, TR T B @A) S s RS IR
HEREVHE RS SCHR [31] FFk T2T CPCT T4 HITH ML N RS0, H R % R G0 H A8
S EEIZ W RGN IEREIEAT T ERASNNAISUE. MU HUR IR, SCHR [32] £ K B AR A% &R
4t, KHZET VHDL BRI ANTTIE, MR 1 AOK H2 A r 8] st i e 225 i 28 498 000 ] S oAl ) R
SCHER [33] BEXS RAT &S T2 B BB N AR R, SR BE AL N 7 =X, ARADLRR e AT Hh R I 1
B, B8IE 1 Frde— PR Y HESE SymPLFIED. [l 56k M85 Hh il H 150 4 IR e £ 32 1), SCHiR [34] FF
KT —MNEENTEE, AT Virtex-6 FPGA X HUR T8 % (single event upset, SEU) 5§ &
A~ SEU FUBUEME. SCHR [35] TPk T —FR3ET VHDL B E NFAR, F T4 b 18] 8 b xd &2 4 259
ARG RIsem. SCHR [36) FR T —FhE LERFET IR (single bit error, SBE) #(FEyEAAELE F T v by E
NI FEY SBE K EE R SO0 IR . SCER [37) S 7 — Rl s sy N7, gk T COTS flkt
HER SEU RBUZE RN ) J. 72 RGP TTTH, SCER [38] 42 T — M [ IE L [T 1T (off-the-shelf,
OTS) #AFI 3 i G N T3, FTVE OTS BAFAEAE RIS, STk [39] $2& H—Fh 7 S A
TIRTH AT B A N AT R

BEE TP B EWE RS N TR REEH N s MHEOR I KR, 78 HLT0 BTaoR S,
SCHR [40] SR FH 2T © 0 1 44 14 e 7 B0 255 U SR, ol 2 e e s g sy = mT A 80 FH T B AL i B A
B SCHR [41) BER T XS RRAEE X RRESBH, IR 1R TR N RN B e A B TN . E S R
YDEE R G AT T, SCRR [42] BRI A IR SS BIME B EE R A (service-oriented cyber-physical systems,
SOCPS), figthh | — M T AR @I, IR BT K73 H Ir @32 15 BB RS (cyber-
physical system, CPS) #%  PAVEAIZ KRG R AT 5EME. 78N TR eI, STHR [43]) $R 1T 125 FE Wb /g
FEYENT RBF R W0 2% 75 2 2 >] (RS R A R IR 2 55 ) . SR [44) $248E 7 B2k A 3
Z LR T KM single sigmoid H T AU ARG AU NSRRI H AR ek BRSSP ERE . SR,
AT EE 0 a4 25 st N B 98 2 B B T 5 R 2@ R R 4t (49 M2 5| L3 J 4 140 45 i 41 4=
FEEH RGP AT RS, B I S A B RS REN T RS BRARIRGE.

2.2 ETHEEIANNNAKIETS

HEEE N T B SEBLEOR W TE, 5 B S8E-T & R 07 sUE A G, H RS SR AIE T & FI#
@A EEA 3 M TSR G TR/ I SE N AL T se i 5 B TS alie & f M
PSS AIE T 6 52 e I S0 RS briz AT S se By 30, $2 M€ Dh AR S5m0 A DR SELE (1:1) 3
KB MINRAELLRIG & . PR IR & — SR A 3 T R AN 5 3, 7T @ 3 L S A A
SRR R 5, i A AR ISAT B AT B B . SR [47) A4 TS R OR SR R SR AR B AR

T & VU7 T ST IR A R FE R 101 A R B AR G LT R A RIS W S T, ke
AT A5 3, SEIL T S B LA M R A Y R SRR, 2 ISR [47) I 2. H T B2 A
A LA B AT R AR ER . W 2 e VSR I FE AR, Sk T 6 2 A RAFAE T % [E
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Figure 1 (Color online) Rapid control prototyping-based realtime simulation platform
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Figure 2 (Color online) Hardware in the loop-based realtime simulation platform

B 2 ) s R0 [ K i B e R LA (48491 5 — T T T ) SRR 6 1R I R N — B DA
I B A o 7 R (PR RN AU, TRV e A T 5 LS R G A W] R R AR R A

FET AU, /0 S A7 B ) R 3R UESF 5 R R 1 B AR W A, (H A e TRl AR RO T3
SR ()3 R 01 % N FH G IE - & — MR A 6 T B A iRy N7 =X, B8 b Rl 0 i) ml AT e
TE AT RSAULYE ] P AT AT 405 2 Ab Sy N STk [51) FFR 7 34T Jo i B shiLI 51 2 ia sh 0 BB
THE SR, RIS, SOk [52) BOE IR RS TR A A s AR A A 4 B Bhig AT
RGEPMIET 6, % PE R T —BAS 4 NMaFEXIEL 5 ANk, Hit 70 R4 B RS E s EAT 5
M2k, JERU 1 AN E BLPAT 28 50, SRTT, BT B SR i TR, B R/ SR B S
VN VR S BEAT A SR, & S0 A S MR A S I 6

T ST FLIR L SRS &, FAT BN (Rl AR RAET BRI T AR R 1501 e £ Sk & 7 i f s
U018 B RE e AR AOM 07 BLAE R R g st A T AR A, BT RS SR A B TR0 . AR 2T 3 Pl by
AT BT, 2 Seh B2 S B RS X, # IR SL 07 3 B AR AR, BT o P
J71 (rapid control prototyping, RCP) FIAE{7E A% 1/i B (hardware in the loop, HIL) PAFH =, 0
Bl 1 B, RCP J7 U I SE 07 5 H AR il d, o BT ARS8 G 1, St upds st e, XA =0
T B0 U725 S IR 50T R, FEX SEVIR AR RBEAT WA, 5 5ealie Jt e X ), 6]
FEAFAE IR R A v HL 256 MU 3RS AN 2, Rl RCP 7 SR/ 12 I B b sEm 47 |1 24 . anf 2 B
7, HIL 77 sCH I SEI 07 5 B AR R, el &, 15305 Seypalie: & AH I 1 8OR 1 R
R T R LM, Segd FE w4y, B EE S T EbE. Rk, A seidie 5 RCP
5 507 30, BET HIL A7 3050 Tl St 05 305 w12 B R (Rt 5 50 0 TAE. SCHR [53,54] 33
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* 1 ETHEEIANNNREIETFaXTtE

Table 1 Comparison of the fault-injection-based application verification platform

Platform Fault Real-time testing Coverage of Price/ Confidence

Refs.
implementation injection for algorithm fault scenarios time cost level
Physcial test bench Hardware Hardware fault Expensive High,
Satisfied . . . . (47, 48]
system /software in dominant /high physical truth
Virtual /subreal-ti Ch Low, a little
1 S T =111 . . T
; ua .su e ¢ Simulation Dissatisfied Less limited cape different from [51,52]
simulation /low .
reality
Individual
Realti Hardware components & a1 Medi 1
ealtime 184 edium, close
. . /sofeware Satisfied simple faults, p . [63,54]
simulation . . K /medium to reality
/simulation difficult to

complex faults

FERET HIL WIS 507 G b, SBL T 0] 2 51 BE IR0 45 O I 3 /60 Do A0 Pk 7 A S R LA P A S
AT 48 R P R PR B N AR, 3 T S 07 LN SRR T 65 BT TR LR AR, i
B 32 AT 408 A5 PR AT e xeh GRS RY Fg HE Bf 1
MTR T BB SR N FEA o 750 2 A 2 W Sy s PRI A R L ety R e« stk
A /RS P A R (AT 5 BESE 5 AN, A SO B J T RO N ) g 51 4 N 38T B A
TR, a3 1 P, AE R TSk & R REAIL /S SO 075 2, T S 07 A R BRIE T
&, AT RG] 3 Ffbaii A5 2, i R G0 h B A S N e A, ELAE e A AR
S5 TS RS, G RIS W R R S SR . ORI, T 1A SN 3 R B A B AR R
GEREIE AT FUE AL TP B By, BUA #l R A\ 32 2% R ] b B E s e AR 5 3K, — T,
AEASEILI PR T B 2% | Wy S R s 0 i B A5 B RGN 55— T3, i ab R
GEIR TR N AR R A, DA SSRE N T V20000 e I 2545 RS ) R % T RGBS ATIROLHII 2
SOMEEAT RN, ELBUA #l R N SR ME AR R S N BT 7 SR S IR 7 0 5 U5 32 R 1) 1 i,
Fe IR AR S BHIR I 7 BE P i . DRI, 0 R 81 A 2 2 ) 2 e S I B 2 i B TSR ET 5, T Je
T i) SE A7 35 R N T3 92 e L SEBESOR IR BIE 7T, 0 S I i 7y S5 )38 OB, I RIS W S35 22 3%
Wik 5 BT+ B E A X

3 HESER{GENSRYIZERE S REMEEN IR 24

AR B A BT e R N T IR AN B AN R U 1] AR N 59 R LSRR, L B AT
VIR s, B R AT FON RAE W R, AR AT EEE NI, AT DA R BR BE IR BT AR
AR el A2 vh 15 2 A K R A\ AR, BS B AT DOE I SHE AR AT M B, Bl B R
J7 RSB A N S AL

SR, A AE B R GG A, AN L TR R T REBNRGR 4 2.
HH SRS IR FT RE S 5 07 TAIAE R /2 BRI R AT A% 3, BT RE B R A LB R ARG BAAER . T
RGRNIERGR, M AGRHWRA 2 LRERRHE; 2T, ZAFEE R Tt F i
JHIE T FRT RGN T 328 5 IR, X6 28 e BRI AN AT 25 18] B RE AR Rk, 30 A I 8] B s e e b, B A
A B RARIE R, WO A I 2 AR T R I T R S A A B R G R A L R SR AN AL B
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P e, MBI B A7 DR BB £ B ) R B 2R O
5 4L

{30 AT D 0 AR, 95 R SR G O A, RS T (S R AT I
FETFE L SRTEN. ELERT ST RO RS, T LSS S N B R L A
P, A DA R SO B, 6 L, B0 o AR RS LR RE B s, 75 BT AR I A S
PRPEIRTY, 2R T OB N, EAh, 200 5 ARt T R MR A T A 5 T B
R, AR AR X R RN, 4 O A S B R T

RIA T AGIEATAR A TR OB X 5 AR TLBOM. 35— T R G R A MO AR L 2 A 2 5
RIFTEE MR B T, 2 & T RA R RMT S FI T R, T
b RGBT A RN, 40 AR S ) R GE R SR A L T R BT T R
SEATARIE IO 2 B0 0 AL K T .

FERTPUZE A3 BP0 R BTSN 0 BT 3 BB — I B o I S AR, 2 S B I 7 8
TRHOI R ZETL, UL IAREE VO 5 PR 0 28 BEH AT N e A, 1 46 4 80 D
T ARV, TSI 07 20T G MR S ST R, 3 TR A EL b 58, T/ B A B
RO 26 P SRR B A L 2R 0 6 K O N 5 4500t R N S T 0

4 HRSERGENSRIIEESEH RGBS ENEREG R

4.1 HEEFNFE
4.1.1 {LEAGEAVEREEN

Bz B AT 7 [l (Rl R, AR bR 1t ] 43 7 B) B B R R M b A S B AT
PR, 0T B 2 (T R R 1R WA, e e A R e P B o) R 0 N\ i R AR ) TSl 2
FAF 5 VR RSB N VR IR AT i N A 155], 2 55 e A 2 M P A R X R ()4 45 R R AL
FRAARY DU AT 356 A 20 i ey N VR IR AT S N A, 56~081 . o HLAT B A AR A R )
B, WA A AR AN 2 5 W B T R B AR A S A AN LR AR Y 2 AE LA Y A 5| N FE R [E] b B A AR
R 2, WA 26115 5 VR SRR 2R 5 4 TR A R By N vk A T I ey N S5 8481 (591,

BUE A ) 2 B w0 S N R AR B R Py, d = 1,2,3,...,D, D MEREE,
I W B R FAE T Sa = [sats- -, Sdzas- - Saza)s 36T 24 = 1,2,3,..., Zq, Zg P
YRR Fy B R SUE S5 RS/ B E S RN EE, KMEEE S £, RS S
5 Sy FABEHK, Fo= [far, oo Fazgs s faz,]. WIBHEMKEEN fi = Sy @ Saw, HF Sy =
[Sd01s -« -+ Sd0zygy - - - » Sd0z,) FWE Fy KR RGIEF BTG S, B SEENTIZH ] DUEHEE. A
I HHEREIZ .

RS T RBMMESREEE R, S5 E T fu ERUN fao, PR fao FIVENHRESS 5 TS
AR frao, HAKMT:

nj

Na
Fnao = Nor(fao) = Y Y [D(t—(Tyj+ Ty x 75) = Ty x (i—1)) =T (t =Ty = Ty x (i—1))] x TH{cs; }, (1)

j=11i=1

Horb Nor(fao) AR fao ATITEAL, Frdo = [Frd10s - - - frdea0s - - - s frazo) R RESSE S Sq =
[Sd1s -+ Sdeys--->8dz,) HTTEIL LR EE S, © 2 ERREL, 7 = 1,2,3,..., Ny 25 § Kk T3,
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Ny 5 d A FIZAU F FUR BARL & = 1,2,3,. . ny BT ny = ceil FUH2=T9] 05
55 5 RIS, ceil RN BUE; T,; FoRE § KBkP RSk B, T, £oR5E 5
ik A ik R I TR 7y 2B 5 Rk R A BB s 2 b ¢ Ko RGUSATIN ), THY} 2 B s 5K
cs; R j FMEAIRIB IR SO S [ ] FSRFAERE SR IAREE, 24 7 — 0, H T, — oo B,
W5 KK I T RRBR SIS S 2 0 < 1y < 100% I, 45 5 kb 751 TR #EE S, 24
7 — 100% I, 55 j FBkih 75 FRRKABUE 55 TH{} FRERAE SRS 5 155288, 70 v
55 RS 5, TH{Y (155 SR BRI bk ol P2 50 H I B K /NP S es; T SRSRAE R4S 5 1
AREPE.

B IGE IS5 foao 5 RFEIEFIBITHNGES Seo HATE S, LR RIEES Sk, 5
SRHEERIEN Sk, = Sao @ Frdo, VIEEERVETT LLAARZE AN MRS 5. MRYE M R AEXT REHIR
Wi, K2 A S Y B A B B A S B bt G LA e N B AR SR TS S I R
LIS PNEY L E

B R B B M A 5 ot R 4 S A AL R AR AR (B o, R S R R R R IE S AT AL
A M[X,0,Y], o X = [21,...,24,...,204] Y M HEMAER, 2, 258 o« MAALE,
a=1,2,3,..., A, A NINZEREE 0 =[01,...,0,,...,05) NHEE M REASE 0, 5 b ME
WBH b=1,2,3,...,B, B NIEWBITHEB A SHEEC Y = [y, Yo, ..., ye] ABEL M (%
AR, gy B4 o MR, c=1,2,3,...,C, C NHIAE R R

RAWEE F, J&, WEEESREZMERES FOVEBERCN Mg, (X, 0, Y], HF X, =
[Thiy. s Thay- -, Tha) BIEE Mp, FIRIANZE, 14, 25 o« MOALE, o = 1,2,3,..., A, 58
M F oz, XN AN R 04 = [Oh1,. .., Onby,s - - -, Onp, ) Y My, FIERSEL 05, 25 by
BRSH by, = 1,2,3,..., By, B, WA F, SRR SENSE Y = Ve, - Yhes - - - Ync)
TR Mp, HHAE, g B9 c MR, c=1,2,3,...,C, SR M oz, SR AR
.

W et B I A PR Y M, BB NR S IE LB M5 NS HE, BRI F,
i, K BRI M RS Y BT, A IER My, WSS Y, SedE T
B 0 (0 R e N 5 A

B R A 2 B I S AR R VE I Ry, B S B ST MU R AE IR A R R P B A A
My, [ Xy, 0., Y], EFXTHUENLIBER My, (X, 00, Y, THENSE 6, WEEERS% 6,,
AT HERER IS FE S RGIBTIREERE R MINESH E 2 MMELEXRR: 6, = gu(R, E),
F 0y = [But,. s Ouwkys s Ouwr,] FERVEREBL T FEBUR MY B R, O, 25k, MEUKSHL
kw = 1,2,3,..., Ky, K, RREHE F, BETEBRE Mp, HHEGRESHAEM, 1 < K, < By,
Hr B, AWK EN; g,(RE) = [gu(R.E),..., gur,(R.E),... ,guk, (R, E)],
R=1r1,...,7p,...,rp] REHEESHEEN RGBITIREEZE, r, 5 p MYREBERSEEHEA K
BATIREZE, p=1,2,3,..., P, P R¥WMBURSHIH L IEITREZELE; E=le1,...,e4 ..., 0]
e MBURS BB RS, e, £ ¢ MEMPUESETHRTHASR S, ¢ =1,2,3,...,0Q, Q &
SRS B A S 5 A

MR F, 1, AR TES IR DT X, BRS¢, M ASKIBITREER R Al
WGSBS B 1] b R AR R, o P 2 TR 2 B 4 1 7 2, O IR LAY v 1)
BONTENL AR My, | 58 RIET15 5 I AR TR 25 R & i byt N 5.
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4.1.2 (MEATEBEFETEAN

BEXI AL B AT UG 0] ()b F,, 80 ST A R AR R, AT R N S AL (60~62) S AR
PR P AL, FR BN SRt 5 M ARAR B B AT U5 R et N, N — O SRR B R G R LT
SR, M N BRI Ny, =T - Mp,, i Mp,, N, 5592t 2 M. ool
F N (RS FEN R My (X, 0., Y] F Ng, [X,, 04, Y., T NHEYEEREA My A Np, 2 081
IR R, KRR S MOAM B AN AT R F, (M) A R RARAR G N AR E
AT R F, (). SRS AR 2R T R G, (A 4.1.1 /N 3 Ry A7 20, SEa
S F,(N) BEN S

4.2 WEEENSIAR
4.2.1 HEESERM{FEEPE TG

R/ 28 8 0 1R R N A 2R R TV A e R A1) A R AR ) R G b & MR I R AR L AR S
X REZE K R GUSATIROUN 25 52, B 00X — A, SCHR [63] $2 M 1 — Mk T s N s 51 2545
S il 2R G AR B SE R BT B AR, Wil 3 B, B0 T 2T RS EERE A [F B AL
). FEMLEEAL b, AR T T [ B E O B R A AT A ) R G I S SRk S L S R A &R
ghif) — BT IS (high level architecture-run time infrastructure, HLA-RTT) F 5 P AF M TR &
W2% R Eir, i 4 Pos. RO EZEM T, RGH & T R G AN F 1) LR 2R 5 2
HEREER, I HLA 1M 5 [ A7 AT I8 A5 A A% . K By N 328 4 N S 9 A7 5
HLA-RTI M, IEBIX RGAFZ L AN [F) S P 2SR 0 Ry N ) () 42 i) e ey N ) 0 ) 4%
1), $ H R S — ol T ) SN 3 1) v T B 45 R R ) R G R IR S R 5 WO N 22, ] 5
Fros. FREEIEEN b, R ZETE S BER) . B TR B e i) . B T8 5 A BHRIAS Y B 4 VR T e o
TENSIEAR, SEILEE A G5 B ) 5 40 b WA B T U o] A0 R A7 B AN v U 0] 1R e 37 55 (1) 38
B4

4.2.2 HFEEANTHRFSRBREZIRIK

SER B R G H B SEi 7 B4y, B4 CPU MR FPGA MR, 1 E R G H 0 SEif 2R
EIHLEEAL R = BAE FPGA R SEH, FPGA —Mh 3 MEARFITHM: I wAEEZHE (con-
figurable logic block, CLB), H LASZELHL K 2 ThaE; "l 9mfEAfn 2k B IE Y (programmable routing
resource, PRR), F DASZELIZ #5 R (6] (A0 B 4%, mlgmfefa N /4 A ER (programmable input/output
blocks, 10B), FIRIELIE S HAHH 64, Hr, CLB /& FPGA i FEIZHHIG, HAKRRE
(look up table, LUT) 5% 74% (flip flop, FF) 735l Sl &2 5 5 712 ThRe.

I FPGA HEATSEE A7 3, A& DU AR B B Y 400 KDL 5 11 77 2R S B R A A S P (1 1650 =%
ERGHIERM Z | iR B ARG R, S 7R i 7 SR E T ek, R AT Re s @ 4 vEUR
. B 5e, #H7 R G I a2 4 s v A I e RS A R DL S TR 2H A e L, il S R
FIEHBITRE TN FAERE Gy MEEENTHEFAE G Go = [Gor,- - -, Goi, - - -, Gorl,
Goi o~ Go TN FFETE, I 2 Gy 7 A& EEANE, AT R E T S E TN A
AR, WE 6 Fraw. Hi v, BIRTA, epy BT v, 5 v, ZIHPIA AL

IO E ALY f5 , Wy T IR R A R Gro = [Grots- -, Grojs - - - Groals Groj s Go
N RE TR, T & G TN RE T ERAE, aE 7 B,

472



R

5 REE

BH50E H4aW

Wire train

bus-line (WTB)

=
5]
=] [«—> + == - Faultinjection control commands _— —I
=
O :
bt 2 Fault injection controller
§ @  Synthetic controller (including fault injection monitoring and fault data acquisition) l
= (including train, line | , — — — — — — — — — — — — — — — — — — — — — — — - .
& database) S O VI,

Traction control I I
° simulation system | -
= Power unit 1 Power unit x Power unit 4 Traction |
g2 transformer | l
g g l l l offline | -
BE k » k simulation

22 o 0 ||
wn O "HQ.' ‘vH‘ “H;"

i & & & .
.8 . ! : I
=5 Traction motor Traction motor. Traction motor
= = realtimgsimulation realtime ilmulatlon realtime simulation [ I

Network —_— = g A b gy . = ./—l
control | | __ —
simulation X . X N
system I |
Brake control |
* simulation system | |
d
Train operation @3 1
control simulation % [
_System Pressurized
(including brake |
= kinematics and lind [
g &  wheel-rail dynamics cylinder
R simulation) simulation |
=2 . 2 |l N-_,——— —

o =
25
£ & >

o .
© Traction power supply

E 5 Driver’s simulation system
§ = console
=) S «———>

3D virtual
simulation

Projection
display

3 (MERFE) ETHETNNEETIZEE ST RGHENR SHIEER A E T 5524
Figure 3 (Color online) Fault injection-based real-time simulation platform framework of fault testing and verification
for high-speed train information control system

N, B Go 5 Gpo TN FPERIRIIN HHE, 2HRE Gy 5 Gy MINTEHESES SL
55 SLyo, #th SLyo RN Wb NS AL 3 80N T 0 (IR =S SLyo, SLyo 42 SLyo T
B B, APIEAE N T 0 HIBRAR, 5 G o MU FRBEAZ T INNHT 07T )i BUBRAE, BOE ve M vy

473



e e IR B NS et P M ANl el

( Reflective memory network (RMN) SCRAMNet++ O

4 @ v %L v %v \I I/ ji \I
Traction Tra

i i HIL RCP _ Fault rain

I C(cl)gt\;gl C(;l;lrggtll(l)xlrllit <):> feszﬁgﬁg <):> Controlled mjecyton I I oggrrlz:;gin I
i i uni

I simulation (TCU) simulator system &1y siontrol
system ] l System ,

e i

Backbone network of the high level architecture (HLA)

@ L,’ @7 - 'i@:r - @?T —ﬂ£\ ’ —@ -,

. Fault I Network
General | . qu“ | Bre;kel dSPACE Controlled injection I _control I
controller | injection contro realtime system unit I I simulation
controller | unit (BCU) simulator (FIU) system l
. Brake control simulation system l \ _——
— — ——— — — — — — — — — —

4 (MEIRFE) £T HLA-RTI BWERYIFESEH R EHEENR SIEF a8 EEA RN RESAREE
Figure 4 (Color online) HLA-RTI-based co-simulation structure of fault injection for the fault testing and verification of
high-speed train information control system

SR EAHARRIPRAN T AL, H v, B v, BB EAE B slack(vy, vy) < 0, WITREALE v, Al o, ZEIIA
B R v, BATERAE 0 E, AR E)E, v B v, BINAKE & slack(vg, vs) > 0, H v, 3 v, BB EAR
i slack(vsy,vy) > 0, AT THERE RN 7B AT R (M A B, 255 B AR AH A8 s (A4S 2K 155
T 0 H/ANT Go WS/ AR &, 15 2 BRAT A S B A 18] [, 58 BBy N B Ak

AR v 1 / fifp BT RSB SR R PR R UL BN R, A 5| AR VAR L AR Sl AL E AR . IS ELAE, T
AN FPGA MR AT RS, TR RL i 8/ fiff S0 P B SRABAR R R 0L ST 5%, 2 5] FEATLAT LR 2
A G FEEROSE TN CPU BR-RH T AR, XS BT B R LIRS oh A Bl s (3] ARk 1 2
B, B AZSE I BT, S Z RSB 3 B ok, AR e T &I, MG HENS
FO LA AT T4k, 9> FPGA MRE BT G A, 58 O N T IR R TR 4.
4.3 RNAZRS

A5 FH AR SR T [ SIEBSS 7 B 1) R 81 2R A5 A5 ) R Uiy E N7 %, g R 5 ZE R v
FIWLZERE A PR A I BCE A T 21 545 B ) R e b il S 36k S 507 &, Wil 8
N, FERIRAT T AR R BN 661 nrCASREL 36 FhEpditha (& 2 PR/ iiRs) . 17 P & i,
vt 53 ML AR NS, BET, 1% & SO RN B LR T T BR A R F T SR i
B2 W B S B R 7. JE %P AT T Rl S AE B R G S SR W R A S
IO, O R RAH IR T8 AR 167~69,

5 BERIIEHEEINMTES

FEGEH R “—af % <o [ fiE 20257 S S0 AN R 10 R ANEN T, M v E m PLE 22
R AR, FE SR R Bl AR — PR . KR — D R A A

474



FEB FEREE B0 % 4

Fault injection management of high-speed train information control system [ Fault injection
I—F( Fault injection platform based on HIL simulation }4—‘ benchmark
t
. CPU board| FPGA bo: injecti .
Physical parts | | . | Odrdl Fault injection TLewifon -
HIL simulation parts benchmark accessible faults
____L___‘I ____'L____'I -
[ mMVB Brake | [pr— Brake | | Location
| exchanger controller | | cylinder inaccessible faults
|| Traction On board l | Traction Train control |
controller equipment || = |converter/motor center |
L____T___d I_____T_____.
Network Braking control Traction drive Train operation
control system system control system control system
System level
Fault injection
status

Normal operation [~ A 77 A >
status :Object ! Normal signal | __ _ __| |

Real time implementation technology of fault injection
=

|

Host
computer
Fault injection
Instruction/data controller - Fault User
ission level - Parameter|Working mode| ¢.q - . : N
fransmission leve Real time data |_index | configiiration |¢cing| Instruction instructions O
B collection unit unit distribution unit <
On board sensor signals ) -
Configuration Three state
- — 1 1 ___information ] signal | |
[ e it A Signal configuration Model configuration
i Fault simulation information ? information
i configuration level - ——
"""""""""""" Signal conditioning Model replacement
control unit control unit
T T T T 7 T Faultparameter] Tnstracfon| T [ Timeevolufion — Selectvelsiemall |
info? ation A S :1 parameter information Selective | signal
+ Fault simulation 3| | sienal P cation Model
.. A H g Fault ; 1
timplementation leveli| [condit- || Gopa) Signal || Parameter Fault model| | | F°pa-
ioning " tonditioner| |online editor library cement
unit generator| unit
A
- Fault : ;
Initial injection] Time evolution \ Replacement
signal ! parameters R sienal
signal l()admg/ g
_________ - S
) I” Fault models ~ je— — o
Input signal Mechanism| | d(é=1,2,3,..) | 4 Output signal
—— models of —>

fault object Normal model O

5 (MERRE) EaSHMAENSIERTIZFESIEH RGEHENIR SIIETE ST
Figure 5 (Color online) The real-time simulation-oriented fault injection architecture for fault testing and verification
platform of high-speed train information control system

BEHARGE T RENNERRM ARG R I, BUGSREY FENRIRZHE. JIW LI N Z 4. &
FURLIDLE B R 40 B AR R s N SR T B Bkl BN, B« =T Eamht
R St U S B AT IR R I 400 2 BUR] AR BUER e i A1) AR RO (700, A KA s 41 R LR
AE B LAGHT—Fe 52T, 40 il B 445 AR RSB AT (102 A ESR DA% (1 BOR, DY b il
I Ak e PSR T AR G 2 Ak T SEVE BT T VR AN EOR I 42 B8 HYB6 LERIE 7T ok 1 HLAE R B, Pk,

475



e e IR B NS et P M ANl el

€kt m)(ktm+ 1) Vick m+ 1

Vi3

6 Go HERFRETFE

Figure 6 Sequential vector subgraph of Go

€kk+1)

Vi /' Ck(k+2) Clktm)erme)

Fault injection
combinatorial

€ (k+3)(k+5)
Vi3

7 Gyo [ EA e alE
Figure 7 Sequential vector subgraph of Gsq

B A AE B R G HMEERE AT ESE AR 3 A5 T,

(1) T A B 2R A SRR NI . 1007 B R e N S A S 38 ARG 04 2 4 P v AT
W SR i SRS IR s AR PL 5B 7T 2 —, Hel sl SR8 FOKCT 505 i
ARFBUHED BEA K. HAT, VT B OB BT 1, B RS SLm 47 5, IFH R e 2 m]
SRS TNRE . SEIPIRZS S AL e sy, SEOi Bt 5 515 Bt e B & 87 2R B | T i
Jr A BT T B R B A (0 SEARAE ST A A RE RS R EL IRE L RS SE I
Hor W 2, FEOR SEIU B SCAR 1 1« 73 e Anfedk, wT S0t S n 20 A 45 J2 R0 S n e 32 (A
PR, H AT, 1200 FCHOR 3856 HI T2 R F ) e 0 B A e S 1) A (720 DA B KRS Tl
BEHH BRI 2% 22 Ax I 47 1r REVAE FRORIT 9 1731, LR ke s b S AU PR A By N T VAT TS N B . DRI, T
e K7 28 A A T BT NI TE R 2 RAAB AT A5 A5 T 7 7.

(2) T 1) /NRE AR i B iz AT SO RO OB AT 7T, R R g 51 22 384T S B A A g B 00 96
RS, R EN IS A E B R i — RO A RS S SR R G s R R A
W AR BEALIE . PR TEAN 2 BEVESE AT i, NSERR R G REE B RGBT T EHE A+ A
PR, AR T RGIEWISAT T EREE BRI BAE LA, T4 PR A e B 0308 A0 AR A A X Ao 2 060 455 M B35
BEAT KBS B SRR EOR. H AT, WP A R A e A0 23 2 D0 360 o o A B s i T
7 770 B R D Mk SR 6 b T 75 R e A B, SR, A WF 7 2 R A T ROH
FHBRAT S B AS Kt 2 1 X AP AR R R SR P20 AT sy SR ) SE R DAL, T 785 &

476



HERBYERRE B 506 B4 W

Signal
conditioner

s | "= Physical
parts

Power
source

Real time | |
simulator

e e

B 8 (MEMFE) BETFHEETIANSRTIEERIEHREHEN X SWIEEMAETEE
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Abstract The high-speed train information control system (HST-ICS) is one of the key systems to ensure a
train’s overall safety and one of the main fault sources in high-speed trains. Real-time fault diagnosis is an effective
solution for improving the system operation’s reliability and safety. To verify whether it meets the requirements
of the train’s on-board applications, fault injection is an important way to realize safe and realistic simulations of
various fault scenarios. The HST-ICS structure is complex, and its fault scenarios present a variety of complex
features, such as an inaccessible fault location, temporal and spatial transition characteristics, lack of system-level
fault injection architecture, and simulation resource constraints. These scenarios make effective fault injection
challenging. First, this paper reviews the state-of-the-art fault injection and discusses the significance of real-time
simulation-oriented fault injection (RTS-FI). Then, the challenges of RTS-FI for HST-ICS are analyzed further,
and some solutions are provided. Finally, future research regarding fault injection for HST-ICS is discussed.

Keywords fault injection, real-time simulation, fault diagnosis, high-speed train, information control system
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