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W,RUT AR, SHERRRAREAT I E N EAER U TRASANSHTE
B, BREAE TR MSRER T RERFE TR BN, EANE 1 BEHEH ERE
AATE, RATEMABT RERE, B CHAL Potri T X1 5 & 4 1 By 4 4017 2 4 51 3 47 46
R, 2B R AR AR, S A | E LR R E RO LR A R %, R
ot B TR, B, EA S o RIS K, RATRA D AT A (Markov)
B OFRREREAUHE, BUART REBRENREAFRKPALREZ MMEFR. R/, 4
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FHML RGN 2. N T SOR g AR B U KR R T, BN AME TR 2R AR A AR
T Y S5 A 5 AR B AT B AR 38 N AR A SRR 2 3 .

L HE 122 4% (Department of Homeland Security, DHS) #&H A 3) B #sPifHl (moving target
defense, MTD) (2} RN it AR SRS, 0N “rSCRae s U AR S BT AR B A
[F3) 18] P 0o o7 Py A ok v 58 AN AR ], A2 30 H AR D7 A58 5 5 3 32 2 3 7% I 2 1 B DARR € [F]— 55 R
TR G, ORI R A ANE E P, 38 m B # I BGEHERE, FRAR R GBI REZE. #2350 H AR B8
3N RS B3 T RG AR5 T, (0 R G B 00 T SR IR RE R R AN T 2.
TG E L B AR E, UG A R L. S LB (cyberspace mimic defense, CMD)
e —Fh BRI RAMN RGN AN RERSG W, HA0 2 R TTARBLEIFN 2L L.
Hrb, EFMICA (dynamic heterogeneous redundancy, DHR) 4244 5] & S fU 785 B i frt) 28 28 Jil 2
MJjikz —. Jiid DHR 45, AP FAS 1A 5830 B AR 8 P S AT 8 1 ok i B R IT4S.

TS AAAERD . Web [R5 35 BEAUMLE | N3 FIREHRES &, CAEARISUSREIT 7 NH.
BT B, B3l H bR B AT 22 42 B AR A A4 50 70 1t BE LA & RG22 e PERR oK. ande] € 1%
JE FHL BT EA TR B, O T — TR A Al R 1 A . 2 28 22 A VAN 1R 2 T X s N 4, 451
QT 22 A R AN g VIRDAS DU S5 0] R PP A T v, Tkl . ok PR S PP AG T v, IR eV DL
HT3NAS 3R89, B LA 3 20 B 08 0 28 22 A VR pEAl 7 ik I A TERE B B 1), H Rl
Sy AR EE T DL i g SEBAR A Srehad BE, WA Rt R RO e g AR kAT
AR, IR R 2 R bR, WX T F | SER R RN A AR AS AT A A

SR B TT VARG — N BRI R G, 5 RS AT BT S g SR R, AT EE AR L
B, XMOEHR TR 7 RERGA EMEE 7, ARG HEESRU LM RS E
IR R, AT A% ZMELAEAE RS AERS. Zhuang 5515 078 3CHR (7] RSB MEECE, 5 MTD M
FAEM ) JF HAESCER (8] Hh bLBL T e A BEHLE R MTD RS0 5 8 fe 13 T et A %) MTD
RGN M. Hong %5 P MTD HiR A 3 2% IBEL. ZHEATUAR, S5 4y E BUh &R B Al
HEMEERAR, NIRRT M. Richard 55 10 FINLESS ST 777%, FEZRER A Kt
BT J7 A8 B, 43 A 1 HLF AR R o MTD 7 780 A 2501k

5 S8 FANIR], A 0 T VEE AT O BRI S AR AR R M. B 0 b 8 R g e AT
?EE%{, %Eﬁfﬂﬁéﬂz?ﬁ%—iﬁé, a0 Petri P45 Markov % 12518 . AL FEEE AT 404 Yang &5 [11] g
& TBENLITFRE BT A Markov 85 B8, XF MTD 21T T =40iiR. Maleki 5 2] el 7 — ANk
T Markov BRI HTHESE, HERLHY T B0l BB dilst—A> MTD ZR 48 1ML A0 [ 18 225 44 21 1) e T3] i AR
[ 9E 2. dhAbh, TEVEANZE R GURA TR, Petri MZRAET A HHI TR, Wu Bl FHEET Petri W 7
W51 081 3R T S B 424 (mimic defense architecture, MDA), FHfF 7 H 22 4= . Mitchell Z5 [14]
KRRy 5 KRB, AFE RS i 8% | AL RS BT & A VB BEER A I 208 32, DL A 3 Fil
YIRS BEE. 8. Boakife, FBENL Petri PIZEIC S FL A PRIRASFE RS, 115 0 265 5% 20 1) /1 4% Fof
i & S8R, Cai 25 15] FIBENL Petri %% (stochastic Petri nets, SPN) #J:5 041 7 MTD JiR 45 4%
(P24 1. Moody %5 161 4 MTD F55UIRE S N ITAE. SNANEH 3 25, FFHBENL Petri 48547 &
GRS B I 18] BRI of B2 PR 22 4 e, 7 PR U AR S B AR M R e A UM R R 0 L SEBR JT V%,
FeEJkiEE IR, ReS S 2 BT 5 A, TR LU EGR, (H2 W T&3 7 REMT, WERETT
T — 7€ R .

AR SORAFAE F L IE 1K 73 A1 20 MDA X7 B AT R, AR B 3 AR IE N X 45, Sxof o 2%
FERK P AR E Y UK BB AR H AR SR R b, B TR SO BN R
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Heterogeneous pool

! 1
: 1
| Heterogeneous !
1 executor 1 \
! - I
Request : | Response
1
message | Input ! Heterogeneous i Output | Message
agent X executor N | arbitrator
! : 1
! . 1
! Heterogeneous 1
- = — + > F-r - >
| executor M X
1

Reconfiguration strategy

. —‘ Feedback controller |‘7 .
Reconfiguration strategy Decision information

1 RIS RS
Figure 1 The CMD framework

AT R B RLEE, R AP E 0 BT R MR Bk, o, [A)— 2% Mot i b 0I5t
T M, AR T S BERS M. A SCAE )T UL Petri 4% (generalized stochastic Petri net,
GSPN) 17 454 Markov % (181 Figh 1) 258502 T B A BT S B iisi 8y e 1 s B0 BE B, & i A
RGN A, ERE R S BGE RIhE . AT AR ) HRRT AR ). TR, S T A
FEAPAT AR 7 I iR ) — IR Bl B EAE B Bt i AR 1 BR 734, 2 i i e/ RERE . By, AL
T e T R 22 A, RO A — I 1) P ek BT 5 s AR AT I, SR e A% i 20
WG R, A RN B R S A, B SRR R B B R B R A i, AR e
PRGN IR AT A5 B, BT R BCA T, RIERTE R .

AR 2 AN, 5 2 WA AER RS KGR B MRS, 5 3 WAAMERE
IR BT 5 4 TS, LIRS R G e, 0 I AT o0 SRS AESE 5 TR
BAR RGN R Z 0 751, IR SPNP B AT RN RJGES 6 515 H 50N ik 3t — Dt 7T
77 1.

2 [o)RRiEd

UE BRI~ MHXN ZERBELPI RS, BNRGERAE. TUR R R AU
W 2 S SIS A MDA Z5#4 7981, 7 Hrith &P 24k, Hh 2> MDA S5 4 iR 4
RSB 2% . MDA FIFEAR LS ANE 1 s,

MDA Z5F Ha MBS . JAT SRR . AT RS S g ] 2 Ay e ke 45 B 2 ARt A3 )
J. 2 A DIRESEAT L SCBLT S SR BT B S 40 D B S5 (A A B2 S5 A B BIAT PR S gt S gt
(R A AN T E RN R824 T TARIRE, MARELESE N A (808 3 4Y) PATARAE R — 2507 TAE
FISAT RS, HABSAT RN 8 . R GRS R B, A N AR, N AT AT R4
F M AR IR TR, B TARRESIPIT APAT S, Gid—E AT E, 20750455 R = A R
ITERRE S fan  HcR Ay i RS R B SRR I A R DUR AT B 2 A . U R B R
Boea 8, ZERREAFZE RV IEF -, Rz, finth Bk as K i Bl D=3k N
B, ASCE XL 4 FARGUT AT

EX1 (PHZF (d))  ZREADPAT R RGE S HAMPAT A S5 R EN, KRR ZIAT RN
FIEEPAT R, A5 1L JL TARAR 3500 JE N S it MAUL S S h it mp B e 35— AN B0 08 P ik e
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VAR 52 By AT R GRS AR W SRAZAHAT A2 AR BT I, I8 A XA SR IKIZ.

EX2 (REGE (m)) RN PAT A S AT A —BUt i 8, HIX A IR 24
PAT ey Har o — 30, 5 IR AT AR 3G ), BRI 2R 00 15 W AT 142 11 7T e AT 1 ik
TR R, XA SN E RO IR IKIZ. TRORIZ 2 3 B A TR A T B BRI R, (AR RN, gL
U [l — A AT 1RGSR, RIFESIZENESE e, BT BT IR 5 B OB AT PR 45 R — 3
H 5 2 B R SR AT R A — 2, RGRC R 2 BT AN AT SEAT I, AT IRIZ A

EX3 (11 (s)) 3 MPUTHIERE AR, sz Bk b g R, i Rgbricd i 3 4
PAT AN T BEPAT AR I BEAT I, NSRRI AL 3 A8 AT A Al AT A A

EX4 (FIR (§) =3 DPATHSKTF —MESHPAT 58 5, PR USRI 3 Mt R &,
B M E AR WA 73— A, I PR EU A RO, FER AN R 45
REPAT AR N R BERAT I, FFEIAT HGZ.

ANFEBBAT AL RGHEAA R FPRES, A STRAE AR B 45 R € 5 F R GUIRES W

EX5 (IEH TAE (A) Bl IR RSB SR M Bl 22, Py AT R IR 3 i2 4T

EX6 (AFFATEER (B) Bl Bk — M PAT D), HR G2 R K BLZHAT RS
FCAMPAAT MR 0 1 45 RAS — B, IR B AN AR SAT AR, BRI

EXT (B (C)) Bl B I AT M 2, (B oV 2 3t B R e i o Bl o
Bt 3 AN PAT AR, B PR — B0 R, RSB 3 Mt A5 RS AMIE, kA B
SRIENAARAS AT 2 AR PAT R, (HAR AR T RE S P 5.

EX8 (B (D) Bl sRINBdr KR AT, I8 48 3 - B AT P S A [ A i ik
REE, X, FIRESUGE HAMPAT 1. (H R G IEERAE AR & A SIS B R 48, A
THAE T SRR R B B, I L R

EX9 (B (B) WRBGh# B e /) 2 06 5m HIG R 2 g R, £ R et AT
2 H) R AT B 4 AR AT A iy B8 7 AR AR TR A B R Y, I8 et Mo ke e 2, BIVAE AN el
JiRILTEOL TG 1 AT S P OIS o P Wiz eyt 1R, I Fe VFIX SN AR IR T 144k
4 TAE.

AR, AE IR 5 R RGUIRES T, Mok ki AE AR 45 Rk th 5 Toik RN B R G IR, S KHIER
GURE IR . BRI T BN g b B BES KRAT 1, 2R SRR T BICIR A,
Wb ~F L5, LA, AR B <5 R S R R 1 L.

3 RpEHE

BT FIRMZERRY ) ARSON MDA BB RR AT . B 2 JEaR T AR SCRIUZ A B ) 4544

TE—A 56 B AU RN o, B0 1 5 TR A NS 4, Brk A H bR 1 . RS
H bR mSUHT, Bt 7R B8N Bk AR B AR fU TR AR 1 A, XS PR YT R R T B,
PBUNAAS G5 R AL RS R AN EE IR T i, Bk TR SO L 2 A T HAT IR, A RS R B
DA Brch W 265 o SEAN R 8 1 s (I AR AR BRI Ay AN E O BT B A R ek, e, TRl —
S e PR G R A TR AR T I A B . A SR RO I P A B 2 U ST R IR S e 4
SR, MBS RGN LA, AR S B R T S ARSI AR e H AR R
I [A].
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The number of The frequency of === The length of

executors N disturbing @ attack chain
The anti-attacking ability factor o l The probability of a node l

> .

being compromised 1 =P(PE,) C;r;e :errifis(i)fl
The ratio of similar vulnerabilities GSPN Markov+ P g >

between different executors 8 Time to compromise Martingale the target E(T)

Ll Cad

anode 7,

2 SITEEILEH

Figure 2 The framework of analysis model

3.1 BPaKEH

ARSI R B AR — AN AL N R R — B IRSA, —AENL,
— AN T Re iR, Bl— AN DI Re SR

PR SR — AN mDIRER 3 AN PAT AT 5 E I, Mok 25 o AR et B N1 A, DU e 20003 ) B
X3 AT, Rl ud, Bk ml DO TAESAT AR G B AS Sk T 2RI, R A AT IR T, &
XPPEHCR A . A I DoS. Ar A iEANSE L, ST B SRR, PR E L W, B
BN AFIZIAT A SR S0 T BT SR, IS 19 A PR T 2 A2 BOve e 2 B AT A8, IR
EATRIEAT AR - Bl 2 A g, XD, AR B Re JI RS, A SO & AT RE 21
BB N — M (general attacks) AR (special attacks), FAE EEAE A1 1 X 1) 32 EARILAE
MR AR R, 7228 4 15 BARiRiA.

B — J7 AT S R R B R 2 I, bRid s B nT BEATAAR; 55— 71, T B ks Ko
FER PR T, B8 R AR A BE LIRS AL BERLE S 2 48 DA LA & 77 s 5% — AP AT 14
BEAT T ST Ve BRI 1t S AL PR, 78 HK R 5 S R A B DD 2 AT TAESE. B T RENLIL BB A7
18, BB HL A R B s D e 4E R n ki (RAS, BR S AN 4ERE.

Bt M5 sy AEIX — 2T T — 3%, BT AN A BIE 20 BN m i RS 2B AN [R] i 2,
DRI AR SO T BB Petri W2 A5 RS, 221 557 X077 AN [F) S AR F 4877 AL s i, T 350 B i ik
PRI REEE | Bk ) 18] &5 2 P 2 4L

WHEREON, H—1 6 TTHER] LN Petri P%%:

—A> GSPN = (S, T, F, W, My, \), H+

(1) S RRMEALELE (place), —MRIE RFURE,;

(2) T XML E, —REMERGAT N ME, FHESNEDNTE: T =T, 0T, ,NT; =0,
Ty =ty to, .ty M Ty =tgga), .oty I3 3R 7N I S AR i AR AN R I AR IR 4R

(3) X RRARIT (I A 2| 5 I SE AR TE AR AH G R P 3 AT SE IR H AR AN A = A1, Aoy, A

(4) F 35 T A S 2 R, 3650 0F A N,

(5) W Ryl R BUE, SGELE T B FIARCE 2 T%AE, &% 48T nT DL S i 06 B 26 1.

(6) My FallEtrichiE.

ARSI E A GSPN B8, & 3 e 8], Bridi 77 75 EERHZ T AU PAT AT B AT IR,
AT B PR O % 2 AT AR, A REIAS 27 R, EBGEE AR, BT R RGHALT
R IEH TR 1/2/3 MATHB IO, B XA E ST SR, ik Wein i K&, Bah#E A4 Resn
EH ORISR, 5146, Bt 77 R A G4 X $hAT ARk AT Mok IS o i L, s SR A R 2 71, Jir EA
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& 3 HKHMAK GSPN Mz
Figure 3 The GSPN model in perspectives of the attacker and defender

EE NPT A ARG E LRI H AR R, IR R IS BATAE SR 4 AT HHE.

ETPIFTT, BANRRGRAG LTRSS EWTIE. 1/2/3 DMITERBI SRR R ZH R )5
BB 2 ANPAT AR [FRE /AN F) R R 0l HI S BB 3 AN BAT M 58 42— 3 /38
/PR R R B, By~ I I LA H DN S B SRS HIHRAE, 78 R GAEANFIRZAS AT
Fedte. B~y 7 LA GSPN RN 3 A7 B, b Ay EAARIE A5 LS 22 AR IR, 72 7R S
25 R

ERE I B BT~y AL A, AT S B2 (BT GSPN A, Jh 3 ) AR LA AT A FAT K
AR, T SURB S AT A B OIS T AN TR], BT A2 B et e IR 18], ] DA St 2 el il D R
PR EATHEY . D=3 AT R D96, Zoe B Bl BN IR P AT 6 FhHES. Dy 1R rid AR, A SR A
[Fi Y T8 it 5 ML ot SR (RS2 ABCSE AT AR 1~3 TP 2008, fRIAL R GSPN 28 454 18, & 4 Ffoss.

X 4 ) Petri W, G2E 5 B R0R, 08 Pix, Jorb i 280 H 6L, RS AT R % H
X RAREOL, RSB BT R BAR RIPIRES. Py R RGIEFIEBAT: P1/Py/Ps 53 HFR 1/2/3
NPT A BTy, Pip Fon AR R MR EIRES, B2 @ DMTHR 2] 1 B0h, Hl TR R EA
— 2, LR HRE, PR Po R RGER, B i (0> N/2) DMITIEZ R TG,
(ER A —2, SBRGLIEF, WITEFHTA PATEEAR S AT, Pp Fondidiy g, t
B i (i > NJ2) DPATIRRZ B T Hedv)a, f2] 1 ORE o AT A — B R R, SRR HI R R R
H, RGURE I 1 BE BA EHE AEAS — BU D BT AR B AT 8 Pow Rom B 4
PATAE @ BB e R, HBGT BARERE N PATIER i + 1; Pp RonIGhi F 6] 1A fAT4k, IF Him it =
FERAR IR K B, SRR GUCIE N £ 2 4 Lk B AR AT 1.

K 4 Oy BEROR DI AT Dy, Hh BRSO T PR R R (R ARIE, XN SO py R
0T PRIRIN B AT, M NSOV R N Bl E MPIEE AT IR SB T RGEEA RS
IR e, ARIEAC A tije, i, § PP PIFORARTE ARG B AN A7 B, 5 P97 B R R R P AT 1A 5
HRE T8, A i, § 73 WS Ja I H ;& B0A KA, W ZAL B IR R AL RIR A A1 3%
. x ANERL, FORBIST T R B AN, WekE . AOIRSALERE, B ¢, WRRHE#FH e Xl T
i Ty, BB AT j. AFAE RIS L& BURN JUR: d FoRIKEE (drive), m RSIRIKEE (miss
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B 4 fEL GSPN W
Figure 4 The simplified GSPN model

drive), s RKINFH (stop), j RRHAR (judge), a FKnBiitr (attack). B, tags, FTANTE A NIAT IR 2]
Boi i, DA s Al BE AT ARBEAT 1A H, K 3 AN AT BT A 5 0 RS\ S At o L ) EPRAT A
M 28 G 2 B AT IR 2 BIBGE HPIRES; ¢ AR T R RS AT AR B ARAT 9, IX A3
ITHECEA K. 3 4 T U—NIE RGAEIET .

AL T R GSPN B S, ASCA] LR E &ML S, SN EAES 4 15T HAEIR. R
SERE() GSPN W28 n] DLHE S FH T IA B, #4918& L [R14 Markov i, M HEEAS 2 55 o (0 B s B0 5T
RN R A e B ).

3.2 HERWE
SEHE 1) VR 488 B % EHVE 22 T R R, TRT P AR D B B R 1 AN T, B 3 TR AR R B T %

D=5 R, W F VR MG N AT — 2, A TSI, S B FERAT — 2. XA i
B RPIRES T — BBV, $0F Bed T B AL B Rk, N Markov BERIRFIEMI & B BLRH
Markov AN 125 77 AR K A

A Bk AT SRR g, BOHEE R RSO 0, RGAEXI 2L % AT BEHLEE
ANIREREN w. BOSCE AT 2Bt 242 B AESE & N A BN XE ) kAN, IR A Bt e # 1
K 5 .

MRAESCHR [11], 7T RAKE B3R Markov SEFEHBUBBEAT SRR, X5 T — 26K 0 19 BBt i, dn
Rt & Bk AN SR IEEE N, B R TE S E S BN S IR w, T84 B 3 T I
i BAR A (B 0 ) fRERPENE SR
[(1—j),u—w]’ w # /(e +1). (1)

ZIT RS RA AR IE, 2w < p/(p+ 1) B, RSN IEE, FRoRTt & i Tt i 25w it
O N R, SRENBEE PG B w > /(e + 1) B, TR RN UE, RoRBEEE T2 B ENLLE),

B[S] =
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(1-p)(1-w) (I-p)(1-w) (I-p)(1-w)

5 (MAIREE) DRRKE
Figure 5 (Color online) The Markov chain

W EEORAT 0 A R, FF EHed B PE
WRIEI AT BN AR G W], 7T LLRAS H AR s R840 ]

4 RGO

TEEE 4 A 5 5P ASC A —ANSEBR B BE ], X6 A 46 B b ) 2 A9 k0 BARC&15 RU A
AT BBEAT 2 Hr.

VLA TG, Brds AR 28 BEN, Bty H A A2 5 B — 2% B % b &1 80 e v 1) SO O 22 4
Jall, —34 10 MEERT A, B0 = 10, X TREANBERRT A, BUEE N S EIRE RS IRSTER AL
Holfs e o3l e T By, L3 5 U T i o 224 fe 1.

AT LURAIE R G * Aimil 5 * B P2 v, Bods 2 AR 48 1940 20 145 20 i BUeh AT 14 1 It
J-, B7 55 5 AR S AT R 1S B £ B 4 AT A, =% Z BRI 2R, ARSCLA XBEHL Petri M
EATHIR . AEVIT I IE R B IR A SO B T — MR E O EAE . @ IRIAY S R4 (common
vulnerability scoring system, CVSS) 201, CVSS J&— /M e 1H I SR VPRI (0 7= AR S, 7345 Bhif 2
s RS R S EEEN AT A TARAE”, — 5 ALJRIAAEEE (common vulnerabilities &
exposures, CVE) 211 —[a] i & [F [ &R £ (National Vulnerability Database, NVD)Y & 45, Hire N
B A 2 A R i — A 7 R B () PP, e A e IR 7 B AR P AR v, R IR ) 7 EE R R T DA
FLAHECEL, AT E AL B EATT AL SR 2.

CVSS 375 T — R AV 4EE EIIE S5 R, XL E4E RN RS (metrics). ITH IR L4155
BN 10, Fe/NR 0. TEREMESEL (base score, BS) A JLAMiT & E R WHI&RE (access vector, AV).
W JFE (access complexity, AC). FFHL (privileges required, PR)+ 2 H. (user interaction, UT). i [
(scope, S)« MLEME (confidentiality impact, CI). 5E%ME (integrity impact, IT). FIF]HE (availability
impact, AI). #HEEATTA] PATHE P AMZ O PR (E: PTERIIME (exploitability sub score, ES) F1R]F]H
P (impact sub score, ISC), e a] HRUN P 5 12 1 498 5 L0 3 2 R B 1wl 81 P 1 3R 7 a2 s VL e
FJE IEENR 7). B 245 B0 1% B Ak 3 4, BEabAS 0 BARTH R A

ES =822 x AV x AC x PR x UI, (2)
ISC=6.42x1—[(1—CI) x (1 —-1I) x (1 — AI)], (3)
BS = Roundup(Minimum[(ISC + ES), 10]). 4)

FAAHESE T 225 300K [15].

1) NVD. National vulnerability database v2. 2019. http://nvd.nist.gov/.
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*® 1 RETIRE

Table 1 Transitions in the GSPN model

Transitions to1 t1B;j t12 tapj t12a t104d t2c;j tas t23a
General attacks 1 0.4883 0.5117 9.093 x 10~° 1 1 0.9093 0.0907 1
Special attacks 1 0.3032 0.6968 6.988 x 10~° 1 1 0.6987 0.3012 1

Transitions tDam t20d t20s t3Dj t3cj t3E; t324 t30s t30
General attacks 1 1/2 1/3 2.9997 x 10~4 0.9997 1x10-8 1 1/3 0.0001
Special attacks 1 1/2 1/3 2.9997 x 1074 0.9997 1x 1078 1 1/3 0.0001

4.1 GSPN 31

ASCIAERGIR — ST A, DTS FA 3 ANER, C1 x C2 x 03 = {{Redhat Linux 6.0,
Windows 7} x {Go 1.6, Python 3.0} x {MySQL 5.1.7, PostgreSQL 9.6} }. gl /& JiiX N5 HAEBAE R S5
WBE . HURE 3 NMEHAT T i, Hoh, #:1/E RS Redhat Linux 6.0 (LU F&#K linux), Windows
7 Z LR, 1B FE Go 1.6, Python 3.0 Z[HIEFE, 3 FEAE MySQL 5.1.7, PostgreSQL 9.6 Z [A]ik
PE. BT LAEEAS S Mgt R A AL B AT AR R € ={(Linux, Go, MySQL), (Linux, Go, PostgreSQL),
(Linux, Python, MySQL), (Linux, Python, PostgreSQL), (Windows 7, Go, MySQL), (Windows 7, Go,
PostgreSQL), (Windows 7, Python, MySQL), (Windows 7, Python, PostgreSQL)}, 3t 8 FifG 2 AL & .

X TR R G, AR 25 RE K B AH SR 28 AN 5 BB A ) A2 B ™ B . e, Windows 7
A 2 %, Linux A 1 % X TRFE S MEEE, ACHRKR B M2 ATEZRZPOE DA T ZE L Ab A A
2 H IR, FoA ) Python 3.0 A 4 %k, Go 1.6 5 6 %%, PostgreSQL 9.6 5 6 4%, MySQL 5.1.7 f 2 %.

PATIRZ TR G5 R 22 Sl oK, BEA R GE 22 4, it AASC A At ik e M AR B 40 T {(Linux,
Go, MySQL), (Windows 7, Python, MySQL), (Linux, Python, PostgreSQL)}.

P ARS8 3 757, UM AN 5] e ek MG s SR R 2R, A s ML 58 BRBURE AT IR 1~3, A A5 214
AU BB GSPN (4%, #37 GSPN BE81 LUK, Witk A Fios.

4.2 GSPN lit{&

L 1R T 28, BARRINSGEE AT B i 2, Bk LA RA.

(1) BFSFAT RMRAE. XTF B sFa ki, AR i 4k 5 A58 K AT IR A0 56, Bilin, (RIKIZ
IKIB A — R BT S BAAN AT AR, FTCARTSE N 1, SR A = 1; (5 SE—MEE 5T 3 AT s i o =
FAHIE], Bk s TEVERAT 4 R H IS 0L, 2% 3 DM HAT AN T B AT AR IE A= F, B AR
HEHY 3, KPR A = 1/3. ARAESCHR (5], A SCHUM A S AT 44 H A [F) B R B2 9 0.0001.

(2) BEHFFRMAE. S & 7R B AT A I R I, LA AR B O (P PR A T A I35 12 47 1H B E i
R, B I B i (ALK, LAt B AT A HE DE A g R O B R RO R A SO B 11 I A
HREBZ, WSR2 R B AT ISR ML S 0K . Bl A8 Bk kAT, Bt s AT
PR% H 5 Bt B )4 2 IR ARG OR R,

X T AR Bk FIPATAR, B PATAES BN ¢, ISAAERRUSAT 55 24 H 45 SR BEiT [a] o, & 3AT
A (1) &5 S 4 S BUIRA. Poisson 7341, ABAE = A2 45 i th Ja sitAs (b iz d f8. GRS % X = 1/t,. H
N(t) R MAESS 53 RIFUEE ¢ IR TA]RE A $AT A AT 45 B th o8 (e 1 U7 1E).

553 TR A, DURFR B A1 — BB A B R CMD 5 e AR R BG 58 5 Pt Bet e ). — %
B et 5 0885, BLJE BN, HBGd T — M AT IR AN 232 B 57 Bt AT 52, Rk
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it MG A, LA BB s, A0 R s ) 2 o IR, el
HCPE SR, Y LB A B e e, ety M IR 2 (6. RAITBESH o B 5, 451
T2 O R AR ST R S A R T S 2 AR, AT B, SEATGh
10751 S FE L BT AR, DA BBt — AT R IO IR0 i, 3 o € 0.8,1.2]. 3¢
WK, Bt ST AR, HORIBGE R — AT IR IR, 0 G 3 — T HRER]
b B 0 MTARIIGHI L 57, 300, 8 € [0.5,1) 150, FERBRIRL, RATHURAL 0 —40%
AR PRECE, MEATA S, 3T RGN (0 = 12,8 = 1), BPRIGHI (o = 0.8, = 0.5)
AT B, B E B T — M IR, T3 TR R G L5 Rt A

an°

Pia = P{N(1.2t,) — N(0) > 0} = 1 — e~ "X, 01 ~ (.6988. (5)

FTEA, — B BU AR By — DM AT AR SE e, A P A 13 TARSAAT Al e 58 el R i, B &
GRS FIR (trp;) HIBER N

P{\; = Piar x Py~ 0.4883. (6)

FAUM, — BBGHAEBG SERADNHAT I (A 2.48,) J&, 53— IEW TAERHAT R C 58 sliss
Bt BRSO RIS FIT (tac; + ton;) HIBEERA

e

Py, = P{N(24t,) — N(0) > 0} = 1 — e 247 "0~ ~ 0.9093. (7)

TR R SR OK A IG BE 70, AN RN, B ARG R v, AR Bty B AT By
LR, S BOLIB B PR AR T — ARl Ay TR, ARAE AT SCHIIRIE, PRI SO 1
A 2 NATRBII TR 205008 0.8t,, A 1.2¢,. X THRPREGE, AEXTd & 80w — MTH S, 1IEH L
PR BIIIAT 1A O 58 Bt A H O E 5 O

oo

P5,, = P{N(0.8t,,) — N(0) > 0} = 1 — e O3t 07 ~ 0.55067. (8)

PTBL, PR B AR Bt — M AT R SE i, HAb A IR 3 AR ST Rl C 48 58 il R i, B &%
GOTREANEHIR (timy) FIMER

PSS = P8, x P2, ~ 0.3032. (9)

AU, R BT TE T S8 O AN BT AR (R 1.2¢,) J&, 59— AN IEHE TAE AT R O 5E s
v, BV RGO RIS HIR (tac + top;) IR

ano

PJS = P{N(1.2t,) — N(0) > 0} = 1 — e~ 21X 7 51 ~ 0.6988. (10)

A G A MG DLRI AR, AT LSRR 1 FPRENUT R IR S5

(8) WEATAMIE. | XEEHL Petri MIZE BT <1 & R LIRS B CX 2 4V 10 75 5K R B i 48 R 4,
EL AR an SR 7~y # LA AR TR RS2 0, W] LUK I AE R 1/ISC; G R B < 2 BT R g A m] £8300 %
[FI N5 R&, W] DL THIN S8 eR B0y 1/BS; 38 T DUREE 75 SRS IS A8 o I 8] A i, R 4%,

X B BARSAT I A, 7 Mo SRR AT RHE. X Gl BOABGEE AR T N Z)
BT E T+ X B 20 B et T ik [F) SRAR I 52, i AAS SC e — Mo AR AR i 38 I 5 B S
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Figure 6 (Color online) Attacking time/working time vs. probability of exfiltration

B, SYE Bk, B DO BN SEASE IS4 A = 1/ES. X THRIdy, h Tl E e T i %)
FIZCe R T+ X 2 2 ds 1 W [R) SRR, Bl 2 8 By 2R R R TR I, MR E — IR 225,
PRI LI TR, B BIhZ T, ASCEER 1 UGB RIS E Y A = 1/ES, 4% N REHA
B —RiZIR, BOER LRI —f%, B Ay = 2/ES, A3 = 4/ES.

— FRBGE AVRF IR Ut 1) DXl 3 B AR BLAE Tt i R AN ik P DA T3 AR Gl Rt O E R |,
e U — AR AR PR BGE X GSPN S Y 00 2 4548 e S50 1 AN ).

5 SKRMTERERSH

ASCFHFFIE GSPN 4347 L EFEHL Petri P#4AL (stochastic Petri nets package, SPNP) (22 %} |-
R T REAT R AT

AT UL — s i, PR BT SRR SO DS BT sl R AR, SR 5 IR SRS S
X — MR B MR PR I s T B R R R . R G BB RS E I (B R B SE I, e S 18 AN [R] ) B
Y, it RGeS 2 AR R FR Y s RO TR, JR4s HAE H R B AR A 32 B Bt 5T B R 15
908

5.1 BT RIERNES

ASCHU AR w = 0.0001, XJHTHABE FAF B RE 3 (o) 1E 0.8t, ~ 1.2, Z 815K 0.05¢,,
BRL, X R B B D 22 A8 B i O, 0 i

PR 6, Brh 5y 2 b 0ot Sl 52 1) B I B, (R BRME AN K, i & i ek (i Mo i B L 2
STREJIIG 5, A R H B AR R G K, RO R — R LR h, A ke ik e Ry
(. X T BB, &G0 PE I 52 IS RGBSR I, BT SCHIB IR 2 A5 R B 4l
ZEPE AT DA ZNE AT
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Figure 7 (Color online) Frequency of disturbing & probability of exfiltration. (a) General figure; (b) detailed figure
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e i 5, FTCLE 7(a) P AR RBE, AL RETEOR, 13 EIE 7(b).

MG 7, ATUAE H, X T FIRERBENLPEE AR, R IR B R Dy 2T BE 70, Bk 70 55, Bid e o
PR, BT AR R R L — R 2 . R B, e AR I R R R B, By ik R B B AL
LB T v AL

5.3 BT SfESEE S

TATHAS F I BEAI SR, MAATE — M ARE IR B T R G0k 2R B 1], MEREE, A5
B w = 0.0000001, HR45 LA BB, JEEL “Fb" VEABEALILSN 1) B N B A7, BPRERG 1 FD RS LA
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FERR IO P AN 375 R, BER A AR A G 8 AR, ARAE I 8, FRATTAT LIS B RS BA R SR
(Rt TE], o, SR 40— BGE T 5, ALOZNRRIE T 7 5.

—IRBGEARSCHAT RN 4 x 107 BPIFBEN Pp BIHEERIA B LI RS IR, Rk BGE RSB BIRRA
[RIIFIA]Z) 0 3.5 x 107 5.

I w = 0.00005 BPEER 5.56 AN/ INEFREC— IR B FIBEALELEN, HLh— T Pe RSN 9.6190 x
1077, FRR I P FRASMEEEN 3.7267 x 1075,

TEIXMIEOLT, P(Pg) BEI (A4 H 21 9 Fios. XM, 7652 31— R IGE I K 4 75 2
90000 5 J5 R GE BIFEARA, BL 9.62x 1077 KIMERFENIRE Pr; 2 BRIABGE I, KL 70000
oG R0k BIR IR, Bl 3.72 x 1076 [IHERFE IR Pg.

EHIX AN 7 0 0, 78 AR BE AL S A T, — M By P Ak Mok ) B e i R 2R IR, R4
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WLV T—2% 10 N A KM B BE, Yok B BRI B B AR A, 7 B AT S e K
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A two-dimension security assessing model for CMDs combined
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Abstract Cyber mimic defenses have recently emerged as a dynamic heterogeneity redundancy architecture,
which adjust the asymmetry between defenders and attackers by reconfiguring the system according to the network
scenario. Some studies have investigated the effectiveness of security models, however, there is still a lack of
convincing and practical methods to assess CMD networks quantitatively. Thus, in this paper, we propose a
two-dimension model that calculates those details as a digital result to compare different CMD networks. In
addition, the proposed method demonstrates good scalability in different networks. Specifically, in the first
dimension, i.e., attacking a single node, we elaborate on system configurations and employ the Generalized
Stochastic Petri net model to capture the effectiveness of different behaviors from gamers. To quantify the impacts
of those behaviors, we parameterized them using a Poisson process, common vulnerabilities and exposures, and
the common vulnerability scoring system. In the second dimension, we adopt Markov chains and the Martingale
theory to analyze the attack process along the attack chain. Finally, security metrics and countermeasures under
different scenarios are presented to verify the effectiveness of CMD, which provides some guidance for designing

future systems with acceptable cost.

Keywords cyber mimic defense, generalized stochastic Petri net, common vulnerability scoring system, security

analysis, security model
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