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TN AT IZ B S MSEHEAE, T8 2 51T AU S BRI S 224k SR A HLEAR AR IR |
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K, TN R A o PUAE Al &) 32 BB IR S5 AR I, /™ B R Ve BEAT 2 4. WA
&, KA T &HIBE A MBI AR R AT E B0 Ma, DR E s S @R 2=
AN, B2 S BN A AL TR BTN B R . AT AL Z2 AN 3 . SRR, DL SRR |
XL IS S PR, REER B BN ARG EBOREMA L ST, AR T 285 BT
PRIE, ™ EREM T N AL X RS BEANAR E L.
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ST IRAERAL S AL, XTSRS, AR EAF BN e, A0 A% 0o oe S iR
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R, BT Tl B 3 R R S 5 AT AR T AN L BEIRZS B 3l T AL 5 Va FE B9, gt e AL
RN I B PRAT 28 2 R U P 1) L, SE [E Texas A&M University ) Valasek Zi#Z H1BA 401 &1+ T HTF H
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Wi L FEL 18 4 24 W B PR S B A R B AR AT 75 T e R G PRt 9 1A

6 TANESEHRSHULZRKR

T NAAE S 2% S I P AT AR 55 I 32 0 /b i 5 i, 3 e 0 T B, e DA 2 B 7 1155
oK. N ORBETE AWIAT B2 BT 55 B2 43R (Bl U 40 / MR i Al TS B RGtRe &
TR TR « DL AL BEER 1) SE I PRI AS T B ANAE 255, I 70 R 21285 VR 488 S L SIZ IR P i P R0 2 i 728 2
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i) Fe e ZiiZE pE I 3 TE E 1oL,

F[E Massachusetts Institute of Technology H]PAYIE AL %4 Ml #L&N A B4 N\ Markov R 58 i
FENEZE, FUK A IRE 22 48 3 o g (R 228 00, gk — 2, AT 2%8 BE 3 T8 A MBS R It AR BE A 5 1 55
SAT, BT BN R T IRANLRIHIL E BRI B Sk [52) Bt piE R & 4en] 70
3 ARy AR | R A AR R SR S ST R, Ferh, 4R R AR FLRIAR A SR 5615 RO
DAV 8 25 TR ;e 3 S R R 0 0 A0 A JR A 00 ) Bl o A S AT Jy P8 1 8 17 S e 2
ﬂ%ﬂﬁ”*ﬁﬁ%*ﬁ?ﬁ%%tﬂfﬂm%ﬁpﬁmﬂlﬁﬁﬂﬂﬂim, LRUETE AN 4. &K Concordia University
T 5 11 AR F G000~ 38 RSV 3R R PR 22 A AL, ASEASHTT 3205 J2 SIo AHTLAZ) B 240 SR S% A I T s %2
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2) https://www.garmin.com/en-US/.
3) https://aerospace.honeywell.com/en/products/cockpit-systems/flight-controls-and-autopilots.
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Figure 1 (Color online) Illustration of UAV safe control system
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2012 4F, EEEFREELZH/E 7 “WMEE B RS (failure-resistant systems)” FIHFAITIR], BET KHE
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FegeRAS, NmTBEA TS B @ Thie. ik, AR WE 1 s AL 2 26 KRG 4L, e
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K, FELRFNRITC AMLAR SEAT A 55 0K (8] T Hb P 22 A ATl 0T H4% i) R0 25 B 4 i ASE H I A2 40 SIZ I Ak
WEE . AN ATV BEL) 0 DL S 75 A (R e, 0] B 90 /b i sz e, PRk A ML % 4. Bl
FHIRMNNUTIZ N, To NHUR 22 4V TR Ay SRl B30 ) R, To AL 4428 1) 5 4t nl B8 oA fi
WAL= Sz e 5 S A B0,

8 REERIEE

TE NS BARJE T LAl SR AN HT A 1 1) 2 R B BoR, ok e — B2 B B K 2 A
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2018 4F 11 H % [ER 4550 Tk 5 %24 Rt o AU G E AR IR AT FINH FE S 3, TEANLEE
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REER. RLEETNNR BT, WG B M YRR T T AL Z 6 R o & SHELE,
T8I SO E A O B TR IR B S E N AN A ML e AR SR, B2 H LR DGR AR A
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HERI 2 A AHALIK, GHEEIS Wi kAR BkR. teoh, O K ANUE AL R R T 00
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Safety control system technologies for UAVs: review and prospect
Lei GUOY, Xiang YU?, Xiao ZHANG' & Youmin ZHANG?

1. School of Automation Science and FElectrical Engineering, Beihang University, Beijing 100191, China;
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Canada
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Abstract Unmanned aerial vehicles (UAVs), considered as platforms for Al technology, play an important role
in national security and economic development. With the growing degree of task complexity and the development
of anti-UAV technologies, the UAV-incident rate is increasing significantly. Therefore, it is highly desirable to
improve UAV safety through anti-disturbance and resilience control. This paper reviews existing studies upon
disturbance estimation and fault diagnosis, anti-disturbance control, fault-tolerant control, and task reconfigura-
tion. In addition, technical challenges and potential solutions are presented, including an overall architecture of a
UAV safety-control system. In terms of research focus, particular attention must be paid to UAV-characteristics
recognition, causality and trace-to-the-source analysis, quantitative analysis of ability, intelligent detection in a
local loop, safety control in an overall loop, and task-control-optimization design. In the future, advanced control
algorithms must be transferred to the software, chips, and systems of safety control, allowing the proposed control
scheme to satisfy major practical needs and applications.

Keywords UAYV safety control, disturbance estimation, fault diagnosis, anti-disturbance control, fault-tolerant

control, highly reliable autopilot, task reconfiguration
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