:'m'l %“%‘I'”" S 5 ,H . — AN S Y
RERE: FERE 20204 H50% B4 576-587 ¢ CHIERFEY ekt
SCIENTIA SINICA Informationis ~~ SCIENCE CHINA PRESS

-I:sz @ SrossMark

DNS #EAR$S 2 FPGA MR ARME

FRAE, R, shERE Bk, TEA

FE BRSO A TR, K 410073
* JE{E{E#4. E-mail: lichenglongl7@nudt.edu.cn

ke H 8. 2019-01-15; &I H#A: 2019-04-12; $:52 H H1: 2019-05-14; M4 HAR H #: 2020-04-01

WE  JF DNS AR M5 &4 2 DNS & 3K B B 4R OCR B P& DUk, CPU FIR & A £ 75 .
TR, RAEMEZIR. AXET SmartNIC A% DNS AR AR 4 % 09 34 fE AT S 8w, 48 4 HF 3k
1T 7 & M5 8 DNS A% & 1477 S T /K 4 PHDR,_Pipe (perfect Hash DNS response pipeline), £ T 7% % %
A (perfect Hash) SEI A X XL HE, AR HFHRIFENSRIF, BERAKELERAELT
AFIER, WA MR RAEL R MR IER. £ T RN FAST FEMEIRERRA, 5@
I #1 BIND9 R FpA8 tom pLE R EAR T 29 10 5, Arb 2 #3010 Gb ¥ &%, FH R #/NLEH
RO I R AL

KA DNS, AR F 2, T X% A, FPGA, At

1 5|8

DNS (domain name system) 1 R34 i AT R 45, & T 52 B384 F 1P kb2 (R BRS i) — AN 2 A
XA PE RS, DNS RG2S ORI ELIE N e % IR H 84T (1) 2R, P A Is477E 1P 4% F 1) i
FRTE EAMEE DNS KRGS R BB T . DNS RS HIEH A BUBR S #% (authoritative server) .
AH i T RFEHT A (local recursive resolver). iy 44 75 [H] (name space) A (protocol) 3 4 AN, &
AT A 2 TRV R4 78 25 T B ELIR I rh A 4 ERAE .

M 1987 FIEIR H RFC 1034 1 Al RFC 1035 1 24> 30 4E BT[] L DNS & 4t i) HE A 514 9
A T, B LI IR 55 B0 A LA SR I R PR, A48 DNS SR8l 570 H a9 K, J03
FE X BUBUIR S5 as HIPERE SR 1 S iy 2K, DNS BUBUIR S5 & & B iy 44 25 () h A T3 844 15
U SRAPERE TR R 75 5K, A 2 o )82 48 3R 28 I s ML S B0 A4 kAL, BINDOY R H i) iz H
T84 DNS BUBIRSS 85, (H 72 52 BT 1% S 801 9 26 W SORR PR 1A 14 REJREEI, V253 /2 e 1t RE Y 75 3K

1) Berkeley Internet Name Domain. https://www.isc.org/downloads/bind/.

SIAMN: =R, 255, #EE, % DNS BUBIS % FPGA B ARMTE. FEAE: (FEFRE, 2020, 50: 576-587, doi: 10.
1360/N112019-00009
Li CL, Li T, Han Y H, et al. Research on FPGA acceleration technology of DNS authoritative server (in Chinese).
Sci Sin Inform, 2020, 50: 576-587, doi: 10.1360/N112019-00009
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NT 2T DNS RGUEEARNERE, BF 785 Pod) BFxd A I U g BT 28 1 BE AT SR AL, X987 P ity
o S 2 1R A AR B R R X BINDO JRGUAFAE ) )8, SIHF K1 Marinos 5§ ) 511 7 T [1] DNS
SRS A I E B R A B SORR, (B AR R AR U 7 AT AR RS2 PR A —LE it i (6~8) ST
Yyl ga L1 TRES (field programmable gate array, FPGA) REFFHEFT, ilHid FPGA #%k DNS & M5y
Bk, (HEARSTIR L, AbERIAK 2R PE RE AT AT 4 RE MR ATH A7 AE 1n) 8.

EAFERMZ, Microsoft AW O £ Azure P& HHEH 75T FPGA HEREM K (SmartNIC)
BMEEN, TN = oF 6 o RS SR I PERE. 1R AAE K i 9 2% D RE AN & FH 0 4 0 ik T R,
R FPGA SEHLM 28 DRI I B 4% 2, v BASCHE DNS A A 1) Dy R S0 45 s (1 S B

ASCHER FPGA i DNS BUBUR 55 85 34T TIRABE T, 32 2Tkt ds:

(1) 22T SmartNIC ZEFSEHL DNS BUBUR 55 4% EENE, [ FPGA AbBR /K SLHLE At
J5£ 98D R A S I R A

(2) $EH I T kR DNS BUB A A S K4 PHDR_Pipe, A B 2 40 25 T 58 6 G
A (perfect Hash) 10 SEH, fff DNS BUg A W RIRE HLF U547 BN 3 IR, AITTA R FHK
2 b FE RE

(3) FEF IR T Y FE P 25 52067 & FAST? Xt PHDR,_Pipe /K247 T IR R G 15 5280,
J 5@ DNS BURR S 4% (#54 BIND9 R4%) BT T 5256 % Lb 40 H7.

2 MExI{E

LS5 1K) DNS IR 4545 35K - AR SE 8, G0 % P LR V) DNS 2501 Je SR A A i AT 2, A
Mo T AT A (RO AR T RS 4%) N A fTE SR, SR JE XA [ DNS BURR 55 #5347 88 3 A i),
A B SRR [ 25 % PIHLIF A2 IR — 58 B2 A7 RN A7 45 . DNS AUBUIR S5 & 97 57 Wi B>k B A 4
S VAIRSS #5 A TE K (BAEEE 1 O SRR S 22 S B = AR BT SR ISR B 2 7 o ) LR 1 oK.
FIRAIARSS 28 R 208 Linux A%, EALFE DNS A1 R I 75 B8 F 25 ik, 2774 s
V] 5 FH P 2 T) 2 TR) B 22 R B 48 DL, 3 a4 R I TRD 4, A A G0 51 I 8% B LA0KK PR [ 12 RE R 29T.
A N DNS AUBUIRSS % 75 ZEPRE AL FE OB DNS B HIIE R, X P55 0L T 1% G2 (1) X 26 B sk
AN 25 T B0 R FE IR (RGN, (RS AT R AR A5 A A7 H R JE BB L e A A R 5

HATSTHEH DNS RS EARVERE R 7T, 2250 9 AR A FNAE A B PAS [ £ B2 R . 347 T,
SCHR [2] SR A% 2 18] 5 2R R AR i A L33t VA e AT 2 RO 22 A7 22, SRR (3] SR FH B Rl B SR 2 T AR
3 VAT 2% B AR B B SCHR [4] 32 HH T — FhoAR b A 2305 4% DNS AUBUIR 55 25 S mE . Fak a7t
5152 WA SHAE B A BE XY DNS R IHEATHEREAR AL, (H# 2 32 PR T4 Ge 3 4 X 2% B Ok i 7= AE PR eI
B, SCHR (5] $E T —POE A B AR 28 I ORR, 25 A TAL BB AR SR DNS AUBUIR 5 2 fE, (HE
SEELT AP B S, IR, Intel® DPDK (data plane development kit)® ML 4% F KR $2 8 Linux
RGNS BIEALBERE V), 52T DPDK HLHIR FH 55 %A% 48 W 25 P R i AR, BSR40 1 21K CPU
rh T R B ERHEY, (H R P 75 A P 2 (B SR S P SRR R Th 8, 7 SRS T R A, [RII, il
&V R R IX SR R B 10 LB, R0 4 DX 2% Ty R S AR B W G AR b B N A IS I R

BEAETTIH, BT FPGA B R AT g R M e AR RR R, DRI 6 SR A D9 R IR 25 T e D 48
&, HAfthA —LET FPGA X DNS RS #HATIE KT 7T, SCHR [6] 2T FPGA HFJFH —Fh i 5 1)

2) FAST. http://www.fastswitch.org.
3) Intel DPDK. https://www.dpdk.org/.

577



ZREEE: DNS BUBIRS %5 FPGA JH#EE ARH 5

a7 R ARSI T R IR, B R T ACHLE ST A, SCER [7) BT FPGA it 7 —F DNS &)
K ZRAC PRI AR, B0 AR i35 U IR 55 25 1) DNS 15 3K i B3 B3k AT 1 04k, [RIIRERI A MicroBlaze st
P 2% 58 B A A I B (HAEXS DNS T8 SKBEAT AT I A7 72 B 5E I b i B AR, 3 AT =5 RE A )k
A7 M N A R, BT 7R TGRSR RO R B AR R A BE DNS R 45 #; SCRR (8] feth 7 —#hg
BMIET FPGA IBUEL DNS iRk 55 #s O SEBLT 2%, 5 XSO B e AL 256-way ) Radix #EAT
DNS 53R B 2R, AT SEI T DNS ALBIR ST & 500 15 R M 82 F s, {H 246 ) Radix W45 R EAT
RSR[5 —, FEREIRA T RE D e R, AN A BEI 44 S UMb 25, 2 S M8 2
BE; 28— Radix W52 52 MWAE, MMifE BRAM (block random access memory) 17fi #% il A
T RE R FE PR ).

X TR A SIS G A R PR A RO UL, AL RG AT rh R BB, A A R R R AR E Ak
PRI (] T SE MK &AL B R, HATHA —25C T4E FPGA ESRIlis 7 A 4R I AH CHE 7T, Istvan
DU AT T FPGA ) MemcacheD) IR 55258 (1931 /K A A 3R 0B TH AT SEIL. AbAT T8 1) A3 /K
LRAEM AT DATE FPGA LS 10 Gbps HIZRIEVERE. (H2, HiIHEIE RS 5L (read-after-write) I A7
EEERUK LR, YRR KT SET M GET a4 HINF. Cuckoo M7y 112131 J& 55 —Fhi
TR S A AR A 7%, FERT AZE A R IR Y SEIE RO, (H 2 5 NI AT BE S A b R AR
TSR AN B AR R, DA FH B 2 v ok B A R SR DA AR e R [ b R A 2 AP R A 1R
(collision resolution) [ EAEMEAT TR, BIFEA WA A M RAFAE RSO T, BT sl HIERA I &4, ab3ng
F P IRIEH ) — Fh AR R 980k 2 (collision avoidance), BJJR AT HEAS 7 A5 MG A5 1 5%

Fredman %5 101 $i& 4 1) 58 S& M5 A5 A2 2K FH i SR ik A AR PR e 7 BOR [ MURUARER,, GBI & 2
—IARRIERE (static) EER, 58RI 7] MESERIAE O AT RN IRy O(1), BRI i
HR LS BN R A7 BT 56 4 TE o 1 I A PR OR. 58 SR A A 1R JEARURE R F T 0P A SR, AERF— b A
P47 (univeral Hash) 04 HOR. A 7 BA T A0 FB AR AL/ 75 B8 500 5 o B LI s
5 RRAL, 1RG5 B A St A AT, AR ER B — Fle 2 BN 277 AR SR B 2 4R A 0L

FET FPGA SZHL DNS BUZIR S 2% 2R A RE B V547 AN N R K 2, s g oL T 1975
RN R A R/ S —TJ71H, T 4415 B AE, DNS BUBUIRS 285 X S (zone file) BT
S PSR AN R, AT RLAC VB AT E AL B 58 S G Ay B ] DAAT R0 2 B A, 4t O(1) Ui £7 I
B8], AT S R ) A R MR RE. LA, RORAE DNS 23 R Hr S A st = e 20 (RP DNS AU
S54RI BRI ) TE 0L, S SERG A AT DU I B 2k FRUAL B AT SE R

3 HETEEMKFH DNS HUERSSEE FPGA MiRIESS

3.1 PHDR Pipe E{xZ243

PO S 28 0 2 TAERAEN (1) 82U DNS EiliigR, Mg (Bl A 2R a),
(2) MRHE MR R A A 2, LE XSO AR A R B BE R TSR (3) A SR AR BIAH B B 05k, #)i& DNS &
VI S O £ 9 A% I, K% DNS A RIEE . W TARRAE TR LUE H, M@ IR ] B
Vi) R g 7 3 2 1] A 5 M AL R 55 i R FE 1Y 3 A B 2 PR 3%

BEXPRLE 3 MR, AT SmartNIC ZEHi1H | DNS BUB A #07 B i 7K 2k PHDR_Pipe
(perfect Hash DNS response pipeline), SZEURT EX 1) 17 K 1 PRI AT A0 B 50 B8 ) 3 285, R e L Ie A

4) Memcached. http://memcached.org.
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Core 3
CPU \ Perfect Hash Zone file
configuration
ot ! ! Software
________ “ [
o& I I Hardware
5 RST data| I HT data
> L
! !
I I Host packets DNS v Input
Host = | %\,\\ response iut
. . . ackets
Port2 pdcketsrﬂ_ v I & PE packets_ Dp _.IE P o
RST : &
| @
key| value i -
NIC i
> RS pkt_inf
Non-DNS I ! 2, DNS
A4 « \* query Output
packets HT &3 . .
packets packets
Portl}e Port3 num HL < PS Portl [«
: Non-DNS
EPGA packets |

1 PHDR_Pipe ##{k%2y
Figure 1 PHDR_Pipe architecture

AR EN E B AEAE T I0iE DNS BB i S 24 BT RUBUIR 95 % 0 i N 0 AR X SO AE
B, BT CATRSG A RS IS SR 5 SO, 1 — 5 388 T 57 3k 2

Microsoft 2 &) #& H ) SmartNIC #4802 H Tk Azure =P & EHLEFERE, FIF FPGA
(R AT G R R — B 20 B DO e E AR B AE A b SEILThREINIEIE H T LA5 4 CPU B, SmartNIC 4244
AENEHLSE: FPGA ANTHEEEHM-RIA DIRE, R HELE T Hnd e ks, Fif &I Heq
TP R AW, Z2T UL, AT SmartNIC ZER it 1 IRK &AL FEAELE, SR an &l 1 o, HEZE
BRI AR AR P R 73 AT 03 B2 58 e e A BiC BT HURT CPU A B3 A% 58 I 2% Bl UK
EIKMAE DNS AR S0, B R B FPGA FMIM-EFEE S, FPGA fistAb# DNS BUZ A i
R, WA AL EAE DNS B H AR 3.

56 5% e A TIC B AL T A T A B XSO R ) BRI SR, PRI — SR BRI SR I O AR, AR
K TER G A N0 VG Ay BREUSAH JCHHE S 4, (RIS AR s s A DG B 7 XoF I ) o) 17 50 9 e SCREAR. 3
DNS (A EEE N FPGA IREM R, B E S R4 hUGE S CPU T, =6 E
NURIH AR R A 285 % IR ) FPGA FTsgml, [FINF FPGA 520 H 1 55U v] LA SR SR AT .

FPGA 7 EE HAENT (parser, PS). WA &k (HASH lookup, HL)+ Wi {7fi# (response store,
RS). # % (packet encapsulate, PE) flii (dispatcher, DP) iX 5 /MEHL . TR S A E i
BEATHIWT, W22 dE DNS ) H A H SO BRI -R AR 3 1 W22 DNS 2 #03 SK U 4R e
HEAT AT, IREUES(E B pkt_inf (B45JR IP. Y5 15 A1 DNS TransactionID 25) % Z B3 pbe. w4
A RS E SRR B RO U T &R key, S8 18 FECERES 70 HO B T ORI Ay A 4R 2R 45 44
(Hash table, HT) 15 H 25 1) N 25 (E M N A7 f# % (response store table, RST) HXJ MAL B 1 5] index.
M W AT R R AR 8 2K 51 index HUH XS BT key FT value, KFEUH Y key 5 & AN B4 key BEAT
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®1 XXHERICRER

Table 1 The common record types of zone file

Record type Meaning
SOA Authoritative information
NS Domain name server
MX Mail server
A IPv4 address
AAAA IPv6 address
CNAME Alias

LA, Wi —k % value, WHERA—SUIKG result BENRIKD]. B2 MG R pkt_inf
PLA B S5 R result F value, result 3R Z B EBINZ, WIERIL BN Z N value F5 25 i N P ik
SC, SRR B B DAL 3 7 ) R OB 4 . T BEAER A s 422050 DN'S i 8 25048 A R FE LR 4
B, AR SRS K HE N FPGA B3y 1 2 1 .

FERIG A M EBHRE | DNS AUBA WAL B IR0 I, SRR AR I AR TR 1 BN 2Ry b B
PERERRN, PRASCAE 3.2 A1 3.3 /NI HRXFIX AN 55 70 BEAT B A A

3.2 TEMAETLESEE

XS R T BB 55 2% BE A% 45 HA e 2 1K) BT A M43 6L, X 28 B LA BEJEIC 5% (resource record,
RR) [TERAFA RR ZREH 5 oA 45 (name)s TTL (time to live, B i BARS [A]) « 03 Ff
2 (class) WCHFEH (type) FICKEIA L. ORI H Ny IN, B4 TR, (H 2 417 72 HAth
A (B CHAOS, $5 Chaosnet M%%). 3£ 1 F1%5 1 & WL 6 FidskIe 4.

M RR BRI AT LAE H, ZFR LA R R B mT DAME— B E — 2% RR 2, AT bAix
3 ME BT HRGE RS A ) K T key. DNS AUBREWIF KRR LTS Queries B, HNEA
FEAFR LTI ENALFRIA, 7] DL E BRI E N KRBT key.

ASAE gperf®) A2 R 5ESEMA A PR, W45 8 HIREE T key B4, gperf 2L C 8L C ++ RILHITE
A S Ay BB S A 2. AR VS Ay BRSO S8 3R 1Y, RIRHR I B 9588 7 key RB AN LIS A bl
K. IR TS, gperf oA BT CHE I BE A1) : [H € KL HT (Hash table) #ZH 1k
N — R A K ALK RST (response store table) BUAE N EE A F3; [F I A2 AR 4 28 — e
A M T B G A R N B R GG A R AL HT MR I0E — N84 RST A M AR 02
H o RS (B KRBT key A value, value I ZETTDLE & X). BRI EWE 2 B, XFF
Fr AR keyIn, B JoRE 55 — e A RS A R 83 O AL B R 51, AR5 W DLE B RST X R
BB T key FIME value, K HUH ST key AR5 BRI keyIn BFEAT LLREEAT LA A2 keyIn 275
FERBEF . X TARA R AR A OB AR A T Ik, XM R A RUK AT i A A PR B A R E
(1 RE.

FERMEA BRI gperf TR, i I X ST SR U ) RR 2l S8 2 & A Box B ) £
W& HT RST UG B3 HT RT3 E N 256 XTI ASCIL i3 RST HIRIEA RR
AR AR A G, W2 RR BIREER 3 5744, ¥ RST 1 value W E NH T key XTI
7V ) S BB R SRR ) T A — 344 P ) RR B8, W A R B0E W [ 2 1. il Y A% SRS A ks

5) GNU gperf. https://www.gnu.org/software/gperf/manual/gperf.html.
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_—_——

: HTI keyIn[3] |

|

| |

2 3 + |
|

0 1 |
keyln | e | X | a | m | p | 1 | e | : HT[ keyIn[2] ]
| : ! | + = index }—
; |
o HT [ keyIn[1] ] I
e | |
I T |
LT : HT [ keyIn[0] | |
| |
! | | | Hash function |
! | | O T
I 97
S ey B o1 keyo | value0
i | L —> 25 .
| L —— 10.9, 15 62
! » example | value_example
! 120
= » [5)
255
HT
Stepl: Use the ASCII code of a specific
character as the index of HT.
keyN valueN
Step2: Take the value in HT used to calculate N RST

the index=62 by Hash function.

Step3: Find the value in RST according N to
the index.

2 EERMFBRHYEKRRO

Figure 2 An example of perfect Hash function lookup

HT. RST M7 i L B2 FPGA LA8E M BRI A7 b, BEAT BECHIS Ay EHRIN 7T DL E 7 [ X ok
B, T PR T A 8 2 A v I 5 R

3.3 WBHRAEELRSEM

TR P 7 23 RO R e A A RS ORI i) S AF A AR IL R SE . O T SCRPEEAE I E 2 BT
A HT KI5 B MHT (master Hash table) &1 SHT (salve Hash table) &, [F]i 5] AH[A]58 MMT
(master match table) &A1 SMT (salve match table) . @& 3 Frx, AL T:

(a) REEFHEI T HELE SoiYE DNS Whidths XHUHE Queries Bt N BEAE AN keyln, HIWr keyIn )
K e AR OB A TEVE I N (el X ST 27T )

(b) HAEJEEIA, WPKFEHE S len BAA R, HHG keyIn 15T bR T, 5 ANE, WPK 4%
55 len BN I keyln A 0;

(c) HT HIWr 7B upd 15 5 RFAIWr /A7 201 MHT £id72 SHT &, R )53A 83 E N
HT 3% 2 W 75 e TR,

(d) 24 len £ R, WA BB TARBOE B keyIn FIANEISL B, JFATH HT BT EIR, R
FFBIH) idx1, keyTn 3% F 00 A7 B R,

(e) 4 len JLRUNS, ¥4 index1 B A 1 (M SN H i fig — Tl D9 28 1 SR ORI I SORRAR )5
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| HASH lookup model | l Response store model |
DNS | | | |
query Key | |keyln result
| extractor |
upd | | keyln [ | idxl Comparator | value
R I :
: | L _len :
| HT |
o |
l judgement 1 |
I X 5 | |
I . ; I
[ R T |
0 I 0 I 0 0 [ 0
num num idx2 idx2 key | value
255 255
MHT SHT
N N N I
MMT SMT RST

3 HL f&ERZ%EH
Figure 3 The architecture of HL. module

(f) MT AW FHEHARYE upd 155 KA A HA 2H MMT F£ib& SMT 3, A5 HE idx1 U
YRGB B ) idx2;

(g) HLEE FHIHURYE idx2 £ RST RPHUH key, HAILEIN keyIn SEUH ) key % HLAEHEAT XS
b, #AHFEINKE value NZAHIH, FERF result ¥ B AR WAL, 25 A 5] D)4 HA 2 160 2R IBCEH i SORRAR
F¥ result 152 AR

HEAET PR R (T B FF 8 55 T AN AR I I T) A R RE A B R B g A B AR
AN B R R AT DASE AL B, THE A P T AN [F A B AT AR B P DA R 7R AN
JE AR CASE AR EE . Sebi PR B R () AR RIS R] 5 DNS R SR iR R A %, s SRk 42
(100K FBEANTE IX ST A 118 2 B e S ] A9 D) — A B ) U gl T DA 5 SR 785 ) A 2 i [ 3 4 51X SC
A ) B K P Y TR B R B AR T 25 7 R X SRSt Uit DB - B B AR 1 Ak 34 B 1] - o ]
(. me SLAF A A 28 22 75 AT — IR LU, LIS TR B 1 100 5 O B R B AR AL, R [ 1. T
DABEAS AR PRI FE (BT (B 85 R 5 XSO R R 5 k.

DN BUBHR S 28 1 DX S8 8 A2 AE BT, PRI > XSO BB Ja, SR B R s 1 g s
A2 SOAE A 2 4. i B . AR I SSCHE FPGA ITELRTEHT. /£ FPGA L¥aE E5H 47
a7l MHT 3%, 15 € W ai a2 SHT K. EHE S upd A 1 0K MHT RAX, M 0 LK SHT
FAB. TH UL FF AR, RS IESCERE S upd. [F—3844 1 X SCAHAE TR, 85 A
S RS S B R, B ES  / S 3 n IR AN SEE, AITBA RST R WA & LLR
FIH. R T R B RS A AR, KT RST AR I N85, Mgl A
MMT £ SMT £ (GLJFEHFE L) RAZMEH G0 RST £5 IR RST 22 [ [7] i 5 F047 1) i 5 56
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FAST API

User
space

FAST
customization lib

FAST standard lib

Socket
Netlink

Kernel
space FAST drivers
FPGA 0S DMA
r ''''''''''' oM ';
FPGA -] 10 ) upPL—»|UKE—»GMEL - o 0B L 1o s

L .. i
Lookup engine

4 FAST1.0
Figure 4 The architecture of FAST1.0

Z. RST RARDIECHE K 2 RR ZAER 3 15, A LATRA LR 38 nAn s ol iy B 808 1 N 25 RST &1
TR B B TMIBREIEA S BB R, BT AT E R RST KT 2. )5 RST &
(7S N BN T BUERS, FTBACIX SO O TR KIS, R B 2358 AR T A 500 2544

MHT FAl SHT FHIK/NIN 256 x 4 B = 1 KB, HHNERE D MMT £ SMT RENE
TN 4 bits, BA 100 bits DNS Wi R S B, 7T LLATZ) 92% K1Y AF 7 F BRIV AT SCRFFE 2R 55T

4 THSIEL

4.1 EHTF FAST T &HISTI

FAST /25T 24 CPU Ml FPGA HHFET &, KA &R B SR G 7 AL PR SCHF
P& CA A E, @i X FPGA BEARAUKER RIS 78, BU2E T FAST 4S5 F - 2% AIF2 7 SE 3l
XoF I 5% 12 2% B0 P TR0 78, AT S BIRT #5Piol 2 ) A e B AR R AT S B0

FAST “F &1 1.0 AL WK 4 B, FPGA 0S A F B 7 AR FPGA V& R, #
3 FPGA F AR KBS Bl (BPF P, UM) 5 BRI & 655 UA N PR, BIF P 3t
T FAST API %S I P2 AR, AT FAST T4, Koe LA il B EE N UA #4752,
¥ FPGA LTI /KEAEN UM B,

4.2 M55

SO FRE B — L. — & BHEAE DNS BURIR S5 FUE DNS BUR IS 38, S5 i
HISA B 2. 1 PHDR_Pipe 4Ky B 8IS AT K -F A Armia® 10 AR (W1 5) MRS
BAENRERE DNS 228, 7KK A1 Armia® 10 AL R AR POl 5 CPU B{E. WAEUE
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*2 FWRERER

Table 2 Experimental equipment information

Equipment name Version / Model
BIND9 1:9.10.3.dfsg.P4-8ubuntul.10
Operating system Ubuntu 16.04 LTS
Kernel Linux 4.4.0-31-generic
CPU Intel Xeon E5-3650
NIC BROADCOM 5719
FPGA Arria® 10 10AS027H3F34E2SG
Network tester IXTA XM2-P0633116

TN G

5 (MEEFE) Arria® 10 FPGA #RFXHE
Figure 5 (Color online) Arria® 10 FPGA board

Je£F 537315 PHDR_Pipe BUBR 55 a3 FIE BB 55 45 4%, /] BIND9 RGt#4 el DNS BBk
G, FFFELRE TR,

M FEH, A AR 10 Gb SEE2EE AL DNS AR, 18I i B A R 1 & ik
SN A B YR SR BOCE (1 X ST, 23 A DNS AUBUIR 55 s k47 K 23 A7

4.2.1 MR

DA 3 B A e B R 87 SE SR P 5 T % PHDR_Pipe BB IR 55 55 A1 F AL B IR 55 2% 3517 %) L.
Bl 6 T PS4 DNS Ak SR R, WA 4 B 0w KRR AU
[E] AR AR, 2 20 bits IAIRA (20_rs)+ 20 bits HAME A (20_1f)+ 60 bits AL (60_rs) A
60 bits AMEA (60_rf). Ik NIk A4 FRoR B I AL TE X ST A A B R IRC %, M4 FoR B 4
ANETF MUATX . B iTEcs W =238 4 K FEERYE 20 bits 7247, T 60 bits (Z£47) 4 — 2 I
fEE KR 4.

MEL 6 T LAE Y 8 BUER %5 2% i KA RN 6 Gbps, 117 PHDR_Pipe AUZUR % 28 #21k
10 Gb BEBRLRHH, AR T R K X Rk B 1A R T, 5250 45 IR RIS/ MR 4 2 oK g
Wi 3E8 FH RSB R 5% 2% 0 A ik B X RIS LR RE S BINDO R A M B R EEA <. WK H WG K
AN A AW P BUBUIR 55 4% R 2 DNS B iE R, wnT AR 2 i R G R O M B dE 4 AR 2%
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10 4 . BIND9
— — —= PHDR-Pipe 50 4 —s— BIND9
~w- PHDR-Pipe

Throughput (Gbps)
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Table 3 Resource occupancy information

Resource type Used Total Usage ratio (%)
Adaptive logic modules (ALMs) 1431 101620 1.41
Block memory (bits) 366592 15360000 2.39
Registers 2298 - -

PHDR_Pipe ZER 158 5605 5 RIIE 1 BRI E O T B PERE AR E ME, A48 4 % PHDR_Pipe
BUZAR S5 28 8T R, 7R AR K IR A4 5, PHDR,_Pipe 424 H B 4430 7K 28 1) Ak 38 1A 2 A A 1 o,
PR e A i B A BT S B

7% 18 218 HIBUBUIR 55 8% AL BRI AN AL VR RE 2 MR T B, RIBEACSCARE T 3 A i S i I FEANIF]
(20, 40 A1 60 bits) (938 P9 384 HHE A2 2E4T DNS A ma S AE R, 2550l 7 fos. Szie g R
TULE Y, RUAEAE SR A1 LT, PHDR_Pipe 55 &% B M B AE IRt U FH AR 55 4% B AIR 129 90%, 183 T
2.676 ps. FfiE AW SCHEF KRN, PHDR_ Pipe 2244 rhAE {1t K 25t S F I UM e R E T L
(Y B e 0 0, 2 o A 1 s e o AT s, DRI DIN'S 28 ) ) 7 B 3Rl 2 A 98 K Iz /N 388 BB A
5585

4.2.2 BHEFHEIHT

PHDR,_Pipe Z24 G IRFF A4 73 1K B 8 AR B 43, TR 40 FPGA SRR ED, &
i) B R R OB DR 38, DRI AR S R 23 BT R0 20 ) B VR .

FPGA /KR ¥R IF 4 B 4R ¥ o0 . B A] FIFO FUFEAEEER (MHT, SHT, MT 1 RST) )
T AR LR, S BT G WA 3. MNGIT 4 R AT U ), 5 RIS R oS g A A b
FBIRIR D>, FEACSZH PHDR_Pipe 281 Arria® 10 b, @8 ZIEF A1 5 442 3R 10 1.41%,
MHT FA SHT F KR/ E K, B 256 x 4 x 8 x 2 = 16384 bits, LA F3#4MY 5 FHi% Arria® 10 }
FNAEIIZ) 2.5%. S5 ULE 20 bits 224G IR = 203844, DNS 20 B 5088 i SCE H O~ 100 bits A2
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Research on FPGA acceleration technology of DNS authoritative
server
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Abstract The existing, authoritative DNS servers process DNS requests and response packets depending on
the software network protocol stack, which use DNS resources and have high overhead and limited processing
performance. Based on the SmartNIC architecture, this paper quickens the unloading of DNS authority server
and proposes and designs a high-performance DNS authority query response pipeline PHDR,_Pipe (Perfect Hash
DNS Response Pipeline), which realizes the preprocessing of region files based on perfect Hash. To avoid multiple
memory access, caused by Hash collision, and reduce the processing delay in the worst case of a pipeline, the
system throughput is effectively improved and reduces the response delay. The experimental results based on
the open-source FAST platform show that the response latency is reduced by approximately 10 times compared
with the general BIND9 system, and the throughput is near the 10 Gb link-line speed. Moreover, the resource
overhead is small, and the system is scalable.

Keywords DNS, authoritative server, perfect Hash, FPGA, accelerate
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