PERE . FERE 20194 498 5121 1586-1605 ¢ CTTRRFE Y i
SCIENTTIA SINICA Informationis 7" SCIENCE CHINA PRESS

EERGEERRNATHNESRARET - X @) e

jigﬁ: Bayes M%) S 24 B FNBHE AN M F2 FA R IP

EER, RS, B TT, BRA

1. VAR ENR S S HE AR, P4 710049

2. PHLAT A AHF S G20, P4 710049

* JE{E/E4. E-mail: yxyphd@mail.xjtu.edu.cn

Wehs H H: 2019-06-04; & HIA: 2019-07-29; #:5 H#: 2019-08-26; M4 ik HIA: 2019-12-16

B X 5Bl (S 61572398, 61772410, 61802298, U1811461, 11690011). E K E MBIk itk (it#ES: 2017YFB
1010004)« FFRERFEARBIL S % (HHES: xjj2018237) R E R34 (S 2017M623177) % BhWH

RE HRERMAZAINGHERAPFEN XTI AANFREAKENEWRN, 0255
FWRATRT RANRE. B, &M ETZ0RANERBRY 7R g, (ERH S 77 & T B A
R R TR e R YR B B B M K B R R Ok B R (5 AR A B R IR B A P R BT e, AU W T
£ T Bayes W4 8y % R A HE A RARP L AALE. ZALFZIT F P om e A ERP, A%
TRt ERER P RS KEN T B, RA LR T AP BERA. B R % B w A KRB A P
AHRARIFWBIES, £ T Bayes & TN B EKENEERAERTRA, oSS ERLE
oK Z A MR B R B R, BT KK B BT BRIE B, T DUR BUHR B R 56 R A S4B oY B 14
GEMAE, RIeRBEESRBHERZARTRANN T T Y. BIAEFELRRIET Z
TERE B, TR R KA Z T A R AR R AR T 6 REE B A R RS UR 1
KR BERMAG, RAKE, BAERE, AHMELRA, Bayes M4

1 5|8

BEE & HiE T2 BEEOR . Ba B A BT A5 2 75 T AR AT, PR I3 AR IZ %
e, FEEEN 2 Ay S B FURN B BAME AR 55 10— R E EIHR R, RS A W 1 PR,
FER RGN AR GBI T2 22 R P9 T B s 5 M R RE R, SIEEILIS N A PO ) B SR A
FAE, VLI BORHUABTE R s ORI ), T R S s S8 20 SRR IR 95 45 A 4 55 =07 L P it A7 %26
TIMTPEAR AL 25 ) S 8 AU SRI, SR Znd dh o A P AR T SR SRS A 1015 S R AT PSR R = 1
R RN B BRI K 2 A, il S U R e 2649 21 ) B Bis AR AT e B 2 48 (2R VEYENT)

il

SRR (TR, HREHME, BT F, 5. 5T Bayes MER IR RN B A MRS FA (RY R A . RS (58S, 2019, 49: 1586
1605, doi: 10.1360/SSI-2019-0119
Ren X B, Xu J Y, Yang X Y, et al. Bayesian network-based high-dimensional crowdsourced data publication with
local differential privacy (in Chinese). Sci Sin Inform, 2019, 49: 1586-1605, doi: 10.1360/SSI-2019-0119

© 2019 (PERZE) it www.scichina.com infocn.scichina.com



HERBYEERE B8 H 124

Data generation : A @ ,H "‘ | Data apphcanom
—-- " g fomwo=: W =T77777

Env1ronment
I Public services Social network

Crowdsensing Server

users
%ﬂvﬂ
sPx] )

1 (REE) BERmRsrEE

Figure 1 (Color online) A concept figure of crowd sensing systems
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LA R YERORFIE. Ok e rb e P2 P 1] R A S P29 2 S DU B R R Al B R 2805 5 i, JE i
X 8 A R 3 AN [R] B AR AE RIAE G 2087, AT LR I B S F 1 1y S8 KU ) e sk 4L
FURIIEYD D SEAT N HEAT SRR T, T LASE A PEAL ) R RE T AR 48 (O

RER RS EE Th RS TR B & R HIRE R (I GPs Hud) AHEATNME R (it
) SFHURME R X EURE B AR RN F R B0 A, B AR R AR T T A
HHEV\]%/%??U%)&T%?F AT RE 218 U B AR Bl U~0) 2 AT 1T R kR, e BF A 2 %
B, BERNS LA KB, I, SR B RS AL PRI TN B 2, JF A2 BN A2 AR T2
SRy 1O BT, W R RA R R OAR R T E AR IE MY (I K- 4, L- 2R T- 40E4%) 1
BT INERTTE 1208 (RS INE, EIL s, eI, R, BT A D7 I8 s =
1% BB AL 22 A ORAIE, DUE T T/ INIUBEEOE e AA DR 04 Tn e 1 775 SR B U 1Y) 22 A PRI,
(R N B i R BOR BT S TT4, M L& T BRI S2 PR A RN e 4 1191, G4k, 22 0 R RO
Wt 101, Ity T H R R B 8 SO G I AR, 2322 FORNL T2 %, ERONRRAA IR
P — AR SChRE. TR, 22 AR IS A TR R RN I A KB B A B A M R

SR, H5 22 73 BSRASE 0 B BRI R 4 o ) vee 4 TR RN B AT, AT AR D Wi BT PN AIT TPk k.

PR —: FEARMERFARIR. BT (UFEFRA CRITBI TR 235 IR0t S (0 K (R AR 2, 11 AN 8 AL
FERIBGE RE r A B AL B 5 U, i LIRS 5 7 i AR 55 w2 PRl 2 A XX — s L. sk b, BARELA
S 21 B N S AR AT DAGRAIE A A5 o A S s AN B L, O 22 3 B AL AR AT AR 155 =5 P UK
AT B0 AT 22 S e AN I o BRI 5 R, (B, S A7 AR IR e 55 IR U592 R sy
SRS, AR 5 2 N Rt 1517 (nodis Ptk 5 A IR 55 4 BN RO B AE ). IR, A3 RO
A PRI N 2452 FE SRR3R iR 46 B RN 00 O A b B AL DR 377

PRl —: YEREME. ERRNEEE N TR Bl 1 e PR R v, O HL e PR ) A7 A
LA ORIRAE 181 DT TC vk L4 o 4 2 B R AT S R R FA R A TR0 T X oy 4 B30 R AT ELHR
FeAAORY, EAR R BRALDRAE T, AL TR i AR B i SO PR BAIR, T G 2 S BRI 50T
B 12021 PRI, R ORAIE S A0 s R A AH S A 2 1R X et HEAT FEURL DR B RO BBk

BEXT LA LIRS, AR RIRAL R LRI AR AR S . — 7T, IXLEHLH A B mT UM A AR G de
B R AR FACR P, E OB PR A 2 st 55 2 s FE R i e LG T 4 it s o5 — T
T, 7 AW 0 3 s R o e 4 s ) P AL B AA DR, S I X i 4E Bdim it AT P4 Ja SEBL o3 iR -2
(1 — AARMERSAL DR, UG 7 AR RCR, (ER AR N 0 A AR LR A R A S RAORIE. T T
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FEZEE: 5T Bayes 44 B0 i 24k B A0 A SR AL PR 57 R A

R IR R G0 P I B DR B 1 75 A b B R RN B v 24 22 1] PR SHE 25 M X P ), AR SR 7 —Fof
BLT- Bayes 2% (0 i 4R BRI A U ERL DRI R AT B, BAR STk a0 T B

(1) ASCERRRFR AN ARG, St 1 — Nl B A 22 23 R A 1 v 48 B B VL SRR R A L. AME
A DL RN FE P SR A M AL DRAIE, 1T LT DK o 4 S D 54 1 Ge v AR PR AT I AU T 9 R A B
A AR A1 B RS, T8 RIS 22 73 FEURL 5 et 4 A0 A PR 22 TRV ) R G322

(2) ASCEXS Bayes WZEFIAEE 7 AR Y 1 BE T A v A0 R & sk, T AEAS #4921 Bayes 1
LRI R B R PR R (AR SC I, IR M@ A T AT SR, e R R s R IR SR

e, ASCAE LA JSHHR L X LRI EEAT TR R HSE i, SEIR A RARY, A0
SEHIIALHIR G OR B 1 v 4R A JR PR OG I, A5 & R SRR S WSS A T AR 55 B3
BT PRI AERA .

2 MxXIfE

AR S 7 EERIE TR R RN R G P e A B AT I P A 2 43 B AL CRA ) I L BRI, 3R
o 2 TR AT I B A DR AR b i 22 43 B R CRAP 9F 90 1 7 TG A 98 BIUIREEAT 23 BT R 485

Guit KA, 225 BN S -l HH B 4 A 4 TR VS I 2 1) B ATLIE: 75 DAY B 2% B S A
ol A B A B AL G (22241 et B B 3 b 1) B RS INRIURK S (7 BEIRBURR A 1) A
JE MBI R (Laplace) WS, SRT, BEE SR L RIIE 2, —Jr I Geit 4k B 7 BT H 5 R Rl 4 FE AR
FEHOI K, SO, mdE BT B O A B A EAREON T, RO AR KRR, R AR
g 7 S B AR A e L, AT R 2R B (R I . T, A o) v 4 s 1) B R o A 1) 3, R 2 A 9T 2
S Ja 1 ) 2 F R, v R B R o o 2 MR B A, FEEATRR AL R AT AL . PriView 29 6
TAREFA Ak MELE RS LS A, AR T S ARG A, SR TR R T TR
SR E ST, HISEHh AR BT A JE X, IR AR AR sl B BN R G B I R ) s Ry
HE S AT 70 U ) P a8 1 TR AR DG VR R I 4048, W PrivBayes 200 FII A Bayes 285K 3271 & 1 A] A
Fett, I M AT AR D% o B AT R4y, SR 1T ER T 2% 0 VSRR F R B L EORE 5% SR M X, 224 et
KZ I, B RS P 4 KORPRAR. SCHR [26] XF Bayes J593E47 7 IR0, X1, Chen 45 (21
I R A R R 1) 7 ok R B A 48 5 ORI, R VR T TR B R AN B PR IR K A
M, EATREER MR AT RE 2 A DG, (HRAIM R Z R K. I — 20k, EEH B/RER (Markov)
e ok R TN B (AR DG, H X IR )R 2 10 500 1 92 FH B A A 28 PrivlD 27 it oy R RE e I B X1 285
FENTE A PSR IEAT i 4B 1) B e o331, RIS 51N T 396 A2 22 43 e R 1) 1 S0 R R AR R 8 ek 8 L
A8 R A5 (). SR, IR LT VAR S R A 3, AT T 3 I R G0 40 A UG

T AR R 3ty 22 43 B AL 1285290 3@ FH 140 AT sUIRBR (10— Rl B AA GRS 7 i, B R A1 25 20 BRoRL Jk i 4
() — PR B AACRA MR, JB T — AN BOET IO Fe 40 BO~34) A SCRAR H T BT R 4R S A\ S5 HR B AL
i) 1391, FeF-15 SHL M AP B AL BT FIBEHLAL R AR BT (A b 22 73 BRAA S B 7 ik, PR LAL R 25
BRI 2 A Ba A AR S LE]. RAPPOR 29 JET-BEHLAL R AR S T AR5, (2% 7
POHRAE R N Ge A Lo 2k, Bl 5 Eids 4 B 03, LRGN 245U K. £ RAPPOR
ML A b, Kairouz 55 B8 B J@ AR | HUE R AIMIEEIEHE T O-RAPPOR /7%, O-RAPPOR
1t RAPPOR " 4mid AR Tk 26 ) Sl N T4y (Hash) BRESFISr4H (cohort) #fE, H H K2
VN P H A A B o B ML N 2 b B R B . K-RR 39 2 57— B SR R A R A 805325, ANFET
RAPPOR. X 453 Fif BUAE 4 i J BEAT BEALAL S B A0 3], K-RR 7 5k ELHEAE A8 B 10 22 AN BUE 22 1) 33047 BE AL
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LRI, 2L, Kairouz 45 B8 7£ K-RR HFER L, BT @R B IUERMBE IR L T O-RR T,
I SIS A5 R AN 73 LR AR, 15 2R IS A5 8550 )5, BAIA K-RR A 9303 7 it AT B fR i
HLOJER, B X 2 I, SCER [40] 32 T k-Subset U5k, AR IE MY R EE G
A, BIXS TR R B, HaTRE A Z AL 45 R. Heoh, JnFRIeT KT A Z Iy AL N T
B RHFR BRI, e 1Y SREREE 1Y, B ERERE B & A b A AR T I 2
AACRYPIIE T, UASCHR [43] 3 B 20 Al SR T i A2 22 70 R )2 4 [ ) AR

3 RGpEHE

ARICEE DB A ARG, ARG KERAMA S A iR SEm A k. BEm ) E%k
BFIMEREE S B BA 2@ MR B IC 3%, JEXT B e R AT AR AL R, SRS AL TR
()2 eSS C SR R IR 2 oL iR S5 s IR S5 2 SR 2 i A A B AL DR 7 BT SR Ja X v RS 1
THA AT TR AT, SRR, SR GT T A & NI A ) AT R SR O A 4 5 =T
AT EWATZYE. A SRS H m R AL, DA R LA R 4 A5 .

AR BERGETE N NP, SN EREE o DEtk, BlERARES B AR
w55 A8 B AT — A 5 R R B S K /N R LB AT AU A 1) B ot B, R B dE oy X =
(X1, X2, XNy o X0ORORER NP IEEEIL . SR RNEIERGN A = {A), Ay, ..., Add,
M oy FoRxt R YE Ay HIBUE, WA R RN X = {ad, b, .. 2b}, o8 BT 0 5

0y

A BEIERBUE. BEEEEN Q = {01, Q... Qu), A Q) = {who?, ..ol FoREE A; S,
Horp wi SERYE Ay (928 0 FRIUE, Q| RAEEIIEL. F0 iR 5% asim B B B L e e it — & 41
WEER, R ZRAT N EFIREHE R X RIS A (AR HRA N K0 xEE S B X,

i3 X ERTRMEES A MBCEGHEZ 01 2
PX*(A17A2,...7Ad)%P)((AhAQ,...,Ad), (1)

Hh Py(Ay, A, ... Ag) 2 Py (a1 = wi,. .., 2q = wg) RFIREIRE X ERMES A L d BHEEE
W5, 2y FR 8 | MBI R, W, € O,

4 EREhR

4.1 KRHZESBRFA

Z 5y BaFh (differential privacy, DP) 6] g —Fofuie b ) J5E 6 Hia 75 38 5 10 Bl LR 75 SR 5 B ST
PR FARIHIA, AT R BA R A BCE R LA, 56T 2 0 A E AR PRI HLHH /EH T
b B B, Ol C 2 22 I, T ISR R ATE ). Fek b Bl IR S & vl BEIE AN B2 fe
FhZ AT, R, A ZE 23 FaFA (local differential privacy, LDP) 3944 -S4 i HH, Fsmifk %
TE B B Tl fe O Ik 55 35 i A% 28 P S A gk 4T, 456 A 7 mT DA77 1 B 1) BURAE .

A AR ZE 53 BE AL DR AP B 789025 R B RV SR R v B R B B e B 2 5 () AL
AT RE, AR E SRS A2 5% (HP) Joxt B SRR AT R AL B, SR )5 4%
b P T B HAR IR L 0 RS (BDEER AR ), Hhol IR 45 ds 0T USC8 B B8 2047 G ot o0 A, 3R159>
Prai R RN, SRR FAME Bt B A 22 7 R AL LT

1589



FEZEE: 5T Bayes 44 B0 i 24k B A0 A SR AL PR 57 R A

EX1 (KSR W) ghw N AP, BA PN —dsk. 48 RAVRI RS MR H
5E S Dom(M) FMEIR Ran(M), #HHFE M AEEM AL X° M X7 (XY, X € Dom(M)) L35
AR A H S5 5 X IR 2

P(M(X') = X*) < e P(M(X") = X*), (2)

WRAHLH] M AL e A 227 Fa A

H 3R 52 SCRT R, A 22 73 B RA RO R 3 I 428 A T 2R 1 S i 1 45 SR AR (B, SR PR IL A M
WAL e AHLZESy BaAARY (4],

BEALALR 27732 BT 2 A2 DL A A M FRORA DRAPBOR, 1277365 3 5 1 o 7 P AN 78 1 Rkt
JEUR R AT R IR Y™ . BERUAL R B BOR e N Tk 2 220 TR, 4 P AE R BRRA 1r) L3R AT [ 255 I
fE G2 Ml IANE R P HHMTRENLE RS, Hop, ol EH A —E MR p TR R, Fr
FIEMER 1 — p TREMLES HH 2SR, W 2 X 0 S W JE I R 1 18 4545 1 2 (I B RL A5 BLER B, T
AR KR A I RIS, SCRT I8 IR O SRS 2R, T DR UE R R O

4.2 Bayes M4

Bayes 4% /& —FiMER AL, 5 F T8 S (AR R 1Ak B 21,201 70 1, e — Rk
K (directed acyclic graph, DAG). % A 2#isE D L@, H4EE K/NN d, Bayes MK
A TR EIE A FoRN—ADT R, IFHA — A R AN FORFIR BT AR, R
TR A; BT A Ay, WM A FBi Ay BIE IR (A, A;) RFRPE A B KR8 4E
ST, B A; — Aj. Bayes P2 I0R% 0o SR, AT R R S6 50 AR L — N BN LS & (8
PE) TRIR ORI K 2R

Bayes MZE T EAE d NEMHEXT (AP X, attribute parent) HIEEE, BB B — AT a5 H
AT MRS L, BUHXNTRIRAN (A4;,11). & N RR—A Bayes WK, A FKRMIZH T 15
MEEE, A= (A1, Ay, ..., Ag), WA JE ISR A RN

d

P(A) = [[ P(AilIL) = P(A4| Ay, ..., Aq_1) -+ P(Aa] A1) P(Ay). (3)

=1

K 2 & Bayes MZ5 ) — ANt B fER 1B Bayes 40K 5 NGS5 S0 RN 5 AN AP X,
BRI A ) — AN AU 0, BRI 5 5 Ay, As, L, As IR BRI RN P(Ay, As, ..., A5) =
P(A1)P(A2)P(A3|A1A2)P(A4|A1)P(A5|As).

5 EUERMBIEAMESIRFAMRIPEMEE

BT UL R RGURA L ) BUE SCRTR TS 5RIR, A SCHR 17— FhEE T Bayes W25 10 e 4 IR0
P A 72 7y B AL ORGP A AT LA, W] ASEEINS 7 A b K RA DR i P vt 248 R RN 800 7 P o IR 55 2 B 2 AT
R PR R Bl AT . B 3 o T AR SCEEAN T SR INEAMEDE, E B 3 MR At Al (R, 2
T Bayes W48 1) = 4EIECHIEE FEAE, KA & AR, b A SEORL RO L 2 A IR T P ARt g it
ATHY, T et A S R SR o A AL EERR A B BB B R A O IR 55 A B HEAT
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Attribute Attribute-parent pairs

@ @ A, A,
A,

(A,,2)

Ay (A3 {AL AL
@ A, (A{A D)
A (As.{As})

(@) (b)

2 Bayes M4ER1
Figure 2 An example of Bayesian network. (a) A Bayesian network with five attributes; (b) corresponding attribute-
parent pairs
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' The server side :

! I

! I

i - d : | | Dimensionality reduction | Bayesian network!
e raw data | |

: ? g)? ? I/ Joint probability |(A HI)M(A I1 )ﬂ H(A I1,) withd attributes :

distribution estimation

: LDP perturbation : | |Samplmg and synthesnzmgl :

! I | |

' I

' |

! |

Randomized ! !
binary strings : : @ Synthetic dataset
—

———

3 EHERIRAMIBTARIP L HSIESR

Figure 3 The framework of our proposed mechanism

5.1 ZAHBImERRARIFHLE]

BEHLA R B RT ASE A B AL OR3P, LR LA AT 5 R AL Fr) 80 TR A i AT S B Ak
X T ZAERITEOLIFANE . B 2K, ASCfE % RAPPOR 29 th A B A AT b AL i
JTR R Bl o H b e st BT aREROR Y . AR S T AR 1 A 3 2 SR ek A A B 3 A iz
BRI R A ARG SR AR A BRI (€] SR E b R EE, REREUE !
Xt R R A K, 10 loc; AHUE w! FTAERIAL, FEF S, e —BEf &5 28 loc, A7 E 1, L
LR 0, RIVATFS 2120 M — b o0, R AT AN, 1248 5 b B A OB A ARFE 2 i e A
ML, WA TR YERUE FTME— oK. Wil 4 Fos, B — AN @ e Rl ], RO R v E
38R B Xk I B (A RFALE 2 )

5.1.1 ZAMEEFAMRIPE LSRR

A 72 o B AL TR AP BAR KR B FE ISR 1 s, EEBF LN 3 MPIR

Step 1. Z“HHIMLALIE. T i, B 5% d MEMERRIGIER X' = {2}, 2, ..., i}, H
ool Fos M 5§ DNEVEREBUE. X TR ENE A, HAEEORN Y |Q;), S R EE oL S
JEVEEIREE S Q; HEBUE ) WIALE loc, B |Q;| —HEHIER 58 (U5 loc AL EN 1.

1) RPE IR R 75 0 7 s P A B o i 4 5 V2 Bl it AT — 3 ) 2
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FEZEE: 5T Bayes 44 B0 i 24k B A0 A SR AL PR 57 R A

User’s high-dimensional data record

Lol afa ] ]a]

Binarization process

) ) Binary string

[o[o]1]o] [o]o]o[]o] -~ [o] 1[oJo[o[o}- e coneaenation oo ToTo[o[o] 1 [o]-Jo[ oJo[o[o]
Randomized|response Randomized binary string

(o[ o] pLTifofo]  pTifofofof->&====~fifo[ o[o] i[o[o]-{o[ o[o[o]1]

? Attribute

[ 1] 2 ]3] [l] pomain

Length of bit string = |
_—

Candidate binary string

4 (MERFE) BE_HEFICREE

Figure 4 (Color online) Illustration of data binarization process

Algorithm 1 Data transformation with local differential privacy

Input: User’s data record {ac;|] =1,2,...,d}, attribute set A = {A1, As,..., Ay}, random flipping probability f;
Output: Randomized binary string §° of raw data X?;
1: for 1< j<ddo

2: Each user 7 transform each attribute jth value into a binary string s;'.;
3: Randomly flip each bit of sé to obtain a randomized binary string é;,
4: end for

5: Concatenate randomized binary strings for all d attributes to obtain §°.

Return: §°.

Step 2. FLFFUIBEAERRE. b of RREAHURP AL IR A AT BERLE .
5; [b], with probability of 1 — f,
85[b] =< 1,  with probability of f/2, (4)
0, with probability of f/2.

Step 3. THEMIBEE. KT i FrABYEN CHEIER & (G = 1,2, d) EEERE A
BA 010y ALRERR R &, IR R IR B RO IR S5 3%, BER A% BRI B O B A B AL
TRy
5.1.2 [RFAMESHT

T BHUECTA d ANRYE, FAER AT LR OB R, TR P
A7 53 BaFL ) 1290 Ty 1
5:2dln(1_12 )
2f

WERR A ERAL ORI WL I S e AR b e F P e BEAT BRAAI B, AT R B B IR o,
FERE RIE G, A4 T HAl 2 538 M B RN P R a5 B L2, Sk, R RS AL S 245 LAk
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P F AN, HC RS AR AE R A i, R RIS B BE S A T P VAN I AL B, BOAR S R FAGRAIE
TR T A b v b B

A T R R GG — 3 B T RonBE G B0 3tk T R0 T S BRSPS S,
T 2% A1 M 6 LUAE %}Eﬁjg RIS e AHE, i04E RR. BT F P R G620 h s Ay JE v — gk
fild s A —Ah 1 (IREZEEIUERAE 1), ARG B TS T ={t1=1,...,tg =
Litgyr = 0,...}, HESBAKX TR, MEENBRIBRA 1 - L, MEESCERIERA Lf. 3%
R [29] H ISR HT, AT
P(T'=TT=T) _ P(T' =T*|T =Ty)

RR = <
P(T' =TT = T3) > 1,11 ean(ar) P(T" = T*|T = T)

1 2ttty ——thy) 1 2ty gttty =ty ==ty
X
2

< 1- >
T*éﬁgﬁA4)< 2f

BHAY ¢ =1 —t; i, WEEK, RRyax = (1;§f)2d, BHe= 2d1n(1;ff).

)

IN| =

5.2 AHRERARIFENSHEBEARS AT
5.2.1 FHAKBE

AN FERL PR i P e 4R S AT H AR B AR R AT — 5 R BRI RR PEARBL (e A, LA
X (2) Pre SONKRIEEH br) BFrddiade. vk, MR EIKE: — 2 il oA — 48 B
HIPATIRIG — Y YERFE G s 4R, SR A5 FELE S 2 18] (AR SR 3 B & & e e AT
LA A RRISCE T, 2R BRI R 53— PR T J 1 4 1 (R A HEAT MR o A i
FEERET A T BBER A R G B B 4R, AR, DU 2, AL SRk, P 4R A R e 4
Jr 1 s s T s I o 4 PR 5 AR 505 20 4, T 3 B K )i S R 2 FE AN AR O A THHERA . PR,
BEAA ORI FR) ot 2 K0 AT BAZ Do AE T I B 5 38 R SOR BRAIRHE I, o 4R 250808 0 i 22 IR HE S8R,
(EL RIS TT RE DR SR A TR VR P2 L RO OGN, (8 45 B 75 AR T LA 2 22 4 BB 5 2 W ANAH SR 20 M7
TEM.

AR Bayes W28 KA i 48 £5cHR b s PR P2 18] (AR R, R 2 4R SR A i A 5
Rk, SEEUNS R 4EIDE SRR A0 Al . Re M, O IR S5 A s R USRI B AT A b R DR i R B8
Ja, W ILARYE T ATAT IS R A At ST SR R R (A OGN, SRS Bayes 4%, LA HOHT
IR SR I R A . 25 R8BI SCAL B ) IR Kedia Dy A A s, A SO AR ORI B R PR IR AR SCG I, T
BAF B S I BAE + MAHOR I 5 (KR A SR AT X5 J8 PEIR S R 20 A . £ 3L Bayes ™
SAEERE N, TORMAANEIE Ay SHAW RS T, WREAS S, #i K2 488 P R SR
TP AR BN m JE S MR A TR, SRR IR Bayes MIZS ORIV IR

5.2.2 ZHKAEBERS MM

A ¥ B R B A (EM ) 1546) SRt AT B 2 4 (0 m 4) SR I0EE S
NEZE A0, AR B SWSIORS FE 6, 3@ A WA, 15 BIMESR 70 A (I EEAE, B PTsR, B i f2 1 B
WE. i m #EEEHEGHN A= {A,A,... Ay}, RIEARN C={1,2,....m}, H w; B A;
(AR, W) m 28 SRR A AT R BRI A Pwe) B Pwiws -+ - w,), F8H N AN Wk 2
FoR, 2 e M A v BE AL & DU R 3.

Step 1. SRR, WAIRIKEMEFN Po(wiws -+ wm) = m (B 2 5 1 £F).
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FEZEE: 5T Bayes 44 B0 i 24k B A0 A SR AL PR 57 R A

Algorithm 2 m-dimensional joint probability distribution estimation algorithm

Input: Attributes indexset C = {1,2,...,m}, randomized binary string §; (1 € 7 < m), flipping probability f, convergence
accuracy 0, attribute set A = {A1, Aa, ..., A}, attribute domain size Q = {Q1,Q2,...,Qm};

Output: m-dimensional joint probability distribution P(wc);

1: Initialize Py(wg) = m;

2: for each user i =1,..., N do

3: for each attribute 7 € C do

4 Compute P(3lwy) = [}24 (57" - 750,

5: end for

6:  Compute P(35|wc) = I, P(é;\wj);

7: end for

8: Set t =1;

9: repeat

10: for each user i = 1,..., N do )

11: Compute P (wc|.§f:) = Z:Z;}t(—wlc(“ii()ic(‘ézc\lc) (we € Q1 X Qa2 X -+ X Q)

12:  end for

13:  Compute P;(wc) = % Zf\,:l P(wc|8%);
14: t=t+1;

15: until max,, Pi(we) — maxeo Pr—1(we) < 65
Return: P(w¢) = Pi(we).

Step 2. SEHBEEHEL TN P10 m SEHUE A PEIEER, B P(316) - wiwn - w). BT
PP 06— S e A LR B0 2 SRR IR, L G B M ST 0, TG o 26 PR 2
KA R A R LR TR, B P(818) - 80 Jwnwn - wm) = [I (£)° P (1 — £)! 7P
(15 2 5 2~7 17).
Step 3. HEEBR AL WIAIIERIEL £ — 1 (507 2 3 8 47), SLH A SIS E A 0%
PRI AR, A B,
o B FRMER L. ST I O P, 1 Bayes W% A AT

T Py 1 (wiwa -+ wi ) P(8585 -+ 88 lwiws - wi)
P (wiwsg - wp,|8485--- 8 ) = — —
t( i m) D Do Py (wiws -+ wyn ) P(8185 - 81 lwiwz -+ wim)”

HA Py (wiws - wim) & ¢ — 1 OB BE (V5 10~12 7).
o M b IEREHBHL P(weo). ¥ N AH PR R Py(we) = £ SN | P(weldh) Bk b
— RIS RER, (E BN & EBCA MR AT (% 2 26 13 1T), A5 IR[E E 5.

DA OB IA A B 2 B A MR B ZE AN TSI B 6, B maxy,., Pi(we)—max,, Pro1(we) <
S, & IARHERE BEEIR | AT L (B 2 58 15 7).

— KU, N RAIAE R BEAIE RS, FET EM EEN 2 AEBEA MR i kg T — ik
AIREE v DO SR — N Al T, B2, BEELERE m B8 2, Z4EHE G RRE SRR N
T2, 1], BAHREUEKAES. Bk, #REEE AR Z0E K. T H, FEERE= R, R
AR LR HERANAAAE (WEDFRBRRE), SR EM FIEA R T 68 2 N IX Sa i Bk S 3T M 4
Al vh, AR COR Bl TR ZE, AN e 2RI RO R P 2 2k

5.2.3 Bayes M%ZigiE
BEUEE m BV G MR A0, BIn KRG m gRERMERER, BEE T BHBUERR, T
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VLB R OC. BOS A 1B T 85 5 D M — DN R ANFEECN & (RPN S R AT s 4
A k) I Bayes 4% N, ¥ A={Ay, Ay, ..., Ay} FTENEYEVEN Bayes WS —/N 10 5, M2 MNE
PEAE BN E R SRR ). 595 3 VEANULE] T Bayes WS FE, W R AR,

Algorithm 3 Bayesian network construction algorithm

Input: Dataset D, maximal degree of bayesian network k, attribute set A;
Output: Bayesian network N;
1: Initialize N = 0, S=0;

2: Randomly pick a node from A as X; and add it into S, add (X1,0) into N;
3: fori=2tod do

4:  For VX € A/S and VII € Cg, add (X, II) into © and compute (X, II);

5 Choose the attribute-parent pairs (X;, II;) with the maximal I;

6 Add X; into S and add (X, II;) into N;

7: end for

Return: N = {(X1,0),(X2,II2),..., (Xq,II4)}.

st S AR CEIIME M, WIMHE S=0, k AT S RN (B 3 28 1 17). &%, M
d Mgt iﬂljllijf)liﬁﬁi MNEVEVE Bayes MG m X, HWGH AT RS E N, B 1L = 0
(B2 3 28 247). FBPR Xy BINBES S F, 8 (X0, 0) iz E N 2R ¥ S R sdE kAN
{6, 152 Cfy) DHTATTRE T RS (S AL k AATA, FIUBAE (E N &, HEEA
TARUEAZT BB k), 7005 A/S HRTA T R AP X (X, 1) £ Q N, 3K Q WFTH AP
MHEAER T (8% 3 8 417, BERBMITEINEEREEER). )5, IEPUER 1 H5 KR
ININZ Bayes M2 [FIBPE 2 S 2EAS S (FIL 3 5 5,6 17). EE LA & 5= {1,2,...,d},
N Bayes 2% f2) 33 5€ 1.

Bk 3 AR A ATIRBIPIA OV, THE AN

p(z,y)
I(X, 1) = p(x,y)log , (5)
zeRzan:(X) yeg(n) ( )p(y)
o Ran(X) Rl Ran(ID) 4 BIFRBHET A X RUBHEES 1T EDR, pe,y) 2 (X, 10) BUEA (2,y)
lﬁﬁ@ﬂ*éﬂ%z, ATHE 5.2.1 /NI HHRIE T 2 jz%, W B L RE i = 2, p(z) i () I BET X
IHREA o, y IRISERER, BRI 2 MR 5D R M R, plo) I ply) 7T EBEM plo,y) BEATHE
AT E.

5.2.4 Bayes M%& it

A Bayes 9248 48 AT LAIA Rt i 4 J 1k 1K1 50 i, ﬁiﬁzﬁﬂﬁ%ﬁﬁﬁ%a‘fﬂ’mﬁﬁﬂﬁf@ﬂﬁE‘J%ﬁzﬁﬁ
AR, SR, WEATAFAE AN — 5T, 9% 3 PRENLEICILEYT & (38 2 17), BRI
Bayes M 4% BATIR K MANH 2 1, HEOCE MY SR IUAS &, Bayes I LI BE A R /) A BEH LR 2 52
K. F—T, 5% 3 Lna BRI EHE Q AFTE RN HEEE, 20, iR fdh, &K
ANV HR L — AN A5, FH OO S5 B R R 2 AE 2 JE W BAS B B B IR, X S T R RE
IR T AE, XN TSR BESHR E AUBRE, ARSOERERH T — B Bayes X400 R Bk S,
% 4 FiR.

HEEF|S (5) P EAE BT LSS A B, e

I(X,10) = H(X) + H(IT) — H(X,1I), (6)
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Algorithm 4 An enhanced algorithm for Bayesian network construction

Input: Dataset D, degree of Bayesian network k, attribute set A;
Output: Bayesian Network N;
1: Initialize N = @, S=0 and V = A;
2: Compute the entropy H for each attribute in A, and choose the attribute with the maximal entropy as X1, add it into
S and (X1,0) into N;
3: fori=2tod do

4: Q = 0;

5. if |S| > k then

6: For VX € A/S and V {Il € C’g\Xpick € 1T}, add (X,1I) and (Xj,1L;) into €, then compute I(X,II);
7 else

8: For VX € A/S and VII € Cg, add (X, II) into €2, then compute I(X,II);

9: end if

10: Choose the attribute-parent pair with the maximal I and denote as (Xpick, Ipick);

11:  Choose the attribute-parent pair with the maximal value of I’ (X;,II;) (X; # Xpick) and denote as (Xpick, Hpick);
12: Add Xpick into S and (Xpick, Hpick) into N;

13: end for

Return: N = {(X1,0),(X2,II2),..., (Xa,1Ia)}.

Horbr H(x) 28 HE B, #0R — MR R E M, R EBOR, W2 BIZT R AN E TR
H(X,I) FoRA X 5 1 2 MR8 0. 2iza Vs k, FHREERE T R KB, —5(E8:
WE H(X) BORRYJEE X T geglepkeh. PRIk, A0 R8 R A st i B 2 065 i K & PR g
R Bayes W4, AITHEZR 138 K BT A 21 Bayes 2% b i) Ja 1 (D AH DG 1, B0 L b R 465 v 48 08
AR & A HERA L. Fhkt, 7T DL I (8 B BORBEAT WI4R T sl de, RAA S 4 3 2 47 K
B T A T

H(QS) = Zp(xi) Ing(:L’,L-), i= 172’ T |Q|a

H oy 2 o BIEME  DNATREIUE, p(x:) N o BIIAGHEZ.

g EAR B RS R IR EE LR, A BN HIE 3 N5 4~6 1T TIEL, > O I
JEMER AN, T PR SLR. &2, 24 |S| > k I, Q WEMEX KT 1, iH5EATa B M i EAE R
I, UG B K A BB R (Xpick, Hpia) AR HARITE BYE X; # Xpa PEER T EBK
RPERT (X, 10;) (% 4 38 9 A 10 17); Xpiae BUNELARINE Bayes P28 T 2, 2000 X piae AN
(Xpicks Hpiek) W2 S 5 N 1 (Fik 4 F5 11 47). ARG, 78 F—5IERH, FoBEE BRIERT X
M5 VX € A\S HABUBHEXFFAEN T A, 4 ERGERFERE (X, 1) IRB I (Byk 428 5
7). a, BUGHE ISR, B A, £ v =0 WEHR, BAUGEE Mg sk 4 pis.

5.3 ARHIESE

HH (3) TR, ATRAARYE Bayes 4% 0 5% A ME SR 20 AT M7 M RAE AR OREAN J8 1% EROEdE, AT &
BT SRS, RS IRITR.

IR 1, RHUT R B Bayes W48 AL AR GON 0 BT AL (JEYE) MERFERIAE TS /L Xy, HR4E
5.2.1 /NI TR I SR EE O AT SRR T RUEHE, Hh S B R RN O IE RN N

IR 2, NACRFENT sirh, BEALEE — AN HAT RS L CHCRAER S X, AEAARR I RAE Y
A AR 5.2.1 /NS AR B YIRS RE A R SRR A P(XG (L), PASR AR A AR 3 R
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=1 BEEERER
Table 1 Details of datasets

Dataset Data type Dataset size Dimension Domain size (processed)
NLTCS Binary 25174 16 216

Adult Non-Binary 45222 15 ~ 226

TPC-E Non-Binary 40000 24 ~ 238

A EEIGIE 2, EEPA R SORFEE R, By W SRR AR B DN N < d G
HatR, 1z MBI REN — e LR 5 R B g T R o A R MEAR B Rr . T BL BT
L FE AR T A FERA DR 5 O Bt A B SEEL Y, B DLZ S R B AR T SR ERATE 1 IR AT P 1Y
A B AL

6 SCIUIFAl

ASTERE ST i AL AR R SOSe ot R B AT 0 ECSE BT XS HLRIVEBE AL Bayes 2% H 2 HERA 1% |
AR B 2 AR o0 A R PR AT G B B K 70 AT 55 WA P2 55 22 U5 T BEAT VEAt AT 0 A7

6.1 SCIIRE

BIEE. 07 LA 1 3 NS AR AR (1) NLTCS, £ — 3 E #iE A O
BHRLE, 03 T 21574 BEREENA RN [H BB H 5353, (2) Adult, 1994 38 A 5 A A dhECH B
45222 N ERIFME E; (3) TPC-E, RKHT TPC JFF R IELFH ST, iIdX T EELS . X5
FA ., Atk AR 40000 %05 BEGE. Scit b, @G L, xR IR Adult A1 TPC-E
HAT 7R AR EE, FHx 8 AR I AT & FF 48, /PR fE 3 MR BAARE Bk 1 Bk,

SLIR 53R, A W B SRR # 2RI H Python2.7 BEATSEELRY, SL6 1847 AOEAE B A Intel i5-3470
W%, CPU iR 3.20 GHz, W17 8 GB, Windows 10 #:/F R4t B KA KRG EHE K AT AL &@LU
CRRAT T I B, BT A B £ AR R U, IR AR A H AT B AL PR I B A B I A
LA B AR I LLRE B AR I e LHRE BB e 2k B rp O IR 25 B i 3R AT 2% 3T, KA DL ST DR A
5T Bayes WZCRIE G BT B 4 AT — A28 AR L3 T A = A .

SIS, Ui Fad R, A S SR AN th v B AL PR AL BRI B R F BB 0.1 21 0.9 Z[H].
TAHBEEE NLTCS #48 Bayes MR, SR KANE k366 1, 2, 3, 4 PURBUERE . JE EEEEENE
Bayes M5 e K ABE & BRE T 1 A1 2 PIRHEUE TS L.

TR HEAR. 5250 H B VPl B A B FA DR (10 B0 R AT D7 VR P& OB B R P, N 3 A
D3 TSR PFIN G BRI M 15, URUAS 22 23 BRoRL AR P 5 (1) & B B2 5 R 46 5 a 4R E A B Bayes
DR 286 75 TH R RE DG P R 0 22 B, FH DA B AR M B FA DR 3 I v 4 B30 Hh 4 BEAR DGt ) B R ARFE . FLIR, B
BBy B 4 T X 22 2 J 1 I G R TR T I8 LR AR R R B 1 G R A A R AR B AR
G 53 A [A) [ 350 77 22 R B ok Ay B LR 1, AT B G I AT SE 1. e, BUERCA R AR
5 S W HAR R E R A W AE 55 BRI, W SVM 4328, it — D i AR Hb B AL ORI T e 4E 5000 B R RL
FH M IFE B
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X ——k=1
‘ et =2
3t P 3 6}
——k=4
ot g2 G4
1 1 2
kel
0 0 k= 0
0 02 04 06 08 1.0 0 02 04 06 08 1.0 0 02 04 06 08 10
f f f

() (®) (©)

5 (MEMFE) SHEIEE Lun vs. [
Figure 5 (Color online) Isum (synthetic dataset) vs. f. (a) NLTCS; (b) Adult; (¢) TPC-E

6.2 SCIREER
6.2.1 Bayes MEHMESEMHHEXMERE

AN SEER R FE ke A0 f IR B A S U R R R, DASCRE TR 0 R Ok AT a6
T RIEIUT VLR R Bayes WZSHIEEMA. AN SCFH Bayes W25 R gl A% v 2 504 Hh s M 4 B2 2 [R] 0 G Bk
P, Bayes W& H 1 SRR — N BHELERE. T Bayes WIZEH 1 0TI & BELEERZI 3 AN 55
(AT AN B, AT 5 M 5 A G SR M IR T H B A, BRI £ 7R A Hh o BROFA ORI N, e - 4%
R B MEER, BRI 20 Bayes 28 44 g R HEAff 2

] 5 JER T ORFEUE & 1 f FHIEE Bayes 2 BTA R PRI TS B2 AT L = S0, 1(A,,
IL). HAS SR w e A OCRE B2 145 B R B, ELAS S8R T i B Ja Mk (R A DG M ey, ALk, 80K 1Y
HAZRBA Ly — @R E S T i 4EEHE b & V4 2 (R AH OGP R B AR L. eIl 5 W], BE AT
5, b8 kARG, SEAREN L, 2EKES. B, & EBR, #EK Bayes W48 T4
PR MR A0 Pr[A]. 8T, B 5 FBIR, 4 k Bk —EEN, L, B & ERGISESB A58, 1
U, BERH K ABR PR A S ORI SE R B, BB ARSI 0 & It X R ARt 58
A REaHL, S TANESESE, 2 f KB — AR, Bayes W45 @ A CHE IR A HERR E AR k
TERIFEIE. SR, Lo BEE f HIZRAGESEEN SUARAE R, X2 EAS BB R YR SR o)
AR S B A A 5. AR RN, RIEHERIK Bayes M4, FrfAJ@PE AP X HIHAS B2 M
T WEAFE, AHZET Loy A2 REGEIN UL 15 01T E .

Kl 6 Rl LA T BENLIEEL (random) F13ET15 EM5 (entropy) HIJE A& Fe BRI U615 s FTAa 2 Hi 1)
Bayes M2 BT JEVERI BAS B2 A Ly, Fo k=2 MEIFRTTCUE H, B0k F, B TE B0 E
R AHWIGET R EUTTVE A 1K) Bayes 926 H i BT A7 Ja8 14 18] 1) HLAS 8 AN AMIC T BE WL BRI 4615
ST ) Bayes 2% (1) J& 11 [A) HLAZ BRI, IX 1 B 1 B T3 B0 I 5 R W6 715 mde B v m] BALL TR
T L3 B ¥ O e M R o 4 SR M (R A S, T BRAIE & B 4 e & A v . el e
AR &, £ EBEES NLTCS b, BT A8 &8 It 70 Au AR B 1t AN 2., J& 1 (B AH OGP A B L
o, R T AL RO 26 45 JEL IR ) BB 1) 22 e TR AN 0 B ZE 3 B A Adult 4T TPC-E %L
PEE b, — S, 7E f EBUNITEOLR, FE T 00 R K Sk BT 2k BB AL BTV ) HAS B A B
W2, M fEEKIEL N EZRITARE. XEEATE f B/NIBOLT, BE2E A0 Ak th i 1 &,
TR E R ATNEAE RIS, TEEE f R, RS EE MR A5 THRZER K, Bayes 241
I BBEALPERG R, TR R R ORI AN
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—— Random
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6 (WJ%H&%) fLE:%*u Isum VS. f (k = 2)
Figure 6 (Color online) Isum (synthetic dataset) vs. f (k =2). (a) NLTCS; (b) Adult; (¢) TPC-E

1.0 1.0 1.0
2038 ? 5038 TO8; e
3 35 =
306 % {806 306 ]
= = =
.2 .2 g
E2047 o 41 (The total number of APs =15) | & 04 204
g —»—k=2 (The total number of APs =29) | £ g
S 0. —B—k=3 (The total number of APs =42) { S (, 3 0. |
© 02 k=4 (The total number of APs = 54) © 0.2 —©—k=1 (The total number of APs = 14) © 02 —6—k=1 (The total number of APs = 23)
0 —*— k=2 (The total number of APs =27) 0 —»—k=2 (The total number of APs =45)
0 0.2 04 06 0.8 1.0 0 0.2 04 06 0.8 1.0 0 0.2 04 06 0.8 1.0
f f f
(@ (b) (©

7 (MIEhRFE) HXMERAERER
Figure 7 (Color online) Accuracy of correlation identification. (a) NLTCS; (b) Adult; (¢) TPC-E

K7 J&o TN f BUE TR Bayes W45 AH LE IR G658 M 22 () Bayes 25 a3 2 A 1
T . Bayes [%2% rfv 05 9 Ja M 1B 22 15 A2 7E 0 B D00 S e 4 G a8 PR 1 0 B, it L e R A DR 5 A
RIRUM A 5 e P 5 T o B _E R 5% Je A1 ) TR TR 23 ) DA 00t Jse 2 AR SCATLA o Jeg A AR S PR AR
BIER . o, @ 2R 2, AR R & T ERGEIEHER Bayes MR AFK, A
[k HZ FICEBERA T, Bk, RERE f s . WIS 7 (sSEiRss R & ), 458
ANFAE G &, BE f ARG, J P TR G VR0 R v B 3 AR AR, TR PR D B A DR R B 1 T ik
TR Bayes W28 KNG B 2 R — EREEHUR.

6.2.2 FHITEENEHAE

AN LG VPl G BRI G AR Rl LS BOEUR S S R BE AR EA e o 4ER
PEER G MEZR AT (B ELRAE & 5 B 4R B 4ivH 15 21) 1R 1R 22 KA & A BUEHE S I et 2 W RS L.
M Qo RN o YEIEMERIBRE. HriRZRM 130K (20,21, 47) ERTE TR ZILE (average
variation distance) TR, & X401 F:

1

AVD(Qu, Qa) = 5 D
wC

Hep Q& o SRMEBAER, Qo NHELEIRERBIMBAME, Q. NE REHR £ RIS M
. AN, BRI T SCHER (48] TR KL BT

Qa(w) - Qa(w) )
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NLTCS, f=0.1 (AVD=0.050589) Adult, f=0.1 (AVD=0.01946)
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e °
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NLTCS, f= 0.5 (AVD=0.058849) Adult, f=0.5 (AVD=0.07709)
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S02f [ Synthesis| E02f [ Synthesis|
Q% 0 D% 0 nnnnhamanamm rl.lL...-..n. ...........
1 2 3 4 5 6 7 8 0 5 10 15 20 25 30 35
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TPC-E, f=0.1 (AVD=0.0177)

[——1Origin |

g T

F 0.1 .
E [ Synthesis
=

~ 0
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0.1r |] I |] I] |] |] [ Synthesis
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[—_1Origin |
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8 (MEMFE) FR1EHE |Q THEMESHEITREE

Figure 8 (Color online) Distribution estimation under different domain size |2|. (a) NLTCS (|Q2] = 8); (b) Adult
(12] = 32); (c) TPC-E (2] = 16)

Probability

Kl 8 1 ek s 1 1E NLTCS, Adult 1 TPC-E 3 & B S EAFHEIIR /N (19] 407504 8, 16, 32)
(VI 23 20 A ik T 5 SR AR R G R 3 AT 0 LU I RICR R B, O RE 43 A 22 53¢ 11 AVD fER/D. o, 24
fAEEUN Y 0.1 i, WRIERFACRA LB 5GBS i, 7T DA HAEAN [FME L, & et 2 _EIRE E2
A 5 IR 5 BRI SR AR Z AR, 2 f AR 0.9 I, BIRSFACRY IR SRIN, 75 /ME K
Q| = 8 MITEHL N & RO S R B A0 n] AR BUR R A 70 A i 3, AVD HH8h, 204
YR BT IR T LARE 32, AR IR BOR I (1Q| = 16 BY 32) & Bt 4 BT & M1 28 00 A il (0 1 22
PR, XER AVD (AR ILECK. 102 f BUMEE AN 0.5 I, BRAARY HH & Ui, A s 42 e 4
AR BRI A B0 S A6 70 A R, AVD (B B8, S 1 Al i) B 1.

Kl 9 73l 7R T 1E NLTCS, Adult 1 TPC-E 3 M4E I, DIV SN k = 2 NARHERMIEE Bayes W
2, AR f AR BI04GB S I EAR R 3T o 4EICE MRS A iR 22, Horh, 18] 9(a)~(c)
TR TRTFEMWEIRZ AVD (average variation distance) [IRZE, Bl 9(d)~(f) E~ T XM KL #
JEAEARA. RN, AT Z AL T 2 485 5 4EIRE A, ] Qo FR o 4EBCE A, thSin st v A
BRI, ERAEH Q. T, W& f BUEMIME K, FiWEIRES KL BUEHZ 2 FThEsm, B f
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Figure 9 (Color online) Error of a-way joint probability estimation. (a) and (d) NLTCS (k = 2); (b) and (e) Adult (k =
2); (¢) and (f) TPC-E (k = 2)

BORIY, = URISEIN. XAERDN, £ BUEBOR, P FEA DRI R BB s, DABSOR (R A A 1 £k
¥, 5RIGEEE ) AR ZEBOR, S T AL R 5 s O T 3 ROk & R, AT DA, AR
IR RIAREE 8, B A WYERT o M 2 4EHINE] 5 48, Q. BT 10 25 15 22 [ KL HUE
SHIRHR, XN S W Y4EREIE K, X W 2 4R A PR 22 R AR A MR BT 1, 22 8IS % 70
At T RIRZE W R BEZ K, Ha SO VEE R R, X BARRE 7 O TRAEA G RA PRI 5 U5 R REVR R 4L
U HOBEE SR L, A s B AR RS BEAT PR ZE AL BE A SR R, I 530 i B 45 i — 2

6.2.3 DIEEWE

AN I VAL AR A R S BT 2 4R BE A AR EE. 20l 3 NEIGEERESE Bl E A
SVM 73 K215 HAF B MNAHERA 22, SR 5 50 BN ORI & R &, A SCEFEIZRAE IR 20 E 1)
SVM 73 2de, LR & 73 RN HERA 2. fE b scga b, K 5 MR 80% Ml BUEIIZREE, 7
20% FICsRAE NMAREE, KUK El S AR —AE B AR 0 Kb 2%, g2 002K 8s, b ar
KRS 5 IR, THE5 70 R UERR 2.

Kl 10 #ii& T #E NLTCS, Adult fl TPC-E 3 MR EornldAT SVM 730 8-~ uERfi FE. mr LA
FH, BEE fREOR, o e LT B 5 X s W BRRL ORI A SR B O AT .
[ RIS (F < 0.5) FBH, 3 S HEms FE b s A SR an 20 R e R BE; T 4 R AL PR RE FE IS Y (n
f=0.5) B, GREHRE EI SVM 43 S AERH A SR ARG LA s B bL e e R AL ORI I 0L, IX 2
Ko SVM AN 7 R —AB J@ 1%, T A& 1t — AN K i it LA R Ze e v H i P sy HLAHOC AN 2 R 2k
MR 11T 5, AR SCH IS T AL B GR35 B 4R R A — e R AR R T B I B s
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Figure 10 (Color online) SVM classification accuracy. (a) NLTCS; (b) Adult; (c) TPC-E
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Bayesian network-based high-dimensional crowdsourced data pub-
lication with local differential privacy

Xuebin REN?', Jingyi XU, Xinyu YANG'" & Shusen YANG?

1. School of Computer Science and Technology, Xi’an Jiaotong University, Xi’an 710049, China;
2. School of Mathematics and Statistics, Xi’an Jiaotong University, Xi’an 710049, China
* Corresponding author. E-mail: yxyphd@mail.xjtu.edu.cn

Abstract High-dimensional crowdsourced data is pervasive in crowdsensing systems and with the development
of IoTs it can produce rich knowledge for the society. However, it also creates serious privacy threats for crowd-
sourcing participants. To mitigate the privacy concerns in crowdsensing systems, local differential privacy has
been derived from the de facto standard of differential privacy in order to achieve strong privacy guaranteed in
distributed systems. However, directly achieving local differential privacy on high-dimensional crowdsourced data
may lead not only to a prohibitive computational burden but also low data utility. Therefore, in this paper, we
propose a local private high-dimensional data publication scheme for crowdsensing systems. In particular, on the
participants’ side, high-dimensional records are locally perturbed to protect privacy, while on the server’s side, the
probability distribution of original data is recovered by taking advantage of both the expectation maximization
algorithm and the theory of the Bayesian network. Extensive experiments on real-world datasets demonstrated
the effectiveness of the proposed scheme that can synthesize approximate datasets with local differential privacy.

Keywords crowd sensing system, crowdsourced data, high-dimensional data, local differential privacy, Bayesian

network
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