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FESERR R I R e, AN [F R R AR OR A 7V IR R 2 32 BIRFE MR L RRE R AL 7 18] 22 51
S B {5 a0 mT RS B AR R N R IE G TR S, HELUERFAE, E0 T [ K B LIRS I 5 AR R
AR BRI B g A

FREOR AR R SN B A 2 B AERE R R 2 — (B R SOBAR R AP BRI B FL 38 A £
BE—IBERON. T, TR SURHE ] R AR CR B R R 32 B4y P2 (41 — IR R 1 FIAC vHE 1 mT AL 48 S0
BRARIF AR, 2004 4F, Teoh 55 P} £ H A 48 SO BE AR 25 G B XU F B UIE 77 i, 2R A 5
L (AR e, (EATIAFEVE 25 ia) @, n sk DALE FR S0rh 3R BURVE BT B0 K 1) 58 KARRAE, AN REFERENL 2%
[R5 5L CRIEIATEPESE (6710 2007 4F, Ratha 55 & SR T Gauss 1% bR EUE 728 e bR H0A SSO4H 71T RURFAE
BER, 2B SO ORT T IR AR TR SURFIE ) 22 42, S RHIE AR 52 B Bt 5l 2 2RI, T a3 ek 40
ST R AT SRR I U 00 R AT AR, SEBL T W 7. {2 Feng 55 ) #5 H Ratha {1 H 1973
e R B P ARAE — — X N G R, Bk AT E A R Mok 2 EAC SR I Mg T ARV R R ) SR Ah
BALHRFIESS . 2008 4F, Tulyakov % 10§45 Hash pRELRARPERIGN T i (0 TE 14, 32 H A 6
Hash BRI &R A8 SCE 1T RURHIERIAR IR 7 V5. 107 V2 A 8048 17 i 5 B A Y Hash B30T
A, BN 7 BRI 224t PRI, 0 5 4 /N AT R B IR T 75 28 e ), 28 5 3 R R S i SO
BRAE B MEER. 2011 4, Ahmad 55 DU $& K F8 G047 s 350 3 B2 AR BOnT SUES 18 SUBSRR 1) 5092,
ZEIEAAAE TR UG TR PN, F8 SOOI UE VR e A 22 SRR i, 2% b b, IR RHOR T EE M e F8 4L
7T 0, R IR SR 5 S SO ST TRICHE =, A REHEAT TLRC Al

T — 28 A R AE I T R PR SUBAR IR I AR, 2007 4F, Lee 55 V21 FI| F 45 80405 R AE 1 e i 1 72
ANAR A, A RS G TG B PT AR 48 SURBCAR R U732, 10770 AR TE G 1 AE I € 1R S0 =7 I U P A 1)
W22, HANREHEPT SKIA Jili. 2010 4F, Kim %5 (81 4@ Hy 7 JE T = 45020 i mT4heY LU ARy HR SRR 28 i 7
2, BEJS T TN A 485 Hh R T AR A bR (14 R (5] (g LG AR B B A J 7 vk, X e A R i Y P
58 B4 RRSS BT By 58 I 2, AH T B R B T 1, AR A I, B A S I 4TS R B
LAWK E. Cappelli 55 101 & H —Fl R A TE 4B 4FE (minutia cylinder-code, MCC) R~ 7%, H
SRR AT R e~ AN A ME S A, K R B A5 M 4k e BIvE =4, M R AR ¥ AN ) T
{H Ferrara 28 '7 $8 H Cappelli /) MCC $FEA G AFLE [, HIERE T8 MCC 4L & Fl 15 45
U R 2012 4, Wang S542 H 4 52K DITOM B 181 AR 1) Fy it —Fh oo 551
AU AR SUBEAR, 1277 S8 MR mUR 75 N F P R 3 B B AR A — AN R A0 2 1), T B B A2 )
TR R AT AR, B TR I 2 4. 2013 4F, Li 25 20 SR — MRS A E R A
— ARG 7 FE B AHRL G AR N A TR SO, I DLARY SO BRI — B DU RS 77 SUEATULAC, S
LT XHRUR R 1071 RT ARG 1R BGE 3RS P B B SRR 4L, (B AEVE 22 Il i, it
BCR (A4 . VEECPEREAS AR B 55, 2014 55, Moujahdi 4% (1 £ H R F 8 SCA0 T SURRAE FRRR e Hh 28 ) w2
—FE R SUBAR fingerprint shell FIERY T 5, 1207 S ROt & 1 VLHC A #ERS A, (HRFHE BL4H Y
RS P SR, T RSN — S8 R AR (R 4049 s, DU S Py it o 7 A B R AR A, SEma iR 5UR. 2015 4,
Sandhya % 22 $ H T K QA 14 (1) S X FF A8 SUBIR IR A7 75725, 07 VR R X B BS 2 % 4171 R (1)
K AN FEAGATT RURHE AT BB, 32 m 1 BOR RO THRRGER, (R 1) 2 A AR, Bt
W B SR LRI S . 2016 4, Pambudi 25 (23] 32 7 3T B A0 TR 48 SRR 1 7
B, 1207 BAR T ERE M Re AR e, FOUIEVE R 23 B A 41 AU R3S NI PR AIK. B S Wang AT Hu 241 42
HR FHE R G0 il Bk ) Ry B F SOBEAR K 77 1%, SRBRnIE 207 S0 R R iy 1 AR i 22 4 1k, 7 A
FE/NPR B, 5 T AR AT M. 2017 4, Deng &5 1250 R R Hadamard 728 4k SEILN Fis SURFAE
FE ARG, AR AU OREE 7 AR 4 J5 (1) k] ) & 2[RI IR LR B, A Rl s 1 DL G p e 22, (R
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2 MEAU MRS REIE A A5 5 . Wang 55 (26§t 17 56770 DA R06F O AT HRUB 48 SUBEAR ) 7 725,
T S T ARSI SR AR R, HARBUR R S A RO HE M R B SR, (BT E%
XA RURF AL AT B, 75 538 R R T 8015 2 itk 5.

DA RS , — A BAR ) AT SR A AR 5 Bl 2 DA R BT 2R L TR I . e 4tk
TR, FEBUA TR AR R S b, O TSR T AR UG, K 2 BRI 42 R0 R
BEAT LS, XX AELAME IR A = Gk, 10 H AT SR BOR. B R M40 mi 4 # ] DL DR 45 /0 4
JRJE A, 1 T JC PR HE ) 4 JR A, B0A ROt ok 7 HSREOR L WEMEZ R, £ RGP A
A [ L FH 4.

BT UL AW, ASSCHE H — I T SR A0 A = e RS 48 SUBEAR 2B RO, TR R A S5 E
XS IR TE XSO 20755 R BEAT 02k, SR 4R S AT B, TR R A R AT E AL
MR RS M EUARE 32 B A BRAG SO SR8 45 SRR W, 1205V RIVE AERREAR RN 25 B AT it i (R 1 0L T, B Jei%ik
S PR ER T ELAR AN S HER N R SEULECRCR M2/, BAT S 4T AAEPE AN 2 2 1.

2 ZHMESE

2017 4, Wang 55 1261 $H 7 — Bl T2 X G s 0 () TS FiE BSOS 1) i, R BERARR: o

Je WNFa LG HR SR U SRR, AT TIAR B A RN T s M = {m} Y, HoA, my = {2, vi, 000t )

SRJETHREGRT s TA) (R AT BE 25 5 4 B2, et ARG BR B AN /N T 1005 SCIAE I — ZEL 419 . AR A

SN me HTO, my N me 58X — AN SBIET , JNAET SO (e, my) TR AR Ry

fiE Vei, TR P

Vei = (leiy @iy 0ci)y i=1,...,P.—landec=1,..., N, (1)

Sk, N ORI AR Py — 1 9K R A AP 1oy B s S BIBRATS 5 m, A1 g HOEERSRS
L, 6o HITHEL AN

{90—91', 0. = 0;,
Oci = (2)

27T+9(:_0ia 95 <9i-

B JE RO IX LA fUEAT = 4RI (4E7 s = AR B 1 FoR), HS P PIN AR,
B, AR R AT R TR SO . SR AR, 1207 e T AR SUHON S P AR R 2, HAREK )R
FRAE T RN AR R R A G, (5 i T B AR RURHIEBEAT B, 2 5 i B IR TR S80S Bl ik,
171 EL A6 FH o] 7 R T i S0 9 mBEAT O, 2 P fIRBAi 1 22 4 1k

3 ANFEMERRE

N T G G = WU T3 1256 R R SUE Sk e, SR — P R SCH T AT S E
e HURIAS AT AR 4 25 R SRR 1 75 3, FLAEAR BN B S Ha SRR AT TAL B, SREFE S0 4n
TR, FHEE — N RSB T A, TR AN R AT B A R A e, RIS A &
JSE R IATE DX IR 405 i HEAT 01 128; SRR AT B B B L, IR B JE R B A AT R . me
SRR J8 B0 A ol i R B 1) 3] AR o 5 R JE 45 B T PIN A e SUREAR .

TROLVL LI, Xt 46 UE 15 S0 BB [R] 028 e 2B GRS, S T S A 2 ] R UL P 7 £, 56
UEP AR SO 2 T2 TR VL EC. A SCANEEARIE WA 2 Fios.
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%

1 (PILEhRFEE) 4875 i) = HERRET

Figure 1 (Color online) The three-dimensional mapping of minutiae

Preprocessing & minutiae Initialize minutiae i—it1
extraction, N minutiae counter, i=0

T Construct parameter

adaptive circular areas

:

Project the minutiae
into a line

Il

Quantization, mapping
and modulo operation

Il

Apply DFT

il

Generate a cancelable

PIN code

=

fingerprint template
Yes/No Generate final No Yes
cancelable template
2 BT BT m 4R IR SURMRE 5 A B AR

Figure 2 Process diagram of proposed method for fingerprint template generation

3.1 BHBENAT RIEE

TEAL G RIFR AN s B HUT7 vk, B8 X 88U BT A 477 a3 B e 2500 A i 4 s gk AT
FRHL, X SR ARGUAER 8K DGEMEREEURAN 22 i 22, R, AR SCR IS4 E & NI X 5
T p AT ORI, 1% 51 ] DA DR T SR MURE I, (RIS AG 20e my IG L A DR P RE.

SR G A AR B A AR S SRR IR SO A0 SURFAE, E I AL 3 AR R T AR
M = {m;}y, B, mg = {xi,yi, 0}, 24, yiy 0 70 0FRIRES ¢ N0 BB B AR A TT 1R A BE, n 3RO
M—TEFE S G R I AT s g, SR )5 NGRS iR M T B EE — N5 i om MBS0 A
R my ARG AR T 55, AR 5 my AHXTEHT 8 om, MBS RIR A RN

dis(my, m;) = /(zr — )2+ (ye — )2, k=1,...,n—1. (3)
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tresh r max

tresh_r_min

3 (MEIRE) 255 E RO X

Figure 3 (Color online) Parameter adaptive circular areas

Pas IR D=br A G uN il A o S EE RS W a1 RS IO FRala S | S5 = N (EE /g Tk 1| R =P
N2 5 5 i im 22, BRI VSR RE. Wil 3 Fis, DMERE — N0 5 omy NIRLG, THE IR
AT AR B oy (EEES, BHTHE T E AR E K. ARELE S R E A E K, PR NS
N HERFE A2 S treshr_min Al tresh_r-max B AN, HHHESFEU T Fios:

{treshrmin: K;[(n—3)/2], i=1,...,n, @

tresh_r_max = K;(2),

Hort, n Fom N E4R SCEE SR BT s 3, [ Rom i ERCRE. SR T t A7 T 288 X s i 4
R BT Ay, RSP T my BOBEES dis(my,m,) W AE (5) B, KA AT my, TENE R4
7 A I H O, SIS AT A I Y

tresh_r_min < dis(mg, m;)< tresh_r_max. (5)

3.2 WETRHERELN

WIS A M= {mg b, PR REREE MY R B 0 2, o SEAR T R4 AT e
SERIT AL, H 5 AR (AT SRS A0 S B LA bR 5 A8 P (3 8. TR B
S RIE L b y = poo+ o, ot p, o ATFER BRI AR, 0755 A O i LS B T

Step 1. BAAIH 4 M RH m, fEABEMNT A, HIL AR S H0y r A I 4 BF
T, B my AR A R 5, T RIS LR IR N (256, 930, 050, B52), JEoH, i yjs A9
Y05y IR e BOBLBARKR, aje, B0 4 BUNAIT ELXE (my, ma) HIFELRHHSI 7 16 15 14
GO7 RIS, U [0, 27 019,

Tjj cost; sinb; T —

s : (6)
Yji sing; —cost;| |y; — v
Oéjizarctan&, j=1,...,1 )

Tji
Bji=0yi+0; =06, j=1,...,m (8)
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4 (MERRFZE) BT R EL R R EE A A 5 (PIEIRFZE) T fAHE
Figure 4 (Color online) The distance and angle formed Figure 5 (Color online) Features of projected minutiae

by minutiae pair (m;,m;)

Step 2. {EHFEL yi =p1 -z +c1 Ml ys = po-x +co. W 5 FioR, AT 5 my WK A
T B 7 AT, 12 my BIEZ vy = p1 -2+ WIAKCPEEES ol MIIEEREE b1;, mom, BIHZ
Yo = P2 - T + c2 E(J7J<E|ZEE% a2j *DEEEE% b2j, ﬁ\iﬁ‘ﬁz\fﬁ?ﬂ

Yji — ¢
Tj; — )
p

a =
{ ji=1,...,m (9)
b=lyji —p-xji —cl,

Step 3. 73 HISKRMBVAE AR HA EKCTBR S A B RS (P EME LR AL (aj0, B50) BOTHIMH,
PEIBERFE T (Lji, vjis dj0)s T Lyay vge R dji 53 BRSPS B B RIF 9 F L

Lji = (alj + b].])/Q,
’in:(a2j+b2j)/2, jZl,...,T. (10)
bji = (s + Bji) /2,

Step 4. U AL my AZHUT R, WWHHRE r — 1 R0 RO S5 40715 s 47 B AR
RS, FFREATHEE AL, I BRI A RN {wi} = {(Lyi, vjir 50) Y=t
Step 5. UAFMAITT G AE NS HHMN R, HATHO AN, BARASUIHERESRS o, HLf

{w} ={wi,wa,...,wn}.

3.3 ZiftHItbdFRmE R

ANTE RS AR R B A w BT R = 4RI R A e — 4 LR R AT BB B,
1M SE 2 0 — s 261 il 6 s, ME—NKA o, BN o, BN oy MZ4EMIREESY, H
Hoop € [0,max(Lj;)], o, € [0,max(v;;)], o € [0,27], max(L;;) 1 max(vy;;) 7~ T35 8 B i B KA.
FE=YEMRSBEF T, AT KR e, TN ey, MIA cp, JEHEA I HA & B AL R A
(Xji, Yii, Zji). —HEMRE BICEBON g = wr X wy xwy, HH wp = [max(Lji/cr)], wy = [max(v;i/cy)],
we = | 27/cy |, |-] Fanlnal T HUE.
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o, /{
1 ° | °
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o, [ ] L)
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6 (MEMEE) KA or, BA 0y, A oy BIZLEMIRIET

Figure 6 (Color online) Three-dimensional array with cell size or,0~,04
o, B IIEEE Ly, v, MM ¢ BEATEALS, WU B =4EMR FES . Bl 0N

Xji = |Lji/crl,
Yii=lviley),  J=1....m (11)
Zji = |bji/cs ],

Horb, XG4, Yy F Z5 R WL B 0% B0 b B B ARER. KON B P BT BEAT BRI, A7 AFAE R AE
a6, WHZ MK R ICHIE BN 1, &AM 0, BEAMRREIKEN g M—4ELbRRE bi(h)i_g, Hh g N
PO A% BT i B

SRJGE, REEERFER bi(h) BOTCER — — MRS B — AT 3 ERR R b (k) b, R PIN 504
B G (G < g), KBS AN

bi(k) =bi(h), k=hmodG, h=0,...,g— 1. (12)

L, %2 B4 5 my AT EBR, I {wi} BORRHE R P — K G 1 3 Lo
bi(k) Gt FRTFIS MR AR N

bi = [b:(0), b:(1), ..., b:(G = 1)]". (13)

B, KRN A NS YT A, R AR RO AT = 4R AU 5T, T R b A AR
{b} = {b1,bs,...,b,}.

3.4 ESURIRBVERL

N T PR EAEAR R AN RT3 PEAN 22 Ak, AR SO I 0 3] 5 4K ) — Bk LU RS &3 #EAT SR B DFT ANAI
At ST EERE AR AR (b} BOORY. BB IRINT.
HAM AN G TR kR R b BET G DFT B8R/ ERRE [, AR RN T:

fi =W x bi, (14)
b £ =1£00), fi(1), ..., fi(G =D, f; BIK/ANR G x 1. T DFT HFE W = e 27/C NP HEFE, H
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EBEPATENE TR HIESE, W2 Ao AT 1A e, JE R W ot i F:

1 1 1 e 1
1 W w2 ... Wwet
W=|[1 W2 w4 wAED | (15)

1 WG—l W2(G—1) W(G—l)(G—l)

SRIGFRIFH A PIN M4 s OhBENLAERE R, 5 E A& £ MRS 2B T;, HFE R IR/ PxQ,
HPPp<@Q HQ=aG.
T; =RX f; (16)

BRJER AT R R {b} = {by, by, ..., b} BEATUHEE, BRI IR SR (T} = {10, Ts, ..., T}

FEAE G IR SRR RO, T 2R [F € A BRE A1 RO EAT IR 0E, DX JRLAR A 405 e R ik
BEAT WG, X BT B 22 A MR R A I AL TR, AR ST 2 8 1 L A T X dglon 4015 ki AT
fitiige, BEDMER — AT RO S HAN , HERFEEAR R NEAARIR, 0 ORASAR 10 22 . PR i th
IR REATHOR < BRS © BUBLARBE, A sl mTHUHS A48 SURAR. 725 S Se i h, R ISR AR fE 75 14
FIRRGRH  H SR SUE B H .

4 IEGURIRICEC

ST P SOBUAR R 46 SRR O UT R 40 5, BT M8 SO 2 )& B ITHE. A %
Xu il Zhang 28) [OHIIRITIE B3, % RE WEEMHES, RO NIGIFHRSL, MIEMHES RP RIGTEH64C
RO R LT AN B £ w DURE BB T

Step 1. XHEMHEL RP FIIAEISSL RO SKAMFERIA S PIN KD, A2 5 11 MG SORR R 36 E
FRUUAR A BTN T8 = {TE,TE, ..., TE}, T = {12, 1€,..., T%}.

Step 2. MIEMMEIR T2 S5HAEBHR T9 HAT Sk — N SIORHERUR TF A1 TO #ATE
i, B TF 5 TO R EILI 550

ITE — .2

ITE|s — | T2
o |-l FR IR TR TP SRATHIR 79 HATHBIR LR, ERANA F x u IR
VLR HILAERE LS = {SA(TE, T)} fxu.

Step 3. i3 B EB LML AN TF 5 79 2 Al KA LS A

SA(TE, TR) =1 - (17)

LSmax(a) = max(SA(T;%, 7,%)), Va € [L,f], Vb€ [1u], (18)

A maxy (SA(TE, T2)) FomsMBAERE LS ST RIS KA. M2 EMHER TF SIAFHR 79 45
UCHE /3% GMS Fom A ;
GMSEL_Jﬁmmwﬂ, (19)

Horh, p FoREB KM PE S S LSmax H13E 0 JERAIMECH L, GMS FIBUETERDY [0,1].
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% 1 FVC2002-DB1 #1 -DB2 HI¥IRESH

Table 1 Information about the databases used in our experiments

Characteristics FVC2002-DB1 FVC2002-DB2
Sensor Identix TouchViewlI (optical) Biometrika FX2000 (optical)
Number of fingers 100 100
Number of image per finger 8 8
Resolution 500 dpi 569 dpi
Image size 388 x 374 296 x 560
Quality Good Medium

*2 TESHERETEE

Table 2 Parameter settings in the experiments

Parameter Description Value range
P1, P2 The slopes of y1,y2 [-5,5]
c1,C2 The y-intercepts of y1,y2 {-10,-9,..., 10}
CL,Cy The length and width of the cell {15,16,..., 30}
Co The height of the cell {20,21,..., 35}
G The size of binary bit string {200, 250, ..., 3000}
P The rows of pseudo-random matrix (R) {300,400, ..., 2000}

5 SEWERKDh

T VA SO 3%, R FFREUPE FVC2002-DB1 Al FVC2002-DB2 7E Matlab R2014a [#)7F
RS T BEAT AN A, A28 AR R S BN & 1 o,

BN P& 100 D THEEEAALAL, 3 800 MEFE SRR, E R ILEC LI , B BUREMCT 4R 128
1 ISR AE MRS RIS 2 MESR SRR AR A RAETR S, IEEAT 1 x 100 = 100 XHVLACSE
5. fEMRULECSEI T, IR RN 1 TRIE SRV NENHEEL, #IRTIRIE 2 IEfsSU-IERME
NBAERRAL, FEHAT 100 x 99 = 9900 KARILACSLL. B HIRPFN RSO R G L ESHAH 4
IEffiFE52 % (genuine accept rate, GAR)- i iRTE4E % (false refuse rate, FRR)« 5 1% 452 % (false accept
rate, FAR) IS¢ 1% % (equal error rate, EER). GAR 2§ HSCH Pl R0AEIAEZ, FAR 2
I RGUAMERER, FRR 2 HSEH 7 RIEE RF0AERI#ER, EER 521F ROC HiZk £ FAR Al
FRR FHE5 0 5, FEAE A SCHT B AR SO IE R G REAR IR BE I FH 2B AR

5.1 SHUERENN FEMERERIRNT oA

N T IRAEAH [F) 48 SRS T BOAS R Z B0 DL RS PR RE ISR, A SCIEFRAE TR S0 FVC2002-DB1 Al
-DB2 AT ILEE S, A RS EHBUEE 1R 2 Fros.

MR 2 kS HUE, HAERTT PIN A2z 2Rk 55 P A 0 T S 0 B 25 B0ns UG Be 1 RE 52
Wi, AN EE M PIN [t Ee i, b Lo B R G MDY BERLRE AT 2 P AU 0 UL AC
PERERIREM. BRiG b, KB G MATH P 3R, RGRIVLECVE RERAT, (HAE BRSO b 2 DR B A
Z JARTREUE R, WIS ERAR 1 2 e VEREAR. M B, K G MATHE P s/, RGERIVLECIE: e
B2 BEAR, (ERAR ) 22 4 B ORIE. SRB045 RANEE 3 PR, =4 —HEHIHRr R K G B 1450 I, D
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&3 &% G # P BAEMEMN EER (%)
Table 3 EER of different parameters (G, P)

G P FVC2002-DB1 FVC2002-DB2
300 0.32 0.24
200
1000 0.21 0.13
300 0.19 0.08
1000
1000 0.18 0.07
300 0.17 0.06
1450
1000 0.15 0.06
1.0 1.0
(a) —#— Genuine (b) —*— Genuine
0.8 o —— Imposter - 0.8 —&— Imposter
= = 0.6
.S .2
2 2
B = 0.4
A a
0.2
0 0.2 0.4 0.6 0.8 1 0 0.2 0.4 0.6 0.8 1
Normalized score Normalized score

7 (MEHFZE) PIN BREMERTRESH

Figure 7 (Color online) Genuine and imposter distributions in the safe-PIN scenario (with different keys). (a) FVC2002-
DB1; (b) FVC2002-DB2

HUFREFRATE PR R /NS AR VT A R F s i/, HLAEBR B FVC2002-DB1 A1 -DB2 [ VLR BUR #
U AT RARASAR 1) 22 A MR IEYE ) AR VRSEEE S EIE 2 2 (1450, 300) SRIGIE J7 751 AE.

5.2 E{RITE S sE

T BGUEA S I ERAGETERE, 20 BI#E FVC2002-DB1 Al -DB2 H4EFXHH P+ PIN A2 4 Attt 85 75
R, HEAT 7 BRI 9256, SIS (G, P) 0 HIEL (1450,300), SEib4E Bl 7 1 8 Jiok.

HHE 7 F1 8 AT LA H, G 7 PIN fb2e A iF, W8 80% (1) AR VTS 7347 2 18] J6 B 8 Xk, 1X 7
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Figure 8 (Color online) Genuine and imposter distributions in the stolen-PIN scenario (with the same key). (a) FVC2002-

DBI1; (b) FVC2002-DB2
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Figure 9 (Color online) FRR/FAR of FVC2002-DB1 and -DB2 in the stolen-PIN scenario. (a) FVC2002-DB1;

(b) FVC2002-DB2
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Table 4 EER comparison between the Wang’s method and proposed method

Safe-PIN Stolen-PIN
Methods
-DB1 (%) -DB2 (%) -DB1 (%) -DB2 (%)
Wang et al. [26] 0 0 0.19 1
Proposed method 0 0 0.1717 0.0606
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Figure 10 (Color online) ROC curves of Wang’s method and proposed method in the stolen-PIN scenario
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Table 5 EER comparison under the stolen-PIN scenario

Method FVC2002-DB1 FVC2002-DB2

Lee and Kim [13] 10.30 9.50

Jin et al. [15] 5.19 5.65

Sandhya and Prasad [22] 4.71 3.44

Das et al. [29] 2.27 3.79

Jin et al. (3] 4.36 1.77
Wang and Hu [19] 2 2.3
Wang and Hu [24 3 2
Wang et al. [25] 1 2

Proposed method 0.17 0.06
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(a) FVC2002-DB1; (b) FVC2002-DB2
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A fingerprint-template-generating method based on the 3D map-
ping of local minutiae

Yan HUI" & Xuefeng ZHANG"

School of Communication and Information Engineering, Xi’an University of Posts and Telecommunications, Xi’an

710061, China
* Corresponding author. E-mail: huiyan_mini@163.com, zhangxuefeng3@163.com

Abstract To enhance the security and irreversibility performance of the fingerprint template, a fingerprint-
template-generating method is proposed based on the 3D mapping of local minutiae. First, we extract fingerprint
minutiae features after preprocessing the fingerprint image and select the minutiae using parameter adaptive
circular areas. Second, we project the minutiae into a line. Subsequently, quantization, mapping, and modulo
operation are performed on the projected vectors to generate a fixed-length binary bit string. Finally, a fingerprint
template is generated by combining the user’s PIN code with a binary bit string. The experiments performed on
FV(C2002-DB1 and DB2 show that this template has advantages over the traditional ones in terms of recognition,

revocation, non-invertibility, and performance.

Keywords local minutiae, three-dimensional mapping, parameter adaptive, bit-string, fingerprint template
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