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Figure 1 (Color online) Cognitive architecture for communication countermeasure
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PRARRAIE; JE— DX A5 P 2 HEAT 24K B ARSI AS 70 i FIAT 9 B A B 459 3] I 2 A5 Y s 45 L))
AIENFRRIEAG « TP A B, e 00 B AR T PN

1.3.2 BiENEFEN

2012 4, DARPA JAzh T “HiEM FEXPL (adaptive radar countermeasures, ARC)” 55 H (6],
TR REAE X HUELTT H IS N T A RGBT RE ). 0 E R AR AR G A TE Rl A, 2T T
PR FERSPO NS BENACESN A7 SR 7IN: A N = BT NA= PN 747l P == S TR I N1 1 N e § 1 A S E R ]
BT IR, JUHIE 2 Dh R S A S B AR M A, XA B A A AR IR FEE H AR R
SRR Z R INRE, FRTEB IS E] L B AT AL R R HARAE b AR

SCHER (5] et T A BB R FE A O B HT L TR A R A5 R SRR T4 R SRR IR,
FBID RN E . RO R IAE S AR Bkt iR S (pulse description word, PDW)”, &

1605



FVbREE: NI TR R A5 S HOR

; —
Radar signal
Knowledge
. Emitter state L. X base
»| Feature extraction| Classification & Behavior intention -
i recognition reasoning
—
. . A -
Spectrum | Fingerprint Emitter Behavior Model
feature | feature type rule base
v A v -
PDW
Signal modulation| feature Clustering & Jamming strategy —
recognition sorting generation
Algorithm
base
-

2 (MERFE) AREEITAIARE R

Figure 2 (Color online) Cognitive architecture for radar countermeasure
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Figure 3 (Color online) General architecture of cognitive electronic warfare system
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Figure 4 (Color online) Operational flowchart of cognitive electronic warfare
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Abstract Development and applications of technologies of cognitive radio, software-defined network, cognitive
network as well as anti-jamming and low intercept probability in radar and other communication systems have
led to an exponential increase in the complexity of the electromagnetic environment. When confronted with
the challenges in the future complicated battlefield environment, how to speed up the loop of “observe-orient-
decide-act (OODA)” and realize electromagnetic agility is the key problem for electronic warfare system. To
make the system more cognitive, we combine the theory of artificial intelligence with electronic warfare, which
can significantly enhance the ability to sense a threat signal, make a jamming decision, and evaluate the jamming
effect. Moreover, this will shorten the reaction time to unknown threats, speed up the OODA loop, and strengthen

the operational capability of the system.
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