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(i P IX 3 7 A A0 A 42 1 1) R R B i RV R G, WS T WD R G AR e . I, Zhang 55 161 169 f
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[, K LA 9 2 N 2 P R GER Y, JERIT L ) R GEAE e k. Peng 58 (71 342 2 30 I [XC W] O ABE 26
Iy, BE— BT T 1IN i AT OB F D R G e P A ] B B AR AR E M, IR ITE T PT RIS

P 2 A58 B R R G 1 52 IR 2% A I SE RS, 3 32 A BRI 4 B O 20 0R. A PRI R 45 B 45
BT T, DA R 7 AT HCHE A2 a0 A 8] s A LA e A L0 O N2 P, R DA i L] g B0 5 S,
117 HREW ORAE 42 ] RS AL 5 8 IR BT T I IE W YRR, SR, 24 RG AL T-FERIRAESH, R4 &
AR, S SR T B T8 i 5 AL ) ] 300 0 b A% i 800 A7 8 2 (3135 P 48 A2 AE R B TURAB B, TR B I 2%
TGS T SRS TR A A LA R R, AN S AR T AT DU AR S5 AT B T 2T A
B RA B Ao L. Blan, H AT FEUN 2 2 B SCER [9] 32 A9 SR AR pLY, XD S
fl AL PR S BN 75 B A A OB A Vi, IR 75 250 R GUIRAS I B Oy ZIREAT AN, 2 b — i 2
185 5 21T HRARAE 5 AN 2 — 8 I A 5 A A FEROCRE TECEUE 21 W9 4 Hh A 4, LA 25t I X 2% £
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AL BN, O TR D R G AR R s 7, SCHIR [10] JE T SR i A LA B 22 M X LR Y L
ARG M B R T 5. SR [11] ST 2R RER RGHR L U — A AR TR AT R
FHSRAR R B 2R G R RE VR AL 20 R 22 4 e L. TSR A LR, SCHR [12] BTFL 17 2 XS I RGET
Hoo TOBZ I IR E MR AR, IF BB I8 1 B 52 BR T AR 48 i 55 Moty O 2 .

EAh, Bl 2% AL L ) AR e b O R Y L 24, H ) RS 48 2 4 r) AN R A TR
K& R G B E G, T RES SR L R B =, S AR AR A0, ™ B4
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OB E N B IE W s i b, DLA ST A, BUokEl 2 ik B iom /5 S 10 H Y, IR R G RIAE € L.
AT R0 T2 2 TR Bt gt AT 1, a0, SR [13] B 9T 1 —RARLRPE A E RS T RIS %
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Y — T 70 e Do 0 A s ) 8 v R SR I B Mk 1 U7V, SCHR [16] B RETRIERR S L R ENTHA,
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Figure 1 The scheme of one-area LFC (load frequency control) system

BT LRI TR AL, AR SOR S S AR 12 1 1) B X ISR g 2R 4, O T I 4% B 5 32 FRRTTBREATL 9 2%
Wil T Hoo BERAS BT UL 55, SINSEAFAd AL X G A 00 42 6] H g 2R G i B L 45 5 ik
T, PR &, ML 58 B IR, S5 B REAL I 48 Bk (R, G ST 0 2 s AT
W 28 ol B SR AT SRR AR 1) FEL D ARG Hoo DEBOR ZZAR Y. BT I IEORZE MR, A Lyapunov A€ 1
BB AN M B AN S CE AR 73 70 48 A7 Amr I 11 HEL D R e 287 A 8 RO 78 e PR 2R A A H o BB
SBOH T, fE il RIS IEA SO Hoo PR B TR A 2.

2 RGEHE
IR 1 T i B A i B X ) R G, JRRESTT T oy 1)

i(t) = Az(t) + Bu(t) + Bow(t), Q)
y(t) = Cx(1),
>N I:Pa
- D 1 1 o
Af(t) w7 g V0 0 _%
1 1
AP, (t 0o - 0 0
I(t) = ( ) , A= Tch Tch , B = 1|, Bu — 0 )
AP,(1) LS | = 0
tACE d RT Ty L
/0 (s)ds| 50 0 0 L 0] 0
[3 00 0] ACE(t) ]
C= s yt)y=| gt . w(t) = APy(t), ACE(t) = BAf(t)
0001 / ACE(s)ds
0

TR XA Hil % (area control error, ACE), Af(t) RARMFMZE, AP, (t) R HIRZ, AP, (2)

FORPTTRAL BAWZE, APy(t) Fon g ihshimz, D R KBNS &%, M Fom KBy, T,

FER VIR A I (8] K, To, FORVRECHLIN (B HE 4, R 7 R 25 R B2 VK R 3L, B R on I fm 22 K 1.
WA 1 FrR, AR AR A ) B X R ) R GRS U AR 4R 4 (PT 421 4%):

u(t) = —KpACE(t) — K /O " ACE(s)ds. @)
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Figure 2 (Color online) The structure of event-based Hoo filter design for LFC systems with cyber-attacks
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B, G0l 1 R HOR e R, 2

1o [0 2% MIZERE B 2 2 BB A B 42 ) 4 201, X Bhbb 7 AR i A A
XK £ [Kp Kp], il &% (2) Wt PRRN

u(t) = —Ky(t — d(t)), 3)

Horp, d(t) A2 R EY, Ron RGUEIE I, FFHBRLIR 0 < d(t) < dar, dae A DHEL RoRI
E5
PRI, 25530 (1) A (3), S AR Pt X 30 0 R GE 2l 1507 R W] AR R N

z(t) = Az(t) — BKCz(t — d(t)) + Byw(t),
y(t) = Cx(1).

1 BN (1)~ (4) AT, b A AR A ] L g 2R G AT DU A IR 248 BRI TS 1 B A i ) e g )
BT R SR [5,7) TSI T RS (4) BERE A PLESHI 2880 ) L AR SCRAE S
Wk (7] SRR b, X AR ) RS (4) HE— D A LR AR R ) L

W 2 FizR, A8 SCHH & S0 G e S e 2 i) 5 DX ) R0 (4), B F05E T 354 fid o5 0 ) 28 5
i N Hoo JEBEZRETHME. ME RA (4) MAHETHE S 2(t) = La(t) (L REAEE4EHN RE06
FE) IITEHL T, 5 REA1T IEEE R4

I'f(t) = Afl’f(t) + Bf@(t),
z2p(t) = Cras(t),

b, wp(t) FEVEBLAS AR 25 (0) BXF 2(¢) BIMTHE T g(t) RIERAFPESLHAN; Ay, By A
Cy RAFRM A G @ LEL I DE B 35 R EOEFE.

ASSCABGE A TR A R 3552 IS (RIS ), SRR A S [ 5 D9 b, JUSRAE IR 0 PP 51U AT LA N {1h < 1 =
0,1,2,...}. N T RARMEAEEE, 198 MG, 5 NFFRU LR E 2 BRI 2 5 poR s %
. FLAAHh, 2R AR RO AL TG e SRS AR I, 2R g B e A e, S, AT
SRR PR AN 2 TIUBE AR SR A 2% A I AR JBCRAE B . AR S5 RS S A R AR 1)

[y(tlh) _y (i{h)} "a [y(tlh) _y (i{h)} <oy’ (i{h) Qy (i{h), (6)

HAZH 0 € [0,1), Q RAGYERIIEEHFE; th Rom AT EERAEN %], i h = yh+ jh Fom 24050
(KIRAERS 2, BEIL (th) 1 y(i] h) 53 227 e WA i 1) 200 =24 SR () 20

(4)

()
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E2 M (6) Rl R 2 AT DRt AR SCRI B R AR R AR S EUIE Z 1h (1= 0,1,2,..)
KRR, BT RS A fid WL R 8 ORAH 418 PR 5 B TSR] o 22 20— AN SRR S B h, AT AT LA 2850
4 Zeno LA

I 2% BRI A7 AEAT AT WX 4% 15 T I AN Tk S, AR SCRIH SCHR (9] H 073k, 8 X ¢ h AR S 2 7= A4k
(RVRH . 9 265 175 S ¥ 09y, T TR 2 7R P i i 18 19 265 475 -5 i 1) S

BRL B th+h+7 > th+7p B, H 7 = max{n}, & U0 AR R EL

T(t)zt—tlh, te [ﬁlh+Tl7tl+1h+Tl+1), (7)
M r) e 0<n <7(t) < (g —t)h + 141 S h+7, t € [tth+ 7, t1 +Ti41)-

BR2 M th+h+7 <t h+n B T ERE, 7L 3 RIX a3 v AR AR IR 1A JE R
Fe (R (] [EIRE, B [th + 710, tipih+ 1ig1) = [ih+ 7, tth+ h+ T) U [tih 4 jh+ 7, tih + jh+ h+7) U [tih +
Inch +7otiith + ), A =120 — 1, Iy S IEEH R 1 < 7 A AR Z IR BN AR A
E SUI A2 bR A

t — t;h, t € [tih + 1, tih + h +7);
T(t) =St —tih — jh, te[tth+jh+7tth+jh+h+7), =12, ly—1; (8)
t—tih—Ipmh, t€ [tlh +lamh + 7_',tl+1h + Tl+1),
M @) M o< <7(t) <h+T72 710y, tE [i{h—FTi{,i{h—l- h—|—7‘i{+1), T AN, RIONKAE
B AL S I A
ZE5 VLB AMESLRI IS, S SR AR SR 5 24 BRFE SR M MR 28 e(t) = y(tih) — y(il h).
Bk, Y1E0 1 KR, 40E e(t) = 0; A1EOL 2 KR, 1 F 77 NG E e(t):
0, tE[tlh+Tl,tlh+h+7_');
el(t) = S y(tih) —y(tih +3h), te[tth+jh+7,tth+jh+h+7), j=1,2,....0—1; (9)
y(tih) —y(tih +1nh), t € [th+1vh + T, tipah + 7i41).
DRI, 0 A A% i ) 5008k T AR R
y(tih) =y (z{h) +y(tih) —y (zgh) = Ozt — 7(t)) + e(t). (10)

2 R 3 W 24 Mok 3 A AR I B R SR A B B NS S SE B RS R IR X 12U R
TIREBEG IR, WlE AR RN R SR I R G B P2 RS B s s R P
PSRBT E S AU e Bl & F R SR R G nfs =, BRI E S RS Rgl =
AR ORI AEZR I BR L, B h(y(t)), ZAEZR 1M BR BEH BB 1 2R,

BEAL, X4 Tt itk AR B BEATLYE 231 AR SC5] N Bernoulli BEALAS & o(t) € {0,1} FEIRBEHL ML
Yl RSk A N T RS, AR SCORAES 8 W2 B0t R AR B RTHE R, i 2 B s, R
SERNLR R o) W2 TRt 8 E{a(t)} = a, 72 E{(a(t) — @)?} = p?.

DRI, R0 28 B B SR AN R

9(t) = a(t)h(y(t —6(t))) + (1 — a(t))y(tih)
= a(t)h(y(t —0(1))) + (1 — a(t))Cx(t — (1)) + (1 — a(t))e(?), (11)
Horp 0(t) FRonBUhs KA I BT A 5 4 190 285 4 A = A PR I 3
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E3 (1) ", MEEHLAE a(t) = 1 B, 3 (11) 28R (1) = h(y(t — 6(t))), LLI RN IE 28
BN TEENEEEES. 2 al) =0 B, X (11) R g(t) = Cx(t — 7(t)) + e (t), LR IR FIHIA N
BRGNS
a4 ERERNE, ASCE RN & — Pk im St — B kA, Bt E 58 wse
BB S S, B AL Stk ue s 28, R, WIS 5 [E) R 1 £ 52 W0 48 A B i i 1 5
M, A SCEE S (11) W T AE 5 I ARSI 0(¢) W2 0 < () < Our, Opr A DEEL, ARE
IR 2 Y 45 5 1A s b
ghiaa0 (10) 1 (11), BEH B RS (5) WTLARRN
dp(t) = Agzp(t) + a(t)Brh(y(t — 0(t))) + (1 — a(t)) By Cx(t — 7(t)) + (1 — a(t)) Bre(?),
zp(t) = Cray(t).
SESLE(E) = [T () 2T (0)]" FUETHRZEN 2(t) = 2(t) — 2/ (t), &3l (4) A1 (12) ATAFHE) BRI
£(t) = As&(t) + BEE(t — d(t)) + (1 — a(t)) B BE(t — 7(t)) + o(t) Beh (CE(t — 0(1)))
+ (1 = a(t))Bres(t) + Buw(t), (13)
(1) = Cré(t),

(12)

/\I:P7
_ A0 —BKC _ 0 _ 0
Af— = y Dfe = ’ Bf: )
_0 Af 0 BfC By
_ _l3w _ _
B, = LE=[10, C;=[L —Cy], C=[C 0l
0

NTRRIARCIGE R, A MR SR 5] 3.

B ((24) HAAREWMEMBEES hy(t) &5 RGN ARSI SR R %, 1% R 3L
T 0 R 2 RS

IRy ENII® < [ Hy @), (14)

Hrb H FoRIER It B I HEBUERE, || - || #78 Euclid 044

EM1 ([25]) RS (13) 2¥7dnafae i, Wik ve > 0, 36(e) > 0 fEFUYIIHE o) Wi
sup_,,, <i<o E{Ilo(0)[17} < o(¢) IF, R5¢ (13) HIAR £(¢) W2 E{IE@) (1P} < e, ¢ > 0 H limy o E{[IE(8)[17}
=0, b B R seAe.

51381 ([26]) X TAEMIER may, HRRE 7(t) W2 7(t) € (0, 7], WIXFTF—A 1 = Al R 5L
() : (0,7n) — R, FAEWHEIEFE R = RT € RV, S € RV, JEH [2 7] > 0, {18 Pl A%
AL

¢ &) —R * * £(t)
‘TM/F £¥(s)RE(s)ds < §(t—7(1) R+S —2R—-S—ST « | |&(t—1(t)]- (15)
f(t—TM) -S R+ S —R f(t—TM)
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3 EEHIL

AFTEFIH Lyapunov FE B 2R M0 PR AN S U R, 1558 FE S fit & FN I 28 B0 S 1L
YRR ZE R G (13) HATRRE YT, VEES S HUHRE Af, By, Cp ¥ HHEHE 2 25 H.

FIEL X T4E RSB AR IE o, N ES da, 7o, Our, FAFRURIRESEL 0, KA
A9 b, PTiZHIEH 85 K, JEFE H, IS EOERE Ap, By, Cp M Hoo VEBERERER ~, WERAFAEILETE
M P, Q1, Q2, Qs, R, Ry, Ry, Q, S @4 B HBUERE M, N AV, AE43 00 N HEREANSE AL

Dy x x
O= P, 3 * | <O, (16)
D, B g
oo ™ s0 | ] 50 (17)
M Ry N R, V Rs
Horp
[ Dy * * * * * * ]
&1y —2R —-M-MT * * * * *
-M Ri+M Q1 — Ry * * * *
o, = dq3 0 0 Dy * * * ,
-N 0 0  Ret+ N —Qs— Ry « .
Rs+V 0 0 0 0 —2R; -V -VT *
v 0 0 0 0 Rs+V  —Qs— Ry

P11 ZPAf+A}1P+Q1+Q2+Q3—R1 — Ry — R3, (1312=ETBTP—|—R1—|—M,
®13=(1—-a)E'BEP+ Ry + N, 14 =—2R, — N - NT + oCTQC,
q)?) = dlag{—Q, _@Ia _72-[’ _-[7 _I}7
&g = diag {—PR;'P,—PR;'P,—PR;'P,—PR{'P,—PR;'P,—PR; ' P},
i . : [dyi(1— @) PBy dyaPBy dyPB, 00)
(1-a)BfP0000 0 0 _ _ _
B TM(lfo_z)PBf TM@PBf mPB, 00
aBfP 0000 0 0 O ( YPB; 0y aPBy 03 PB, 00
_ m(l—a maPBy Oy PB,, 0
BTP 0000 0 0| & ) _fd ° ,
_ —dypPBy MmuPBy 0 00
0 0000 VaHC 0 ~ B
_ —TM,LLPBf TM,LLPBf O O 0

C;/ 0000 0 O _ _
- - | —0muPB; 0upPBf 0 00

sy
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Ay PA; dy PBE 0 dy(1—a)PBgE 00 0]
TMPAf TN[PBE 0 TM(l —d)PBfCE 000
0rPAs 0 PBE 0 0p(1 —a)PBiE 000

dy = ) ,
0 0 0 —duypPBeE 000
0 0 0 —7ypuPBgE 000
0 0 0 —OypPBeE 000]

M ARGt (13) H177 8 ke .
HUERR  #isan R JE UK Lyapunov 32 B

V(t) = Vi(t) + Va(t) + Va(1), (18)

e i) = TP, Va(t) = [i,, €T (5)@€(s)ds + [, €T(5)Qa(s)ds + [i_,, €T (5)Qs€(s)ds,
Vs(t) =dur [y [2 €Y () Ra&(v)dvds +7ar [ 1 €T (0)Roé(v)duds + O [, [2 €T (0)R3é(v)duds.
M Vi(t) (i =1,2,3) #SRSE (13) K FHI HEH A EE

E{Vi(t)} = 26" (1) P[As&(t) + BEE(t — d(1)) + (1 — @) Bee EE(t — 7(1)) + aByh(CE(t — 6(t)))

+(1 — @)Byrey(t) + Bow(t)], (19)
E{Va(t)} = €T () (Q1 + Q2 + Q3)€(t) — €T (t — dar)Q1&(t — dar) — ET(t — Tar) Q2€(t — Tar)
—€T(t — 0r)QsE(t — Onr), (20)
E{Va(n)} = B{E" ()@, Ra + 7y Re + O REW) —day | € (5)Rag(s)ds
—TM . €T (s)Ro(s)ds — O » €7 (s)Rz€(s)ds. (21)
WRiEg| 1, H
T
, £(t) -y * * &(t)
—du | ET(s)Rié(s)ds < |e(t —d(t))| |Ri+M —2R, — M —MT | et —d@)|. (22)
f(t—djyj) —M R+ M —R; f(t—dM)
T
\ £(t) Ry * x £(t)
—m [ ET(s)Raé(s)ds < |e(t—7(t))| |Re+ N —2Ry— N —NT & | [e(t—r(t)], (23)
f(t—TM) —-N Ry + N — Ry f(t—TM)
T
. £(t) —R3 * * £(t)
—Om /H ET(s)Rsl(s)ds < |&(t—0(t)| |Rs+V —2Rs—V - VT Et—0() ], (24)
f(t—aM) -V R;+V —R3 f(t—gﬂ/j)
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HH Ry, M, Ry, N, R3, V i /&

RQ *
N Ry

R3 *
V' Rs

207 = Yy = Y.

M Ry

FRE (1) = A+ (a(t) — a)B, Flt A= ApE(t) + BEE(t — d(t)) + (1 — @) Bre EE(t — (1)) + (1 -
a)Bye(t) + aBgh(CE(t — 0(t))), B = =B E&(t — 7(t)) — Bre(t) + Brh(CE(t — 7(1))). X E{a(t)} =
E{(a(t) —a)} = 0, B{(a(t) — a)*} = 12, B,

E{T(t)(d3; Ry + T3 Ry + 03, R3)E(t)} = ATRA + 1> BT RB, (25)

Hf R=d3 Ry + 73 Ra + 03, Rs
HREFHMAR LM (6), AT T AR

o€ (t = 7(1))CTACE(t = 7(t)) — e (1)Qeu(t) > 0. (26)

FREM A BGE T AR (14), FEM, M Bk R RN, B (5 5 D b #4355 plfedan, 1R
FE 2 A I IR R, 7T LBE— B3 300 R 2 524 A

alt(t —0(t)CTHYHCE(t — 0(t)) — ah™ (CE(t — (1)) h(CE( — 6(1))) = 0. (27)
#4530 (19)~(27) R Schur #h5| 3, A
E{V (1)} — YT (w(t) + 27 (8)2(t) < (T (H)R¢(1), (28)

L CT () = [€7 (1), €T (t—d(t)), T (t—dnr), EF (t=7 (1)), ET (t—7ar), EF (t—0(1)), €T (t—0nr), €] (t), BT (y(t—
1)), wT(t)]. HE—2Hh, =L (16) F (17) 2&

E{V ()} — 72wt (t)w(t) + 2T ()2(t) < 0 (29)

AL IR 7853 SR A
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Event-based H, filter design for load-frequency control systems
under cyber-attacks
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2. Collaborative Innovation Center for Modern Grain Circulation and Safety, Nanging 210023, China;

3. School of Automation, Southeast University, Nangjing 210096, China

* Corresponding author. E-mail: liujinliang@vip.163.com

Abstract This work investigated the design of an event-based Ho filter for a class of load-frequency control
systems under cyber-attacks. An event-triggered communication scheme was introduced to save the resources
of limited network bandwidth by reducing the measurement output transmitted from the load-frequency control
system. This model was established for the power systems by considering the stochastic cyber-attacks that exist
during the transmission process. Sufficient conditions that guaranteed the stability of the load-frequency control
system were obtained with Lyapunov stability theory on the basis of the established model. The design approach
of Ho filter was established by utilizing the linear matrix inequality technique. Finally, an application of the

proposed approach was demonstrated.

Keywords power system, event-triggered scheme, cyber-attacks, Hoo filtering, networked control systems
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