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Tk1ESE: SDN M2l & AR LRk

SEIPRE. TSR AP AR AT RIS, BRI E A BT, Bl AW I A B 2 FA
BRSPS AN 2 W 2 o B R AR BDIRAS. (EEh I&  3 E R)EAE T BN B — S5 S T
RER IR, REETNERH A G HH & S ECRFFGUR BCRAE R, Gl &N R4 RAER. BLoh, Ak
v X 4 I, A AN T R ER T BRI A AL TIFE SDN (software defined networking)
W& BT R R R A, AR IR R A P A G R F 3l B BB N T
Hm kIR, i SDN RGPz dIpLHAS BB E 0 2. sl ERMAEN AT, AL SN IT
B, B R AL, IR RG22 07 R HE T 2 i B R ES.

DRI, 2 Y 0 ) — 2t 524 ot Al A 490 X 2 H H 00 ORI 1) R FF) 7 902 0k R SDIN oA 42 |
5 0 AR R Y R A1 R T i R 10 SR 2 AL FEE P R 28 . A 9 — R (R W0 48 28, SDIN 1 2%
TG AR, A BN R D Re 70 B8 Vet LLR T g I 2% R SEBL T 3K, R TP 4R e L R Il
oy, LIRS (SDN controller) Gt & BEMI 28 AT, Jo/b xR 2 B & HIHCHR, B iR 2 X 2% 22 7t 1
S 15 00X 2% 00 22 1) 3 A S UL T ] B B0 T s ) 8 e B, LA R 2% B R R R AR A A L g — A
Iy A v A, 0 R R AR R AT A (. BT, BT SDIN R 45 0 = (1 £ 35 T AR Ay DA
NN

(1) FEFIREE K DI REMERS, B PIZE TR 7> T, 104 2 0 5T & DI B A2 Se I, Sl &
LA 5T T 4415 SRR AR

(2) SDN F 42 HIZIRE, (153 W28 I AT 55 R SE Bl R s B L5 6 25 R M 2R AT 28 B FH 5 3K
i A Ay e R A 55

(3) OpenFlow MM SR SRR A W 26 I, B SR HA) W 248 BRI TIE, SR A A 19X 2% B BR e
T EIRRFEAS 2 B 4 5T

(4) SDN 2% e S [90) 28 00 8 R B8 Aty DR UEAGL I 45 SR R SIE I 28, 7 S 4 b S0 PR 2% 11 26 L R 28
12 MERHBESEIG L, S BRI ZEATIRAS, @EAL AP HL], nos 2532 4E A5 15 g

IR, B NAMIF AU AEGE T RE T SDN W48 Il SEH AR 17T, f463E [ Princeton University,
University of Southern California 5 /b K2, JEHE K R K% BRI J6 e R 245
[l YK, BAB Google SE IRk, HENFER4E 4] . SIGCOMM, INFOCOM AT IMC 45 [H b
AR EA K SDN W2 & 110 W IZHIE 2. A SCERT BB B SDN Hr 0 25 I B AH K 4 R
BEATAHANI M. 55 2 FT 40 T SDN L8 (8 SCRI BARBOHRBT S 7026, 26 3, 4 71573 il 0t ko 4%
A WU BN o) 24 U0 B WU AT VAR, BB 5 TN e SCHET LG, BB 6 TR ARCSKR TARTR R .

2 SDN M%& N =ik
2.1 MEMEHRE X

2% I BN 1 SRBL T A SFEARAMVE BRI 48 55 H ), X P28 AT N REATRFAEAL - LB, X ) 246 4% it
TRPR AT BAC M R IE A I BOR T B, B Mg N B HOR, W48 B B AT Rt 2R g8 R 45 rp 5 A (AT
N, LIS W IO I A SR 1 DL, A RN T W 28 BUeki A7 0, R W 4 S AS MERFAE Va2 A,
0 2% 3 T A R e X 2% N B R R IS BRAT I IR A A5 BB, B 2% IR 55 B R (QoS) LA A2 I
X AR R 24 TR oR. PR 3 AN MR 5, RIS L& 7% 2 D&
X GO R AR Y A RR, DA I BT A B B 0 4 ) SRR . 0 R P 5 DU R R
DN T A DB o IS BB R SRR 2 IR YR RV ot B ELAR (R b B Ay 5 R 45
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SDN network measurement

Performance measurement Traffic measurement

(1) Link latency (1) Comparison of traffic measurement

(2) Packet loss technologies

(3) Available bandwidth (2) Analyses of traffic measurement
framework

1 SDN M4MERAKT L

Figure 1 Research on SDN measurement classification

LA I TV

1995 4, £ E H AR 42 (National Science Foundation, NSF) F 467 F5%F BN AT KRG 1
DETAE. 1996 4, 3 E B I 461 70 & S8 % (NLANR) 76 NSF JISCRE N AFF T HE M S5
EAR 7 HT (Internet statistics and metrics analysis, ISMA) Wi 2, IXFREEF KB KRG 25 00
TG, BEE P 2% AT R RE, 2 SRR ANKr BT AL A R AR 755K RIS, Bl 5 70 ko 2% 1
FAANKTIR B, e 500 6 1) 0 28 M e AR AR AN TS 22, 0 9 22 B4t 1 B 22 B i A K. (HLR St
LR, ARG N E 18 I R B b = A B 4R 2R AB AL, &2 I8 T BURE I 52, IR B IR K, &5 T 285
EATLS W R IR PR Bl SDN g, A 7 48 I 7 TP 224 Hh T I P e fe e e F i) 8, 5162 T
R FEAN Y F) v FE E A

2.2 SDN RZMERAHRTAR

IR 28 AR AN A B L O, T DASRTSAN TR 20 845 . 7EWF U5 T SDN W45 Hh il 2 4 AR
AR S R 45 D %ot 5 R 43 SR o LRI 3 DA o 5% ik I R D 28 R i 2 Ny, Wi 1 TR,

(1) PRZEPEREDN &, o9 265 1k B B DX 2 0 S R A% 20 3, T SE MO VR B, 456 R T
FOR & A BRI M BE TR AR 10— R VAT N, REEME NIRRT RSB AT N BFEA . A 0T B,
X P28 BRI AL « IO 8% AR A DU AT R, DA I 485 22 A= Bl 4 L) 2 N7 S5 2 SR T V2 M, —
LA P 20 et 9 (R A ) j 2 —

(2) ML R, YL R0 —/NRF E P 2% P AL B B L REAE R AT 00 e P I R, A RSB
IR 2645 BRI Bt A BT I 2608 5 R SR R ZI . T R 48 . AR SR 7 & (W0 NetFlow, sFlow, JFlow
) HWHRER Z ML IR (758 CPU) LASAH M8 I R 2ok R A Wi m i R 2 2k, A2
O BL T, D 2 SRR M AN B R AR N (0L Rk, B FELE SDN W48 Hh i s I 4 A
SR SRR, F 3R X4 5, B A it 2 I8 R0 I T2 SR el S . mE TR W
2 MG N R T, B+ mENE L

3 SDN MZ&%aEME

W45 IETF (9 1P WEg LRI & TAEA (IPPM) 45 5E fAH 5C 5 SE MM RESR bn 10 U AR HE, 25
K 2 It TR P28 P RE A SRR AR 0 5E S, AT SDN SER & . SDN ZRIE A SDN 7
S 3 A7 T EL A B SDN 45 1 B & (1 AR SGH R
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Tk1ESE: SDN M2l & AR LRk

3.1 SDN IERiNE

BEHE RE UL 25 H AR ORI T s, DA 2% 308 ARF AR A0 Al 55 48 A S AU IR o 2 1 PR ) AS W3
B, XL GE 2% IS AT R E BT 30, QoS U7 T HE T TS AR B, 7R 4R H 259K, M2 A
NN, IS YEAEE AR R BUIR T, anfr 35 S il 4IRS, sh s ol & M4 AEIR, L5
I [E) P AR AEIE P 48 A2, RSO W 2% 12 8 T ek A A R (KD . H AT SDN R £ 1F 7E 12t i A1 OpenFlow
PRSI FRAEAL, fRE T VR 2 AT A RO R SDN W48 ZEIR 11 )7 58, AR5 Je i 2 48 IR P & 1) HE AR
&, FEIR A AR R SEIRAE N VI m 70 Hr SDN ZER I &5 2.

3.1.1 EX

W 28 JE 3R T8 43 Dy B RGBSR AR IR BRI AT AR M B SR MERE S 4, 4B OpenFlow P 3URY
PE, 80 34 75 X 428 1 4 B A8 $e AL I 42 i B s 2 IR AT I i ), s 4 AE IR R A IR 2, EE oy
UL 3 AMJ5i: (1) BEAAHDS, BB E AR A BT . P4 e i R AL BRI RESE; (2) Bdngii
FHOR, ELAEAL 3 PR B HR S $ROCK B L RIRIMF AN Ty 2058 (3) W28 SAAH G, RIAEIR 5 4 A
ZER AR IR AR OC. T IR BT 0T S IR AH SN S AT R

FEX1 (FIAIEIR (one way delay, OWD)) s A WA IA i i H 3 B2 US omi-H2 ST 46 24 1) I [

EM2 (FIRIEIR (round trip time, RTT)) a6 K ik Kk t, B A% im0 21k B 22080 i
NG ST T I ).

TEX3 (£18) (jitter)) IR MARATEEE, FHAR [F) B 0030 1[5 BE B AR T 48 2 AN [R] I 3] ) 1 0.
Rhah#l/)y, LR GUBRET | 2 S8 IR AL AR 10

EX4 (FEHIBEMALIR (control link delay, CLD))  d G s il 5 & A # AL BRI P 75 B 1 B
], S [ A TR ok

FEX5 (INEZ (clock offset))  HEANE & F NPl 15 L v v B e 2 ) i 228

3.1.2 EREIERNE

bt 22 B B i) JE AR U R, LR T2 R A B RS PRI AR S, A0 A I B AR [ B S o B, I8
IR 2w R ) B S IR A B AR B4R I SR X LR B A, T DRI IR R R, 2 e ikt &
(I A 25V BB 7E T 0 2 LBV E T390 2 2 18], HAER 24— BRI (] Py ZEAR /N3 BB 9 38 8, TR Lk
X AN T2 R A A £ R IR B A 22

SLAM 101 J& g0 ) 5% A _F ik S AR & T4 B A2 2B IR i 77 5. 183d OpenFlow B A PACKET_IN
A PACKET_OUT 451l v JE I & o 28 AR N AC e L2 TR ) AR, BN T EEA M AR 3 5. TR
IF, IR A% ) B IR, FIF] STATISTICS_REQUEST 1 STATISTICS_REPLY {4 KL 3R B2 il 6 %
RTT. SLAM FEI3K 3 MU

(1) TSk e 7520 & A8 B BR AR, MHZER AR b A S ML T2 2o e i RN, i OR IR 4 S
L.

(2) TEFRINFR ST o AL R AR B R A ML, finh & 38 3 ATL 17) 425 1] 2% & 1% Packet In ¥ .

(3) F | ZRIEIL P Packet In JH B 2k 42 i 28 (OIS [A] 115 H BE 42 2618 . OpenNetMon M) &3 i
7 )RR SR AF I B AR B — AN L b RE IR IR S, Ak BEAE BI85 G — AN SN LR ERI 4 S A% (]
P A% 4 i) Bl R D S B RN B A 42 1) B8 A 1], DA R 32 i) 2% B A LR Al i 2R, AR
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Offline calculation-controller application

Compute the MP . Calculate the . Derive and install
location set overlay network flow entries

Online RTT monitoring-MPs

calculations distribution

' '
' '
' '
' '
' '
[} /_\ [}
' RTT Probe packet '
' '
' '
' '
' '
' '

2 GRAMI MEMBRRE
Figure 2 Measurement phases on GRAMI technology

HAE ERISEIR. 16 EER B AR YE EchoRequest YH Bt RTT AETHEAT . Dol & e 1t DL K
PRI SO A BEVC FC AR KN, FEANTRINR S 3 5 5 B A2 (0 A i R R UL . AR R

1
tdelay = <tarrival - tsent - i(RTTsl + RTTS2)> (1)

3.1.3 {FIRIERNE

SCHR [12] F2 it —FhEE T TTL (time to live) HIMEAF IR AEIR K@t )7 %, Bl TTL-based looping
method. % /7 Z& MV TH RS2 PR R SCHE M S5 B G PR G 2 22 Uk SR A3 1% I 7 L B (] B PN 11
SFJREIR . T IREUZ WL R TTL F-Bid% . TTL-based looping method FJE#t 2 Ab7E T, EA
FAAE AR A b b 22 2 K B DT e R0 DA SE IR BRI SO A, R 3 AN It R ml ik 21 T H 5.
[ e (1 S B 7 =R b T o, SN AR DN S eI, (ELERE A8 AR e A PR AS 2 A 12 o 7 R W 8 T A
Jh. SCwk [12] FeH, BRSSO G TTL UG PP AER, AN IE B A 5 AU A gl &, i AL
BT A A UBA B AE R AFAE R B Bl 1, PENGHA Ik R 2l RS FBOR, AT 52 1 B 8 300 i & 2R ) e
Tk

CRAMI 3] 75 75 B 18 1R (1) 642 b TS 132 Wi 3% 50 MP (monitoring point), 32l 28 15 a2 4% B %
1 BB R, MP AR IE PRI S FH38 5 SR AR SC IR B e i ) ko B A5 H B A2 R BT A BE RS 1Y) RT'T
B, B 2 #iA T GRAMI BIH /S TAEM Br: 5548 M BN 7E 22 & B

BIAT B, T AR A5 ) 2% 2 B M AR e AR 224 17 10X 4 PR A 1 7 15 WX 2, [R] IR Ry i A A L %2
BT N (R IR AR I, 45 SRS MP AN LS A W e e R i ) A R I R S B B A AE
LR B, MP [ IR 42 HH A A2 3L A AR IR ST, A LA B BRI SC S $AT AN BIPE, B il sk
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m, Sy
S5
s S¢
Stepl
age
x4

D) (el (e

Step4 Step5 Step6

B 3 RTT MERH
Figure 3 Example of RTT measurement technology

R S Bk B ) H SRS, ORISR R [, FERE R IR SO R 2 RIS L. s 245l
PR IR OCIR 0] B TR Rk A5 A BE RS ) RTT . DA 3 A, NIE KT s, s4 F1 s BRAZHI
RTT, $&iil48 T 20K my, s3, 50, 54, s¢ ERAEHE RTT JE my, s3, so BRI RTT.

SCHR [14] 25— FhEE T SRR AAB LT, RFPk 0 s 21 s 1818 B0 & 705, — AROE B I AR ok
DU HH R IS TR] BRI 0L, 2R F S B D7 VR R AL Sl RISt S8R Gt 2= b . T
IR TR I 5 07 2 U R &R, I PR R A HE T, AT ZE R T 2 B R At T sk
) 381 o B 3R, 05 5 SR B v

SCHR [14] #SIER D 73R R BRERE di BORN, b dy 3 NIRRT TE] wy AR
6] s ABRRISTIE] 7y (EASVERAE, BT r R ER, PITT 209 0; ALBRIS 8] (1) 82080, 18 200
ANt R, B PR B B IR T 22 VD] I EITE R

N—1 N—1 N-1 N-1 N-1
VDI =V |3 de| =V Y e +s)| =V D we| +V Y si| + Y Cov(wp,si).  (2)
k=1 k=1 k=1 k=1 k=1,=1
Forp SR I 8] wy, 77 TR IR
N—-1 N—-1 N-1
% Z U)k] = Z \% [wk] +2 Z Cov(wk,wl). (3)
k=1 k=1 1=1,k<1

FLFEI R s W07 2T INEIT
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SERFINIR) wy, SAEHRITE] s OV ZU0T:

1

a(E[wkpzfl] — ElwiE[P]"]). (5)

Cov(wg, 1) ~

TR ER A, W58 E BRI B IR P SIS E Y S A E AR

AR B AP A RGO N AAEIR, AH ELT 5 REARTG BN R ZE AN e R . (EAZ 7V B ok s

WA B, BB A GG O RATE S RAREIE . BEAh, uSCRF RN T BT B, 7 A SRR
I [R5 2 Dh R, X6 0 4 152 4% R 1R e SR L A .

3.1.4 FEEESHR

SLAM # OpenNetMon A4 IAEREAF B 45 7 T, TR A6 S ARSI SE T TR A [RIINy, SLAM
I B AR B #25 SDN WM 2645 5 e R D e 70 B I BTt /)R (B A R, 7ESCHR [10] Rk 18R
I R, T R R 75 A% V% A 4R SC. SLAM EAFAE A b5 428 1 25 SR 1B A 3R A1) 55 i
FIH OpenFlow HMXH EchoRequest JH. S H B H 85 RTT A — 2B 848 11 H 4 d) B g 4B 1R 5
HSHMEZ Al eig pR 7. R, T S HALAC B BE DL A 25 B S 30 /] 51 S A A 3 A 38 50 8 ) 1)
ESE SEn AR

GRAMI AJ & H T ANF P g b ahiky, 3808 A NI AREUD, W2 BT 5 AR 52, 1 mT AR
P2 5 8EE ZEFEHIT . T H GRAMI SEIE & 45 5 B AEAf PEAN I & 28R BERE MP 20 #g 48 n
MARTH. (HET MP R E R i B 20 E B AR, MP AL E R I E R GRAMI Wl & 45 53
AR, GRAMI 5 BT 5E E U 2B R Wl % A%, ™ 2% 207 R RIEEA L. GRAMI X 325 M 45 (1)
AR A NS AN, T2 BARTLAE, 2 R4 R A B AL, AR e 5 2 E T A O o W 2% O e
AL BB HIRICE . 882 GRAMI, TTL-based looping f#] ¥ Ei %, A A AH M58, (HAZ R T
FREIE, GG ERA R

3.2 SDN Eal&E

3.2.1 ENX

ZHRFE RIS G, HAREMRFEARRE 2. LUOH ATy W B 0 2 5], K
BB MRS T R 5170, RN RE T, A0 AT RE H BILAE X 2% 1 28 B
VA I 22k DXl 2 S BOR A SR S 0 2 5. AT RE L BLAE W 2% SRR AL, i T2 SR UL
PR R T 3 B EE R SE AT AT RV B B 37, e R R P2 VERE. 2% B2 IO BE P i et & R 3 %
LR E B R 2 — 91 R, X 208 A8 O 5 SR Bl 5 DA R N 1) Rl A T 19X 2% 3 YR 11 5 D % 25 1 DR
DRIAMH i, SRE— R UFE R R R BE. k] L, 20 A AR T LIRS el A
ZEVERE L HR 4 IR S5 BE D10 EE LR RE AR, S 4 G TR0 I SRS SR, ) AT I 45
T SRONGS P AR . T S 4 B AR 5 XL

TEX6 (ZH (packet loss)) 7 KK A 3% IO BCHE AL 1 € I 18] AR BE R 2I3E H (13, FR_EIREL

FEXT (EBF (packet loss rate)) FEFALIN ] A, B 0 2 KRB0 BORIE B LA,
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(4) Selection of packet loss measurement and ﬁ (7) Packet loss calculation for
intermediate points (i.e. based on SLA policies) end-to-end path and/or links

Controller

(5) Installation of microflow
rules on select measurement
points

(3) Notification of selected
microflow defection

(6) On flow expiration,
reporting of microflow
packet counts

by the controller

Ingress
MEP

(2) Microflow selection function (all,
samﬁled, policy-based), configured x X

(1) Flow table with auto-devolving

entries on ingress node x X

B 4 (MEMFE) EPLE Z8MERE
Figure 4 (Color online) Packet loss measurement of EPLE. MEP is the abbreviation of measurement end point, MIP is
the abbreviation of measurement installation point

3.2.2 SDN MEHFHEZBMNER R

T, 2% A R AR AR, R AR ORI AR X e/ T LR T 9 465 FOREDRE B () B A 3 D 5K, HE
For I 260, 3t B A BRI PR . SR [16,17] 2T OpenFlow MIUREE, JF: ] 30 S 0 4% A B o 4
NIRRT R, IR — MR E g Z AN =T K EPLE (WK 4).

EPLE NEBFRBMILH T 3 ANER: 55— dEmifGit B0, 2, A5 R B ZniEs 2
BT, SRR BNy R IR RN T 5, 5=, SRR ) A, F A & AR AT
IR CLT AP B

(1) %R B2 N DAL, PR R IR ARG, B Zm RFE (51 0 R B B
W TP TCP 3 [15%5) @il Packet_In B R IEL 15 2%

(2) P A I B A 0 2 N R 2R AR b A M i R

(3) AL AR, BAR A Y A5 i 2% K 0% Flow Removed Y 2., o Hp AL HE T 2%
LSRR BB ERMER.

(4) 2 1) 25 T8 2 S I B T B i 3 iy 2 B R EORH AR R R AL

81T Mininet “F & SLER5HIE, EPLE (1l 845 5 5 5080 2 W1 e (EAHULEC. [FB, EPLE i858 F
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Loss
. . packets - Loss
Digest collector Loss analyzer report

Traffic digest

Traffic digest

5 (M%hEFE) LossRadar M= 34951+ E

Figure 5 (Color online) Structure design of LossRadar measurement

TP SR AN LRI AL BT, 2550, NFERR I BB R b, AL BEIT I 4%~9%, W
FETTHEHEIN 1.5%~3%.

TESZEL FiR &k 72, H oGP BRAE T-7E OpenFlow WY H S FF microflow &I EE. 28T 1 &
FIEAT SN Al auto-devolving DIfE, VERCHTHAR 5 745 & PSR BRI MU, 4n SRUCHC B, 2T B
1 idle_timeout #{ 1L 7E, [F] AL H 22 25 %) BL LR Tl

A ) 2% M 4% T ROl 278 15 2 I HAR, X AR 8 0 28 M e R I B 28R AN e 2 Nl
N Z BRI, 32 B 2 R A HEwR PR I8 NI T4, SCHR (18] ¥eit % T B
B ARGt LossRadar. 1ZIE RGUEN T/ NEH BB ZAH 2GR, 2SS AR AR 0o 2 25 A A i)
MIEARTHAG], e AR ZaE R, LRSS R AT 2252, LossRadar FIZEHBIHINE 5
PR, K5y 3 AP YR, 56, LossRadar 7E M 26 s UGS 73 5l 4 315 ml e e it BB, TH R fithay
XPIRAFI B # O EAR AT a2, i RABFANR fow ID LARKT ) flow size. 5 — NI & A 1145
WG, THEALHOR 4% B HAE B AR E EIREESS (digest collector). collector Wit 2 145 Bt 70
SACEE R B 0 RGBS B E AT, IR AN EZAER (5-tuple, Packet_Identifier %),
A2 R A E BB LR

LossRadar 7EFARSEILIERE A, 06F 25 A0 I8 401525 FE 4T, 15 %6 KA invertible Bloom filter (IBF)
g 7 2 LR AR AN IR 5 FH B A BEUR. LR, LossRadar /383 bG XA AN H i &K/ 224
KA EALTE DL, PRI 6 e B AR (0 B 25 B 48 DR A W 48 T 2 v fg I o [ 20 Il L5 296 EEL % 8. S
XS IN SR FRAE LA 125 EAGIN ) 39, 3 DAL iR b R A AR A S BURUE N VRS RN — 21
FOREL, T B I PR A HEAT A SR LU AN, f T AR AR IR SR ZE B 00, DL AR LA B v Bt
e B 30 PR TSR BT B T A, W IR B R AR B R R IR RN X T iR & E A B RIIE BN
7, LossRadar IEHft 7 AAMAME BASINTh E, AT AR 7 22 RS A IR O AE 5045 8., DAEE I 2 A P
SRR SRR R, ITT DT 09 25 FRDARESS, o) 5 A L ) S

CP 19) 72 J T4 oo S0 FH T Vv (9 230 1 5 A I L. FLAr SR AR B B ZAE U, 3:3)
W fE R FARSCTH B 2y, R AR LG R, FRRIE R AR Bl s ik m Z A I, LAME 4L E
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FREEOL. FESCRE CP RIS, AN AR BEH — 58 K/MIZE X, G2ib X AR 73, Horh
—HB o A TAF AR R R, 53— B A TSR R B RSO 2. 2482 0 DR EER I
CP SZHMS G BARN B SCHEAT Z FEHE N AL, RINHEFARSOR A, BHH RIHE ORI A, 24
JE R RS AFTRAE G b X A5 e K. CP IE ool ZAME B MRS IRSCAGE TS, AR CEFHE . ZIRE
FE— L LR R BRI R R RE, BiR QoS HIE.

3.3 SDN #HEiNE

T Ak HE A W 4 B, TR 2% T RENE A ) DRI 25 AR B RE 70, SO B S B 1, 12 Wk
SRR, R A% GE R A RIS R 5N, BILAT A 90 I S AR Al A 0 00 B TR 5 e R i A AT
BRI 2% 5 9 SRR oK. I HEOUT, X AEXARESAR K b/ AT T8 T SR A H P
Jrid, B EAN R T A 5 SO IR TR R . R AR AT RIS — AR
R~ 200 TR K] SDN 224N 5 64K T2 A 2% PR R A0 T LR AR, Xof Do 4 40 A FE, 50 Do
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Table 1 Comparison of SDN network performance measurement technologies
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Table 2 Comparison of SDN Traffic measurement technologies
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An overview of software-defined network measurement technolo-
gies
Heng ZHANG, Zhiping CAI" & Yang LI

College of Computer, National University of Defense Technology, Changsha 410073, China
* Corresponding author. E-mail: zpcai@nudt.edu.cn

Abstract In recent years, with the continuous expansion of the size of networks, the complexity of network
structure and functionality and the volume of network traffic have immensely increased. This has resulted in severe
challenges in configuring, operating and managing traditional networks. As a prominent way of monitoring and
handling network status in order to optimize network structure, enhance the quality of service and achieve network
error detection and recovery, software-defined networks, as a new emerging network structure, has considered
all of these problems and suits these network applications well. This paper is a survey of the state-of-the-
art research on measurement technologies in software-defined networks, of which we detail the design concept,
performance approach, measurement objects, technical advantages and disadvantages from three standpoints:
network performance, topology, and traffic measurement. We mainly cover latency, packet loss and bandwidth
measurements when considering network performance measurement. Finally, the technological approaches are
summarized and future research issues are discussed.

Keywords software-defined networking, latency measurement, packet loss measurement, bandwidth measure-

ment, traffic measurement
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