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RIEAAE: FRBOE IR 2T 5 T FEHL] ) 22 73 B A TR i A ik

VO A EEAT B R AL B RS EE. SR [9] USRI s e LI AR > S8 T i, SR AL TIEhE N
THEUELE AR AT RIS 2 1 JF 46 B T B B AR AT &, A8 DL 1)U S5, S0 ) AN A B
SR, — B S B ff 70 L FH AL A S EE 3 Kt i e v A AT, TToxk B s e ) S AR, X2 T
TSR SETE I S E AR SC R SE . DR I, — e L 1 5 Vi A e T A A
B, PRE AT 2, WAUE K. Bolot 45 1OV 41 i 1 AUE 28 N ) 22 2 B AA R B e i R AT T 1%,
M DX TR 25 o PR O o T 99 3 87 A GETHE N B R AT HEAT Se i AT . SR, SCHR [10] Hh
JH XTI (R AT 7 iR BE 78 70 A EE SR G vt A o & 18] A SRR SRt — 2B S Bl O R ARG . AR
SCAE FIFE BEATLA SR A B S 8 1 A AT vh I SR IRV 290, A3 A S A S R R, 0T H e R FE B ek
H 2T 22 70 B RL LB A AT B2, R B v B5dle SR A SR PR (RN, T A 20806 A2 80 A P I 2 R IR

A TAEUR:

(1) BEXHHEHOE R T R AR SR ST A, A FIRCIRE, oot B A R SRms e R 5 3d JRAE
W A 38 TV

(2) J3 i SR L 15 3 T RE R AR P, B R R SRS HE R 1 YOO AR RO 32 T i o A A PR AL AL A
JFURELR: 5 SRR REL R, 2 e R AT L

(3) BRI HiAe KA A SR R, DG i R ) G AR, B2 1 DR SR AT A1 B B R 0 f e 3R
715

(4) B FEHOE RS T MBI E ST A A 0%, IR I Se s i Sk i A R

2 HXER
2.1 ENRBRAMENX

Dwork %5 2 B e th 7 220 B B A2 A8 AL — i g R R AL DR PHEZR, Jeat ook 8 i dfe 42
Hh— R0 SO A 45 R A RE I, (A 2 B JRNTE 1 BRI SO T E %5 B, BTk nERAIR
izl R P IBURE .

FEZE P FEAMORI R rh Xof Ut o Bl SR (AT

EXL (WRHIESE) @Bt D, D', 2 2 MEERE R RARZE 1 Kk, B

ID| - |D'[| =1, (1)

W# D, D' NS EEEEE, K |D|, |D'| FonBdEE il sk scE.

7E LA BE R E R B Dwork 25 T e ZEPBARLIIE X

EN2 (e ZHRA R X TAEESERIHA WA EIRE D, D', 5 RATHEIE A Szt i o4
FER A AR O C range(A) ¥ 2

Pr(A(D) € O) < ¢ x Pr(A(D’) € 0), 2)
MIFREVE AW e Z7FaFh.
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wixD, WD, w3xDj wxD; wD,
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Y
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Y
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Figure 1 Noise accumulation

2.2 ZEREHLF

FEREALA] 1120 8 — R T B A i b BEAT 22 0 e B Se it R A T i, JF HAA Bk
MHEARHER. 455 — D OEGERE W, H P8 2 04 T ), i SRR SRS R R L RS
GUHE R A R 45 R AR L

FERENLELRE SR W BRI ANERE B, L ARSRHIIES, Bl W = BL. Hrh L yRAUSRIEHE
M, Seilid FE R LR SRR Bl AT 2 A, AR AR M S5 R BN S 2 )5 BB R SRR B
e R & AW A IR, AR

A(W,X)=B (LX + Lap <A€L)> . (3)

FERERL R T7 2 B oK 12 2RO
error(W) = 6%tmce (BTB) AL (4)

FEFENLAE AN Laplace W MUBON SIS AR R 1- Vs, tioCmR [11] A A& 18 15 =i 2
e ZEpBaAh. A SORE R 5 R REN LA AR 7] (R e 5 v,

2.3 MEESIT A

INBUESL ST R AT RS B /T BB RVE Ry (1, ¢], BB RO HE A, B Hs e Sl 45 2R
TR 22 7 AR A Ak, BETONS &5 SR AR . Bl A R AT AR A AT R R

t

result(t) = Z(wl x D;). (5)
i=1

R (5) T, wy Fongm TN @ T R EWALE, « FoR SR Z). B 1 PR, 8 s S
I TA) S BRI GETHEIN AT Laplace M7, JF SECEARSE, M 2EAT Bt KA. 2R, T EaES
TR A7 AE MR PR 1R 72, B I IA] ¢ $E4C, RTEH HIE ST S il 2 RBURE MR, R A ARG L.
NG R A, AR SCE SR INBGE SR Ge v A AT B AL N BGERE W, BEITA FAERE P 4k
PUESR G v A AT A W 18] (0 SR IBCE DA vy HOR ARG . 2 4R B e 2 rp AL B AR e v] DL R i R

~:

w; =p 4, (6)
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RIEAAE: FRBOE IR 2T 5 T FEHL] ) 22 73 B A TR i A ik

o ¢ s AT %, w; o AT 2 AR, Bl AT I 221 P08 24 A 2z, A BN, p e
(0, 1) JFEIRIR T, SEMiAE B T ol (Y
BT RCEER A 3 (6), PSRRI AEEERE W s

3 BERBEATHESRIREELS

FERBARIE GG AT, B RRAT Z R HS BAT AR, R AR O R RoR, AT PAE
R AL F1 R 258 360 PR S P SRR T R AT 2. D LIRS0 A 80K AT, T S B A T e e k4 i
L FR) SRS .

3.1 SRERFEFEAIIE

FEAR B DA 2T A 22 70 B AL TR A v, B R AR A A I R s 7 AL 1, ARSR B Jo i
TRAEAFHE, HPRRAT Z IRIAFAEAR S, Db R R a4 i et A0 s s Bk A A it 45 R 1X—4F1E
SRR RN, ACESR AR MERL 1 B 3 B SRR AE RS L o8 R = MR, HXHALLL EoTaREy 0, A
T ORAIE 55 24 I R AT I ZAH S Kt A D S s & i i Bt [RIIE, D9 fi A ot 56 HL T A, B
K 22 W B R ITE — e Y A, AT B SE Boost 1931 87 1R ZEHIEE O(logh V'), #4112 F) 51 I 46 B2E I8 A6 3
MR I TR BT O(logd V). 2oL L, TR R L7 b e Ko 48 4
SRR R A2 T = AR, [ A i 2 R R 22 R

PEREA 2 — AW RS E 2 AN O(log, N) A IBHR S5, XFF 4552 14 v, 7T LAPRIERAS
DXTR) (1, 7] BOARMEL. BEIXTR] [1, 7] BIRIDN Sum(r), BF Sum(r) = >°7_; D;.

PEOREH AT FS R, 2B T PSR Si(i € [1,r]), W

S; = > D; (i=1,2,...,7), (8)

j=i—lowbit(:)+1

Hrp D; FoRE § MBI, lowbit(z) AH IR o J5, REAHEERAN 1. Lo = 12 Jfi,
H U EIEER RN (1100)0, BARALAT 1 NAEEE =41, T lowbit(z) = (0100)y = (4)10. I FMD M5
A, lowbit(z) = x&(—z). )5, MEREEH @ F A g2 S;, 132 X A AYE LR
Llog, ()]
Sum(r) = Z Sr—r mod i- (9)

i=|log, (lowbit(r)) ]
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PR B ZH 2 Bl 1) A2 e A mT DUIE L AR 5 e AR IR 3GRoR, 24 r = 7 1, HRonie i
NHR:

1000000 1 1
1100000 3 4
0010000 5 5
S=LxD=|[1111000]|x]|2=]11], (10)
0000100 4 4
0000110 7 11
0000001 6 6

Horh L RoRRISHERE, D FonFIREIRAE, S Fondr AR & ) i, RIE T 56 PRk A 2 R o Hh ]
AR I, TR 7 S TR R AR R L8 SR R B i 2 R

HT W =BL, LA W $c2 s sERE, N EERSE B LR A B = WL, {HiE
FEsRE I TR 2R N O(N®), Joidkili B A R AR I SEf 2k, AR FE B ANREE B
23], R s ES R Nk, TR 9) SR B A TE, 2 =7 B, HER R

1000000 1 1

0100000 4 4

0110000 5 9
WD=BxS=|0001000|x]|11]=/[11]. (11)

0001100 4 15

0001010 11 22

0001011 6 28

FERRBOE AT, B TR U AR, K, fFEX (8) 5 (9) BHATHEE, MG &4l
Rl RAGBOER AR, RS R AR

j=i—lowbit(i)+1

[loga (r) ]

Sum(r) = Z pr mod iSr—r mod 17 (13)
i=|log, (lowbit(r))]

Horb p RSB HEIRA 1.
o =7 I, R (12), AT p I FISFERE LR

1 000000
»p 100000
0 0100O00O0
L=|p> p> p1 000 (14)
0 000100
0 000p10
0 0 00O0O0T1
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FRYEANEE: PRBOE A QT 3 TR 8 22 70 B AL S A Sk

Mo =7 B, ARG (13), FIE TN p W EGIE AR A0 R B

I
coocooocor
cooo”w ~ O
coocor oo
2 WD O O O
—_—o oo oo
—_— o000 oC

—

[

(3]

S~—"

oS
OO = OO OO

p
A (12) A (13) BTHEEARE, AORAERE (14) A0 (15) MO UUREL, LRSS B JEFEETN
MR AR, PRISEAE TSR M R i R b, e/ BRI AT R e is 5, REF AR u R B
BF DA bW, B SRIRHERE L ALEIRFERE B B ARG 5 A 1A 2 .

BOR 1 HORAEMERE HNE BuildL
Require: BRI N, ZHE T p;
Ensure: JRIEHFE L;

1 WGBSR RE L, MFTA TR E N o;
2: for j =1to N do

30/ AR A */

4 i=g; /GBI G AT ARG */
5: while i < N do

6: BEHMFEGR L[] = p'7;

7 i < i + lowbit(i);

8: end while

9: end for

10: REIFEFE L.

BOE 2 HRAMEME A BuildB
Require: FARFLE N, ZRF T p;
Ensure: &R 5EFE B;

1 WIS LS B, KT A TR BN 0;
2: fori=1to N do

30/ AR AT */

4 g=d; /X BTN 1 SITT ARG </
5: while j > 0 do

6: HHTRFEGER B[] = p'

7 j « j — lowbit(j);

8: end while

9: end for

10: R [FEIFEFE B.

BB N, fEHFE B HIHEZITCEANECN O(Nlog, N), H3/NF2F 1, Kitktrace(B™ B)
11 K/NK O(Nlog, N). TERFE L, H—FHERICENEN O(log, N), H¥/NTEET 1, I 1- 38
BN O(log,N), BRI (4) MR EAKI TR ZEN O(NloghN), X T KI5 7R Z N O(logsN).
DRIt ) FH B DR B 2H A i SR R B R T B 3 T IR B R AR FE R . Z bk, S8 T S B8 1K) S R B A 3
R SR, B TS LA B SREHT R AR, JovE R AR I SER PR R, Rk, 7R SR AR K
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i RE A, 45 AR B2 rp ) A B S AVE TS, AT RAAE O(logy,N) RS TH) 82 44 B R R AT — k3L
P R, BEUE H AR R R AT S A SR A HE B A 20T A R A R DM, BRI
Bk 3 PR,

HiE 3 BT 2 BRAREGE K DM

Require: WA ZI R T, FWE T p;

Ensure: & —WZIFIKMER s;

1: fort=1to T do

FHEBFGEH R Propiey Do+ g 070 @y

NN P ‘Plowaic(t) — Plowbit(r) + Lap(2L);

k<t s < 0; /* HIGHARAGE */

while k£ > 0 do
st 4 st + (<1>1ow~bit(k) X p
k < k — lowbit(k);

end while

RATEFEAG s,

10: end for

i—k)

)

IS I A S A

©

3.2 FIANBEERILLHREE

e X SRS R PR32 — 20 T OB, AR R — SRR I R 4 ilik 2 1 Jad, Bk, e
IREEAR I ATIR N, Tyl E 0 ZAE PR A, 645 trace(B™ B) BRI, LAt — B HRTHEUR R AT 10k
& AR B o — AN 508 0.3 (0 SR R DAL A

1 0 0 0 0 0O 1 0 0 0 0 0 O
0.3 1 0 0 0 0O 0.3 1 0 0 0 0 O
0 0 1 0 0 00O 0 0 1 0 0 0 O
L;=10027 009 031 0 0 0|=L,=10.027 009 031 0 0 0 (16)
0 0 0 0 1 00 0 0 0 0 1 0 O
0 0 0 00310 0 0 0 0031 0
0 0 0 0 0 01 0 0 0 0 0 0 13

WA || Ly = 1.327. #8555 7 4790 1.3, 158 L), L) FIPTEEWR N 1.327, FEA AR
T AU R (1) [RIEE, ADRE AR RLIRIE SRR B B, U8 BY,

100 0 000 100 0 00 0
010 0 00 0 010 0 00 0
0031 0 0 0 0 0031 0 0 0 0

B;=|0 00 1 00 O0|=B,=[o0oo0o 1 00 o0 (17)
000 03 100 000 03 10 0
00 0009 0 1 0 00 0009 0 1 0
0 0 00027 0031 0 0 0 0.027 0 0.3 0.769

Ha (4) BREMATHE IR ZA error( W) = 6%trace(BTB)AL2 = 25835 FEXSH 7 ATHRLL 1.3
5, BEHIR AN ervor( W) — Strace(BTB)AL® — 24196 bt wf B, 55 al A P

e, RV SRS R e 3fe— XM RELRE, R RERS i — 2D 3R T DM BRI Bl A AT L. G R 4 H X A
FEFE R A
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FRYEANEE: PRBOE A QT 3 TR 8 22 70 B AL S A Sk

B, WO AR RE
A1
A2
AN = . )
AN
RIR—A N x N [FIXFAFERE, /5 Nz kR E, BiEELREA (3) Bl

A(W,D)=BA™" (ALD + Lap (i“)) , (18)

A =E B, R (18) BUE4E AL (3).
I ARG, R E A 4N

error(W) = %traee (BTBA_2) AL (19)
MRPESCHR [12] HHI45R, 4 B'=aB, L' =a 'L A
ezztrace (B/TB'A_2) A2 = E%traee (BTBA_2) A2,
PRIE, ATLSR (ALl < 1. ZRE, R Z I R ME, A R BUR R os Jy in F E ak
opt : Ilrxlglf(AN) = G%trace (BITVBNA]_V2) st. |[AnLn|; <1, (20)

Hrh By RR KN N x N [ B JERE, Ly £ K/ N x N )L AERE.
BOIAE Hy Rad il Ay FIRAETTERMR, Bl Hy = (A, )T K3 (20) #Aevtn
MEAER:

st. LyHy < Enxi, \i >0 (i=1,2,...,N), (21)

Hrp Eny 348 1 A&, B RERIEN (21), BIATRAER T A, Xo, ..o, Ay A5 IR
XHAFERE. CBERE, SO Il ki & 8] L AUS ST 1S, Wi b FoRm i
—RRYNT R, B(:,j) RoniBFAERERE § &)

PAUR R 3 AN PR A0 RIS (21) WRARLRE. 58, KRS L RITER0R, RO A
AT HER &

Lzm—l_l O(zm—l_l)xl 0(2m—1_1)><(2m—1_1)
Lym_1 = Py, om-1_1) 1 O1x@m-1-1) J (22)
O@m-1_1)x@mn-1-1) O@n-1_1)x1 Lym-1_4

Kbt Pryomoiyy = (p,p?,....p%" ).
M ON —om 1, ALK H oy MR 3 ANERSy, B

T
Hom_; = (Hgfl,xz,m,ﬂgﬁfl) , (23)
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Hoep, HOT = Oy damer 1), HET = Qomorgg, s Aam1).
B, RZEME AR f(Hom ) ATER 3 00

F(H 1) = fO () + FO 0n) + 19 (B (24)
FRAER (21) MZRA M, a2 (22) IS

L2T"L71—1H;271 + )\2’"—1P1T><(2m71—1)
Agm—1 < E@n_1)x1- (25)
Ll . H? |
NS i FURT CAEAT DR SRAE, 75 68 A 22 T 2EAT SN ™A RO BR 1, A OROUAEACE s L. e T #f

FERIEORFEFEFE L BUBEAB IR FRUNERE B kIR ZE, B =4 a7 i — & 2615 Ak
B ZEAR#E O(NlogdN). ik, 7F]

T .
Piiomapny<|: ],

B (25) #ib N
Lgm—1,1H52_1 < (L= Agm1 x p)Egm-1_1)x1,
Agm-1 < 1, (26)
LY. HJ) < Egm-1_1yx1-
2k, KX (21) LR AT (26) Y 3 N B3 (26) BT Agm o BUE RIS
At~ Agmei g IBUE. 2 Agmy NFEEREL, B Agmr = 122(1 - p <6 < 1), A (21) 18

1
Lg‘mflinglrr)L 1 5E(2m 1_ 1)><1 <:>L2m 1_1 <Hg1n2_1> § E(Q'm—l,l)xl.

)
2771—171

1 Bom_ G ; TB m_1(s, .
£ (H(Q},)_l) =5 ; 2m 1 ( Z)MZZ om_1(:,4) 52fl)(GS,2 1)

M 73 BT AL AR A 5

opt : m1n62f( ) (G(;y)l,l) & minf® (G;)Lﬂ) st Lo 1G§1W)_1 < E@gmn-1_1)x1- (27)
W Homsy AN GSI_y, MBS TR Hoa_y, WA, BT G50 = Hoa
gV W HLY, = 5H .
PRl dme Dok A B T AR R An R -

Y CH.

Ay = (t) . (28)
A*

2m—1_1
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FRYEANEE: PRBOE A QT 3 TR 8 22 70 B AL S A Sk

XS I (27) B AT R A AR R o T AR PR, AT i AR R AR BB N =
2m=t — 1IN, RATEEE IR i /N TR ZEN erry 1 = ming F(Mgm—1_y), AIRE 38 UL A
KT 6 B AL A

om—1_1

. €Il _ om—1 s p2
opt : h(§) = min ( 52 L = 6)]2) > +erry,—1, st.l—-p<do<l. (29)
TR G, %5 = Y (s) BRI, BN o /2T X )

e

+erry,—1. PR 20 i )9 5K

1, m=1,
err,, = 3 (30)
(é/errm,l + y2m=1 % p2> + erry,_1, m > 1.

L L D BRI A S, DLRZE i/ HARSK HARE 5 2R SO, DT A5 I L AR X i REL R )
FHXS AR R ) 1 G5 AR i AT LAAE. O (logy V) FRINS TR] PSR AR — /0 AT B AR 8. AT, T 1 v 300K A4
e AR BRI SHL (LS 4).

HiE 4 XM RECRIRE D getLambda
Require: B LR T, TR k, ZEHE T p;
Ensure: XA MR8 M\

L WAL A 9 1, fRAES (30) TSI 0L 61 ~ S,y
2: kt « k, m < logo(T) + 1, div < 2m~1;

3: while div # kt do

4 if kt < div then

5: Ak < Ag X Om;
6
7
8
9

else
kt < kt — div;
end if
div d%, m<—m —1;
10: end while
11: A 26X020m),

12: 3% [\ %t A E‘f%‘:iﬂl )\k

Z o, B 6 R DR B YRl 1T B T A R B A 1 22 A3 B RA VRS AT B DMFDA (WA
1% 5).

LB AR NI B 4 P IR 9 WAL BRI RE TR, SR IR AT S R L 2,
WX} A BEAAL SB[ I [ S 4 A O(Nog, N ). AE)E B 8 AE B 40 i SRV (I TR 2 % 528 O (N log, N,
(Al th, DMFDA S8R [0 52 4 28 O(Nlog,N) 5 DM B[R

4 SCIGSTHRT

4.1 SLWHIESIME

NITAERT L5 734, ASCRA T 3CHR [13] H R EHE 4R Search Logs Al NetTrace, LA CHR [14] H
1 ) WorldCup98 Bl £E #E47%F Eb 5256, Search Logs RFEE 2004.01 ~ 2009.08 H[H], = [ 3k xof ok g 7]
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x1 BEE
Table 1 Data sets
Data set Search Logs NetTrace WorldCup98
Size 32768 65536 7518579

X 5 1REEERAE T R T A R R Z 2 AR Bl R AT Bk DMFDA
Require: BFZ| LR T, ZEREA T p;

Ensure: f—HZIF)KATLER s¢;

1: fort=1to T do

2 EHSEBRG R Qi) < D+ 2500 0 @y
3 At < getLambda(T, t, p);

4: URIMMg q)lowait(t) — At X Prowpit(r) + Lap(1);

5 k< t, s¢ < 0; /* WIGRLRATE */

6: while k£ > 0 do
7

8

9

E A xpi—Fk
st <—St+( 1owb.cf\1;) >;

k <+ k — lowbit(k);
: end while
10:  RAGBSAEE s..

11: end for

“Obama” FIHEZIREHAT T AT NetTrace ZUHHAECLE T F o007 7E4F 52 I [A] B P9 0 RR 58 TP BRI 20
ALIFH R KEL. WorldCup98 A 1998.04 ~ 1998.07 JH[A], tH FARE W (1)U Il E Gl k. H A A
WE 1 .

BT SR RNES G AT, R RN AR AR KNG, TESEIS R R B L BT A T e
PP S G0 T A 1R PR 5 5 15R 22 e RV R A B (0 B R 22,

error(Q) = Y _(¢(D) — ¢(D"))?, (31)
q€Q
Hrp, Q WEWES, (D) NESGIF BN ESLIEUE, o(D') NIESG A 1IN R AR THUE.
SIS IR N Intel Core i5 4570 3.2 GHz 4bF 2%, 8 GB A%, Windows 7 #:1E R24%; HiEH C4++ i
= SEH: 1 EXCEL A R seng & 2.

4.2 BIMREMMLLDH

SEIGAE Search Logs, Nettrace & WorldCup98 b i#EAT %} HE S0, %6 B ISV EAE I A T 1) i 4k
giikkAn ). 8 3 AMMEERR ELEUR UL SR R, Herth DM SR AR ST R A 1 g AR
FE, RIS M BEARAL L 77, DMEDA A SN A BEAR AL SR J5 IR 503%, EX (exponential
sum) FVEASCHR [9] BTt R X TE) B BEAT 48 BOZ RO X iR EOE KA %, B R R E Wy
O(Nlogi N), PRIH388 3k Sk f b 14 75 2SR IE BH R FH 255 960 10 ) SC I ] DA PR A iR 22 AR SO
it DMFDA 5 DM SERIRT L, B A BRI T80 T PR 22 KA % i@ DNFDA 5 EX
SRS B, Ul AR G T X TEAR 7772, DMFDA BERSAT R0M F A 0 18] (R R R PR R 2. SRIR R T
AFIRIFEA TS €, 735109 1.0, 0.1, 0.01, A T HFERBENLZHo0 SEE 152, #4834 2503247 100
S5 RSB, 1F Dy i 2 S it LE 8.
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RIEAAE: FRBOE IR 2T 5 T FEHL] ) 22 73 B A TR i A ik

1.0x107
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Figure 2 Comparison of query distortion with different moments (Search Logs). (a) e = 1.0; (b) e = 0.1; (¢) e = 0.01
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Figure 3 Comparison of query distortion with different moments (Nettrace). (a) e = 1.0; (b) e = 0.1; (c) e = 0.01
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Figure 4 Comparison of query distortion with different moments (WorldCup98). (a) e = 1.0; (b) e = 0.1; (c) e = 0.01
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Figure 5 Comparison of query distortion with different decay factors (Search Logs). (a) € = 1.0; (b) € = 0.1; (c) e = 0.01
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Figure 6 Comparison of query distortion with different decay factors (Nettrace). (a) e = 1.0; (b) € = 0.1; (c) e = 0.01
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Figure 7 Comparison of query distortion with different decay factors (WorldCup98). (a) e = 1.0; (b) e = 0.1; (¢) e = 0.01
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An algorithm for differential privacy streaming data publication
based on matrix mechanism under exponential decay mode

Yingjie WU", Chen GE, Liqun ZHANG & Lan SUN

College of Mathematics and Computer Science, Fuzhou University, Fuzhou 350116, China
* Corresponding author. E-mail: yjwu@fzu.edu.cn

Abstract At present, many practical applications require the continuous release of statistical streaming data,
and the importance of current data is higher than historical data. The solution to this problem is to assign weights
to the data and propose a differential privacy data release method under exponential decay. However, existing
methods only consider a single query, and cannot effectively use the correlation between queries in the continuous
statistical publishing background to further improve the accuracy of the query. In this paper, we present a
differential privacy data release algorithm (DMFDA) in exponential decay mode based on a matrix mechanism,
which uses the advantages of the matrix to deal with relevant queries. Firstly, we use the construction method to
generate the matrix decomposition strategy to meet the real-time requirements of streaming data. Secondly, the
diagonal matrix is used to adjust the structure of the constructed strategy matrix so as to improve the release
accuracy. Finally, according to the substructure of the constructed strategy matrix, a fast method of solving
the diagonal matrix is proposed. The experiment is designed to compare DMFDA and similar algorithms for
streaming data release in exponential decay. Experimental results show that the DMFDA algorithm is effective
and feasible.

Keywords differential privacy, streaming data publication, exponential decay, matrix mechanism, diagonal
matrix
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