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Table 1 Major variables

Variable Description
So The message signal intended for typical user, E {||so||} =1
Sim The message signal intended for user Ujp,, © € [1, K], m € [1,n;], E{||lsim||} =1
Bim The m'™ BS in the collection of the BSs in the i*" tier
Bk The cooperative BS in the collection of the BSs in the k! tier, k € (1, K]
Tim The location of BS B;,
him.o The channel vector from the BS B;,, to typical user
Rim.e The channel vector from the BS B;,, to the most detrimental eavesdropper
wo The precoding vector for the typical user’s serving BS
Wim The precoding vector for the BS B;,
Zjt Artificial noise generated by the BS Bj;
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Figure 1 Multi-tier heterogeneous cellular network
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Figure 2 System model
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j=1 t=1
HH R (Bj) = {logy (14 SINR,” (Bj;)) — maxecs, {log, (1 + SINR.’ (B;;))}} .
MERR  HEEE 1 45530 (10) T (13) ArHEfS
#iRa RS 2 IFHLT, MTim5 2 8t 3 HEEHLEIH P, Her 2 el Ry

R's=E {Ig?tae% R" (Bjt)

U R"(Bj) > } : (16)

B ed
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4 HESRSHH

FREANWE 2 FosP R Mg, BN K = 2.5 1 RAREER )R, 56 2 RARRMERTR. T2
AR F P EL A% SR R PR RE, 87 2k vt 1) L 28 W7 DU ST A 2RO 3%, A TBOE B o W) (IR A5 02 % 4
(0, BT R ey W Rk SRS S I AT AR . 2 A 3805 52 53 W X155 100 B3 A5 2 R SR A8 A rh BEAT B 9.
AT FHENRLR, e Mmid e w 2 |w]® = 1. R0, g A TS 2 Bile ||2)° =1 i)k
G RIS VB wip, W52 Wi, = B, . XTSRS 1 I PMESE G, BT ik RYE CST #EATH
ARSI, T A S T g i 1) B P A BT AT T A R TR R IMLED 2 AP E s, LR AL 4 Tt
G 7] B weo WHAE weo = R, WMEFES N ZFLGGN, A R PMEF RN TR 2o WAL heo- 2eo = 0.
F R 2 AR A TR 5 BN . B TR o = 4. HERMEBEEBN 02 = P/100. HAlF:
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*2 IEMESY

Table 2 Major simulation parameters

e A2 Py P ~ (bit-s~1-Hz™1) Ny Peo
Figure 3 31 2\ 40P, various 0.25 4 —
Figure 4 31 21 40P various 0.25 4 —
Figure 5 31 2\ 40P, 0.5 various 4 —
Figure 6 31 2X1 40P, 0.5 0.25 various —
Figure 7 3A1 21 40P> 0.5 0.25 4 1
Figure 10 31 221 40P, 0.5 0.25 4 1
Figure 8 3A1 21 40P> 0.5 0.25 4 1
Figure 9 various 21 40P 0.5 0.25 4 1

BT RSHIER 2 Pros. AN & 57 JA5 R @ 500000 X (Monte Carlo) 7 S, K 2 7R
T H AT E A PPP 4532 i)l A0 55 W 5 A B A 1 L.

4.1 FTMEBRTHZREMEE

XEFACK A M ENLE K37 5t 1, BAT R ZESGEAR S5 AEul B B RS I N T P TR 22 4 7 i o
Mg G R PP AR, B 3 R 1 R R 55 2 ol B v RS N IR RS [ hR Le sl (B ), P8
BARARM LR SR KA, Forp, MR AR R XS N2 2 A 4 (U AR AR 22 4 7
s MR WK 3 hREE A I, TR R e R L 2B SR AREE Py KSR TR 0 s
. PR el R E AL Pr = 0.3 4, BIARSS 3 LA 70% DR A &M P RISA ES, U
30% MIZhA RIS N T WEFS . 1M % 478 aa BER I E I BLE Pr = 0.6 &b w0, P2 R i S
G HMRNEE L B I AR, X2l T, 7£ P = 0.3 B, IRE I RS B A RS 5 RS
TR, S RERGH AL 2 41T IR BRI A RE NS SRAG B 1 B e < i Rl IRf N Mg 78 Th R A BOR
i, RENEAT RCBAL T & MBS, REERHR > AP = 4ilfs. bR P #R8RTt, T+
FA ST R DDA BB, -2 2 R R aT g — EH N, M2 akEE A 15 5 DR MR
R IZHT AR, 72 Pr = 0.6 I, i T AR SSBEuh M ORHR 20 A Th A Fl T8 N e s | B e B Wir o FA 4%
e RE 32 BB, k2 B e f P B RE S 3RS L el o (HAR l R N IR AR 1 K&
Rkl oh, I AEAT S5 M Sh R AR, BIAESRA S0 B AE 48, S M 3RA5 10 foe e S i 5 4
P IR, DRIk, BRORIEI 22 47 m E R AL TR MR, P e R A K Pr = 0.3 IURHR R = P ££
0.6 PA_EZkBeR iy, Fut TR A ME T RZh R BRI, BB sl & 77 1E, ek M 3k
PR R AR ABAR T g R TR, PRI 2 4278 o B3 2T P

H& 3 ATELE Y, Pr YEHITE 0 ~ 0.85 HIRFE, X125 Hh (R 3R K1 8 22 Al A hb T2 0 o TP -1 28 %
SRR AINE S T g Ak R 2 ), Hoads 5 g s P T g AR B KR TR
U ThERE 0, AR T R g o R ORER 2 AR, BRI T T 4 B AT 1 2 el AR E . R e 2
P, RV 2 AT TBR AR AR P o, el s 3kl SR (R 55 (O AL ELl, A 4 Frow. 4E Pr A2Lid e
N LT T 2 R A AR I ARAF AL IR TR R 1 PO AEAEOME, B E R S BP
AT (BFERT Z 5Lk P RS RS S RN CRg A 41, 3 T-/Mg e F P i & #0810
NEE R BITIRAE AR Pr MBSO L.

K 5 TR TP 2 Al RN 2 4 AR B 2 Al R TR y AR O R, B 22 il
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> - > 2]
Z —e—Tier 1 average Rs : \; 5 E 0.76
—a— Tier 2 average Rs : S
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Secrecy performance analysis of cooperative transmission and co-
operative jamming for multi-tier heterogeneous cellular networks
Zhihao ZHONG, Wenyu LUO*, Jianhua PENG & Kaizhi HUANG

National Digital Switching System Engineering & Technological Research Center, Zhengzhou 450002, China
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Abstract The particularity of security threats for multi-tier heterogeneous cellular networks (HCNs) is caused
by the nonuniformity between the tiers and the complex and unplanned topology. To promote the study of secrecy
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transmission in HCNs, we utilize stochastic geometry tools and physical-layer security technologies to obtain the
expressions for the secrecy coverage probability and average secrecy rate under different scenarios such as no
cooperation, only macrocell base stations (MBSs) involved in cooperation, all base stations (BSs) involved in
cooperation, and with/without channel measurements between the cooperative BSs and the mobile users. Fur-
thermore, we simulate and analyze the influences on security performance caused by the fraction of transmit power
used for transmitting artificial noise, the fraction of cooperative power used for transmitting artificial noise, the
secrecy rate threshold, the number of transmission antennas for an MBS, and the eavesdropper density. Based
on the simulation results, we propose a security-performance-oriented strategy for cooperative transmission and
jamming in HCN.
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